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Introduction

Any Windows 2000 Server needs to have virus protection and the Cisco CallManager is no exception. While
the installation and configuration of McAfee NetShield is very easy, there are a few important steps that need
to be taken. This document will provide information on the installation and configuration of McAfee NetShield
4.x (including the newest 4.5.0 release) on the Cisco CallManager platform.

Installation

Double-click the setup.exe executable. Click Next.

Welcome to Setup x|

Setup will inztall MetShield NT w4.0.3a [Licenzed] an
your spstem.

It iz strongly recommended that you exit all Windows programs
befaore running thiz Setup progran.

Click Cancel ta quit Setup and then cloze any programs you
have running. Click Mest to continue with the Setup program.

WARMIMG: This progran is pratected by copyright law and
international treaties.

Unauthorized reproduction or distribution of thig program, or ang
portion af it, may result in severe civil and criminal penalties, and
winlatorz will be prozecuted to the maxinmum extent possible under
Iz

Carcel |

Read the License Agreement and click Yes.

Metwork Associates Software License Agreement ﬂ

Fleaze read the following License dgreement. Prezs the PAGE DOWH key to see
the rest of the agreement.

Metwork Asgociates Software End-User Licenze dgreement i’
MetShield MT 4.0 3a
Copyright [2] 1333 Metwork Aszociates, Ihc. and itz
Aftihated Companies. All Rights Reserved

MOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWIMG LEGAL

AGREEMENT ["AGREEMENT"), WHICH SETS FORTH LICEMSE TERMS

FOR THE NET'WORK AS50CIATES SOFTWARE IDEMTIFIED IM THE

HEADIMG ABOYE ["SOFTwARE"). BY INSTALLING THE SOFTWARE.

OU [EITHER AN INDIVIDUAL OR A SINGLE EMTITY) CONSENT

TO BE BOUND BY AND BECOME & PARTY TO THIS AGREEMENT 'WITH

NETWORKS ASSOCIATES, INC. ["METWORK ASSOCIATES" IF YOU

DO WNOT AGREE TO ALL OF ITS TERMS, DO MOT INSTALL THE LI

Do you accept all the terms of the preceding License Agreement? If you choose Mo, Setup
will cloge. Tainztall this product, you must accept this agreement.

< Back
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To install on the local computer, select Local installation and click Next.

Installation Destination x|

Please select a destination for instaling MetShield NT +4.0.3a
[Licenzed).

ooz this option to ingtall thiz product o this computer.

" Remaote installation

Chooze this option ta install thiz product ta one ar more
remote computers on your network, Orly walid
componentz will be inztalled on these computers. For a
list of walid components, pleaze conzult the whatsnew bt
file.

< Back I Mest » I Cancel |

Select Typical for the Setup type and click Next.

Setup Type il

Click the type of Setup pou prefer, then chck Hest,

Program wall be inztalled vath the most common
options. Recommended far most users.

{~ Compact  Program will be installed with minimumn regquired
options. Recammended far those uzers with
laptops or limited resources.

= Custam “r"'ou may chooge the options pou want bo install,
Recommended for advanced users.

C:h . AMetwork Associates\MetShield MT Browse .. |
¢ Back I Ment » I Cancel |

" Desgtination Directany
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The Service Account Usage screen describes important information about network access to resources. If
you want to be able to have this server be able to access other network resources for alerting and automated
updates of virus definition, you may want to use a Domain User with appropriate access as the Service Logon
Account. Click Next.

Service Account Usage il

Ir order for this product bo access network, resources, the
zervices must be started with an administrative user account that
you specify.

Examples where this product can use network. resources include
forwarding alerts to other computers, and performing autornated
updates of viug definition files.

If you do nat want to specify a cuztom account duing installation,
zelect the "Use the SYSTEM account” aption on the next dialog
box. The SYSTEM account will only be able to access
rezources an thiz computer.

¢ Back

Cancel |

If you only need local access, select Use the System account. If you need network access to resources as
explained above, then put in a Domain User Name and password. Click Next.

Service Account Information

¢

Flease specify a uzer with administrative rights or zelect the
SYSTEM account, When specifring local [non-domain])accounts,
be sure to add "' A" in front of the uzer name.

" Use the SYSTEM account
¢ Use this CUSTOM account

Uszer Hame: ITMEDDM.-’-‘-.IN\."—\dministratol

Pasaword: |’“‘““"“

Confirm Pagzword: I""“"’1

To continue with Setup, press the NEXT button.

< Back I Ment » I Cancel
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Click Next.

Confirm Installation Settings x|

Setup haz enough infarmation to begin copying MetShield MT
wd.0.3a [Licenzed) files to your computer and complete the
inztallation. Lizted below iz a zummary of the changes setup wil
rake b yaur system.

Current Seftings:

Target Directon:
C:AProgram Files\Metwork AssociatesiHetShield M

Selected Components - TYPICAL:
HetShield Console
Metwork Associates Tazk Manager
Alert bManager

I I

Configuration settings:
Add "Scan For Vinuses" itern to context menu.
Start the On-access gervice upon completion of in:
Start the on-acess soanning an startup

l I

ES

< Back Cancel

d

If you want to read about what is new in NetShield, click Yes. Otherwise, click No.

What's New in NetShield NT

To complete the installation, select ‘I want to restart my computer now’ and click Finish.

Installation complete, finalizing configurations

Setup has finizhed copping files to your compter,

Before you can take advantage of the new components, you
mugk restart pour cormputer,

% Hex | want to restart my computer now

€ Mo, | will restart my computer later.

Remove any disks from their dives, and then click Finizh to
complete setup.

< Back I Finizh I
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Configuration

For normal operation on Cisco CallManager 3.X, the default settings for McAfee NetShield are fine. There
are two important considerations, however.

Scheduled File Scanning Can Have a Negative Impact on the Server

There is a difference between the protection NetShield offers by running in the background and scheduled file
scanning of the entire directory structure. Scheduled file scanning is very processor intensive. This could
potentially impact call processing if this occurred during high volume traffic. As such, it is critical to only
schedule a complete file scan during the middle of the night or other non-peak time schedules.

Using Cisco IDS Host Sensor and McAfee NetShield

NOTE: It is import to note that in order for McAfee and the Cisco Host IDS Sensor to co-exist on the same
server, McAfee should be configured to not scan the directory where the Cisco Host IDS Sensor or Console
is configured.

Once McAfee is installed, the icon will appear in the system tray as shown below.

Y a42am

Right Click on the ‘N’ icon and select Properties.

Statistics
Disable

Propetties

Console
Alerts
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This will bring up the NetShield Properties Panel. The settings shown below are the default settings for
McAfee NetShield. You can safely select the ‘All Files’ option under the ‘What to Scan’ section if you desire

that functionality.

Ti:NetShield Properties - CLSTR3-A

Detection |Actions| Heportsl E:-u:lusionsl

Specify what items will be scanned and where
gcanning will kake place,

2l

~Scan

v Outbound files

v Floppy during shutdown

—What to scan
4l files
% Program fles anly  File Tvpes..

v Compressed files

— General
¥ Enable on-access scanning at system starup

¥ Users are dllowed to disable MetShield
¥ Enable file scan caching

)8 I Cancel

Figure 1 - McAfee NetShield v4.03 Properties

%MNetShield Properties - ENCORE 2x|

Detection |.t‘-\dvanc:ed| Actionsl Heportsl EHcIusiUnsI

Specify what itemz will be scanned and where
scanning will take place.

— Scan

v Outbound files

v Metwork drives

[ Boot sectars] [ Eloppy during shutdawn

r Files to scan
& 4l files

™ Selected file types and for known macra vinzes in all files

" Selected file pes anly FilaT
ile gpes...l

(u] I Cancel | Apply | Help

Figure 2 - McAfee NetShield v4.5 Properties
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Select the Advanced Tab (if available). Uncheck the boxes under Heuistics.

T NetShield Properties - ENCORE |

Detection  Advanced |.t’-‘«c:ti0ns| Hepoltsl EHcIusionsl

@ Specify advanced scan options.

 Heuristics

[ Find unknown program viruses

[ Find unknown macro virses

— Compressed files
[” Scan compressed files [e.q. PkLite]
[~ Scanfiles in archives [e.q. Zip)

I &wimum archive scan time [seconds] |5 3:

— General
¥ Enable file scan caching

¥ Enable on-access scanning at system startup

QK I Cancel | Apply | Help |

Select the Exclusions Tab. Click the Add button and choose the C:\Program Files\Cisco IDS directory.
When finished, it should look like this.

T#:Netshield Properties - CLSTR3-A 2|

Detectionl Aclionsl Fleports  Exclusions |

"EH Select files, folders and drives to be excluded from
::E Wiz scanting.
|tem I Subfolders I From |
E pagetile. vz Mo |0t
] C:AProgram FilegtMetwork, Az Yes InA0ut
&3 C:MProgram FilesWCizco 1054 Yes InA0ut
Add.. Bemowve Edit

)4 I Cancel
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