Q&A

CISCO IOS SOFTWARE MODULARITY
ON THE CISCO CATALYST 6500 SERIES SWITCH
GENERAL

Q. What is Cisco IOS® Software Modularity?
A. Cisco® Catalyst 6500® Series with Cisco IOS Software Modularity boosts operational efficiency and minimizes downtime through evolutionary
software infrastructure advancements. By enabling modular Cisco IOS subsystems to run in independent processes, this innovation minimizes
unplanned downtime through self-healing processes, simplifies software changes through subsystem In Service Software Upgrades (ISSU), and
enables process-level, automated policy control by integrating Embedded Event Manager (EEM).

Q. What types of users will benefit from using Cisco IOS Software Modularity?
A. Enterprise, Commercial and Metro Ethernet customers will benefit from the availability features of Cisco IOS Software Modularity.
HARDWARE AND SOFTWARE SUPPORT

Q. When will Cisco IOS Software Modularity be available on the Cisco® Catalyst® 6500 Series Switch?
A. Software Modularity will be introduced on the Cisco Catalyst 6500 Series Supervisor Engine 720 in Q4 CY2005 and on Supervisor Engine 32
in Q1 CY2006.

Q. Will Software Modularity be supported for the Cisco Catalyst 6500 Supervisor Engine 1A and Supervisor Engine 2 systems?
A. There are no plans for support on Cisco Catalyst 6500 Series Supervisor Engine 1A and Supervisor Engine 2 systems. Software Modularity
will only be supported for the Catalyst 6500 Supervisor Engine 720 and Supervisor Engine 32.

Q. Will Software Modularity work with all the Ethernet line card options on the Cisco Catalyst 6500 Series?
A. At the initial product first customer shipment (FCS), Cisco IOS Software Modularity will work with all shipping Ethernet line cards already
supported in Cisco IOS Software Release 12.2(18)SXE2.

Q. Will WAN cards be supported with Cisco IOS Software Modularity?
A. FlexWAN and Enhanced FlexWAN will be supported in the first release of Cisco IOS Software Modularity for Cisco Catalyst 6500 Supervisor
Engine 720, and Enhanced FlexWAN will be supported with Supervisor Engine 32. Support is not planned for optical service modules (OSMs).
Support for the next generation of WAN cards (Shared Port Adapter [SPA] and SPA Interface Processor [SIP]) is currently being planned for a
future release in 2006.

Q. Are there any chassis restrictions to run Software Modularity on the Cisco Catalyst 6500 Series?
A. No. Software Modularity can be enabled on either Cisco Catalyst 6500 Series or Catalyst 6500-E Series chassis—provided the systems are
based on Catalyst 6500 Supervisor Engine 720 or Supervisor Engine 32.

Q. Are there any differences in the feature sets with Cisco IOS Software Modularity?
A. Software Modularity is an infrastructure-level feature that will be enabled in all Cisco IOS Software reformation feature sets for the
Cisco Catalyst 6500 Series. This includes the IP Base, IP Services, Advanced IP Services, Enterprise Services, and Advanced Enterprise Services
features sets for Cisco IOS Software on the Catalyst 6500 Series. In short, there is no change in the feature sets with Software Modularity.
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Q. Will Software Modularity be supported in native configurations (Cisco IOS Software on RP and SP) and hybrid configurations
(Cisco IOS Software on Route Processor, Catalyst OS on Switch Processor)?

A. Software Modularity will only be supported in native configurations on the Cisco Catalyst 6500 Series with
Catalyst 6500 Supervisor Engine 720 and Supervisor Engine 32.

Q. What are the minimum memory requirements to run Software Modularity for the Cisco Catalyst 6500 Series?
A. Table 1 shows the memory requirements to run Software Modularity.
Table 1.

Memory Requirements

Cisco Catalyst 6500
Supervisor Engine

Minimum RP DRAM

Minimum SP DRAM

Minimum Compact Flash

Recommended
Compact Flash

Supervisor Engine 720
(PFC3A/B/BXL)

512 MB

512 MB

256 MB

512 MB

Supervisor Engine 32
(PFC3B)

512 MB

512 MB

256 MB

512 MB

Q. What are the minimum software requirements (native versus hybrid, ROMMON, etc.) to run the Cisco IOS Software images supporting
Software Modularity?

A. Table 2 lists the minimum software requirements to run the Cisco IOS Software images with Software Modularity:
Table 2.

Software Requirements

Cisco Catalyst 6500
Supervisor Engine

Minimum Native-Mode
Release

Minimum Hybrid-Mode
Release

Minimum RP
ROMMON

Minimum SP
ROMMON

Supervisor Engine 720
(PFC3A/B/BXL)

Cisco IOS Software Release
12.2(18)SXF rebuild in
Q4 CY2005

Not supported

12.2(17r)S2

8.1.3

Supervisor Engine 32
(PFC3B)

Cisco IOS Software Release
12.2(18)SXF rebuild in
Q1 CY2006

Not supported

TBD

TBD

Q. Will Software Modularity support dual supervisor engine configurations?
A. Yes, dual supervisor engine configurations in all high-availability modes (Route Processor Redundancy [RPR], RPR+, and Stateful Switchover
[SSO] with Nonstop Forwarding [NSF]) are fully supported.
PERFORMANCE

Q. What is the CPU impact on operations like installing or removing patches, and repackaging?
A. Tasks such as installing and removing patches run as low priority—and so if the system is busy with other more important tasks such as
routing, these functions will be given limited CPU time in order to protect the system.

Q. Is it possible to stop system processes?
A. At initial FCS, only restarting of processes will be supported. Stopping processes is not allowed.
Q. Because the file system is now being used for patching functions, what is required in order to obtain maximum performance of the file system?
A. Using the most recent ROMMON version and formatting the media on a system running Software Modularity will result in the optimal file
system performance.
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Q. Provided the system is running (bound) to a compact flash—can the compact flash be removed once the system has booted?
A. No. Portions of the software are dynamically loaded based on configuration and therefore the media where the system is bound must be
available all the time.

Q. What happens if a process fails repeatedly?
A. Software Modularity has system-protection functions that monitor process restarts and will force a supervisor engine switchover (in a dual
supervisor engine environment) or a system restart if a process is unable to recover within predefined thresholds.

Q. Is there a change in image size with Software Modularity?
A. Yes. Because of the improved process boundaries and new capability being added, the Software Modularity enhancements will increase the
Cisco IOS Software image size slightly.

Q. How does the boot time of a system running Software Modularity compare to a traditional system?
A. The boot time for a system running Software Modularity is expected to be similar to current boot times for Cisco IOS Software on the
Cisco Catalyst 6500 Series.

Q. Will I get a system message when a process restarts?
A. Embedded Event Manager (EEM) can be used to generate custom e-mail, syslog, or Simple Network Management Protocol (SNMP) messages
when a process restarts.
PATCHING

Q. Does Cisco IOS Software Modularity provide information on which processes are affected by a patch update?
A. Yes, it provides this information. During the patching process the system will explicitly list which process(es) will be affected by the patch
being applied. The user will also have the opportunity to exit the patching process before the affected subsystems are patched.

Q. How will patches be applied in a dual supervisor engine configuration?
A. Patches will need to be applied manually on each supervisor engine in a dual supervisor engine configuration. In such environments, both
supervisor engines must run the same base image and patches in order to support the NSF/SSO high-availability redundancy mode.

Q. Will Cisco provide patches for all software issues?
A. In order to simplify the patching process, Cisco will restrict patching support initially to address publicly announced Product Security Incident
Response Team (PSIRT) issues only. Cisco is planning to extend this support to patches that address other types of updates at a later time.

Q. What is the smallest entity that can be replaced with a patch?
A. A subsystem is the smallest entity that can be replaced. One or more subsystems form a process.
Q. What is a maintenance pack?
A. A maintenance pack is a collection of individual patches. Maintenance packs will be cumulative; for example, if the first maintenance pack
offered contains patch A, the next maintenance pack will contain patch A and patch B. This simplifies patch management by allowing the
combination of a base image with a maintenance pack only and not any combination of patches.

Q. Can a base image and a maintenance pack (a cumulative collection of patches) be combined into a single image to simplify deployment?
A. Yes, there is a repackage feature that allows this on the switch.
Q. Does the system store good base-image plus maintenance-pack configurations to allow a rollback to a previous state?
A. Cisco IOS Software Modularity supports a concept called “tagging” in which the user can define tags or use system defined tags to roll back to
a previous configuration (base-image plus maintenance-pack) state.
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Q. After a repackaged image is installed, can I remove patches and use previously used tags?
A. Yes. Repackaged images contain all relevant information to add/remove patches as well as roll back to previously set tags.
Q. Is there a central patch management tool available?
A. Cisco has plans to add this capability to CiscoWorks2000 Resource Manager Essentials (RME) within 6 months after FCS.
Q. Is there something extra beyond a regular software upgrade to run Software Modularity that needs to be done in order to support patching in
the system?

A. There are two modes in which you can run a Software Modularity system: the traditional method in which software is loaded in the usual way,
and an “install” process that generates the file and directory structure required to enable patching.

Q. If the system has two active patches, A and B (B applied after A), can I remove patch A but leave patch B?
A. Patches can only be removed in the reverse order that they were applied. Therefore, patch A cannot be removed before patch B.
Q. In which releases will patches be offered, and for how long will patching be supported after the release ships?
A. Patching support is planned for every major release that goes through the Safe Harbor certification process starting with a rebuild of
Cisco IOS Software Release 12.2(18)SXF. Patches will be offered through maintenance packs on this release for a period of about 12 months.
When a new major release completes the Safe Harbor certification process, customers may move to the new release to start a new 12-month cycle
of patching support.

Q. Is there a process in place that allows me to un-install a patch?
A. Patches can be uninstalled as simply as they are installed. Please refer to Cisco IOS Software Modularity documentation for more information
on this process.

Q. What happens if I try to install a patch for a version of software that does not support that patch? Does the system do some kind of a check to
make sure the patch is for the software version I have installed?

A. The system automatically verifies that the patch applies to the loaded base image before allowing an install and activation of the patch. This is
done through an internal versioning process for patches. Additionally, the Patch Navigator on Cisco Connection Online (http://www.cisco.com) will
identify the patches applicable to a base image.
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