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December 4, 2008 this document was created upon test plan completion.

CSM to ACE migration testing was performed by the Cisco Safe Harbor testing team on behalf of the 
Application Delivery Business Unit (ADBU).

Executive Summary
Cisco Safe Harbor is an initiative that provides the global enterprise customer with a stable Cisco 
software version of choice. Safe Harbor focuses on satisfying customer quality requirements in key 
vertical markets. This program links and expands upon several Cisco testing projects, including 
development, regression testing, and systems testing critical global enterprise success. Safe Harbor is 
the successful completion of extensive validated testing for each release targeting enterprise markets.

Similar Cisco initiatives focusing on other platforms testing diverse vertical markets leverages Safe 
Harbor testing to provide a holistic approach to the general improvement of Cisco software.

This document describes the testing environment, test plans, and results.

Note Test results are unique to technologies covered and actual scenarios in which they were tested. Safe 
Harbor is designed to cover critical path areas and augment ongoing regression and systems testing.

Note This documentation stipulates that Safe Harbor tests either pass, pass with exception, or fail. The 
underlying assumption for publishing a Safe Harbor release is that testing at large, passed, because all 
the individual tests passed, and that any exception to, or failure of, any test has been properly resolved, 
closed, or scrutinized by the Safe Harbor engineering team as a non show stopping defect, and noted. If 
a test fails, and the impact to our financial customer base is determined to be broad enough, the entire 
release fails (resulting from 1 or more unresolved DDTS's, notwithstanding unresolved cosmetic, minor, 
or test specific DDTS's, which are scrutinized by the Safe Harbor engineering team as being a non show 
stopping defect), so we therefore, do not certify, or publish, the release. If a test fails, and the impact to 
our financial customer base is determined to be minor, the release may still be certified, with DDTS’s 
noted. Exceptions to any particular test are noted for disclosure purposes and incidental noteworthy 
clarification. Customers are advised to carefully review selected tests, by test suite and feature, peculiar 
to their environment.
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This document contains the following introductory sections:

 • About the ADBU, page 2

 • About Cisco Safe Harbor, page 3

 • Enterprise Lab Topology, page 3

 • Test Results Summary, page 5

 • DDTS Summary, page 8

 • Test Cases, page 11

 • Topology Configurations, page 208

This document contains the following test sections:

 • Basic Functionality, page 11

 • Health and Redundancy, page 43

 • Load Balancing, page 104

 • Traffic Handling, page 116

About the ADBU
The Cisco Application Delivery Business Unit (ADBU) develops next generation application 
optimization solutions for the Data Center and Branch Office / Remote User. These products provide 
customers with a unique end-to-end solution - enabling reliable, accelerated and secure application 
delivery to any user, using any device, anywhere in the world. With a unified architecture, ADBU 
delivers value by improving the way today's extended enterprises serve their customers, employees and 
partners.

1. Data Center Application Services (DCAS) products provide network and application operations 
management in Enterprise and Service Provider organizations with solutions to optimize and 
accelerate the delivery of critical application traffic while lowering overall server load and reducing 
network bandwidth requirements.

2. Wide Area Application Services (WAAS) enable seamless access over the WAN to centrally hosted 
applications, storage and rich media. These products allow enterprises to consolidate their 
distributed servers and storage into centrally managed data centers, while offering LAN-like access 
to their remote users.

3. Cisco Application and Content Networking System (ACNS) is a powerful solution for creating a 
video Content Delivery Network (CDN), delivering higher performance and more efficient Video 
on Demand (VoD) and live video streaming over the WAN.

Cisco ACNS provides a scalable and reliable video streaming infrastructure to support the following 
applications: 

 – Corporate communications 

 – e-Learning (distance learning) 

 – Digital signage 

Video has proven itself as the best way for executives to communicate corporate strategies and 
achievements to employees, for departments to deliver sales and product training, and for organizations 
to ensure and track training that employees must receive for regulatory compliance.
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About Cisco Safe Harbor
The goal of Cisco Safe Harbor is to provide improved network stability, reliability, and performance with 
respect to Cisco software. Safe Harbor involves testing the feature sets and protocols in a particular 
Cisco Release image on the Catalyst 6500 platform to provide high quality code for the enterprise sector. 
This combination of features, hardware, and image is tested in a laboratory environment that simulates 
the enterprise business network environment using regularly updated topologies and configurations 
provided by the enterprise customers. For information on the hardware tested and the network setup of 
the test environment, see the “Enterprise Lab Topology” section on page 3.

Functionality tests are conducted to verify feature functionality. Regression tests are conducted to 
validate existing features and verify that functionality is maintained. Negative tests are designed and 
conducted to stress the features and their interoperability. For information on each feature and its testing, 
see the “Test Cases” section on page 11. 

During the testing, the network is placed under loads that are consistent with those in an network. A 
standard suite of tools (for example, Netcom Smartbits, IXIA packet generator, or Cisco Pagent) is used 
to generate network traffic. Network testing includes a combination of automated and manual tests. 
Simple Network Management Protocol (SNMP) is used to poll the network during the tests, and all tests 
are analyzed. For a summary of the test results, see the “Test Results Summary” section on page 5.

Note Safe Harbor testing does not address issues that might exist in the customer change control and 
operations processes.

Enterprise Lab Topology
This testing takes place on devices that are part of a larger enterprise topology. The topology is 
illustrated in Figure 1 and defined in the following sections.

The base lab topology is defined in the following sections:

 • Testbed Diagrams, page 4

 • Topology Configurations, page 208

The enterprise network environment configured in the lab includes the following hardware: 

In this network upstream and downstream Layer 3 switches are running Native IOS 12.2(18)SXF13 
while the ACE blades were running ACE Release A2(1.2) and the CSM blades were running CSM 
Release 4.2(6), configured as follows: 

 • Upstream and downstream switches (sh-ace-6k-3 and sh-ace-6k-4), are running Cisco IOS Native 
12.2(18)SXF13 

 • CAT's with the ACE's and CSM's installed (sh-ace-6k-1 and sh-ace-6k-2), are running Native 
12.2(18)SXF13 / ACE A2(1.2) / CSM 4.2(6). 

 • IXIA test devices to generate simulated customer traffic.

The hardware configuration in the test lab includes a combination of fabric-capable, and nonfabric 
modules.
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Testbed Diagrams
 • Figure 1 shows the Cisco CSM to ACE Migration topology configuration.

Figure  1 Cisco CSM to ACE Migration Topology
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Test Results Summary
Table 1-1 summarizes results of all completed testing as part of the Cisco Safe Harbor initiative for this 
release. Table 1-1 includes the feature or function tested, the section or suite that describes the feature 
set to which the feature or function belongs, the component tests for each feature or function, and any 
related defects (DDTS Summary) found during Safe Harbor testing.

Note Test results are unique to technologies covered and actual scenarios in which they were tested. Safe 
Harbor is designed to cover critical path areas and augment ongoing regression and systems testing.

Note This documentation stipulates that Safe Harbor tests either pass, pass with exception, or fail. The 
underlying assumption for publishing a Safe Harbor release is that testing at large, passed, because all 
individual tests passed, and that any exception to, or failure of, any test, has been properly resolved, 
closed, or scrutinized by the Safe Harbor engineering team as a non show stopping defect, and noted. If 
a test fails, and the impact to our enterprise customer base is determined to be broad enough, the entire 
release fails (resulting from 1 or more unresolved DDTS’s, notwithstanding unresolved cosmetic, minor, 
or test specific DDTS’s, which are scrutinized by the Safe Harbor engineering team as being a non show 
stopping defect), so we therefore, do not certify, or publish, the release. If a test fails, and the impact to 
our enterprise customer base is determined to be minor, the release may still be certified, with DDTS’s 
noted. Exceptions to any particular test are noted for disclosure purposes and incidental noteworthy 
clarification. Customers are advised to carefully review selected tests, by test suite and feature, peculiar 
to their environment.

Table 1-1 Safe Harbor Test Results Summary  

Test Suites Feature/Function Tests Results

Basic Functionality, page 11 Device Management, page 11 1. SNMP—ACE

2. SNMP—CSM

3. TACACS—ACE

4. TACACS—CSM

CSCsj80265

Basic Functionality, page 11 SPAN, page 19 1. Distributed Etherchannel SPAN—ACE

2. Distributed Etherchannel SPAN—CSM

CSCsm95456

Basic Functionality, page 11 Traffic Decisions, page 23 1. Failaction Purge—ACE

2. Failaction Purge—CSM

3. Idle Timeout—ACE

4. Idle Timeout—CSM

5. Route Health Injection—ACE

6. Route Health Injection—CSM

CSCsq63242

Health and Redundancy, 
page 43

Backup Serverfarm, page 43 1. Backup Serverfarm—ACE

2. Backup Serverfarm—CSM
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Health and Redundancy, 
page 43

Configuration 
Syncronization, page 46

1. Config Sync Large—ACE

2. Config Sync Large—CSM

3. Configuration Sync—ACE

4. Configuration Sync—CSM

CSCsj68643 
CSCsu79370 
CSCso77725 
CSCsq63242

Health and Redundancy, 
page 43

Probes, page 53 1. DNS probe—ACE

2. DNS probe—CSM

3. HTTP Probes—ACE

4. HTTP Probes—CSM

5. KALAP by Tag—ACE

6. KALAP by Tag—CSM

7. KALAP by VIP—ACE

8. KALAL by VIP—CSM

9. SSL Probe—ACE

10. SSL Probes—CSM

CSCsj26410 
CSCsu54970 
CSCsu55144

Health and Redundancy, 
page 43

Redundancy, page 91 1. Multiple Chassis Redundancy—ACE

2. Multiple Chassis Redundancy—CSM

CSCek51826

Health and Redundancy, 
page 43

Tracking, page 99 1. Fault Tolerant Tracking—ACE

2. Fault Tolerant Tracking—CSM

CSCek51743

Load Balancing, page 104 Predictors, page 104 1. Least Connection Predictor—ACE

2. Least Connection Predictor—CSM

3. Maxconn Connection Limiter—ACE

4. Maxconn Connection Limiter—CSM

CSCse15530 
CSCsm12883 
CSCsu65844

Traffic Handling, page 116 FTP, page 116 1. Passive FTP—ACE

2. Passive FTP—CSM

Traffic Handling, page 116 Insert, page 119 1. Cookie Insert—ACE

2. Cookie Insert—CSM

3. Header Insert—ACE

4. Header Insert—CSM

Traffic Handling, page 116 Maps, page 131 1. Cookie Map—ACE

2. Cookie Map—CSM

3. Header Map—ACE

4. Header Map—CSM

5. URL Map—ACE

6. URL Map—CSM

Table 1-1 Safe Harbor Test Results Summary (continued)

Test Suites Feature/Function Tests Results
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Traffic Handling, page 116 Miscellaneous, page 142 1. Persistence Rebalance—ACE

2. Persistence Rebalance—CSM

3. Redirect Policy—ACE

4. Redirect Policy—CSM

5. Topology Baseline—ACE

6. Topology Baseline—CSM

7. UDP Load Balancing—ACE

8. UDP Load Balancing—CSM

CSCsu95887 
CSCsg80625 
CSCsu54652

Traffic Handling, page 116 SSL, page 157 1. Client Authentication—ACE

2. Client Authentication—CSM-SSLM

3. End to End SSL—ACE

4. End to End SSL—CSM-SSLM

5. Header Insert (SSL)—ACE

6. Header Insert (SSL)—CSM-SSLM

7. SSL Termination—ACE

8. SSL Termination—CSM-SSLM

9. SSL URL Rewrite—ACE

10. SSL URL Rewrite—CSM-SSLM

CSCsv01732 
CSCsv02360 
CSCsr41176

Traffic Handling, page 116 Sticky, page 189 1. Cookie Sticky—ACE

2. Cookie Sticky—CSM

3. Header Sticky—ACE

4. Header Sticky—CSM

5. IP Netmask Sticky—ACE

6. IP Netmask Sticky—CSM

7. SSL Session ID Sticky—ACE

8. SSL Session ID Sticky—CSM

Table 1-1 Safe Harbor Test Results Summary (continued)

Test Suites Feature/Function Tests Results
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DDTS Summary
Table 2 lists Development Defect Tracking System (DDTS) software bugs with descriptions, filed by the 
Safe Harbor testing team during this test cycle, sorted by severity. Table 3 lists DDTS with descriptions 
encountered during this test cycle, sorted by severity. Table 4 lists DDTS of interest and not encountered 
during this test cycle, sorted by severity.

Table 2 DDTS Filed During This Cisco Safe Harbor Test Cycle  

DDTS Severity Description

CSCsu958872 Core Dump on Primary ACE 

CSCsv023602 low MTU on client and conn reuse breaks ace ssl termination 

CSCsr41176 3 server hello responds with cipher not included in client hello 

CSCsu546523 ACE Strips Checksum When 'inspect dns' Enabled 

CSCsu549703 kalap reported load is 255 though actual load should be 2 

CSCsu793703 CSM Hangs During Large Config Sync 

CSCsu887603 scripted tftp probe does not fail when server is down 

CSCsv017323 itasca ssl core 

CSCsu658445 Syslog Reports Rserver OUTOFSERVICE When Its State Is MAXCONNS 

CSCsu551446 serverfarm is down due to maxconn but vip is still inservice 

Table 3 DDTS Encountered During This Cisco Safe Harbor Test Cycle  

DDTS Severity Description

CSCsm954562 Duplicate L3 packets with 6708 and DEC 

CSCek51743 3 csm ft detail shows tracked hsrp group as standby when it is active 

CSCek51826 3 conn replication fails when reset master preempts 

CSCsg80625 3 udp packets are dropped by ace 

CSCsj26410 3 CSM returns load=128 for KAL-AP by VIP when vserver is OOS 

CSCsj68643 3 can_wait_specific_msg: Aborting call (SAP 27, pid 959) 

CSCsm128833 ACE Max Conn resetting connections 

CSCsq63242 3 IP address change in interface produce unnecessary warning message 

CSCse15530 4 hit count and total connections counters are incorrectly updated on s/o 

CSCsj80265 4 SSHv1 with TACACS sessions into ace fail 

CSCso77725 4 %ACE-3-440003: Deletion failed for Vserver Stats Table 

Table 4 DDTS of Interest and Not Encountered During This Cisco Safe Harbor Test Cycle  

DDTS Severity Description

CSCso74865 1 atlering from hash header predictor to hash cookie causes system crashed 

CSCsk36611 2 ACE: ssl re-handshake fails with IE when cert chain bigger than 4k byte 
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CSCsl33851 2 action-list: stopped working completely for large number of header inser 

CSCsl46334 2 Proxy Connection Leak with L4/L7 LB traffic in multiple contexts 

CSCsm10702 2 ACE module hangs--unresponsive on network but reachable over EOBC 

CSCsm43541 2 SSL - buffer corruption issue on the nitrox chip causing the crash ACE 

CSCso91403 2 Modification to a large configuration can cause connection to be reset 

CSCsq04822 2 conn-limit cause crash when max hit 

CSCsj41909 3 ACE: NP 1 Failed : NP Process: QNX process io_net Crashed 

CSCsj68643 3 can_wait_specific_msg: Aborting call (SAP 27, pid 959) 

CSCsj74250 3 Key not encrypted when Configuring TACACS on ACE 

CSCsk63774 3 "show serverfarm " display different stats from "show serverfarm" 

CSCsl64911 3 ip address route in HTTPS probe is not working as expected in BAIKA 

CSCsl68531 3 transparent rserver stops taking connections 

CSCsl75662 3 ftp probe stuck in INIT after changing interval and delete/add to real 

CSCsl80651 3 Scripted probes in INIT state 

CSCsm37228 3 Standby ACE may reload after executing TACACS related command on 
master 

CSCsm40004 3 ACE does not allow a space in the 'State' parameter of a CSR 

CSCsm52480 3 ACE: Cannot Bridge Multicast IPv4 or IPv6 Traffic 

CSCsm62263 3 ACE syslogd may core leading to ACE reload. 

CSCsm64646 3 Probe stop firing and got stuck if large no of rserv became unreachable 

CSCsm65534 3 ACE display of large byte counts in "show service-policy" is inaccurate 

CSCsm67002 3 ME crash, ICM stuck - all ICM threads but one waiting for "send" signal 

CSCsm71444 3 "no inservice standby" should not place the rserver in OPERATIONAL state 

CSCsm72725 3 capture displayed on wrong context 

CSCsm79292 3 vsh_conf_cmd scripted probe fails on standby 

CSCsm90293 3 ACE: uses the underscore in the HELO domain of SMTP probe 

CSCsm93110 3 SSL init fails with IIS 5.0 when Accpet/Required Client cert is enabled 

CSCso00234 3 ACE can't handle non-minimally padded block ciphers 

CSCso00356 3 L2-mode: syn cookie handled conn stalls if arp entry is not yet learned 

CSCso02922 3 Half a context directory structure created if we run out of disk space 

CSCso12722 3 A POST request might not fully pass to the Real 

CSCso18391 3 Checkpoint Rollback can not do no nat dynamic 

CSCso20415 3 ACE XML agent not translating the special char '&' for sh crypto cert 

CSCso22472 3 ACE:wrong LB decision occurs if no command in class-map 

CSCso25654 3 ACE: UDP probe not failing when interval set to 2 seconds 

CSCso66799 3 ACE: All virtuals w/same IP must have ICMP Reply active configured 

Table 4 DDTS of Interest and Not Encountered During This Cisco Safe Harbor Test Cycle 

DDTS Severity Description
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CSCso73385 3 ACE: EPSV command fails through ACE with inspect ftp 

CSCso99599 3 Query on ring summary needs to take care of various ring types 

CSCsq08329 3 Session cache not clearing after timeout value with cache full 

CSCsq09414 3 not able to run xml-show command if aaa configured on the box 

CSCsu79342 3 VLAN not up on the supervisor with autostate enabled 

CSCsj80265 4 SSHv1 with TACACS sessions into ace fail 

CSCsj64833 6 UDP/TCP traceroute does not work to configured ACE IP Interfaces 

CSCsj94366 6 unable to change console settings 

Table 4 DDTS of Interest and Not Encountered During This Cisco Safe Harbor Test Cycle 

DDTS Severity Description
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