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Introduction

Service Providers today, such\&rizon are offering alternative methods to connect to the PSTN via
their IP network. Most of these services utilize SIP as the primary signaling method and centralized IP to
TDM POP gateways to provide-onet and oftnet services.

Verizonis a service provider offering that allows connection to the PSTN and may offer the end
customer a viable alternative to traditional PSTN connectivity. A demarcation device between these
services and customer owned services is recommended. As an intermddiacg between Cisco
Unified Communications Manager aN@rizonnetwork, Virtual CiscaUnified Border Elemenv(QJBE)
[IOSXE Release 3.15, CUBE 11 €rn6]be used. TheCUBProvides demarcation, security, interworking
and session control services fds€b Unified Communications Manager 1@.&onnected toVerizonlP
network.

Cisco Unified Border Element (CUBE) has been traditionally supported as an installation on physical
routers such as Cisco Aggregation Services R@Qt#Series (ASR) and Cisco Integration Services
RouterG2 and 4KSeries (ISR). With the introduction of virtualization, CUBE will also be supported as a
virtualized form factor from Cisco 10S XE 3.15S release. As part of the enhancement, CUBE features are
integrated into Cisco CSR 1000V Series Cloud Services Routers (Cisco CSR 1000V router).

This document assumes the reader is knowledgeable with the terminology and configuratisomf C
UCM (Cisco Unified Communications Manager). Only configuration settiegjicadly required for
Verizoninteroperability are presented. Feature configuration and most importantly the dial plan are
customer specific and need individual approach.

9 This application note describes how to configure a Cisco Unified Communicatioagdid@isco
UCM) 10.2 andVirtual Cisco Unified Border ElememQUBIEfor connectivity toVerizonSIP
trunking service. The deployment model covered in this application note is CPE (Cisco UCM 10.5.2)
to PSTN\erizor).

1 Testing was performed in accordantoVerizongeneric SIP trunking test methodology and
among features verified werebasic calls, DTMF transport, Music on HM&@H) unattended
and attenced transfers, call forward, conferencemnd interoperability with Cisco Unity
Connection(CUC)

1 The GscoUCM configuration detailed in this document is based on a lab environment with a
simple dialplan used to ensure proper interoperability betwe®rrizonSIP network and Cisco
Unified Communications. The configuration described in this document details the important
configuration settings to have enabled for interoperability to be successful and care must be taken
by the network administrator deploying CastJCM to interoperate t&/erizonSIP trunking
network.

This applicatiomote does not cover the use obllingSearchJaces (CSS) or partitions on CigéeM
To understand and learn how to apply CSS and patrtitions refer to the cisco.com link below:

http://www.cisco.com/en/US/docs/voice ip comm/cucm/srnd/collab09/dialplan.html#wpmkrl044275
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More information on vCUBE can be found at
http://www.cisco.com/c/en/us/td/docs/iosxml/ios/voice/cube/configuration/cubeook/vorvirtual-

cube.html
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Network Topology
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Figurel Network Topology

Cisco IP Phon&971 and 7961 phoneare the devices primarily used throughout the testing to

place or receive calls.
VentaFax Soft Client is used to performfal related scenarios. Théax client isconnected to

SIPGateway vidXSort which in turn communicas with GcoUCM ovelSIP
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System Components

Hardware Requirements

1
1
T
T

Cisco UGE240M3S VMWardost running ESXi 5.5 Standard
Cisco €M and Cisco Virtual Cube runnongVMware
Cisca2901 rxGateway

IPphones 9971(SIP) and 79@CCP).

Software Requirements

1
T
T

Cisco Unified Communications Manager 10.5.2
VCUBE as part of CSR 100x or APPX packagéDSXE Release 3.15
I0S 15.4(3)M1 fo€isco 290Fax Gateway

Features

Features Supported

T

=A =4 =4 4 -8 -4 4

T

Incoming andutgoing oftnet calls using G729

Call hold

Call transferfnattended and attended)

Call forward (all, busy amb answer)

CallingLine (number) IdentificationrBsentation (CLIP)
Calling Ine (number)identification Rstriction (CLIR)
DTMF (RFC2833)

Media flow-through on @GcoUBE

Fax(G.711 and T.38)

Features Not Supported

1

Cisco IP phones used in thisttde not support tind transfer.Unattended and attended

transferscenariosvere tested

Caveats

T

1

Cisco I0S Enhanc€dnference Bridgis used tcestablsh conferencewith PSTNisingG729

codec
CLID is not updated on PSjihones for transfer scenarios

9 Testing is done with only one PBX
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Configuration

Configuring Cisco Unified Border Element

Network Interface

Configure Ethernet IP address and sub interface. The IP address and VLAN encapsulation used are for
illustration only, the actual IP address can vary. For SIP trunkd’taddresses must be configureior

LAN and WAN.

interface GigabitEthernetl

ip addess 10.64.3.182 255.255.0.0
negotiation auto

no mop enabled

!

interface GigabitEthernet2

ip address 10.80.18.50 255.255.255.0
negotiation auto

redundancy rii 1

redundancy group 1 ip 10.80.18.61 exclusive
!

interface GigabitEthernet3

ip address 192%579.114 255.255.255.224
negotiation auto

redundancy rii 2

redundancy group 1 ip 192.65.79.126 exclusive

© 2015Cisco Systems, Inc. All rights reserved.
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In order to enable ScovAJBE IP2IP gateway functionality, following command has to be entered
voice service voip
ip address trusted list
ipv4 0.0.0.0 0.0.0.0
addresshiding
mode borderelement
allow-connections sip to sip
redundancy
no supplementanservice sip handleeplaces
redirect ip2ip
fax protocol t38 version O4dundancy 0 hsedundancy O fallbek none
sip
headerpassing
error-passthru
assertedid pai
early-offer forced
no silentdiscard untrusted
midcallsignaling passthru

privacypolicy passthru

Explanation
Command Description
allow-connections sip to sip Allow IP2IP connections between two SIP call legs
fax protocol Specifies the fax protocol
assertedid Specifies the type of privacy header in the outgoing SIP requests a

© 2015Cisco Systems, Inc. All rights reserved.
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response messages

early-offer forced Enables SIP Delay€xfer to EarlyOffer globally

midcaltsignaling passthru Passes SIP messages from one IP leg to another IP leg

Media Passing throughsCoUBE (media floshrough vs. media flosaround)

Default @GscovCUBE configuration enables ittork in flowsthrough mode(this test use Flowthrough
mode). In order to enable flonaround mode, please perform the following actions:

voice service voip

media flowaround

Codecs
G729 is used as the preferred codec for this testing

voice class codec 1
codec preference 1 g729r8

codec préerence 2 g711ulaw

Dial peer
Ciscov@QJBEuses diajpeer to route the calaccordinghbased on the digé.

dialpeer voice 2001 voip
description incoming call from Verizon facing PBX
session protocol sipv2
session transport tcp
incomingcallednumber 57129353..
voiceclass codec 1
voiceclass sip asserted pai
voiceclass sip bind control sourgeterface GigabitEthernet3
voiceclass sip bind media sourggerface GigabitEthernet3
dtmf-relay rtp-nte
no vad
© 2015Cisco Systems, Inc. All rights reserved.
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dialpeer voice 19990ip

description incommig call from Verizon facing Veon network
destinationpattern 5712......

session protocol sipv2

session target ipv4:10.80.18.2:5060

session transport udp

voiceclass codec 1

voiceclass sip asserted pai

voiceclasssip privacypolicy passthru

voiceclass sip earfpffer forced

voiceclass sip bind control sourgeterface GigabitEthernet2
voiceclass sip bind media sourggterface GigabitEthernet2
dtmf-relay rtp-nte

fax-relay ecm disable

fax rate disable

fax protocol pasghrough g711lulaw

no vad

!

dialpeer voice 2000 voip

description outgoing call to Verizon facing Verizon network
huntstop

destinationpattern [2-9]T

session protocol sipv2

session target ipv4:63.87.147.48:5071

voiceclass codec 1

voiceclass sip rellxx supported "100rel"

© 2015Cisco Systems, Inc. All rights reserved.
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voiceclass sip asserteid pai

voiceclass sip privaegolicy passthru

voiceclass sip earfpffer forced

voiceclass sip bind control sourgaterface GigabitEthernet3
voiceclasssip bind media sourceterface GigabitEthernet3
dtmf-relay rtpnte

fax-relay ecm disable

fax rate disable

fax protocol passhrough g711ulaw

no vad

!

dialpeer voice 101 voip

description Outboundrom IP PBX to PSTM/AN facing
destinationpattern [2-9]T

session protocol sipv2

session target sigerver

session transport udp

voiceclass codec 1

voiceclass sip asymmetric payload full

voiceclass sip asserted pai

voiceclass sip privaegolicy passthru

voiceclass sip earfpffer forced

voiceclass sip bind control soce-interface GigabitEthernet 2
voiceclass sip bind media sourg@erface GigabitEthernet 2
dtmf-relay rtp-nte

fax rate 14400

© 2015Cisco Systems, Inc. All rights reserved.
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fax protocol t38 version O4€dundancy 0 hsedundancy 0 fallback none

no vad

The following configuration snippet contains a sample configuration of CIB&with all parameters
mentioned previously.

ActivevQJBE:

User Access Verification

Username: cisco
Password:

% Password expiration warning.

Cisco Configuration Professional (Cisco CP) is installed on this device

and it provides the default username "cisco" for dimae use. If you have
already used the username "cisc@'lbgin to the router and your 10S image
supports the "ongime" user option, then this username has already expired.
You will not be able to login to the router with this username after you exit

this session.

It is strongly suggested that you create anesername with a privilege level

of 15 using the following command.

username <myuser> privilege 15 secret 0 <mypassword>

Replace <myuser> and <mypassword> with the username and password you want to
use.

© 2015Cisco Systems, Inc. All rights reserved.
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Building configuration...

Current configuration : 4548 bytes
!
I Last configuration change at 00:30:16 UTC Fri Jun 5 2015
!
version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no platform puntkeepalive disablkernetcore
platform console auto
platform hardware throughput level MB 50
I
hostname VirtualCube
I
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$zVKi$UIg6.ciV4W8doSWAIDIk.1
enable password tekV1z10n$
!
no aaa newmodel
!
ip nameserver 10.64.1.3
© 2015Cisco Systems, Inc. All rights reserved.
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!
subscriber templating
!
multilink bundlename authenticated
!
voice service voip
no ip address trusted authenticate
mode borderelement
allow-connections sip to sip
redundancygroup 1
sip
session refresh
assertedid pai
privacy pstn
early-offer forced
no silentdiscard untrusted
midcaltsignaling passthru
g729 annexkall
sip-profiles 1
!
voice class codec 1
codec preference 1 g729r8
codec preference 2 g711ulaw
codec preference 3 g726r32
codec preference 4 ¢Bbr8
!
voice class stprofiles 1

response ANY sipeader AllowHeader modify "UPDATE," ™

© 2015Cisco Systems, Inc. All rights reserved.
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!
license udi pid CSR1000V sn 9INQJTTN6X4
license accept end user agreement
license boot level ax
spanningtree extend systenid
!
redundancy
applicationredundancy
group 1
name voiceb2bha
priority 100 failover threshold 75
timers delay 30 reload 60
control GigabitEthernetl protocol 1
data GigabitEthernetl
track 1 shutdown
track 2 shutdown
!
track 1 interface GigabitEthernet?2 lipeotocol
!
track 2 interface GigabitEthernet3 ligmotocol
!
interface GigabitEthernetl
ip address 10.64.3.182 255.255.0.0
negotiation auto

no mop enabled

© 2015Cisco Systems, Inc. All rights reserved.
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interface GigabitEthernet2

ip address 10.80.18.50 255.255.255.0
negotiation auto

redundancyrii 1

redundancy group 1 ip 10.80.18.61 exclusive
!

interface GigabitEthernet3

ip address 192.65.79.114 255.255.255.224
negotiation auto

redundancy rii 2

redundancy group 1 ip 192.65.79.126 exclusive
!

virtual-service csr_mgmt

!

ip forward-protocol rd

!

no ip http server

no ip http secureserver

ip route 0.0.0.0 0.0.0.0 192.65.79.97

ip route 172.16.0.0 255.255.0.0 10.80.18.1
|

control-plane

© 2015Cisco Systems, Inc. All rights reserved.
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dialpeer voice 2001 voip

description incoming call from Verizon facing PBX
session protocol sipv2

sessim transport tcp

incoming calleehumber 57129353..

voiceclass codec 1

voiceclass sip asserteid pai

voiceclass sip bind control sourgeterface GigabitEthernet3
voiceclass sip bind media sourggterface GigabitEthernet3
dtmf-relay rtp-nte

novad

!

dialpeer voice 1999 voip

description incoming call from Verizon facing Verozon network
destinationpattern 5712......

session protocol sipv2

session target ipv4:10.80.18.2:5060

session transport udp

voiceclass codec 1

voiceclass sip assertkid pai

voiceclass sip privaegolicy passthru

voiceclass sip earfpffer forced

voiceclass sip bind control sourgaterface GigabitEthernet2
voiceclass sip bind media sourggterface GigabitEthernet2
dtmf-relay rtp-nte

fax-relay ecm disable

fax rate disable

fax protocol passhrough g711ulaw

no vad

© 2015Cisco Systems, Inc. All rights reserved.
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!
dialpeer voice 2000 voip
description outgoing call to Verizon facing Verizon network
huntstop
destinationpattern [2-9]T
session protocol sipv2
session target ipv4:63.87.147.48:5071
voiceclass codec 1
voiceclass sip rellxx supported "100rel"
voiceclass sip asserted pai
voiceclass sip privaegolicy passthru
voiceclass sip earfpffer forced
voiceclass sip bind control sourgaterface GigabitEthernet3
voiceclass sip Inid media sourcénterface GigabitEthernet3
dtmf-relay rtp-nte
fax-relay ecm disable
fax rate disable
fax protocol passhrough g711ulaw
no vad
!
dialpeer voice 12345 voip
description outgoing call to Verizon facing PBX
session protocol sipv2
incoming callednumber [29]T
voiceclass codec 1
voiceclass sip asserted pai
voiceclass sip bind control sourgeterface GigabitEthernet2
voiceclass sip bind media sourggterface GigabitEthernet2

dtmf-relay rtp-nte

© 2015Cisco Systems, Inc. All rights reserved.
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fax-relay ecm disable
fax rae disable
fax protocol passhrough g711lulaw
no vad
|
|
!
line con 0
logging synchronous
stopbits 1
line vty O
sessioAtimeout 90
exectimeout 960 0
password tekV1z10n
no activationcharacter
logging synchronous
login
transport preferred ssh
transport input all
stopbits 1
linevty14
exectimeout 960 0
password tekV1z10n
logging synchronous
login
length O
transport input all
|
]
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end
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Standby VOBE:

User Access Verification

Username: cisco

Password:

Building configuration...
Currentconfiguration : 4338 bytes

!

I Last configuration change at 07:30:10 UTC Thu Jun 4 2015
!

version 15.5

service timestamps debug datetime msec
service timestamps log datetime msec

no platform puntkeepalive disablkernetcore
platform console auto

!

hostname Vzcubel

!

boot-start-marker

boot-end-marker

|

!

enable secret 5 $1$0chb$pYIfTSjFigyomvO5M4Krl0
enable password tekV1z10n

!

no aaa newmodel

|
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subscriber templating

multilink bundlename authenticated

voice service voip

no ipaddress trusted authenticate
mode borderelement
allow-connections sip to sip
redundancygroup 1

sip

session refresh

assertedid pai

privacy pstn

early-offer forced

no silentdiscard untrusted

midcaltsignaling passthru

g729 annexkall

voice class codec 1

codec preference 1 g729r8
codec preference 2 g711ulaw
codec preference 3 g726r32

codec preference 4 g729br8
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license udi pid CSR1000V sh 9ICXMN47M8S
license boot level ax
spanningtree extend systenid
|
!
redundancy
application redundancy
group 1
name voiceb2bha
priority 100 failover threshold 75
timers delay 30 reload 60
control GigabitEthernetl protocol 1
data GigabitEthernetl
track 1 shutdown
track 2 shutdown
!
track 1 interface GigabitEtheet2 line-protocol
!
track 2 interface GigabitEthernet3 ligmotocol
!
interface GigabitEthernetl
ip address 10.64.3.183 255.255.0.0
negotiation auto

no mop enabled
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interface GigabitEthernet2

ip address 10.80.18.60 255.255.255.0
negotiation auto

redundancy rii 1

redundancy group 1 ip 10.80.18.61 exclusive
!

interface GigabitEthernet3

ip address 192.65.79.115 255.255.255.224
negotiation auto

redundancy rii 2

redundancy group 1 ip 192.65.79.126 exclusive
|

!

virtual-service csr_mgmt

!

ip forward-protocol nd

!

no ip http server

no ip http secureserver

ip route 0.0.0.0 0.0.0.0 192.65.79.97

ip route 172.16.0.0 255.255.0.0 10.80.18.1
!

control-plane

|

|
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dialpeer voice 2001 voip

description incoming call from Verizon facing PBX
sessiorprotocol sipv2

session transport tcp

incoming calleehumber 57129353..

voiceclass codec 1

voiceclass sip asserteid pai

voiceclass sip bind control sourgaterface GigabitEthernet3
voiceclass sip bind media sourggterface GigabitEthernet3
dtmf-relay rtp-nte

no vad

!

dialpeer voice 1999 voip

description incoming call from Verizon facing Verozon network
destinationpattern 5712......

session protocol sipv2

session target ipv4:10.80.18.2:5060

session transport udp

voiceclass codec 1

voiceclass sip asserted pai

voiceclass sip privaegolicy passthru

voiceclass sip earfpffer forced

voiceclass sip bind control sourgsterface GigabitEthernet2
voiceclass sip bind media sourgg@erface GigabitEthernet2
dtmf-relay rtp-nte

fax-relay ecm disable

fax rate disable
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fax protocol passhrough g711lulaw

no vad

!

dialpeer voice 2000 voip

description outgoing call to Verizon facing Verizon network
huntstop

destinationpattern [2-9]T

session protocol sipv2

session target ipv83.87.147.48:5071

voiceclass codec 1

voiceclass sip rellxx supported "100rel"

voiceclass sip asserted pai

voiceclass sip privaegolicy passthru

voiceclass sip earfpffer forced

voiceclass sip bind control sourgaterface GigabitEthernet3
voiceclass sip bind media sourggerface GigabitEthernet3
dtmf-relay rtp-nte

fax-relay ecm disable

fax rate disable

fax protocol passhrough g711ulaw

no vad

!

dialpeer voice 12345 voip

description outgoing call to Verizon facing PBX

session potocol sipv2

incoming calleehumber [29]T

voiceclass codec 1
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voiceclass sip asserteid pai
voiceclass sip bind control sourgeterface GigabitEthernet2
voiceclass sip bind media sourggterface GigabitEthernet2
dtmf-relay rtp-nte

fax-relay e&m disable

fax rate disable

fax protocol passhrough g711lulaw
no vad

!

line con 0

logging synchronous

stopbits 1

line vty O

sessioAtimeout 90

exectimeout 960 0

password tekV1z10n

no activationcharacter

logging synchronous

login

transportpreferred ssh

transport input all

stopbits 1

linevty 14

exectimeout 960 0

password tekV1z10n

logging synchronous

login
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length O
transport input all
!

end
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Configuring Cisco Unified Communications Manager
(scoUCM Version

Cisco Unified CM Administration Newgaton [ Go |

About Logout

-lll.aln
CISCO (o Cisco Unified Conmminications Solutians administrator Search Documertahion

System v CalRowting v Mediz Rescurces v  Advanced Festres w Devie v Sppikotion v User Masagement » ol Aominsiration »

Cisco Unified CM Administration

System version: 10.5.2.10000-5

VMware Installation: 1 vCPU Intel(R) Xeon(R) CPU £E5-26800 ©
2.70GHz, disk 1: 80Gbytes, 4096Mbytes RAM, Partitions aligned

Last Successful Backup: 40 day(s) ago

User admincstrator last 1ogged in to this cluster on Thursday, Apedl 15, 2015 3:05:13 AM CDT, to node 10.80.18.2, from 172.16.31.98 using HTTPS
Copynght © 1999 » 2015 Cisco Systems, Inc.
A nghts reserved,

This product contans cryptographet festures and o subject to United States and local country laws goverming wmport, export, transfer and use, Delivery of Gaco cryptographic
products does net smply third-party suthonty to impart, export, dustribute or ute encryption. Importers, exporters, distributors and users are responsible for comphance with U.S, and
local country laws. By using thes product you agree to comply with applicable laws and regulstions, If you are unable to comply with U.S. and local laws, return this product

immediately,
A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Bepart web site.
For information about Cisco Unified Communscabions Manager please wsit our Unified Communications System Documentation web site.

Figure2 Cisco UCM version
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Cisco Call Manager Service Parameters

Navigation path:System> Service Parameters
Select Server* = clu8pubsuli CUCM Voice/Video (Active)
Select Service*= Cis@allManager (Active)

Select Duplex Streaming Enabled* = True

WEWLELGE Cisco Unified CM Administration v

administrator Search Documentation About Logout

alin  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Advanced Features | Device »  Application =  User Management »  Bulk Administration + Help «

Call Routing +  Media Resources -

System -

Parameters for All Servers v

Service Parameter Configuration Related Links:

(g s=ve Set o Defaut @% Advanced

r Status

® Status: Ready

rSelect Server and Service

Server® Clus28Pub--CUCM Voice/Video (Active) v

Service® Cisco CallManager (Active) v
All parameters apply onTv to the current server except p-arameters That are in the cluster-wide groupis).

r Cisco CallManager (Active) Parameters on server Clus28Pub-—-CUCM Voice/Video (Active)

Parameter Name Parameter Value Suggested Value

r Call Throttling

Code Yellow Entry Latency * 20 20
Code Yellow Exit Latency Calculation * 40 40
Code Yellow Duration * 5 ¥ |5
Max Events Allowed * 2000 2000
System Throttle Sample Size * 10 10
r Memory Throttling
¥ | True

Enable Memory Throttling * True

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

Figure3 Service Parameter
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rSystem
CDR Enabled Flag * True ¥ | False
CDR Log Calls with Zero Duration Flag * True ¥ | False
Digit Analysis Complexity * Standardanalysis ¥ | StandardAnalysis
Database Debounce Timer * o 0
Maximum Phone Fallback Queue Depth * 10 10
Maximum Mumber of Reaistered Devices * 5000 5000
System Initialization Timer * 50 60
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

rSDL Trace
SDL Trace Data Flags * 0x8000033F 0x00000111
SDL Trace Flush Immediately * False ¥ | False
SDL Trace Data Size * o 0
SDL Trace Flag * True ¥ | True
SDL TraceType Flags * 0xF102EFS5S 0xB000EB1S
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Device - General)
Call Dizgnostics Enabled * Enabled Only When CDOR Enabled Flag is True ¥ | Disabled
Show Line Group Member DN in finalCalledPartyMumber | True v | False
CDR Field *
Show Line Group Member Mon Masked DN in True ¥ | False
finalCalledPartvMumber COR Field *
CTI New Call Accept Timer * 4 4
CTI Generate Digits Interval * 250 250
CTI Dial Digits Interval * 250 250
CTI Await Further Digits * False ¥ | False
CTI Use Wildcard Pattern as calledPartyDN * False ¥ | False
Retain Media on Disconnect with PI for Active Call * False v | False
Station and Backup Server Keepalive Interval * &0 &0
Station Keepalive Interval * 30 30
Status Enguiry Poll Flag * False ¥ | False
Strip £ Sian from Called Party Number * True ¥ | True
Session Handoff Alerting Timer * 10 10
T301 Timer * 180000 180000
T302 Timer * 3000 15000
T303 Timer * 4000 4000
T304 Timer * 30000 30000
T30S Timer * 30000 30000
T306 Timer * 30000 30000
T308 Timer * 4000 4000
T309 Timer * 90000 90000
T310 Timer * 60000 650000
T313 Timer * 4000 4000
T316 Timer * 120000 120000
T317 Timer * 100000 100000
T321 Timer * 30000 30000

Figure4 Service Parameter (cont.)
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T322 Timer ™ 4000 4000
Tone on Hold Timer * 10 10
Unknown Caller ID Flag * True ¥ | True
Call Classification * OffMet v | OffMet
Alwavs Display Original Dialed Number * True w | False
Name Display for Original Dialed Number When Show the Display Name for Original Dialed Number ev ¥ | Show the Display Mame for Original Dialed
Translated * Mumber even if Translated
Always Use PIs With Original Dialed Number * False ¥ | False
Fail Call If Trusted Relay Point Allocation Fails * True ¥ | True
Displav Calling/Called ID When PI is Mot Available * False ¥ | False
Enable Transit Counter Processing on §SIG Trunks ™ False ¥ | False
Earess FacilityIE Count * 5 LA
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.
r Clusterwide Parameters (Device - Phone)
Always Use Prime Line * False ¥ |False
Always Use Prime Line for Voice Message * False v |False
Builtin Bridge Enable * Off v | Off
Device Mobility Mode * OFf v | Off
Dlsplav Device Mobility Location During Phone True ¥ | True
Registration
Auto Answer Timer * 1 1
Extension Display on Cisco IP Phone Model 7910 * False v | False
Alternate Idle Phone Auto-Answer Behavior Enabled * False v | False
Hold Type * False v |False
Off-hook to First Digit Timer * 15000 15000
Override Auto Answer If Speaker Is Disabled * True ¥ | True
Out-of-Bandwidth Text * Not Enough Bandwidth Mot Enough Bandwidth
Forced Authorization Code Prompt Text * Enter Authorization Code Enter Authorization Code
Client Matter Code Prompt Text * Enter Client Matter Code Enter Client Matter Code
AAR Metwork Congestion Rerouting Text * Metwork Congestion. Rerouting. Metwork Congestion. Rerouting.
Ring Setting of Busy Station Paolicy * Only Apply Ring Setting of Busy Station When Incomir ¥ | Only Apply Ring Setting of Busy Station When
Incoming Call Arrives
Transfer On-hook Enabled * True ¥ | False
Ring Setting of Busy Station * Beep Only ¥ |Beep Only
Ring Setting of Idle Station * Ring ¥ |Ring
Call Pickup Group Audio Alert Setting of Idle Station * Ring Once ¥ |Ring Once
Call Pickup Group Audio Alert Setting of Busy Station * Beep Only ¥ |Beep Only
ELF Pickup Audio Alert Setting of Idle Station * Disable ¥ | Disable
BLF Pickup Audio Alert Setting of Busy Station ¥ Disable w | Disable
Privacy Setting * True ¥ | True
Enforce Privacy Setting on Held Calls * False ¥ | False
SIP Station Keepalive Interval * 120 120
SIP Station Realm * ccmsipline ccmsipline
Hunt Group Logoff Notification * MNone Mone
Speed Dial Await Further Diaits * False ¥ | False
Display CTI Route Point Name or DN * False ¥ |False
Display Original Calling Mumber on Transfer from Cisco | False ¥ | False
Unity *
URI Dialing Display Preference * DM ¥ |DN

Figureb Service Parameter (cont.)
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*

Insert Hyphens in 12-Digit Numbers False ¥ | False
Allow Call Waiting During an In-Progress Qutbound True ¥ | True
Analog Call *
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Device - PRI and MGCP Gateway)
Calling Party Number Screening Indicator * | CallManager sets the screening indicator value - Defal ¥ | CallManager sets the screening indicator value -

Default setting

Ecnable Qutbound MetworkTrunk CallingParty Restriction | False ¥ | False
Clear Calls Flag When Datalink Is Down * True ¥ | True
Device Status Poll Interval * 3000 3000
Disable Alerting Progress Indicator * False ¥ | False
Discard Non Inband Progress in Overlap Sending * False ¥ | False
Disable Resume from Shared-line MGCP FXS Port ™ True ¥ | True
DTME Silence Tone Flag * False ¥ | False
Enable Display IE in Codeset 6 * False ¥ | False
Enable Sending PRI NI2 Service Message * False ¥ | False
Elash Hook Duration * 500 500
Gateway Poll Timer * i0 10
Location In PRI Progress Indicator IE (User Side Only) Use the Metwork Side PRI progress indicator IE ¥ | Use the Network Side PRI progress indicator IE
Matching Calling Party with Attendant Flag * False ¥ | False
MGCP Database Query Delay Timer * 1000 1000
MGCP FXS On-Hook Pending Timer * 3 3
MGCP Response Timer * 30 30
MGCP Timer * 3 3
Numbering Plan Info * 1 1
Overlap Receiving Flag for PRI * True ¥ | True
Qutgoing Media Connect Time for PRI * Connect ASAP ¥ | Connect ASAP
Port Release Timer * o o
SMDI Call Delay Timer * 0 0
Stable in State 4 Flag * False ¥ | False
Optimize MGCP Reaistration * True ¥ | True
Suppress Out-of-Channels Alarms * True ¥ | True
I-Frame Timer * 2000 2000
User-to-User IE Status * False ¥ | False
Convert European Progress Message to Alerting * False ¥ | False
Enable DMS PRI Notify Message from User to Network * [True ¥ | True
Audit 00S Channels Interval * i0 10
Digital and Analog Ports Enabled * True ¥ | True
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Device - H323)
Accept Unknown TCP Connection * False ¥ | False
BRQ Enabled * False ¥ | False

Figure6 Service Parameter (cont.)
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Call Present Disconnect Flag *

Check Progress Indicator Before Establishing Media *

H225 Block Setup Destination *
H225 DB Retry Timer *

H225 Device Connect Timer *

H225 DTMF Duration *
H225 TspReqg Retry *
H225 Intercluster Call Throttle Timer *

H225 T301 Timer *

H225 T302 Timer *
H225 T303 Timer *
H225 T304 Timer *
H225 T305 Timer *
H225 T310 Timer *
H225 TCP Timer *
H245 TCS Timeout *

H323 Calling Party Number Screening Indicator *

False

False
False
o]
[u}
100
2

30
180000
15000
4000
30000
30000
50000
5

i0

Calling number screened and passed

False

False

False

180000
15000
4000
30000
30000
60000
5

i0

Calling number screened and passed

Send H225 User Info Message *
*

Status Enguiry Poll Timer

Device Name of GK-controlled Trunk That Will Use Port
1720 F

Host Mame/IP Address of GK That Will Use RAS UDP
Port 1719 ¥

Fail Call If MTP Allocation Fails *

Overlap Receiving Flag for H323 *

Allocate Transcoder for H.323 on Early Offer SIP Trunk
for Calls with Early Media

User Info for Call Progress Tone
10000

Mone
Mone

False

False

False

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

Apply External Phone Number Mask for H.323 Calls * False False
Tone on Connect * False False
Wait Time for SDP with SR/RO Mode * 3 3
RAS ARQ Timer * 3 3
RAS BRQ Timer * 3 3
RAS DROQ Timer * 3 3
BAS BRO Timer * 3 3
RAS DRQ Timer * 3 3
RAS RRQ Timer * 3 3
Ras URQ Timer * 3 3
Retry Count for ARQ * 2 2
Retrv Count for BRQ * 2 2
Retry Count for DRQ * z 2
Retry Count for RRQ * 2 2
Retry Count for URQ * 1 1
Send Product ID and Version ID * False False
Send Unified €M Version as Version ID in H2255etup *  [False False
Send Proaress Timer * 2000 3000

User Info for Call Progress Tone
10000

MNone
None

False

False

False

Figure7 Service Parameter (cont.)
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r Clusterwide Parameters (Device - SIP)
SIP Interoperability Enabled * True v | True
Retry Count for SIP Bve * 10 i0
Retry Count for SIP Cancel * 10 10
Retry Count for SIP Invite * I [
Retry Count for SIP PRACK * 5 6
Retry Count for SIP Relixx * 10 10
Retry Count for SIP Publish * 6 [
Retry Count for SIP Response * 5 5
SIP Connect Timer * 500 500
SIP Disconnect Timer * 500 500
SIP Expires Timer * 180000 180000
SIP PRACK Timer * s00 500
SIP Rel1XX Timer * 500 500
SIP Trying Timer * 500 500
SIP Publish Timer * 500 500
SIP Min-SE Value * 1800 1800
SIPS URI Handling * Reject v | Reject
SIP statistics Periodic update Timer * 2 2
SIP Session Expires Timer * 1800 1300
SIP Trunk TspReg Retry * 2 2
SIP TCP Timer * 5 5
SIP Station TCP Port Throttle Threshold * 100 100
SIP Trunk TCP Port Throttle Threshold * 500 500
SIP W.150 Qutbound SDP Offer Filtering * Mo Filtering ¥ | Mo Filtering
Send SIP Multicast TTL in SDP * False ¥ |False
Default PUBLISH Expiration Timer * 3600 3600
Minimurn PUBLISH Expiration Timer * &0 &0
IM and Presence Publish Trunk = Mone = -
Send 181 Call Is Being Forwarded * False ¥ | False
Delay Sending 181 until 180/183 message is received * [True ¥ [True
Fail Call Over SIP Trunk if MTP Allocation Fails * True ¥ |False
Log Call-Related REFER/NOTIFY/SUBSCRIBE SIP True ¥ |True
Messages for Session Trace ©
Port Received Timer for Outbound Call Setup * 2 2
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Feature - General)
Call Park Display Timer * 10 10
Caller ID Display Priority Enabled * True v | True
Call Park Reversion Timer * 50 60
Park Monitoring Reversion Timer * 50 &0
Park Monitoring Periodic Reversion Timer * 30 30
Park Monitoring Forward Mo Retrieve Timer * 300 300

Figure8 Service Parameter (cont.)
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IMS Conference Factory URI *

Cluster Conferencing Prefix Identifier

cucm-conference-factory @cucmil.company.com

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

Preserve globalCallld for Parked Calls * True ¥ | True
Maximum Call Duration Timer * 720 720
Maximum Hold Duration Timer * 360 360
Party Entrance Tone * True ¥ | True
Message Waiting Lamp Policy * Primary Line - Light and Prompt ¥ | Primary Line - Light and Prompt
Audible Message Waiting Indication Policy * OFF ¥ | OFF
Message Waiting Indicator Inbound Calling Search = Mone = v
Space
Multiple Tenant MWI Modes * True ¥ | False
MWI Non Message Center Signaling Call Duration * o 0
Message Waiting Indicator APDU Digit Translation CSS = Mone = v
Block OffMet To OffNet Transfer * False ¥ | False
Use Original Call Classification for Transferred Calls * True ¥ | False
Use Restriction attribute of IDVName Presentation of True ¥ | True
Transferring Party ¥
Local route group for redirected calls * Local route group of calling party ¥ | Local route group of calling party
Block Unencrvpted Calls * False ¥ | False
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Feature - Conference)
Suppress MOH to Conference Bridge * True ¥ | True
Drop Ad Hoc Conference * MNever ¥ | Mever
Maximum Ad Hoc Conference * 4 4
Maximum MeetMe Conference Unicast * 4 4
Advanced Ad Hoc Conference Enabled * True ¥ | False
Choose Encrypted Audio Conference Instead Of Video True ¥ | True
Conference *
Minimurn Video Capable Participants To Allocate Video [z 2
Conference ¥
Enable Click-to-Conference for Third-Party Applications | False ¥ | False

cucm-conference-factory@cucml.company.com

Secure Call Icon Display Palicy ¥

r Clusterwide Parameters (Feature - Call Secure Status Policy)

All media except BFCP and iX transports must be encr ¥

All media except BFCP and iX transports must
be encrypted

r Clusterwide Parameters (Feature - Forward)

Forward Maximum Hop Count *

Forward No Answer Timer *

Max Forward Hops to DN e
Retain Forward Information *
Forward By Reroute Enabled *

Transform Forward by Reroute Destination

*

Always Forward Switch Voice Mail Calls *

Forward By Reroute T1 Timer ¥

Set Private Mumbering Plan for Call Forward *

Set Tvpe of Number for Call Forward *

Include Original Called Info for §.5SIG Call Diversions *

12
12
12
True v
True v
True v
True A
10
Always v
False r
LevellRegionalMumber v

i2

12

1z

False

False

True

True

10

Only after the first diversion

False

LeveliRegionalMumber

Figure9 Service Parameter (cont.)
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Max Forward UnReqistered Hops to DN *

CFA CSS Activation Policy *

When Maximum Forward Hop Count is

Cause Code
Triggered *

a
With Configured C55

Mormal Unspecified

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

[u}
With Configured CSS

Mormal Unspecified

r Clusterwide Parameters (Feature - Hold Reversion)

Hold Reversion Duration * o o]

Hold Reversion Notification Interval * 20 30

CFA Destination Override * False False
r Clusterwide Parameters (Feature - Call Pickup)

Auto Call Pickup Enabled * False False

Call Pickup Locating Timer * 1 1

Call Pickup No Answer Timer * 12 12

r Clusterwide Parameters (Feature - Refer)
validate Refer-to URT *

Validate Except for Anonymous Users

Validate Except for Anonymous Users

r Clusterwide Parameters (Feature - Replaces)

MLPP Exception Level *

Executive Override

Block Offiet To OffNet Replaces * False False

r Clusterwide Parameters (Feature - Redirection [3xx])
Redirection Ring Mo Answer Reversion Timer * 24 24
Maximum Redirection Count * 70 70

r Clusterwide Parameters (Feature - Multilevel Precedence and Preemption)
Locations-based MLPP Enable * False False
Executive Override Call Preemptable * False False
Location-based Maximum Bandwidth Enforcement Level | Lenient Lenient
for MLPP Calls ¥
Mon-Preemption Pattern CSS < Mone =

Executive Override

r Clusterwide Parameters (Feature - Path Replacement)

Connection Proposal Type *

Connection Response Type *

Call Back Reguest Protection T1 Timer *

Call Back Recall T3 Timer *

Connection Retention

Default to Connection Retention
i0

20

Path Replacement Enabled * True False
Path Replacement on Tromboned Calls * True True
Start Path Replacement Minimum Delay Time * o 1}
Start Path Replacement Maximum Delay Time * o 0
Path Replacement T1 Timer * 30 30
Path Replacement T2 Timer * 15 15
Path Replacement PINX ID
Path Replacement Calling Search Space = Mone =

r Clusterwide Parameters (Feature - Call Back)
Call Back Enabled Flag * True True
Call Back Motification Audio File Name * CallBack.raw CallBack.raw

Connection Retention

Default to Connection Retention
10

20

FigurelO Service Parameter (cont.)
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Set Tvpe of Number for Call Back *

Call Back Calling Search Space < None =
Mo Path Reservation * True
Set Private Numbering Plan for Call Back * False

LevellRegionalMumber

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

True
False

LevellRegionalMumber

r Clusterwide Parameters (Feature - Call Recording)

External Call Control Fully Qualified Role And Resource |cISCO:UC:UCMPolicy:VoiceOrVideoCall

Play Recording Maotification Tone To Observed Target *  [False False
Play Recording Motification Tone To Observed False False
Connected Parties

r Clusterwide Parameters (Feature - Monitoring)
Play Monitoring Motification Tone To Observed Taraet * [False False
Blay Monitoring Motification Tone To Observed False False
Connected Parties

r Clusterwide Parameters (Feature - Join Across Lines And Single Button Barge Feature Set)
Join Across Lines Policy * Off Off
Single Button Barge/CBarge Policy * Off Off
Allow Barging When Ringing * False False

r Clusterwide Parameters (Feature - Secure Tone)
Play Tone to Indicate Secure/Mon-Secure Call Status * | False False
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Feature - External Call Control)
External Call Control Diversion Maximum Hop Count *  [12 12
Maximum External Call Control Diversion Hops to 12 12
Pattern or DN
External Call Control Routing Request Timer * 2000 2000

CISCO:UC:UCMPolicy :WoiceOrvideoCall

External Call Control Initial Connection Count To PDP * 2
Exterpal Call Control Maximum Connection Count To 4 4
PDP ¥
Always use External Call Control-specified True True
Called/Calling Party Mames

r Clusterwide Parameters (Route Plan)
Stop Routing on Qut of Bandwidth Flag * False False
Stop Routing on Unallocated Number Flag * True True
Stop Routing on User Busy Flag * True True
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Route Class Signaling)
Route Class Trunk Signaling Enabled * True True
SIP Route Class Naming Authority * cisco.com cisco.com
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.
Clusterwide Parameters (Hunt List)

(Ston Hunting on Qut of Bandwidth Flag * False False

Figurell Service Parameter (cont.)
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| Use Pickup Group Of Line Group Member DN * False ¥ | False

r Clusterwide Parameters (External QoS)
External QoS Enabled * False v | False

r Clusterwide Parameters (Service)

Default Network Hold MOH Audio Source ID * 1 1
Default User Hold MOH Audio Source ID * 1 1
!DuDIex Streaming Enabled * B True ¥ | False I
Media Exchanage Interface Capability Timer * a 8
Send Multicast MOH in H.245 OLC Message * True ¥ | True
Media Exchange Timer * 12 12
Media Exchange Stop Streaming Timer * a 8
Open Video Channel Response Timer for SIP Interop * [5qg 500
Port Received Timer After Call Connection * 500 500
Media Resource Allocation Timer * iz 12
MTP and Transcoder Resource Throttling Percentage * [g5 a5
Intercluster Capabilities Mismatch Timer * 1000 1000
Silence Suppression * False ¥ | False
Silence Suppression for Gateways * False v | False
Strip G.729 Annex B (Silence Suppression) from False v | False
Capabilities ¥

Enable Source acP Address Verification for Software True ¥ | True

Media Devices

r Clusterwide Parameters (System - General)

Alwavs Use Dial Tone Setting * Default ¥ | Default
Restart Cisco CallManager on Initialization Exception * True ¥ | True
Digit Analysis Timer * 5 6
Statistics Enabled * True v | True

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (System - Q0S)
*

Prioritv Class Mormal Priority ¥ | Mormal Priority
DSCP for Audio Calls * 46 (101110) ¥ |46 (101110)
DSCP for Video Calls * 34 (100010) ¥ | 34 (100010)
DSCP for Audio Portion of Video Calls * 34 (100010) ¥ | 34 (100010)
DSCP for TelePresence Calls * 32 (100000) ¥ |32 (100000)
DSCP for Audio Portion of TelePresence Calls * 32 (100000) ¥ | 32 (100000)
DSCP for Priority Audio Calls * 45 (101101) v |45 (101101)
DSCP for Immediate Audio Calls ™ 44 (101100) 44 (101100)
DSCP for Flash Audio Calls * 41 (101001) 41 (101001)
DSCP for Flash Override Audio Calls * 42 (101010) 42 (101010)
DSCP for Executive Override Audio Calls * 42 (101010) 42 (101010)
DSCP for Priority Video Calls * 30 (100111) 39 (100111)
DSCP for Immediate Video Calls * 37 (100101) 37 (100101)
DSCP for Flash Video Calls * 35 (100011) 35 (100011)
DSCP for Flash Override Video Calls * 33 (100001) 33 (100001)
DSCP for Executive Override Video Calls * 33 (100001) 33 (100001)
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DSCP for G.Clear Calls * 46 (101110) v |46 (101110)
DSCP for Priority G.Clear Calls * 45 (101101) v |45 (101101)
DSCP for Immediate G.Clear Calls * 44 (101100) v |44 (101100)
DSCP for Flash G.Clear Calls * 41 (101001) v |41 (101001)
DSCP for Flash Override G.Clear Calls * 42 (101010) v |42 (101010)
DSCP for Executive Override G.Clear Calls * 42 (101010) ¥ |42 (101010)
DSCP for Audio Calls when RSVP Fails * 0 (000000) ¥ | 0 {DODODO)

DSCP for Video Calls when RSVP Fails * 0 (000000) ¥ | 0 {o00D000)

DSCP for ICCP Protocol Links * 24 (011000) ¥ | 24 (011000)

r Clusterwide Parameters (System - SDL)

SDL Listening Port Number * 8002 3002
SDL Max Router Latency * 20 20
Suppress Debua Info for Router Death * 0 0
Asvnchronous SDL Logaing Enabled * False ¥ | False

r Clusterwide Parameters (System - Location and Region)

Enforce Millisecond Packet Size * True v | True

Locations Trace Details Enabled * False ¥ | False

Preferred G.711 Millisecond Packet Size * 20 ¥ |20

Preferred G.722 Millisecond Packet Size * 20 ¥ |20

Preferred G.723.1 Millisecond Packet Size * 30 ¥ |30

Preferred G.729 Millisecond Packet Size * 20 ¥ |20

-'i«lwavs Use Preferred G.729 Packet Size For SIP Trunk | False ¥ | False

Answers

Preferred GSM EFR Bytes Packet Size * 31 v |31

G.711 A-law Codec Enabled * Enabled for All Devices v | Enabled for All Devices
G.711 mu-law Codec Enabled * Enabled for All Devices v | Enabled for All Devices
G.722 Codec Enabled * Enabled for All Devices ¥ | Enabled for All Devices
iLEC Codec Enabled * Enabled for All Devices ¥ | Enabled for All Devices
ISAC Codec Enabled * Enabled for All Devices ¥ | Enabled for All Devices
Default Intraregion Max Audio Bit Rate * 64 kbps (G.722, G.711) v | 64 kbps (G.722, G.711)
Default Interregion Max Audio Bit Rate * |8 kbps (G.729) v | 8 kbps (G.729)

Default Intraregion Max Video Call Bit Rate (Includes 384 384

Audio) *

Default Interregion Max Video Call Bit Rate (Includes 284 384

Audio) ®

Default Intraregion Max Immersive Video Call Bit Rate |zpggooooon 2000000000

{Includes Audio] *

Default Interregion Max Immersive Video Call Bit Rate |zggoooooon 2000000000

{Includes Audio) ®

Use Video BandwidthPool for Immersive Video Calls * True ¥ | True

Default Intraregion and Interregion Link Loss Type * Low Loss v | Low Loss

Default Audio Codec List between Reaions * Factory Default low loss ¥ | Factory Default low loss
Default Audio Codec List within Reaion * Factory Default low loss ¥ | Factory Default low loss
Accept Audio Codec Preferences in Received Offer * Off ¥ | Off

G.Clear Bandwidth Override * False ¥ | False

r Clusterwide Parameters (System - CCM Automated Alternate Routing)

Automated Alternate Routing Enable * False ¥ | False

"CIusterwide Parameters (System - RSVP)

*

Default inter-location RSWVP Policy Mo Reservation ¥ | Mo Reservation

Figurel3 Service Parameter (cont.)
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RSVP Retry Timer *

Mandatory RSVP Mid-call Retry Counter *

Mandatory RSWP mid call error handle option *

RSVP Video Tspec Burst Size Factor *

60
1

Call becomes best effort

RSVP Video Application 1D *

VideoStream

60
1

r | Call becomes best effort

5

5
I;JLPP EXECUTIVE OVERRIDE To RSVP Priority Mapping (55535 65535
MLPP FLASH OVERRIDE To RSVP Priority Mapping * 65534 65534
MLPP FLASH To RSVP Priority Mapping * 65533 65533
MLPP IMMEDIATE To RSWP Priority Mapping * 65532 65532
MLPF PL_PRIORITY To RSVP Priority Mapping * 65531 65531
MLPP PL_ROUTINE To RSVP Priority Mapping * 65530 65530
RSWP Audio Application ID * AudioStream AudioStream

VideoStream

Default Inter-Presence Group Subscription *

ELF Status Depicts DND *

Disallow Subscription

False

RSVP Response Timer * 2 2
 TLS Packet Capture Configurations
Packet Capture Enable * False ¥ | False
Packet Capture Max File Size (MB) * 2 2
r Clusterwide Parameters(System - Presence)
Presence Subscription Throttling Threshold * 50000 60000
Presence Subscription Resume Threshold * a0 80

v | Disallow Subscription

¥ | False

Figureld Service Parameter (cont.)
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