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VLAN D IIL—T 1T &, ERDIL—FTRITEINET,

5 EMLrvRI—y MEOY

ACLs on Upstream Router
to Prevent Direct Access
to Database Subnet

Cisco Catalyst®
6509E

=
Ed

A7 161 177

Glsco.
ACE l

10.10.164.16/28 10.10.165.176/28 10.10.170.176/28
e @]
23 24 .181 182 [.183 184 |.185 .186
APPHOST1 APPHOST2 OIDHOST1  OIDHOST2 APPDBHOST1 APPDBHOST1
Default Gateway = 10.10.164.17 Default Gateway = 10.10.165.177 APPDBHOST2 APPDBHOST2

Default Gateway = 10.10.170.177

10.10.165.160/28

N

IDMHOST1 IDMHOST2
Default Gateway = 10.10.165.161

LIRS, Ryb D =R O EGRHBO—EERLET,

1. Cisco ACE MAER VLAN /23— R%& )L —TYK E—FTIEFHELKITVYIR E—FTHRE
o ZORYLT—YERETTIE. Cisco ACE EVa—ILIEP U TIVIGHERET L THDSTIvD
E—FTEMAShTVET,
o ZOE—KFDHBA. Cisco ACE [ 2 DD VLAN BED Ty ELTEIMEL. VIP PRLR3E
TORST4v oIz dH0—K NSOV TEERFTLET,
e & VLAN DRTFIFRAYF LIZREINTOETH, 9547 MID VLAN FZ1+H LR
DIL—FLEIZIP PRLRZEHS>TWET,
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o Y—/I\DTIHILE F—bozA1E BHUFAT Ml VLAN (1T I5 LT ER D IJL—% (Hot
Standby Router Protocol [HSRP]) @ IP PRL RIZFZHERTBEIBESNTLNET,

o EXaUTq RYS—THAINIIBGEIZ. $—N\~OEET I AN TRETT,
2. BEROYITRvrEFERLEY—/OET AVME
o H—NIFHEET IW—TTEIZERD IP YT Ryk EICBEESNTVET,
o ZOETAVMEIZKY., FHLMBEEC LITRIBS L —TEERL. FRNTIRRICER AR
g BIEMTEET,
3. LHEDIL—EE LY Cisco ACE ED1—ILIZ&DEFaTADHER

o ERDODNL—E2LDT IR JRALTIL, Cisco ACE wH—NIZEREIESEIRNELS
T4 OEHALET,
o EROIL—FLDTIER YRFTIE, T—ER—R Y=/ DOEETIVEREZILTS
REICHES>TLET,
e Cisco ACE EPa—I/LODTFHER YARLTIE, 7F)r—3> R—bED VIP ~ADT7 5+
REHAT HEEICHO>TVET,
4. Cisco ACE EYa1—/LIZkBR—IEiRNIE
e Cisco ACE (&, /R—b 80 £7=(% 443 £ VIP1 LU VIP2 ETDRST4v2%ET7 TV
r—iay R—bT77)IZEBRLET,
5. Cisco ACE EXa—/LLT® SSL #—Zr—LavDHRTE
e SSL 574949 (GR—b 443) 1% Cisco ACE £ a— /)L T#iHLET , Cisco ACE E
2a—JLIE Webcache ¥—E R [R—K(7777) EQT7TVr—3y H—NIZHYT7Tx
ARDIS T4 O EEELET,
o ZORZUYILAVTIE VFATURDEET IP PRLADM SN ET,
« Cisco ACE (&, X THEH 1000 ® SSL b5 H 930 ET I+ ILNCREBTEET . &
SIZEULWATA—I U REHIZXE T Bi5E &, Cisco ACE [TBMSA Y REAV Ab—

LT HDBENHYET,

H—/\DEEE

£ 13 COT—FFOF v THASNSY — \DEFERLTOET,

1  H—ER

H—\% IP 7FLAR YIRvk TRy | #EE SNEBYR=2T R—k

APPHOST1 10.10.164.23 | 255.255.255.240 | Webcache & &U OHS H—/1 1 7777 H & 9401

APPHOST2 10.10.164.24 | 255.255.255.240 | Webcache & &1 OHS H—/\ 1 7777 H & 9401

IDMHOST1 10.10.165.165 | 255.255.255.240 | 7A T T4 T4 EEH—/\ 1 7777

IDMHOST2 10.10.165.166 | 255.255.255.240 | 7A T TATAEBEY—/\ 2 T

OIDHOST1 10.10.165.181 | 255.255.255.240 | Oracle Internet Directory Server 1 389/636

OIDHOST2 10.10.165.182 | 255.255.255.240 | Oracle Internet Directory Server 2 389/636

APPDBHOST1 10.10.170.183 | 255.255.255.240 | 7 S ) r—3> A2T—%4 )RR | 1521
DT—HER—R H—/\1

APPDBHOST1 10.10.170.184 | 255.255.255.240 | 7P /r—ia> A45—% JRIRJHA | 1521
DT—HR—R H—/\2

INFRADBHOST1 | 10.10.170.185 | 255.255.255.240 | £¥ ) T4 A2T—4 YRS KD | 1521
T—AR—Z H$—/\1

INFRADBHOST2 | 10.10.170.186 | 255.255.255.240 | ¥ 21! T4 A2T—4 YRZrJRHED | 1521
F—HER—=R H—/\ 2

All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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DR ONBIRZUY R—bE COEHTHALL-IO—THEAINDLODOHRESN
TWET,, . K7 TVr—ay H—N\TlE MOR—tEEEBET7VERAICERALTL
BIGEELHYET . TOER YRMDERETIE, ChoDR—rHELIHFAT20ENHYE
T, FEMIZDULNTIL, Oracle #t DY =27 I)LESHBL TS,

Oracle 10g Application Server D& E

HNEDN—FIxT7 O—K NSUHEIUHED SSL #—3r—3> T/INARZEFEAL T Oracle
TV —ay H—NEBRETHFEIEIZDLTIX. [Oracle Application Server Enterprise
Deployment Guide 10g Release 2 (10.1.2) for Windows or UNIXJ(Part Number:B13998-03.
Oracle ¥t OTN H A+ Ti2HE) M Chapter 4T Configuring the Application Infrastructure for
myPortalCompany.com 135 & U Appendix Al Sample Configurations for Certified Load Balancers |
=SBRLTZELY,

L—EDHE

Cisco ACE (&, T4RMJEa1—3> L/4¥TéH3 Cisco Catalyst® 6509E R4/ vF Sr—(C
BEHLET, 20— IziEE SN - Multilayer Switch Feature Card(MSFC; R JLFLAY¥ X
AYF T4—Fx h—F)EPa1—)LIE. Cisco ACE [ZHT B LFRDIL—2ELTEMEELE T,

ERDIL—52(MSFC) DEEFIE
COBRTLERON—FEFERTHICIE. ROBREFIRERITIILELHYET

X797 1 Cisco ACE VLAN &F—4A~R—X H#—/\ VLAN #EBMLET,

ZOMROCMIEEIL. 6 DD Cisco ACE VLAN & 1 DDT—AR—Z H—/N VLAN(EE 7D
®D VLAN)# MSFC IZU T O KSIZEMT 2HENHYET,

vlan 25
name ACE-APP-CLIENT:10.10.164.16/28
!
vlan 26
name ACE-APP-SERVER
!
vlan 31
name ACE-IDM-CLIENT:10.10.165.160/28
!
vlan 32
name ACE-IDM-SERVER
!
vlan 29
name ACE-OID-CLIENT:10.10.165.176/28
!
vlan 30
name ACE-OID-SERVER
!
vlan 33

name ACE-DB-SERVERIDM:10.10.170.176/28
1

FE ERSN-RAAIEHBEMTOAERSNTOET BATITEBOGRRAIR->TRE
LTSy,
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X797 2 Cisco ACE ~®M VLAN 574 v %&EHFRILE T,

Cisco Catalyst 6509E XA yF T Cisco ACE ~M VLAN 7Yt AMNBEEIZHTINTNSIEE
#BRUVT, Cisco ACE [& VLAN F5D499%ZITANE B A, CDHE. TRTDH VLAN [ZHL
ACE ~D7YEANHFAESNAL=H. ACE UMD VLAN EDTA—FFrR+ A—LA
ACE [ZBE 5252 LIEFHYFELEA. COBMTIL, Cisco ACE [ Cisco Catalyst 6509E
r—LDAAYE 4 IZEH SN TLET, Cisco ACE BB ® VLAN FS574v%5% Cisco ACE (2
PEALILTEDELSITTBICIE ROFBELZEMT ILENHYET,

svclc multiple-vlan-interfaces
svclc module 4 vlan—-group 11
svclc vlan-group 11 25,26,29,30,31,32,33

77 3 Switch Virtual Interface (SVI; RA Y FREAEZ—T A R) (A B—TTA R VLAN)
BRELET,

SVI MFRETIE, L—F(MSFC) EDLAY 3 AV RIVAEEELET, ZCOERTIL. Cisco
ACE W95 A4 7> Mal VLAN 23 D, T—4~R—X H—/MAl VLAN 121 DD, &5t 4 DD SVI
ERETIDHENHYET,

Cisco ACE D454 7 MMal VLAN D SVI DEREIE. RDEBYTY,

interface Vlan25

description ACE-APPSRV-Client-Side

ip address 10.10.164.17 255.255.255.240
no ip redirects

no ip proxy-arp

!

#: 20 IP PRLRIE, APPHOST #—/\& & U Cisco ACE DT I+ /Lk F—hozAELTHE
AShFET. TRERDIEEE. 20 IP 7RLR% HSRP 7RLRELTEHRELET , HEH
[ZDWLVTIE, &M URL A5 Cisco HSRP DERFEH A RFESHBL TS,
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies tech note09186a00
80094 afd.shtml#topic1
EE3EERE
http://www.cisco.com/support/ja/473/62.shtmi#topic1

interface Vlan31l

description ACE-IDMSRV-Client-Side

ip address 10.10.165.171 255.255.255.240
no ip redirects

no ip proxy-arp

i
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D 20 IP 7PRLRIE, IDMHOST #—/3&&U Cisco ACE DT 74Uk #—hoxAELTHE
AShFET. TRERDIEE(E. 20 IP 7RLR% HSRP 7RLRELTEHRELET , HEH
[ZDWLVTIE, &M URL A5 Cisco HSRP DERFEH A RFESHBL TS,
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech note09186a00
80094 afd.shtml#topic1
EE3EERE
http://www.cisco.com/support/ja/473/62.shtmi#topic1

interface Vlan29

description ACE-OIDSRV-Client-Side

ip address 10.10.165.177 255.255.255.240
no ip redirects

no ip proxy-arp

i

#: 20 IP 7FLRIE, OIDHOST #—/\& & U Cisco ACE DT I+ILk F—hrozAELTHE
AzInFd . AREHOHZEIE. 0 IP PRLR%Z HSRP 7RLRELTHELET , 5%EHI
2D TIE. XD URL H Cisco HSRP MR EH A FESBL TS,
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech note09186a00
80094 afd.shtml#topic1
SEIREN
http://www.cisco.com/support/ja/473/62.shtml#topic1

T—HAR—X H—/VVLAN O SVI DEFEIE. ROEBYTT,
interface Vvlan33

description ACE-DBSRV-Client-Side

ip address 10.10.170.177 255.255.255.240

no ip redirects

no ip proxy-arp
1

FE: ZO IP PRLRIF, T—ER—R H—N\DT T4k F—broz4ELTHEASNES . TR
BHOEEIX. 2O IP TRLR%E HSRP 7RLRELTHELET . EHICDOLTIE. X
M URL M55 Cisco HSRP MEREH A RFES L TZEL,
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies tech note09186a00
80094 afd.shtml#topic1
BHEEIR:
http://www.cisco.com/support/ja/473/62.shtml#topic1

All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 14 of 24


http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech_note09186a0080094afd.shtml#topic1
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech_note09186a0080094afd.shtml#topic1
http://www.cisco.com/support/ja/473/62.shtml#topic1
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech_note09186a0080094afd.shtml#topic1
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech_note09186a0080094afd.shtml#topic1
http://www.cisco.com/support/ja/473/62.shtml#topic1
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech_note09186a0080094afd.shtml#topic1
http://www.cisco.com/en/US/partner/tech/tk648/tk362/technologies_tech_note09186a0080094afd.shtml#topic1
http://www.cisco.com/support/ja/473/62.shtml#topic1

BEakis

Cisco ACE M5
R2(%. COF7—FTHOF¥TEAINS Cisco ACE DIEFHERLTLNET,

&2 Cisco ACE

AR VIP PRLRAB LU AEfIohd | Y—/SR—F | AR Fys | TCP Bk
R—bk Y= AHh=X L MDEH

portal.ccc.com:80 10.10.164.21:80 10.10.164.23 T HTTP Al
10.10.164.24 T

portal.ccc.com:443 10.10.164.21:443 10.10.164.23 7 HTTP a]
10.10.164.24 7T

portal.ccc.com:9401 | 10.10.164.21:9401 10.10.164.23 9401 HTTP Al
10.10.164.24 9401

login.ccc.com:80 10.10.165.167:80 10.10.165.165 eaes HTTP Al

login.ccc.com:443 10.10.165.167:443 10.10.165.166 77TT HTTP a]

oid.ccc.com:389/636 | 10.10.165.183:389/636 10.10.165.181 389/636 TCP |l
10.10.165.182 389/636 TCP

Cisco ACE D& EFIE
Cisco ACE MBREFIEIE. RDELYTT, MRODEREFIEDEE LT H5EE. K 5
#SHRLTIESLY,

ATy 1 EBT7HEADHRTE

Telnet, Secure Shell(SSH; %27 L x/L)7OLa/L, SNMP (B SRyt —o B IO
JU) (HTTP, F1zI% HTTPS %L T Cisco ACE EXa—ILITYE—k 7IERTHIHFE.
Cisco ACE E¥a1—/LA® Internet Control Management Protocol ICMP) 79+ X%#XIRT 5
BEIE. RV —ZFEEBLEIZATTIERAAVI—DTz(RIZERATELELHYET,

ROBEFIEEETLET,
1. management BATDISRA Ty TE#HRELET,

class-map type management match-any remote-access
10 match protocol ssh any
20 match protocol telnet any
30 match protocol icmp any

40 match protocol http any Needed if Extensible Markup
Language (XML) interface access 1is
50 match protocol https any needed through HTTP (S)

2. management AT DR — v TEHRELET

policy-map type management first-match everyone
class remote-access
permit

3. VLAN /2 A—DJxARIZKRYS— vy T E#=EBRALET,
interface vlan 25
service-policy input everyone

interface vlan 26

service-policy input everyone
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interface vlan 29

service-policy input everyone

interface vlan 30
service-policy input everyone

interface vlan 31
service-policy input everyone

interface vlan 32

service-policy input everyone

ATvF 2 TA—TOHE

Cisco ACE [FBEMLEX—TF7ISA4TAHRKD 1 DTHAHTO—TZ2FHALT. EH—/DT7RA(S
EVT1&REFRLET, Cisco ACE TIXERHZA(TDTO—TZ2HETEET , COERD HTTP
R—Z2DT7F)4r—3> (PORTAL [TCP R—bk 7777 &V 9401] KU LOGIN) [ZIE.
HTTP #4707 0—J%ERALET, COERD HTTP R—XLUSNDT T4 — a2 (0ID) (<
IX. TCP 447D T0—J%FEALEY,

COEETIE. ROTO—T&#FEALET,

probe http ACECFG-http
port 7777
interval 30
passdetect interval 10
request method head url /test.html This can be another URI
based on the server configuration
expect status 200 202

probe http ACEINV-http
port 9401
interval 30
passdetect interval 10
request method head url /test.html This can be another URI
based on the server configuration
expect status 200 202
probe tcp OID-probe
port 389
interval 30
passdetect interval 10

XF7v7 3 Rserver DERE

A—F NSUHE —EDOEEICEINT, BHDOIS Ty IEEIETH-HDIE Y —/1]
(Rserver) Z:ZRLFE T, Rserver Z/ET BEIC(E. B —NEDARAXFELNXELR IS
BHIEITEBELTIZEL  Reerver 2R ET AHEE(E, DhkEL IP PRLRAZFRELT Rserver
FAVY—ERITTIRENHYET .

COHERTIE. RD Rserver ZFRALET,
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rserver host aceappl
ip address 10.10.164.23
inservice

rserver host aceapp2
ip address 10.10.164.24

inservice

rserver host aceidml
ip address 10.10.165.165
inservice

rserver host aceidm?2
ip address 10.10.165.166

inservice

rserver host aceoidl
ip address 10.10.165.181
inservice

rserver host aceoid2
ip address 10.10.165.182

inservice

2FvFS 4 H—/N T7—LDBRE

Y—\ Tr—LALlE. O—F NSO N—FEOEECEINVTEIRTI2EY—/\DHRENEST
T o BY—/NERKRIZ, H—/\ T7—LDRRBRXFENXFELRFNESNET  ERANGEH—
IND7P—LDBETIH, b—/\ Tr—LIZES—NETO—TEEMLET,

COBETIE. ROY—/N\ 77— LEBELET,

serverfarm host aceapp
probe ACECFG-http
rserver aceappl 7777
inservice
rserver aceapp2 7777

inservice

serverfarm host aceinv
probe ACEINV-http
rserver aceappl 9401
inservice
rserver aceapp2 9401

inservice

serverfarm host aceidm
probe ACECFG-http
rserver aceidml 7777
inservice
rserver aceidm2 7777

inservice

serverfarm host aceoid
probe OID-probe
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rserver aceoidl
inservice
rserver aceoid?2

inservice

AFYFS 5 SSL A—3R—LavDEE
Cisco ACE T SSL #—34—YavEaRETHE. TV —ay $—/N\TIEHEC ACE £ T
SSL hS 74V OEKIRTEE T CORTEEFERTEE, —/\ JY—RDAT7O—FHOEEO—
KRNSOV THERED HTTP BERDRENAIREICHYET,
Cisco ACE T SSL #—=r—1a % RET HICIE. ROFIEFETLET,
1. F—%EMT B, F=lEA2R—LLFET,

Cisco ACE L THF—Z4 T D55 NEX:

crypto generate key 1024 <file name>
Example: crypto generate key 1024 testkey

Cisco ACE IZF—% AV R— T BI5E8 DX :

crypto import [non-exportable] [ ftp | sftp | tftp | terminal]
[passphrase:passphrase] [ipaddr] [username] [password]
[remote filename] [local filename]

2. Certificate Sign Request(CSR)#4mLET .

CSR [&. Cisco ACE MAZELIINBOWVWT W TERLTEEWER AL, LLTIZ. Cisco
ACE TCSRZ&EM T H5FIEDHIERLET .

Cisco ACE T® CSR /3\5A—42DHFE

crypto csr-params testl23
country US
state CA
organization-unit IT
common-name aceapp.ccc.com
serial-number 1000

email user@ccc.com

F—B KUY CSR NSA—2ZFEALT- CSR DAERL
crypto generate csr testl23 testkey

MIIBNnTCCAQYCAQAWXTELMAKGA1UEBhMCVVMxCzAJBgNVBAGTAKNBMOswCQYDVQQL
EwJJVDEXMBUGA1UEAXMOYWN1YXBwLmN]jYy53b20xGzAZBgkghkiGOwOBCQEWDHV z
ZXJAY2NjLmNvbTCBnzANBgkghkiGOwOBAQEFAAOB] QAWgYKCgYEALleaM318pX10/
G8FYpi0cBRHAZA1Lxd9Q1vz2/nedQnNOkt0ZWQogH1Zgd5sxLH1Ptn5afADhXmVr
e0Y3c+s7TSGVMLLXTIKxTbcUR1w/0Y6CGpI/e3ASUBeLtMg7LE2C1EG6ZUL9HIyh
UrZNXwOBXFAFLODwrEx9CQJTmnKzj/8CAWEAAAaAAMAOGCSgGSIb3DQEBBAUAAAGR
AJbKwzS/vuKhiu+PvEySUzCCHclA+x4KiON26txzKyog7YF7D0ZMKMcQjxrKWZRW
tQgZPjv43Yzwqz4L8w8PyGsmBl7EY17b0OHQjcoKitfL4LJ9Qro8tf/tdn5DC1rGd
3BP4XQ9S1xNBgHxz1zFS2fWI/ynCmv5rbMtG+£f/LHYKA
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3. CSR ZE3K# Certificate Authority (CA; FREE/D) ICERIEL T CA DELEZRITET,
4. CAIZk-TELINTIEIAZEZ Cisco ACE [CA—KLZET,
Cisco ACE IZSEFAZ# AV R— T 258 DHEX:

crypto import [non-exportable] [ ftp | sftp | tftp | terminal]
[passphrase:passphrase] [ipaddr] [username] [password]
[remote filename] [local filename]

5. WMEICHLT. Fr—r YIL—T2ERLCHEAEEF—ELET,
BERAEFI—V . Fz—r T —TITEFENLARELRERHARETEREINET,
crypto chaingroup CCCSSLCA-group
cert CCCSSLCA.PEM

cert DSTROOTCA.PEM
cert ACEAPP-CERT.PEM

6. SSL /8TA—B TyTH#HRELET, SSL /854A—42 vy (&, SSL EHEA/NSA—IDEE
[CERASNhET,

parameter-map type ssl PARAMMAP SSL
cipher RSA WITH AES 128 CBC SHA priority 2

7. SSLTOFY H—ERERELFT.
ssl-proxy service PSERVICE SERVER
key ACEKEY.PEM
cert ACEIDM-CERT.PEM
chaingroup CISCOSSLCA-group
ssl advanced-options PARAMMAP SSL

ATv7 6 Eyiar DE&HEE (RT ¥ —) DRE

Tyl ar DEHME (RT1vF—)ERET SE. Cisco ACE TRILYSA T DDERDIER:
ERILEY—/NIZEETEET . RTrvFx—IF&EIET IP PRLRHTTP 2v+%—_SSL vi3
> ID(SSL b4 9I D) GEIZEDNTHRETEE T, COBATIE. EIET IP PRLRIZE
DWVERTFAYF—DERASNTNET, =, COEMETIE, R—F 80/443 BLU 9401 LD 7
TVr—ay H—nN BEU R—bk 80433 EDTATUTATAEE(DM) H—/3~DFS
4971t g B5A—F NSO UG ETIRICBRTAvF—DREITRYET,

RATFAVF—FRETBITE. FATGEIET IP PRLR IvF—1E) ATFavF— TIL—TF
B A LTIME. BEURTAvF— JIL—TIEERTEY—/ T7—LEBELET. 2O
BHTIE RORToF—DHRELFEALES,

sticky ip-netmask 255.255.255.255 address both ACEAPP-sticky

timeout 720
serverfarm aceapp

sticky ip-netmask 255.255.255.255 address both ACEIDM-sticky

timeout 720

serverfarm aceidm

ACEAPP-sticky # &1 ACEIDM-sticky I&. COER THRESNIRT(v¥— JIL—TLTT,
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X797 7 SLB DHE

Cisco ACE BRI LAY 3 LLAY 4 OEBKBFREIVLAY 7 OTORIJLIERICE T
SLB #H7R—kLTLVET, Cisco ACE (. V53R TwT RUP— 29T BLUH—ER Rl
O—%#FALT. BEMNTVIDREERBETVET . L1V 3 BLUELAY 4 DFT199
ERETDHIHEEDISR I TO—BEEICE VIP PRLR, AL, 8KU ACE DR—k
NEFENFET,

RDADDREFIEEZRTLET

1. match all 34T DHYSRA 7y TH#FALT. VIP ZRELFET,

class-map match-all VIP-aceapp-http

2 match virtual-address 10.10.164.21 tcp eq www
class-map match-all VIP-aceapp-https

3 match virtual-address 10.10.164.21 tcp eg https
class-map match-all VIP-aceinv-9401

2 match virtual-address 10.10.165.21 tcp eg 9401

class-map match-all VIP-aceidm-http

2 match virtual-address 10.10.165.167 tcp eq www
class-map match-all VIP-aceidm-https

3 match virtual-address 10.10.165.167 tcp eq https

class-map match-all VIP-aceoid
2 match virtual-address 10.10.165.183 tcp eqg 389

2. load balance 34T DR — vy TE#HREL T, AT1vF— H—/\ J7—LICEEMITET,

policy-map type loadbalance first-match vip-1b-ACEAPP
class class-default
sticky-serverfarm ACEAPP-sticky
policy-map type loadbalance first-match vip-1lb-ACEINV
class class-default

serverfarm aceinv

policy-map type loadbalance first-match vip-1b-ACEIDM
class class-default
sticky-serverfarm ACEIDM-sticky

policy-map type loadbalance first-match vip-1b-ACEOID
class class-default

serverfarm aceoid

3. multimatch 24T DR — TvTEZHELT. ATYT 1 THRELEISR vy TE2EER
IT£9, 1= HTTPS rS74vIDHS5A Ty 7T, SSL 7O%S —\Z#EALET,

policy-map multi-match lb-vip
class VIP-aceapp-https
loadbalance vip inservice
loadbalance vip-1lb-ACEAPP
ssl-proxy server PSERVICE SERVER
class VIP-aceapp-http
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loadbalance vip inservice
loadbalance vip-1lb-ACEAPP
class VIP-aceinv-9401
loadbalance vip inservice
loadbalance vip-1b-ACEINV
class VIP-aceidm-https
loadbalance vip inservice
loadbalance vip-1lb-ACEIDM
ssl-proxy server PSERVICE SERVER
class VIP-aceidm-http
loadbalance vip inservice
loadbalance vip-lb-ACEIDM
class VIP-aceoid
loadbalance vip inservice
loadbalance vip-1lb-ACEOID

policy-map multi-match lb-vip-server
class VIP-aceoid
loadbalance vip inservice
loadbalance vip-1b-ACEOID
class VIP-aceidm-http
loadbalance vip inservice
loadbalance vip-lb-ACEIDM

4. AUB—TARAVLAN TR — 2o @RALET,
interface vlan 25
service-policy input lb-vip

interface vlan 26
service-policy input lb-vip-server

interface vlan 29
service-policy input lb-vip

interface vlan 30
service-policy input lb-vip-server

interface vlan 31
service-policy input lb-vip

interface vlan 32
service-policy input lb-vip-server

ATy 8 Ty E—RFDHE

Cisco ACE EVa—/LIZIZNTBADYMBA L 2—TA R IFEH I TWEL A RDYIZ,
Cisco ACE XM} VLAN 1> 2—Jx A REEALET, Cisco ACE DAV A—TxARIE, JL—
FIR B—FFELEFTIVPR E—RFOVWTIANHRETEFT, TUvY E—FOREEXHHTS
&. Cisco ACE DH#EREBRILTEET , OB TIL, VLAN 25 B US4 7V MAlIZERESh
VLAN 26 WEH—/N\BlIZEBIhTLET,
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Cisco ACE TIVwY E—FREHRTET DICIE. ROFIEEETLET,

1. FPUOERJRLDERE

BEHEHRTBIZIE. §RTOAU2—T A4 AT Access Control List(ACL; 7&2+X avk
A—JL YRR ZHRETIDHENHYET , ACL ZRELALMGS. Cisco ACE 14—
TIMRAEDTRTOS 719 VEEELET . COBRDIEE . PERMIT_ALL £LVST7HF
R YR 2 DERESNTEY., 10 F—TzA(RX VLAN LT IP 8&U ICMP +S57499%
EFRILTLVET, PERMIT_ALL &LV T7OER YRRE, /122 —Tx(4 X VLAN 25, VLAN
29, B8&U VLAN 31 OtFa7+s RUS—RAIZEIVETON, EY—N\~OEET7IER
EFEHAILET . RLT7IER YRNME, 122—TxA4 X VLAN 26, VLAN 30. 8&U VLAN
32 OFalTs RID—AIZREY LB TONTVET, Thik,. EY—\BOLST1v0%
FalL, EY— DS MDRINT—IADT I EREAHEICT O TY , ROFE T,
BHIDALA—TTARA VLAN LDFTRTD IP EXW ICMP b57490%HRAILET , 1212
L. Cisco ACE Tl FEEXTFLAFBAETRL R, AL, BLXUVTARILEFD/Z
A—RIEDRHEIZRINT, /03 —TA X VLAN LDFEE/RIENST1vIET(ILE) Y
TIBLIINRETHEELTEET, NIE. BEICELTERITITRET .

access-list PERMIT ALL line 5 extended permit ip any any
access-list PERMIT ALL line 6 extended permit icmp any any

2. VLAN /28— ADHKE

T)wo B—FEHRETIEEIE. V5472 M VLAN KUY —/ Al VLAN OEFHZEER
ETIDELRHBYET, Ch5D VLAN /UA—Dz(RIEHBED TS TIL—TEHBL
FY T, A1V2—T/4X VLAN TlE, 77€R YRREA—F NP0 T $—EX RY
—HBEAINET,

ROBEE. COBBRDAE3—TTA X VLAN FRELZRLTOWET (B 5 55 H),

interface vlan 25
bridge-group 1
access-group input PERMIT ALL
service-policy input everyone
service-policy input lb-vip
no shutdown
interface vlan 26
bridge-group 1
access-group input PERMIT ALL
service-policy input everyone
service-policy input lb-vip-server
no shutdown

interface vlan 29
bridge-group 2
access-group input PERMIT ALL
service-policy input everyone
service-policy input lb-vip
no shutdown

interface vlan 30
bridge-group 2
access-group input PERMIT ALL
service-policy input everyone
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service-policy input lb-vip-server
no shutdown

interface vlan 31
bridge-group 3
access-group input PERMIT ALL
service-policy input everyone
service-policy input lb-vip
no shutdown

interface vlan 32
bridge-group 3
access-group input PERMIT ALL
service-policy input everyone
service-policy input lb-vip-server
no shutdown

3. Bridge Group Virtual Interface (BVI; 7Y FIL—FRBAE—TzAR) DERE
BVI OFETIE. TUvD JIL—TDLAY 3 AVREVREEELET . CORELFERT
%&.2 20 VLAN FTOMST49IDT VIO THAIREIZRYET . /18— T/ RES
FRTYT 2 TERLITVYY TIL—TERLTY . ROFEE. COBRTD BVI OF
EERLTVLETS,
interface bvi 1
ip address 10.10.164.20 255.255.255.240
no shutdown
interface bvi 2

ip address 10.10.165.180 255.255.255.240
no shutdown

interface bvi 3
ip address 10.10.165.164 255.255.255.240
no shutdown

ZTYT 9 TIHIE F—rHTLDHEFE

JE—k IPUIZTIERTBHEAL. DRI T =V LIZHEIFAT U rDERIZGE T BIC
. B—FK NSOV TERELETBLAY 3 VLAN /23— DzARIZHLTTIHILE IL—k%E
BRETDIBHENHYET , Cisco ACE DT I+ F—hozAlE, EFROIL—FLEIZHBLAY
3AUHA—TIARD IP PRLRIZTVEALET . ARERDISEE. SOV E2—TT( X TRLR
DRHYIZ HSRP ZRLREFEALET , LTI, CO#ERBTO Cisco ACE DT I74ILk 5 —hk
DIADEEERLET,

ip route 0.0.0.0 0.0.0.0 10.10.164.17

ip route 0.0.0.0 0.0.0.0 10.10.165.177

ip route 0.0.0.0 0.0.0.0 10.10.165.1061

A—K NSV NBEBERAVA—TIAREZEBMTIEEE. /22— AT EIZER D
F—bITAERETIDLELHYET, f2EZIE, 102 —Tz/4 X VLAN 31(VLAN 31 &£ 32 %
R7TCER) ICIXERDT — I/ ERETIHENHYET,
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