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Service Description: T esting  a nd  V a l id a tion Services
Th i s  docu m en t des cr i bes  Ci s co’ s  Tes ti n g an d V ali dati on  
S er v i ces . 
Related Documents:  Th i s  docu m en t s h ou ld be r ead i n  
con j u n cti on  w i th  th e f ollow i n g docu m en ts  als o p os ted at 
w w w .ci s co.com / go/ s er v i cedes cr i p ti on s /  : ( 1)  G los s ar y  of  
Ter m s ;  ( 2)  L i s t of  S er v i ces  Not Cov er ed;  an d ( 3)  S ev er i ty  an d 
Es calati on  G u i deli n es .  All cap i tali z ed ter m s  i n  th i s  des cr i p ti on  
h av e th e m ean i n g as cr i bed to th em  i n  th e G los s ar y  of  Ter m s . 
Di r ect S ale f r om C i sco.   I f  y ou  h av e p u r ch as ed th es e 
S er v i ces  di r ectly  f r om  Ci s co,  th i s  docu m en t i s  i n cor p or ated i n to 
y ou r  M as ter  S er v i ces  Agr eem en t ( M S A)  or  eq u i v alen t s er v i ces  
agr eem en t ex ecu ted betw een  y ou  an d Ci s co.  I n  th e ev en t of  a 
con f li ct betw een  th i s  S er v i ce Des cr i p ti on  an d y ou r  M S A or  
eq u i v alen t s er v i ces  agr eem en t,  th i s  S er v i ce Des cr i p ti on  s h all 
gov er n . 
Th i s  Tes ti n g an d V ali dati on  S er v i ce i s  i n ten ded to s u p p lem en t 
a cu r r en t s u p p or t agr eem en t f or  Ci s co p r odu cts  an d i s  on ly  
av ai lable w h er e all Pr odu ct( s )  i n  Cu s tom er ’ s  Netw or k  i s  
s u p p or ted by  Ci s co’ s  F ou n dati on  Tech n ology  S er v i ce Pr ov i der  
O p ti m i z ati on  S er v i ce. . Ci s co s h all p r ov i de th e Tes ti n g an d 
V ali dati on  S er v i ces  des cr i bed below  as  s elected an d detai led 
on  th e Pu r ch as e O r der  f or  w h i ch  Ci s co h as  been  p ai d th e 
ap p r op r i ate f ee. Ci s co s h all p r ov i de a Q u ote f or  S er v i ces  
( “ Q u ote” )  s etti n g ou t th e ex ten t of  th e S er v i ces  an d du r ati on  
th at Ci s co s h all p r ov i de s u ch  S er v i ces . Ci s co s h all r ecei v e a 
Pu r ch as e O r der  th at r ef er en ces  th e Q u ote agr eed betw een  th e 
p ar ti es  an d th at,  addi ti on ally ,  ack n ow ledges  an d agr ees  to th e 
ter m s  con tai n ed th er ei n . Av ai labi li ty  of  S er v i ces  des cr i bed 
h er ei n  an d s er v i ce deli v er y  m ay  v ar y  by  geogr ap h i cal r egi on . 
 
 
T esti ng  and V ali dati on S er v i ce 
 
S er v i ce S ummar y   
Tes ti n g an d V ali dati on  S er v i ce p r ov i des  s p eci f i c h elp  f or  y ou r  
n etw or k  s u p p or t s taf f  i n  th e f or m  of  Tes t As s es s m en t an d Plan ,  
S etu p  an d Tes t Ex ecu ti on ,  Tes t Res u lts  Rep or t an d F i n al 
Con s u ltati on  Deli v er y .  
S er v i ces  p er f or m ed u n der  th i s  S er v i ce Des cr i p ti on  th at ar e 
com p ar able to th os e s er v i ces  p er f or m ed u n der  Ci s co’ s  
F ou n dati on  Tech n ology  S er v i ce Pr ov i der  O p ti m i z ati on  S er v i ce. 
w i ll bu i ld u p on  th e or i gi n al s er v i ce p r ov i ded th er ei n  an d w i ll be 
f ocu s ed on  th e s p eci f i c tech n ology  des cr i bed i n  th i s  S er v i ce 
Des cr i p ti on . 
 
C i sco Resp onsi b i li ti es 
 

Ci s co s h all p r ov i de th e f ollow i n g G en er al S u p p or t p r ov i s i on s  
f or  all S er v i ces  s elected by  Cu s tom er  u n der  th e Tes ti n g an d 
V ali dati on  S er v i ce: 
 

G ener al S up p or t 
 

o Des i gn ate an  en gi n eer  ( “ Tes ti n g an d V ali dati on  
En gi n eer ” )  to act as  th e p r i m ar y  i n ter f ace w i th  th e 
Ci s co p r oj ect m an ager  ap p oi n ted f or  th e 
Cu s tom er . 

 
o Par ti ci p ate i n  r egu lar  v i s i ts  to th e Cu s tom er  as  

r eq u i r ed by  th e p r oj ect m an ager  ei th er  v i a p h on e 
or  i n -p er s on  to r ev i ew  p r oacti v e deli v er ables  an d 
acti v i ti es  an d to p lan  f or  n ex t q u ar ter . I n -p er s on  
v i s i ts  n ot to ex ceed ei gh t ( 8 )  day s  i n  aggr egate.  
Addi ti on al v i s i ts  w i ll be m u tu ally  agr eed at Ci s co’ s  
th en -cu r r en t tr av el an d labor  r ates . 

 
o Des i gn ate en gi n eer ( s )  to w or k  w i th  th e Ci s co 

p r oj ect m an agem en t an d th e p r i m ar y  Tes ti n g an d 
V ali dati on  En gi n eer . 

 
o Par ti ci p ate i n  p er i odi c con f er en ce calls  ( u s u ally  

w eek ly )  to r ev i ew  Cu s tom er ’ s  Netw or k  s tatu s ,  
p lan n i n g an d th e S er v i ces  bei n g p r ov i ded. 

 
o M on i tor  a Cu s tom er -s p eci f i c Ci s co em ai l ali as  to 

f aci li tate com m u n i cati on  w i th  p r i m ar y  Tes ti n g an d 
V ali dati on  En gi n eer  as  w ell as  th e en gi n eer s  on  
th e Ci s co’ s   Tes ti n g an d V ali dati on  team . 

 
 

• T est A ssessment and P lan  
 

o Con s u lt w i th  Cu s tom er  n etw or k i n g s taf f  i n  a 
s er i es  of  m eeti n gs  to dev elop  a th or ou gh  
u n der s tan di n g of  Cu s tom er ’ s  Netw or k  des i gn  
r eq u i r em en ts . 

 
o Pr ov i de a detai led tes t p lan  ( “ Tes t Plan ” )   w i th  

r ecom m en dati on s  th at tak es  i n to con s i der ati on ,  
am on g oth er  th i n gs ,  th e f ollow i n g: 

 
� Cu s tom er ’ s  des i gn  r eq u i r em en ts ,  p r i or i ti es ,  

an d goals . 
 

� An aly s i s  of  i m p act of  n ew  r eq u i r em en ts  on  
ex i s ti n g Netw or k . 

 
� Pr otocol s electi on  an d con f i gu r ati on . 

 
� F eatu r e s electi on  an d con f i gu r ati on . 
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� S ecu r i ty  con s i der ati on s . 
 

• S etup  and T est E x ecuti on 
 
o Pr ov i de lab tes t ex ecu ti on  of  agr eed u p on  

docu m en ted p lan . th at m ay  i n clu de,  am on gs t 
oth er  i n f or m ati on ,  th e f ollow i n g: 

 
� Rev i ew  of  Cu s tom er ’ s  des i gn  r eq u i r em en ts ,  

p r i or i ti es ,  an d goals . 
 

� An aly s i s  of  i m p act of  n ew  r eq u i r em en ts  on  
ex i s ti n g Netw or k . 

 
� S etu p  of  lab i n f r as tr u ctu r e,  con f i gu r ati on ,  

I n tegr ati on  an d aggr egati on  p oi n ts  f or  th e 
tes ti n g an d v ali dati on  dep loy m en t i n clu di n g 
p r otocols ,  s ecu r i ty  an d Netw or k  
M an agem en t S of tw ar e ( “ NM S ” )  
con s i der ati on s . 

� Con du cti n g tes ts  bas ed on  th e Tes t Plan  
des cr i bed abov e.  

 
• T est Results Rep or t 

 
o Pr ov i de a Tes t Res u lt Rep or t  w h i ch  m ay  i n clu de:  

� Rev i ew  of  n ew  S of tw ar e f eatu r e r eleas es  f or  
th at s p eci f i c op er ati on s  ar ea. 

� O v er all S of tw ar e/ Har dw ar e/ Con f i gu r ati on   
r ecom m en dati on  to p r oceed w i th  tes ti n g an d 
F eatu r e S et U p gr ade dep loy m en t or  w ai t f or  
f u tu r e M ai n ten an ce Releas e. 

� Con ti n gen cy  p lan  f or  tr an s i ti on i n g ch an ge i n  
Cu s tom er  n etw or k i n g en v i r on m en t. 

 
• F i nal C onsultati on Deli v er y   
 

o Pr ov i de v i a a con f er en ce call con s u ltati on  w i th  
th e r es u lts  of  th e tes t as  ex ecu ted.  Ty p i cally  
i n clu des ,  am on gs t oth er  i n f or m ati on ,  th e 
f ollow i n g: 
 
� Collecti on  of  k ey  p er f or m an ce data.  

 
� I den ti f i cati on  of  ex cep ti on  r ep or ts . 

 
� S h ow  s top p er  i s s u es  an d w or k ar ou n ds  

 
 
C ustomer  Resp onsi b i li ti es 
 

• G ener al Resp onsi b i li ti es 
 

o Des i gn ate at leas t tw o ( 2)  bu t n ot m or e th an  s i x  
( 6 )  tech n i cal r ep r es en tati v es  i n  each  ar ea 
cov er ed u n der  th e tes ti n g an d v ali dati on  ,  w h o 
m u s t be Cu s tom er ' s  em p loy ees  i n  a cen tr ali z ed 
Netw or k  s u p p or t cen ter  ( Cu s tom er ' s  tech n i cal 
as s i s tan ce cen ter ) ,  to act as  th e p r i m ar y  tech n i cal 

i n ter f ace to th e Tes ti n g an d V ali dati on  
En gi n eer ( s ) . Cu s tom er  w i ll des i gn ate as  con tacts  
s en i or  en gi n eer s  w i th  th e au th or i ty  to m ak e an y  
n eces s ar y  ch an ges  to th e Netw or k  con f i gu r ati on .  
O n e i n di v i du al,  w h o i s  a s en i or  m em ber  of  
m an agem en t or  tech n i cal s taf f ,  w i ll be des i gn ated 
as  Cu s tom er ’ s  p r i m ar y  p oi n t of  con tact to 
m an age th e i m p lem en tati on  of  s er v i ces  s elected 
u n der  th i s  S er v i ce Des cr i p ti on  ( e.g.,  ch ai r  th e 
w eek ly  con f er en ce calls ,  as s i s t w i th  p r i or i ti z ati on  
of  p r oj ects  an d acti v i ti es ) . .  

 
o Cu s tom er ' s  tech n i cal as s i s tan ce cen ter  s h all 

m ai n tai n  cen tr ali z ed n etw or k  m an agem en t f or  i ts  
Netw or k  s u p p or ted u n der  th i s  S er v i ce 
Des cr i p ti on ,  cap able of  p r ov i di n g L ev el 1 an d 
L ev el 2 s u p p or t. 

 
o Pr ov i de r eas on able electr on i c acces s  to 

Cu s tom er ' s  Netw or k  to allow  th e Tes ti n g an d 
V ali dati on  En gi n eer  to p r ov i de s u p p or t.   

 
o I f  Ci s co p r ov i des  Data Collecti on  Tools  or  s cr i p ts  

located at Cu s tom er ' s  s i te,  Cu s tom er  s h all 
en s u r e th at s u ch  Data Collecti on  Tools  or  s cr i p ts  
ar e located i n  a s ecu r e ar ea,  w i th i n  a Netw or k  
en v i r on m en t p r otected w i th i n  a f i r ew all an d on  a 
s ecu r e L AN,  u n der  lock  an d k ey  an d w i th  acces s  
r es tr i cted to th os e Cu s tom er  em p loy ee( s )  or  
con tr actor ( s )  w h o h av e a n eed to acces s  th e 
Data Collecti on  Tools  an d/ or  a n eed to k n ow  th e 
con ten ts  of  th e ou tp u t of  Data Collecti on  Tools . I n  
th e ev en t Data Collecti on  Tool p r ov i ded by  Ci s co 
i s  S of tw ar e,  Cu s tom er  agr ees  to m ak e 
ap p r op r i ate com p u ter s  av ai lable an d dow n load 
S of tw ar e as  n eeded. Cu s tom er  s h all r em ai n  
r es p on s i ble f or  an y  dam age to or  Tes ti n g an d 
V ali dati on  or  th ef t of  th e Data Collecti on  Tools  
w h i le i n  Cu s tom er ’ s  cu s tody .   

 
o Pr ov i de a Netw or k  top ology  m ap ,  con f i gu r ati on  

i n f or m ati on ,  an d i n f or m ati on  of  n ew  f eatu r es  
bei n g i m p lem en ted as  n eeded.   

 
o Noti f y  Tes ti n g an d V ali dati on  En gi n eer  of  an y  

m aj or  Netw or k  ch an ges  ( e.g.,  top ology ,  
con f i gu r ati on ,  n ew  I O S  r eleas es .) . 

 
o I n  th e ev en t th e Netw or k  com p os i ti on  i s  alter ed,  

af ter  th e S er v i ces  s elected u n der  th i s  S er v i ce 
Des cr i p ti on  h av e becom e ef f ecti v e,  Cu s tom er  i s  
r es p on s i ble to n oti f y  Ci s co i n  w r i ti n g w i th i n  ten  
day s  ( 10 )  of  th e ch an ge.  Ci s co m ay  r eq u i r e 
m odi f i cati on s  to th e f ee i f  th e Netw or k  
com p os i ti on  h as  i n cr eas ed bey on d th e or i gi n al 
p r i ci n g q u ote f or  S er v i ces . 

 
o Cr eate an d m an age an  i n ter n al em ai l ali as  f or  

com m u n i cati on  w i th  Tes ti n g an d V ali dati on  
En gi n eer .  
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o Retai n  ov er all r es p on s i bi li t y  f or  an y  bu s i n es s  
p r oces s  i m p act an d an y  p r oces s  ch an ge 
i m p lem en tati on s . 

 
T est S up p or t  
 
• I n  addi ti on  to th e G en er al Res p on s i bi li ti es ,  Cu s tom er  

s h all p r ov i de th e f ollow i n g: 
 

o Pr ov i de th e low  lev el des i gn  docu m en t des cr i bi n g 
h ow  Cu s tom er  Netw or k  n eeds  to be bu i lt an d 
en gi n eer ed to m eet a s p eci f i c s et of  tech n i cal 
r eq u i r em en ts  an d des i gn  goals . Th e lev el of  
detai ls  m u s t be s u f f i ci en t to be u s ed as  i n p u t to 
an  i m p lem en tati on  p lan . 

 
o En s u r e k ey  detai led des i gn  s tak eh older s  an d 

deci s i on -m ak er s  ar e av ai lable to p ar ti ci p ate 
du r i n g th e cou r s e of  th e s er v i ce. 

 
o Pr ov i de or  ex tr act addi ti on al i n f or m ati on  r eq u i r ed 

i n  th e des i gn  ef f or t ( e.g.,  cu r r en t an d p lan n ed 
tr af f i c ch ar acter i s ti cs ) . 

 
o I n f or m ati on  on  Cu s tom er  bu s i n es s  an d tech n i cal 

r eq u i r em en ts  f or  n ew  S of tw ar e r eleas es . 
 

o Rev i ew  detai ls  of  p lan n ed ch an ges  w i th  Tes ti n g 
an d V ali dati on  En gi n eer . 

 
o I n f or m ati on  on  Cu s tom er  cer ti f i cati on  p r oces s  

an d lab tes ti n g p r oces s . 
 

o I n f or m ati on  on  Cu s tom er  ch an ge con tr ol p r oces s . 
 

o I n f or m ati on  on  an y  s er v i ce lev el agr eem en ts  or  
Netw or k  p er f or m an ce r eq u i r em en ts .  
 

o I n f or m ati on  on  cr i ti cal ap p li cati on s  s u p p or ted by  
th e Netw or k . 

 
o I n f or m ati on  on  w h i ch  ap p li cati on s  ar e m i s s i on -

cr i ti cal an d th ei r  p r i or i ty  s ch em es . 
 

o I n f or m ati on  on  cu s tom er ’ s  p lan s  f or  bu s i n es s  
con ti n u an ce,  con s oli dati on ,  an d v i r tu ali z ati on . 

 
o I n f or m ati on  on  ex p ected Netw or k  gr ow th  an d 

ap p li cati on  m i x  ch an ges . 
 

o I n f or m ati on  on  an y  f u tu r e adv an ced tech n ology  
i m p lem en tati on s . 

 
 


