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Service D es crip t io n :  C is co  F o u n d a t io n  T ech n o l o g y  Service P ro vid er 
O p t im iz a t io n  Service

 

Th is documen t describes Cisco’ s F oun dation  Tech n ol ogy 
Serv ice Prov ider O p timiz ation  Serv ice. 
Related Documents:  Th is documen t sh oul d be read in  
con j un ction  w ith  th e f ol l ow in g documen ts al so p osted at 
w w w .cisco.com/ go/ serv icedescrip tion s/  : ( 1) G l ossary of  
Terms;  ( 2) L ist of  Serv ices Not Cov ered;  an d ( 3) Sev erity an d 
Escal ation  G uidel in es.  Al l  cap ital iz ed terms in  th is descrip tion  
h av e th e mean in g ascribed to th em in  th e G l ossary of  Terms. 
Di r ect S ale f r om C i sco.  If  you h av e p urch ased th ese 
Serv ices directl y f rom Cisco, th is documen t is in corp orated in to 
your M aster Serv ices Agreemen t ( M SA), Adv an ced Serv ices 
Agreemen t ( ASA), or eq uiv al en t serv ices agreemen t ex ecuted 
betw een  you an d Cisco.  Al l  cap ital iz ed terms n ot def in ed in  
th e Sup p l emen tal  G l ossary of  Terms f or F oun dation  
Tech n ol ogy Serv ice Prov ider O p timiz ation  Serv ice at th e en d 
of  th is documen t h av e th e mean in g ascribed in  th e M SA or 
eq uiv al en t serv ices agreemen t ex ecuted betw een  you an d 
Cisco.  If  n ot al ready cov ered in  your M SA or eq uiv al en t 
serv ices agreemen t, th is documen t sh oul d be read in  
con j un ction  w ith  th e R el ated Documen ts iden tif ied abov e. In  
th e ev en t of  a con f l ict betw een  th is Serv ice Descrip tion  an d 
your M SA or eq uiv al en t serv ices agreemen t, th is Serv ice 
Descrip tion  sh al l  gov ern . 
Th is F oun dation  Tech n ol ogy Serv ice Prov ider O p timiz ation  
Serv ice is in ten ded to sup p l emen t a curren t sup p ort agreemen t 
f or Cisco p roducts an d is on l y av ail abl e w h ere al l  Product( s) in  
Customer’ s Netw ork  is sup p orted th rough  a min imum of  core 
serv ices such  as Cisco’ s SP B ase an d Sof tw are Ap p l ication  
Serv ices, as ap p l icabl e.  Cisco sh al l  p rov ide th e F oun dation  
Tech n ol ogy Serv ice Prov ider O p timiz ation  Serv ice described 
bel ow  as sel ected an d detail ed on  th e Purch ase O rder f or 
w h ich  Cisco h as been  p aid th e ap p rop riate f ee. Cisco sh al l  
p rov ide a Q uote f or Serv ices ( “ Q uote” ) settin g out th e ex ten t of  
th e Serv ices an d duration  th at Cisco sh al l  p rov ide such  
Serv ices.  Cisco sh al l  receiv e a Purch ase O rder th at 
ref eren ces th e Q uote agreed betw een  th e p arties an d th at, 
addition al l y, ack n ow l edges an d agrees to th e terms con tain ed 
th erein . Av ail abil ity of  Serv ices described h erein  an d serv ice 
del iv ery may v ary by geograp h ical  region . 
S er v i ce S ummar y   
F oun dation  Tech n ol ogy Serv ice Prov ider O p timiz ation  Serv ice 
p rov ides Netw ork  H eal th  Ch eck s, Netw ork  Sup p ort Serv ices, 
Con tin uous L earn in g an d An n ual  Assessmen t serv ice 
modul es. F oun dation  Tech n ol ogy Serv ice Prov ider 
O p timiz ation  Serv ice sup p orts th ose Products op eratin g on  
Customer’ s core tran sp ort an d aggregation  Netw ork  

tech n ol ogy ( i.e,. M etro O p tical , ATM / F R , IP Core an d Cisco 
security dev ices in cl udin g but n ot l imited to F irew al l , IDS an d 
VPN30 0 0 ). 
 
F oundati on T ech nolog y  S er v i ce P r ov i der  O p ti mi z ati on 
S er v i ce 
 
C i sco Resp onsi b i li ti es 
 
Cisco’ s F oun dation  Tech n ol ogy Serv ice Prov ider O p timiz ation  
Serv ice con sists of  th e p rov ision  of , at a min imum, Netw ork  
Sup p ort serv ice, sel ected by Customer f rom th e Serv ices 
described bel ow , w h ich  Cisco sh al l  p rov ide f or th e Customer’ s 
n etw ork  durin g Stan dard B usin ess H ours ( un l ess stated 
oth erw ise). Th e n umber of  audits, assessemen t an d/ or rep orts 
p rov ided by Cisco un der th is Serv ice w il l  be sp ecif ied in  th e 
Q uote an d w il l  be rev iew ed by th e p arties at each  q uarterl y 
busin ess rev iew . Cisco sh al l  p rov ide th e f ol l ow in g G en eral  
Sup p ort p rov ision s f or al l  Serv ices sel ected by Customer: 
 
G ener al S up p or t 

 
o Design ate an  en gin eer ( “ Adv an ced Serv ices 

En gin eer” ) to act as th e p rimary in terf ace w ith  
Customer f or its Netw ork . 

 
o Sch edul e w ith  Customer up  to f our ( 4) q uarterl y v isits 

p er year ( n ot to ex ceed eigh t ( 8) days in  aggregate) to 
Customer' s site to rev iew  p roactiv e del iv erabl es an d 
activ ities an d to p l an  f or n ex t q uarter. Addition al  v isits 
w il l  be mutual l y agreed at Cisco’ s th en -curren t trav el  
an d l abor rates. 

 
o Sch edul e p eriodic con f eren ce cal l s ( usual l y w eek l y) to 

rev iew  Customer’ s Netw ork  status, p l an n in g an d th e 
Serv ices bein g p rov ided. 

 
o Establ ish  a Customer-sp ecif ic Cisco email  al ias to 

f acil itate commun ication  w ith  Adv an ced Serv ices 
En gin eer. 

 
o Prov ide certain  Data Col l ection  Tool s th at Cisco 

iden tif ies as ap p rop riate f or Netw ork  data col l ection  
durin g th e Term of  th e Serv ices, p rov ided th at al l  f ees 
due an d ow in g to Cisco un der th is Ap p en dix  h av e 
been  p aid.  Data Col l ection  Tool s may or may n ot 
in cl ude H ardw are or Sof tw are. Customer 
ack n ow l edges an d agrees th at Cisco sh al l  retain  f ul l  
righ t, titl e an d in terest to th e Data Col l ection  Tool s.  In  
addition  to Cisco p rov ided tool s, th e Adv an ced 
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Serv ices En gin eer may util iz e Customer p rov ided 
data, scrip ts or in tern al  tool s to assist in  col l ectin g 
data f rom th e Customer Netw ork .  

 
N etw or k  H ealth  C h eck s. 
 
In  order f or Cisco to p rov ide th e Netw ork  H eal th  Audits 
an d Netw ork  H eal th  R ep orts sp ecif ied bel ow  a Cisco 
Netw ork  Col l ector ( CNC) must be in stal l ed on  Customer 
Netw ork  in  order to cap ture rel ev an t Netw ork  data. Th e 
data w il l  be an al ysed th rough  a combin ation s of  best 
p ractices v ia back  en d tool s an d Cisco n etw ork  con sul tin g 
en gin eerin g guidan ce. Th e an al ysis is p rof il ed an d 
rep orted back  to Customer al on g rel ev an t 
recommen ation s. 

 
• N etw or k  H ealth  A udi ts 
 
o Prov ide a p redetermin ed set of   tech n ol ogy or 

p rotocol  audit rep orts or oth er p erf orman ce an al ysis 
rep orts. Such  audit or p erf orman ce an al ysis typ ical l y 
in cl udes amon gst oth er in f ormation , th e f ol l ow in g: 
 
� Col l ection  of  k ey p erf orman ce data  
� Iden tif ication  of  ex cep tion  rep orts 
� An al ysis of  k ey dev ice con f iguration s 
� An al ysis of  resource util iz ation  
� Assist Customer to def in e Netw ork -sp ecif ic 

p erf orman ce criteria 
� R ep ort on  p erf orman ce op timiz ation  

recommen dation s such  as system tun in g an d 
p rotocol  op timiz ation  ch an ges 

 
Th e typ ical  siz e an  audit w il l  cov er is up  to 50 0  
dev ices. F or a l arge n etw ork , sev eral  audits w il l  n eed 
to be comp l eted ov er time f or con sisten cy.  

 
• N etw or k  H ealth  Rep or ts 
 
o Prov ide a p redetermin ed set of  con f iguration  best 

p ractice rep orts on  Cisco IO S an d CatO S dev ices. 
Such  rep orts typ ical l y f ocus on  th e f ol l ow in g areas: 
 
� Tech n ol ogy-f or ex amp l e, L AN, IP routin g 
� Protocol -f or ex amp l e, En h an ced In terior G atew ay 

R outin g Protocol  ( EIG R P), B order G atew ay 
Protocol  ( B G P) 

� Security settin gs 
� Netw ork  man agemen t settin gs 
 

o Prov ide a p redetermin ed set of  p eriodic sysl og 
an al ysis rep orts on  Products to p roactiv el y iden tif y 
Netw ork  op timiz ation  op p ortun ities based on  th e 
f ol l ow in g: 
 
� Sysl og ev en t correl ation  
� Dev ice h eatl h  in f ormation  
� B asel in e metrics 
 

o Prov ide a p redetermin ed set of  p roactiv e adv isory 
rep orts, w h ich  w il l  con tain recommen ation s th at th e 
Customer may el ect to imp l emen t. R ep orts are 

typ ical l y gen erated af ter th e AS En gin eer h as 
assessed th e f ol l ow in g an d determin ed ap p l icabil ity to 
Customer’ s Netw ork : 
 
� H ardw are en d-of -l if e rep orts 
� Cisco.com f iel d n otices 
� Perf orman ce-tun in g op p ortun ities 
 

o Prov ide p roactiv e p erf orman ce-rel ated adv isories ( f or 
ex amp l e, up dates to comp en sat f or n ew  v iruses or 
w orms) as rel ated to in stal l ed Product. 

 
N etw or k  S up p or t S er v i ce 

 
• N etw or k  Desi g n S up p or t 
 
o Con sul t w ith  Customer n etw ork in g staf f  in  a series of  

meetin gs to dev el op  a th orough  un derstan din g of  
Customer Netw ork  design  req uiremen ts, w ith  a f ocus 
on  con cern s such  as resil ien cy, sel f -recov ery, 
scal abil ity, an d abil ity to h an dl ed in creased traf f ic 
deman ds an d Q oS. 

 
o Prov ide detail ed design  rep ort( s) th at may in cl ude, 

amon gst oth er in f ormation , th e f ol l ow in g: 
 

� R ev iew  of  Customer’ s design  req uiremen ts, 
p riorities, an d goal s. 

 
� An al ysis of  imp act of  n ew  req uiremen ts on  

ex istin g Netw ork . 
 
� R ev iew  of  Netw ork  arch itecture an d 

top ol ogy. 
 

� R ev iew  of  p rotocol  sel ection  an d 
con f iguration . 

 
� R ev iew  of  f eature sel ection  an d 

con f iguration . 
 

� R ev iew  of  security con sideration s ( i.e. 
auth en tication , VL ANs, subn et isol ation s, 
etc.). 

 
� R ep ort describin g th e design  w ith  

recommen dation s. 
 

Th e n umber of  detail ed design  rep orts w il l  v ary 
dep en din g on  th e tech n ol ogy mix  an d an d Netw ork  
ex p an sion  or ch an ge p l an s. 

 
o Prov ide on goin g, in cremen tal  Netw ork  design  an d 

arch itecture con sul tation . 
o Prov ide on goin g in f ormation  on  design  rel ated Cisco 

security al erts th at may imp act k ey Netw ork  Products. 
 
• S of tw ar e S up p or t 
 



Page 3 of  11 
 

Con trol l ed Doc. # 325540  Ver: 1.1 L ast M odif ied:2/ 13/ 20 0 8 4:42:0 7 PM  CISCO  CO NF IDENTIAL  
 F oun dation  Tech n ol ogy Serv ice Prov ider O p timiz ation  Serv ice.doc  

o Prov ide a Sof tw are man agemen t strategy rev iew  
rep ort con tain in g an  ov eral l  strategy recommen dation , 
w h ich  may in cl ude: 
 
�  R ev iew  of  Customer f uture f eature req uiremen ts.  
 
� Iden tif ication  of  ap p rop riate Sof tw are Track ( s).  
 
� R ev iew  of  Sof tw are F eature Set U p grade triggers 

an d l if ecycl e con sideration s. 
 
� O v eral l  recommen dation  on  Sof tw are Track  

p riority. 
 

o Prov ide p roactiv e Sof tw are recommen dation  rep orts 
( each  rep ort cov ers sin gl e Sof tw are Track ), w h ich  
may in cl ude:  
� R ev iew  of  n ew  Sof tw are f eature rel eases ( Cisco 

IO S Sof tw are an d Cisco CatO S Sof tw are) 
� In cl usion  of  a Sof tw are ref erral  v ersion  an d risk  

an al ysis. 
� O v eral l  Sof tw are recommen dation  to p roceed 

w ith  testin g an d F eature Set U p grade 
dep l oymen t or w ait f or f uture M ain ten an ce 
R el ease. 

� Con tin gen cy p l an  f or tran sition in g Sof tw are in  
Customer n etw ork in g en v iron men t. 

Th e n umber of  Sof tw are recommen dation  rep orts w il l  
v ary dep en din g on  n umber of  H ardw are p l atf orms an d 
Sof tw are v ersion s Customer ex p ects to ch an ge or 
rev iew  durin g th e an n ual  serv ice term.    

 
o Prov ide p eriodic Sof tw are an al ysis rep ort to h el p  

assess on goin g status of  recommen ded or stan dard 
Sof tw are in  Customer Netw ork , w h ich  typ ical l y 
in cl udes: 
� H igh -l ev el  an al ysis of  maj or issues such  as en d 

of  l if e or en d of  sal e Sof tw are rel eases, Sof tw are 
adv isories, Sof tw are def erral s p er iden tif ied 
Sof tw are Track . 

� O v eral l  assessmen t of  con f orman ce to iden tif ied 
recommen ded Sof tw are v ersion  p er iden tif ied 
Sof tw are Track . 

o Prov ide on goin g security al erts th at p rov ide imp act 
in f ormation  on  Sof tw are rel ated security al erts th at 
may imp act k ey Netw ork   comp on en ts. 

o Prov ide p eriodic p roactiv e critical  bug an al ysis rep ort 
f or iden tif ied Sof tw are Track ( s) or k ey Netw ork  
Sof tw are f eature categories. 
 

• N etw or k  C h ang e S up p or t.  
 
o Prov ide Customer w ith  remote resource to sup p ort 

critical  sch edul ed ch an ges, w h ich  may in cl ude: 
 

� O n e ( 1) eigh t ( 8) h our w in dow  p er tw en ty-f our 
( 24) h our p eriod. 

 
� Col l aboration  w ith  customer to ev al uate th e 

p oten tial  imp act of  th e p rop osed sch edul ed 
ch an ge, rev iew  imp l emen tation  p rocedures, an d 
be av ail abl e to assist customer to resol v e 
p robl ems w ith  Netw ork  H ardw are an d 
con f iguration  durin g a maj or dep l oymen t in to a 
l iv e Netw ork .  

 
� Cisco w il l  mak e av ail abl e, up on  receip t of  n ot 

l ess th an  tw en ty-on e ( 21) days p rior w ritten  
req uest by Customer to Cisco, a design ated 
sup p ort con tact th at can  con sul t w ith  customer on  
a 24-h our 7-day stan dby basis to remotel y assist 
Customer in  maj or Netw ork  serv ice ch an ges ( f or 
ex amp l e, maj or H ardw are up grade( s), maj or site 
in stal l ation ( s) an d maj or con f iguration  ch an ges).  
Customer agrees to submit a detail ed req uest 
an d sch edul e to Cisco p rior to an y such  activ ity.  
Th e n umber of  Ev en ts w il l  v ary dep en din g on  th e 
siz e of  Customer Netw ork  In stal l  B ase an d 
Netw ork  activ ity. 

 
o Prov ide a remote resource to p rov ide sup p ort f or an y 

un sch edul ed ch an ges to Netw ork  to Customer to 
min imiz e th e imp act of  in div idual  dev ice f ail ures on  
th e ov eral l  Netw ork . Customer must op en  a serv ice 
req uest w ith  th e Cisco‘ s TAC p rior to con tactin g th e 
Adv an ced Serv ices En gin eer f or an y un sch edul ed 
ch an ge sup p ort. To sup p ort an y un sch edul ed 
ch an ges to Netw ork , Cisco w il l : 

 
� Design ate an  en gin eer ( “ Cisco Adv an ced 

Serv ices En gin eer” ) to act as th e p rimary 
tech n ical  con tact to w ith  Customer an d Cisco 
Tech n ical  Assistan ce Cen ter ( TAC). 

 
� Prov ide tech n ical  ev al uation  of  in itial  TAC 

p robl em diagn osis based on  k n ow l edge of  
Customer’ s Netw ork . 

 
� Prov ide tech n ical  ev al uation  of  p rop osed 

un sch edul ed ch an ge to Netw ork .  
 
� Prov ide tech n ical  rep resen tation  in  regul arl y 

sch edul ed con f eren ce cal l s.   
 

• N etw or k  I mp r ov ement P lanni ng . 
 

o Cisco w il l  p rov ide a Netw ork  imp rov emen t p l an  as 
of ten  as q uarterl y, w h ich  in tegrates recommen dation s 
f rom th e An n ual  Assessmen t, Netw ork  H eal th  
Ch eck s, Netw ork  Sup p ort, an d Con tin uous L earn in g 
Serv ices, as ap p l icabl e, in to a sin gl e l iv in g documen t. 
Th e Netw ork  imp rov emen t p l an  rep resen ts th e 
Customer-ap p rov ed Netw ork  w ide imp l emen tation  
seq uen ce of  agreed-up on  recommen dation s as 
p rioritiz ed by a j oin t steerin g committee comp rised of  
Cisco an d Customer an d may be used by Customer 
to track  f uture p roj ects. 
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C onti nuous L ear ni ng  S er v i ce 

 
• K now ledg e T r ansf er  and M entor i ng .  

 
o Prov ide in f ormal  tech n ical  up date train in g on  a top ic 

th at is mutual l y agreed up on  an d rel ev an t to th e 
Products an d Cisco tech n ol ogies. Th e q uan tity of  
train in g session s w il l  be p re-determin ed in  th e Q uote 
based on  Customer req uiremen ts an d f uture p l an s. 

 
• T ech ni cal K now ledg e L i b r ar y .  Cisco w il l  p rov ide access 

to a resource l ibrary th at typ ical l y con tain s th e f ol l ow in g 
typ e of  in f ormation :  
 
o M ak e th e Con ten t av ail abl e to th e n umber of  

Auth oriz ed View ers, in cl udin g p rov idin g access to th e 
f ol l ow in g: 

 
� M ul timedia Cl ip s:  

 
- VoD/ AoD tech n ical  tal k s 
- Serv ice del iv erabl es arch iv e – customer-

sp ecif ic/ accoun t-sp ecif ic con ten t 
- on B usin ess Netw ork  con ten t ( v ideo, audio)  

 
� Sidebar Con ten t:  

 
- W h ite Pap ers 
- Case Studies 
- Design  G uides 
- Con f iguration  G uides 
- Troubl esh ootin g G uides 
- Train in g Documen ts 
- Dep l oymen t G uides 
- O n l in e tex tbook s an d/ or man ual sVideo an d 

audio cl ip s ( dif f eren t f rom th e M ul timedia 
Cl ip s) 

- on B usin ess Con ten t 
- B ump er Cl ip s 

  
o Sh ip , assist w ith  in stal l ation  of  ( if  req uested by 

Customer), con f igure an d test th e Cisco Con ten t 
En gin e p rior to use.  Customer is resp on sibl e f or 
in stal l ation  of  th e Cisco Con ten t En gin e, p ow er 
an d surge p rotection , security, n etw ork  
con n ection , IP address assign men t an d an y 
req uired f irew al l  or Access Con trol  L ist ch an ges 
req uired on  Customer’ s n etw ork  in  order f or th e 
Serv ices to be p rov ided by Cisco an d to p rov ide 
Cisco w ith  th e n ecessary remote access to Cisco 
eq uip men t. 

 
o Prov ide a w eb based  train in g session  of  th e 

Tech n ical  K n ow l edge L ibrary f or Customer’ s 
Auth oriz ed View ers 

 
o H ost Con ten t an d p rov ide p rev en tativ e 

main ten an ce in  accordan ce w ith  Cisco’ s n ormal  
main ten an ce sch edul es an d p rocedures.  Cisco 
may of f er addition al  h ostin g an d/ or main ten an ce 
serv ices f or an  addition al  ch arge.  

 
o Troubl esh oot issues submitted to Cisco. 
 
o U p dated C ontent.  Cisco may rev ise, up date 

an d/ or remov e p rev iousl y-rel eased M ul timedia 
Cl ip s an d/ or Sidebar Con ten t ( “ U p dated 
Con ten t” ).  Cisco w il l  mak e an y U p dated Con ten t 
av ail abl e to Customer as a p art of  th e Serv ices.  
Th e U p dated Con ten t w il l  ex cl ude th e p rev iousl y-
rel eased M ul timedia Cl ip s an d Sidebar Con ten t 
( w h ere ap p l icabl e) th at th e U p dated Con ten t w as 
in ten ded to sup ersede.  Customer sh oul d 
discon tin ue an y use of  th e sup erceded 
M ul timedia Cl ip s an d/ or Sidebar Con ten t. 

 
• F or mal T r ai ni ng .  
 

o Cisco to p rov ide on e ( 1) on  customer p remise 
course of f erin g f rom an y course l isted on  
‘ w w w .cisco.com/ go/ n dm. Each  course w il l  h av e  
max imum of  tw el v e ( 12) studen ts an d is on l y 
op en  to Customer. 

 
 

A nnual A ssessment S er v i ce 
 

• O p er ati onal A ssessment.  Cisco w il l  mak e av ail abl e 
to op tion al  assessmen ts as sh ow n  bel ow :  

 
o O p tion  1: Coordin ate, p erf orm an d del iv er on e 

op eration al  assessmen t rep ort an n ual l y. 
O p eration al  assessmen t rep ort can  in cl ude 
ev al uation  of  up  to tw o h un dred-f if ty ( 250 ) Cisco 
dev ices an d typ ical l y con sists of  th e f ol l ow in g: 
 
� Prov ide Customer w ith  a rep ort th at detail s 

Cisco’ s f in din gs, best p ractice n on -
con f orman ces an d recommen dation s arisin g 
out of  th e resp ectiv e assessmen t. Such  
recommen dation s resul tin g f rom th e 
assessmen ts may iden tif y common  in dustry 
gap s, iden tif y areas th at req uire more 
detail ed an al ysis v ia f urth er assessmen ts, 
an d gap  resol ution  recommen dation s w ith  a 
v iew  tow ards imp rov in g th e op eration al  state 
of  th e Netw ork  en v iron men t. 
 

o O p tion  2: Coordin ate, p erf orm an d del iv er on e 
O p eration al  R isk  M an agemen t Assessmen t 
( O R M A) rep ort an n ual l y. Th e O R M A, described 
in  greater detail  un der a sep arate serv ice 
descrip tion , typ ical l y cov ers some of  al l  of  th e 
f ol l ow in g areas of  in terest: 
 
� Strategy an d Commit 

• New  Serv ice In troduction  
• Staf f in g an d Ex p ertise 

� In f rastructure an d Product L if ecycl e 
M an agemen t 
• Sof tw are L if ecycl e M an agemen t 
• Ch an ge M an agemen t 
• Netw ork  R esil ien cy 
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� Security M an agemen t 
� Serv ice F ul f il l men t  

• O rder M an agemen t 
• In v en tory M an agemen t 
• Con f iguration  M gmt 

� Serv ice Assuran ce 
• In ciden t M an agemen t 
• Probl em M an agemen t 
• F aul t M an agemen t 
• Serv ice L ev el  M gmt 
• Perf orman ce M an agemen t 
• B ack up  an d R ecov ery M gmt 
 

• S ecur i ty  A r ch i tectur e Rev i ew  
 

o Con duct a Detail ed Design  W ork sh op , gath erin g 
in f ormation  on : 

 
� Netw ork  security strategy, tech n ol ogy an d 

p ol icy req uiremen ts ( in cl udin g n etw ork  
segmen tation , n etw ork  an d dev ice access, 
serv er p rotection ). 

 
� Netw ork  arch itecture design , dev ice 

top ol ogy, f irew al l  design , an d serv ice 
descrip tion s. 

 
� Core, distribution , access an d edge dev ice 

con f iguration  f il es 
 

� Prioritiz e th e discov ered v ul n erabil ities an d 
iden tif y th e most critical  f in din gs. 

 
 

o An al yz e f in din gs an d customer req uiremen ts.. 
 
o Prov ide recommen ded action s to imp rov e th e 

security state of  th e Netw ork  security arch itecture 
to meet th e organ iz ation ’ s security goal s an d 
comp l ian ce req uiremen ts. 

 
o Prov ide Netw ork  Security Arch itecture rep ort th at 

documen ts f in din gs an d recommen dation s. 
 

o Con duct a f in al  W ork sh op  to p resen t f in din gs, 
an al ysis, an d recommen dation s an d run  a 
q uestion  &  an sw er ( Q & A) session . 

 
• C ur r i culum P lanni ng  Rev i ew  

 
o Coordin ate, p erf orm an d del iv er a train in g n eeds 

assessmen t th rough  a data gath erin g an d 
recon cil iation  p rocess f or up  to tw o j ob rol es an d 
on e tech n ol ogy. Durin g such  assessmen t, Cisco 
may: 

 
� Assign  a design ated curricul um p l an n er 

( “ Pl an n er” ) to p roj ect man age th e comp l etion  
of  Serv ices. 

 

� En gage addition al  Cisco resources as 
n ecessary to comp l ete Serv ices sp ecif ied 
h erein . 

 
� Iden tif y, coordin ate, an d in terv iew  sel ected 

Customer n etw ork  staf f . 
 

� W ork  w ith  th e Customer coordin ator to 
sch edul e an d ex ecute in f ormation  gath erin g 
session s. 

 
� Particip ate in  regul arl y sch edul ed meetin gs 

w ith  Customer coordin ator to discuss p roj ect 
scop e, sch edul e an d status of  th e p roj ect. 

 
� Con duct a p resen tation  w ith  Customer th at 

rev iew s a draf t of  recommen dation s, f in din gs 
an d gap s. 

 
� Create an d p rov ide to Customer w ith  a 

curricul um train in g p l an  ( “ Curricul um 
Train in g Pl an ” ). 

 
o Curricul um Assessmen t an d Pl an n in g R ep ort. 
 

� Prov ide Customer w ith  a curricul um 
roadmap  f or each  f un ction al  group  
in terv iew ed th at con tain s recommen ded 
coursew are th at may h el p  cl ose an y 
iden tif ied gap s betw een  Customer n eed an d 
sk il l  set. 

 
o Assessmen t An al ysis R eadout. 
 

� Prov ide a p resen tation  summariz in g th e 
resul ts arisin g out of  th e assessmen t. Th e 
p resen tation  may in cl ude, but is n ot l imited 
to, th e f ol l ow in g: Cisco’ s f in din gs, iden tif ied 
gap s, an d gap  recommen dation s arisin g out 
of  th e assessmen t. 

 
o Post-Assessmen t Con sul tation . Th ere is n o p ost-

assessmen t con sul tation  p rov ided by Cisco 
 
o Assump tion s. 
 

� Netw ork  Dev ices: W ith  regard to n on -Cisco 
eq uip men t, Pl an n er w il l  n ot rep resen t th e 
op eration al  ch aracteristics or box  in tern al s of  
n etw ork  eq uip men t n ot man uf actured or sol d 
by Cisco. Th e assessmen t is l imited to Cisco 
man uf actured eq uip men t. 

 
� Netw ork  Top ol ogy: An y assessmen t 

p erf ormed by Cisco w il l  be based on  
in f ormation  p rov ided by Customer in  a h igh  
l ev el  Netw ork  top ol ogy map . 

 
 
C ustomer  Resp onsi b i li ti es 
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• G ener al Resp onsi b i li ti es 
 

o Design ate at l east tw o ( 2) but n ot more th an  six  ( 6) 
tech n ical  rep resen tativ es, w h o must be Customer' s 
emp l oyees in  a cen tral iz ed Netw ork  sup p ort cen ter 
( Customer' s tech n ical  assistan ce cen ter), to act as th e 
p rimary tech n ical  in terf ace to th e Adv an ced Serv ices  
En gin eer. Customer w il l  design ate as con tacts sen ior 
en gin eers w ith  th e auth ority to mak e an y n ecessary 
ch an ges to th e Netw ork  con f iguration .  O n e in div idual , 
w h o is a sen ior member of  man agemen t or tech n ical  
staf f , w il l  be design ated as Customer’ s p rimary p oin t 
of  con tact to man age th e imp l emen tation  of  serv ices 
un der th is Serv ice Descrip tion  ( e.g., ch air th e w eek l y 
con f eren ce cal l s, assist w ith  p rioritiz ation  of  p roj ects 
an d activ ities).  

 
o W ith in  on e ( 1) year f rom th e commen cemen t of  th e 

Serv ices in  th is Serv ice Descrip tion , Customer w il l  
h av e at l east on e ( 1) Cisco Certif ied In tern etw ork in g 
Ex p ert ( " CCIE" ) train ed emp l oyee or on e ( 1) 
emp l oyee th at h av e ach iev ed, in  Cisco' s sol e 
determin ation , an  eq ual  stan dard th rough  train in g an d 
ex p erien ce as design ated con tacts.  

 
o Customer' s tech n ical  assistan ce cen ter sh al l  main tain  

cen tral iz ed n etw ork  man agemen t f or its Netw ork  
sup p orted un der th is Serv ice Descrip tion , cap abl e of  
p rov idin g L ev el  1 an d L ev el  2 sup p ort. 

 
o Prov ide reason abl e el ectron ic access to Customer' s 

Netw ork  to al l ow  th e Adv an ced Serv ices En gin eer to 
p rov ide sup p ort.   

 
o Data Col l ection  Tool s. Customer sh al l  en sure th at 

such  Data Col l ection  Tool s or scrip ts are un der l ock  
an d k ey an d w ith  access restricted to th ose Customer 
emp l oyee( s) or con tractor( s) w h o h av e a n eed to 
access th e Data Col l ection  Tool s an d/ or a n eed to 
k n ow  th e con ten ts of  th e outp ut of  Data Col l ection  
Tool s. In  th e ev en t Data Col l ection  Tool  p rov ided by 
Cisco is Sof tw are, Customer agrees to mak e 
ap p rop riate comp uters av ail abl e an d dow n l oad 
Sof tw are as n eeded. Customer sh al l  remain  
resp on sibl e f or an y damage to or l oss or th ef t of  th e 
Data Col l ection  Tool s w h il e in  Customer’ s custody.   
 
� In itial  Set-up  ( O n e Time). If  Cisco p rov ides Data 

Col l ection  Tool s or scrip ts l ocated at Customer' s 
site, an  in itial  set-up  is req uired by Customer an d 
th e f ol l ow in g must be p erf ormed:  

 
- Comp l ete th e Data Col l ection  Tool s in stal l ation  
q uestion n aire an d return  it togeth er w ith  th e 
Data Col l ection  Tool s system con f iguration  ( IP 
address, n etmask , h ostn ame, etc) to th e 
Adv an ced Serv ices En gin eer.  

 
- In stal l  th e Data Col l ection  Tool  h ardw are in  a 
secure area w ith  l imited p h ysical  access.     

 

- Con n ect th e Data Col l ection  Tool  h ardw are to 
th e Netw ork . Secure it beh in d Customer’ s 
corp orate f irew al l .  

 
- Prov ide remote access to Data Col l ection  
Tool s ( Virtual  p riv ate Netw ork  ( VPN) access to 
th e G rap h ical  U ser In terf ace ( G U I) is p ref erred) 
f or use by Cisco to in stal l , troubl esh oot, an d 
main tain  th e Data Col l ection  Tool s. SSH , 
Tel n et, or dial  are oth er op tion s but VPN is 
recommen ded.  

 
- Prov ide Data Col l ection  Tool s w ith  H TTPS 
( SSL ) access back  to Cisco CCO / CCX  serv ers 
l ocated at n ettool s-up l oad.cisco.com f or dail y 
data up l oads. H TTP/ F TP/ PF TP may be used 
but Cisco stron gl y recommen ds H TTPS ( SSL ).  

 
- Prov ide Data Col l ection  Tool s w ith  SSH  to th e 
n ettool s-up l oad.cisco.com serv er to sup p ort 
th e tran sf er of  Data Col l ection  Tool s p atch es, 
Sol aris security p atch es, an d R ul e B ased 
M ark up  L an guage ( R B M L ) up date p ack ages. 
F TP may be used but Cisco stron gl y 
recommen ds use of  SSH .     

 
- Prov ide Data Col l ection  Tool s w ith  SNM P an d 
Comman d L in e In terf ace ( CL I) access to al l  
Product( s) in  th e Netw ork . Th is is n eeded to 
f acil itate col l ection  of  in v en tory an d 
con f iguration  in f ormation .  

 
- Prov ide Data Col l ection  Tool s w ith  th e Netw ork  
Product l ist in  Seedf il e f ormat con tain in g 
SNM P R ead O n l y ( R O ) commun ity strin g an d 
CL I ( v ty/ en abl e or TACACS uid/ p w d) f or 
access to al l  Product( s) in  th e Netw ork . Th is is 
n eeded to create th e Data Col l ection  Tool s 
Seedf il e.    

 
- Prov ide Sysl og serv er an d up l oad in f ormation .  

 
� Data Col l ection  Tool  M an agemen t ( O n goin g). In  

th e ev en t Data Col l ection  Tool s are in stal l ed on  
Netw ork  by eith er Cisco or Customer, th e 
f ol l ow in g items must be p erf ormed on  a regul ar 
or as n eeded basis by Customer to sup p ort th e 
op eration  of  Data Col l ection  Tool s in  th e 
Netw ork :  

 
- Notif y Cisco about ch an ges made to th e 
Netw ork  such  as Product( s) added/ del eted an d 
ch an ges made to Product creden tial s.  

 
- F ix  access p robl ems ( Access Con trol  L ist’ s, 
f irew al l , etc) th at may p eriodical l y occur 
betw een  Data Col l ection  Tool s an d th e 
Product( s) in  th e Netw ork .  

  
- F ix  data commun ication  p robl ems th at p rev en t 
Data Col l ection  Tool s f rom up l oadin g data to 
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Cisco or p rev en t th e remote main ten an ce of  
th e Data Col l ection  Tool s.  

 
- W h en  p erf ormin g Netw ork  audits, Cisco 
recommen ds th e n umber of  ch an ges made to 
th e Product( s) th at are bein g audited is 
min imiz ed w h il e th e Netw ork  audit data is 
bein g col l ected ( 1-day or 7-day p eriod). If  
f easibl e n o con f iguration  ch an ges sh oul d be 
made in  order to av oid erron eous Netw ork  
audit resul ts.  

 
- Notif y th e Adv an ced Serv ices En gin eer w h en  
ch an ges are made to Sysl og, DNS, p rox y an d 
gatew ay serv ers IP address.  

 
o Prov ide a Netw ork  top ol ogy map , con f iguration  

in f ormation , an d in f ormation  of  n ew  f eatures bein g 
imp l emen ted as n eeded.   

 
o Notif y Adv an ced Serv ices En gin eer of  an y maj or 

Netw ork  ch an ges ( e.g., top ol ogy, con f iguration , n ew  
IO S rel eases.). 

 
o In  th e ev en t th e Netw ork  comp osition  is al tered, af ter 

th e sel ected Serv ices in  th is Serv ice Descrip tion  are 
in  ef f ect, Customer is resp on sibl e to n otif y Cisco in  
w ritin g w ith in  ten  days ( 10 ) of  th e ch an ge.  Cisco may 
req uire modif ication s to th e f ee if  th e Netw ork  
comp osition  h as in creased beyon d th e origin al  p ricin g 
q uote f or Serv ices. 

 
o Create an d man age an  in tern al  email  al ias f or 

commun ication  w ith  Adv an ces Serv ices En gin eer. 
 
o R etain  ov eral l  resp on sibil ity f or an y busin ess p rocess 

imp act an d an y p rocess ch an ge imp l emen tation s.  
 

N etw or k  S up p or t 
 
• Desi g n S up p or t  In  addition  to th e G en eral  

R esp on sibil ities, Customer sh al l  p rov ide th e f ol l ow in g: 
 

o Prov ide a documen t describin g a sp ecif ic set of  
tech n ical  req uiremen ts an d design  goal s. Th e 
l ev el  of  detail s must be suf f icien t to be used as 
in p ut to a design  an d imp l emen tation  p l an . 

 
o En sure k ey detail ed design  stak eh ol ders an d 

decision -mak ers are av ail abl e to p articip ate 
durin g th e course of  th e Serv ice. 

 
o Prov ide or ex tract addition al  in f ormation  req uired 

in  th e design  ef f ort ( e.g., curren t an d p l an n ed 
traf f ic ch aracteristics). 

 
o An y documen tation  of  busin ess req uiremen ts an d 

tech n ical  req uiremen ts f or th e n ew  design . 
 

o An y In f ormation  on  In f ormation  on  curren t an d 
p l an n ed traf f ic ch aracteristics or con train ts 

 

• S of tw ar e S up p or t. In  addition  to th e G en eral  
R esp on sibil ities, Customer sh al l  p rov ide th e f ol l ow in g: 

 
o In f ormation  on  curren t rel eases run n in g in  th e 

Netw ork  an d curren t con f iguration  temp l ates.   
 

o In f ormation  on  Customer busin ess an d tech n ical  
req uiremen ts f or n ew  Sof tw are rel eases. 

 
o In f ormation  on  p l an n ed ch an ges.  New  

tech n ol ogy ap p l ication s or maj or design  ch an ges 
( sh ort term an d l on g term). Con tact in f ormation  
an dCcustomer escal ation  p rocess. 

 
o In f ormation  on  Customer certif ication  p rocess 

an d l ab testin g p rocess. 
 

o In f ormation  on  Customer ch an ge con trol  p rocess. 
 

• N etw or k  H ealth  C h eck s. In  addition  to th e G en eral  
R esp on sibil ities, Customer sh al l  p rov ide th e f ol l ow in g: 

 
o In f ormation  on  an y serv ice l ev el  agreemen ts or 

Netw ork  p erf orman ce req uiremen ts.  
 

o In f ormation  on  critical  ap p l ication s sup p orted by 
th e Netw ork . 

 
o In f ormation  on  ex p ected Netw ork  grow th  an d 

ap p l ication  mix  ch an ges. 
 

o Data col l ection  activ ities as n eeded to f acil itate a 
sp ecif ic Cisco an al yses. 

 
o Al l ow  a Cisco Netw ork  Col l ector ( CNC) to be 

in stal l ed on  Customer Netw ork  in  order to 
cap ture rel ev an t Netw ork  data.  

 
• N etw or k  C h ang e S up p or t. In  addition  to th e G en eral  

R esp on sibil ities, Customer sh al l  p rov ide th e f ol l ow in g: 
 

o Design ate p erson ( s) f rom w ith in  its tech n ical  
sup p ort organ iz ation  to serv e as a l iaison  to th e 
Adv an ced Serv ices En gin eer. 

 
o Prov ide its design ated p erson ( s) w ith  in struction s 

on  p rocess an d p rocedure to en gage th e 
Adv an ced Serv ices En gin eer. 

 
o In f ormation  on  arch itecture ( w h ich  may in cl ude 

remote sites an d siz e of  remote sites).   
 

o Iden tif y l ow  risk  an d h igh  risk  areas of  th e 
Netw ork  based on  th eir Netw ork  traf f ic.  

  
o In f ormation  on  Customer Imp l emen tation  p l an  

an d dep l oymen t sch edul e. 
 

o M ain ten an ce w in dow  in f ormation  an d an y oth er 
con strain ts.  

 
o In f ormation  on  Customer ch an ge con trol  p rocess. 
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o Con tact in f ormation  an d customer escal ation  

p rocess.  
 

o R ev iew  detail s of  p l an n ed ch an ges w ith  
Adv an ced Serv ices En gin eer. 

 
o Adv ise Cisco of  its stan dard op eratin g 

p rocedures rel ated to its busin ess p ractices, its 
in tern al  op eration al  n omen cl ature an d Netw ork  to 
al l ow  Cisco to ef f ectiv el y commun icate an d 
discuss ch an ges w ith  Customer in  th e con tex t of  
Customer’ s busin ess en v iron men t.  

 
o Prov ide al l  n ecessary in f ormation  to en abl e Cisco 

to p erf orm root cause an al ysis. 
 
o Prov ide reason abl e el ectron ic access to 

Customer' s Netw ork  to assist Cisco in  p rov idin g 
sup p ort. 

 
 

C onti nuous L ear ni ng  
 
• K now ledg e T r ansf er  and M entor i ng . In  addition  to 

th e G en eral  R esp on sibil ities, Customer sh al l  p rov ide:  
 

o Detail s on  desired top ics Customer w an ts to see 
cov ered th rough  k n ow l edge tran sf er an d 
men torin g, w ith  back groun d in f ormation  on  th e 
sk il l  sets of  th e audien ce or men torin g p rogram 
p articip an ts. 

 
o En sure th at f acil ities an d eq uip men t are av ail abl e 

to h ost th e in f ormal  tech n ical  up date session s. 
 
• T ech ni cal K now ledg e L i b r ar y . In  addition  to th e 

G en eral  R esp on sibil ities, Customer sh al l  p rov ide: 
 

o Prov ide curren t sh ip men t con tact in f ormation  as 
f ol l ow s: con tact n ame, titl e, address, tel ep h on e 
n umber, e-mail  address an d f ax  n umber f or 
p urp oses of  del iv ery of  th e Cisco Con ten t 
En gin e( s).  

 
o Prov ide Cisco p h ysical  an d remote access to th e 

Cisco Con ten t En gin es( s) an d al l  rel ated 
h ardw are, as reason abl y req uested by Cisco, to 
p rov ide, sup p ort an d main tain  th e Serv ices. 

 
o In stal l  an d remov e th e Cisco Con ten t En gin e.  
 
o M ust op en  th e f ol l ow in g p orts: 

� H TTPS/ SSL  ( TCP 443) 
� SSH  ( TCP 22) 
� H TTP ( TCP 80 ) 
 

o Notif y Cisco of  an y tech n ical  sup p ort req uests or 
troubl esh ootin g issues rel ated to th e Serv ices.  

 
• F or mal T r ai ni ng .  Th e f ormal  train in g of f erin g, al so k n ow n  

as " Priv ate Courses"  are def in ed as cl osed en rol l men t 

courses del iv ered to Customer.  Priv ate Courses are 
p rov ided on l y to Customer studen ts 

 
o G en eral . 
 

� Customer w il l  en sure th at al l  studen ts w il l  h av e 
comp uters p rov ided by Customer f or use in  cl ass 
as n eeded to sup p ort l abs.  Customer p rov ided 
comp uters must meet th e min imum req uiremen ts 
f or l ab access f or th e course. 

 
� Customer may can cel  a Priv ate Course at an y 

time f or an y reason  up on  w ritten  n otice to th e 
Cisco p oin t of  con tact. Can cel l ation s made w ith in  
th irty ( 30 ) busin ess days of  th e f irst day of  cl ass 
w il l , at Cisco’ s sol e discretion , resul t in  
resch edul in g, if  p ossibl e by Cisco, or Cisco sh al l  
deem th e cl ass as h av in g been  comp l eted w ith  
n o f urth er obl igation  w ith  resp ect to such  
can cel l ed cl ass.  If  Cisco must can cel  a course 
of f erin g, th en  Cisco’ s sh al l  eith er attemp t to 
resch edul e th e cl ass, subj ect to resource 
av ail abil ity, or issue a credit in  th e amoun t of  th e 
course f ee to be ap p l ied tow ards f uture 
p urch ases by Customer. 

 
� Al l  Course con ten t an d material s p rov ided un der 

th is F ormal  Train in g are cop yrigh ted an d are th e 
p rop erty of  Cisco an d/ or its subcon tractor( s).  No 
p ortion  of  Course con ten t or material s may be 
recorded, rep roduced, dup l icated, distributed or 
broadcast in  an y man n er w ith out Cisco' s w ritten  
p ermission . 

 
o F acil ities. 
 

� Customer w il l  p rov ide cl assroom f acil ities f or al l  
Priv ate Courses del iv ered by Cisco. 

 
� Th e room must be dedicated to th e cl ass, w ith  

p l en ty of  tabl e sp ace f or each  studen t. 
 
� Each  studen t req uires a cl ear v iew  of  th e 

p roj ection  system an d w h iteboards. Customer is 
resp on sibl e f or receiv in g th e Cisco p rov ided 
eq uip men t, track in g an d main tain in g it un til  th e 
del iv ery of  F ormal  Train in g, an d w il l  assist w ith  
eq uip men t setup .  

 
� Customer w il l  p rov ide Cisco access to th e f acil ity 

at l east on e day p rior to th e f irst day of  course 
del iv ery.  

 
� Customer w il l  p rov ide Cisco w ith  access to 

tel ep h on e an d n etw ork  con n ectiv ity w h en  
en gagemen t is h el d at a Customer f acil ity. If  
remote access an d/ or in tern et con n ectiv ity is 
req uired, Customer w il l  p rov ide th at con n ectiv ity 
an d static IP addresses as req uired. 

 
� Customer w il l  p rov ide access to th e W orl d W ide 

W eb v ia tel n et serv ices. Cisco w il l  p rov ide th e IP 
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address to Customer to samp l e th e abil ity to gain  
access p ast an y corp orate f irew al l s.   

 
� Customer w il l  p rov ide an  ex tra Eth ern et 

con n ection  at th e f ron t of  th e room f or th e 
in structor. It is a stan dard p art of  th e in structor' s 
p resen tation  to p resen t th e sl ide p ortion  of  th e 
l ecture an d th en  demon strate action s to th e 
studen ts p rior to th e studen ts p erf ormin g l abs.  

 
� VG A or SVG A p roj ection  system ( eith er a 

Proj ection  Pan el  combin ed w ith  an  ov erh ead 
p roj ector, or L CD p roj ector) to be con n ected to 
th e ex tern al  mon itor p ort of  th e In structor' s IB M -
comp atibl e comp uter.  

 
� M in imum of  2 w h iteboards, each  ap p rox imatel y 4 

f oot by 6 f oot ( th ree w h iteboards are p ref erred). 
Th ese w h iteboards sh oul d be usabl e ev en  w h en  
th e p roj ection  system is simul tan eousl y activ e. 
 

o Cl assroom Ch eck l ist. F or each  course, Customer w il l  
p rov ide, th e f ol l ow in g admin istrativ e items, some of  
w h ich  may be p rov ided by th e studen ts. 
 
� Notep ads f or studen ts, w ritin g tool s f or studen ts 

an d in structor ( h igh l igh ters an d p en s), 
 
� W h iteboard mark ers an d eraser av ail abl e in  

cl assroom 
 
� Ex tra ov erh ead p roj ector bul b ( if  used) in  th e 

cl assroom 
 
� Name ten ts f or studen ts 

 
o Comp l etion . F ormal  Train in g sh al l  be deemed 

comp l ete up  th e comp l etion  of  course as ev iden ced 
by th e comp l eted course roster p rov ided to Customer. 

 
A nnual A ssessments 

 
• O p er ati onal A ssessment  

 
o Design ate a p rogram man ager to act as th e 

sin gl e p oin t of  con tact to w h ich  al l  Cisco 
commun ication s may be addressed, h av in g an  
ap p rop riate l ev el  of  Netw ork  ex p erien ce. Such  
p erson  sh al l  act as Customer’ s h ost f or on site 
assessmen t activ ity to coordin ate f acil ity access, 
con f eren ce rooms, p h on e access an d staf f  
sch edul in g. 

 
o En sure k ey en gin eerin g, n etw ork in g an d 

op eration al  p erson n el  are av ail abl e to p articip ate 
in  in terv iew  session s as req uired by Cisco in  
sup p ort of  an  assessmen t. R ev iew  assessmen t 
rep ort an d suggestion s p rov ided by Cisco. 

 
o Assessmen t data col l ection  sup p ort.   

 
� Customer agrees to mak e its p roduction , an d 

if  ap p l icabl e, test Netw ork  en v iron men t 
av ail abl e f or in stal l ation  of  Data Col l ection  
Tool s. Customer sh al l  en sure th at Cisco h as 
al l  rel ev an t Product in f ormation  n eeded f or 
an  assessmen t. 

 
� Customer sh al l  adv ise Cisco immediatel y of  

al l  adds, mov es an d ch an ges of  th e Product 
w ith in  Customer’ s Netw ork . 

 
� Assembl e al l  n ecessary Netw ork  av ail abil ity 

data to en abl e Cisco to cal cul ate q uarterl y 
Netw ork  av ail abil ity. Th e typ e of  data 
req uired to p erf orm th e cal cul ation s in cl udes 
th e f ol l ow in g:  

 
• O utage Start Time ( date/ time)  
• Serv ice R estore Time ( date/ time)  
• Probl em Descrip tion   
• R oot Cause  
• R esol ution   
• Number of  en d users imp acted  
• Eq uip men t M odel   
• Comp on en t/ Part  
• Pl an n ed main ten an ce 

activ ity/ un p l an n ed activ ity 
• Total  en d user/ p orts on  n etw ork  

 
• S ecur i ty  A r ch i tectur e Rev i ew   
 

o Prov ide a l ist of  al l  of  th e ex istin g security 
arch itecture comp on en ts in cl udin g but n ot l imited 
to H ardw are, Sof tw are an d sol ution  
con f iguration s;  arch itecture descrip tion s.  

 
o Prov ide a h igh -l ev el  arch itectural  draw in g 

sh ow in g th e typ e of  H ardw are, Sof tw are, an d 
ap p l ication  sol ution s con f iguration s an d w h ere 
th ey are p h ysical l y l ocated ( f or ex amp l e, 
geograp h ical  l ocation  or l ocation  w ith in  th e 
Netw ork ). 

 
o Prov ide detail ed def in ition s of  th e typ e of  

ap p l ication  ( f or ex amp l e mobil e trav el er, 
corp orate w ork f orce) an d f eatures;  detail ed  
def in ition  of  Customer’ s imp l emen tation  strategy. 

 
o Prov ide cop ies of  p roduct con f iguration  

temp l ates. 
 
o Prov ide security n etw ork  ex p an sion  roadmap . 
 
o Prov ide a n etw ork  top ol ogy map , con f iguration  

in f ormation , an d in f ormation  of  n ew  f eatures 
bein g imp l emen ted as n eeded.  

 
o R etain  ov eral l  resp on sibil ity f or an y busin ess 

p rocess imp act an d an y p rocess ch an ge 
imp l emen tation s. 

 
o En sure k ey Customer n etw ork in g an d op eration al  
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p erson n el  are av ail abl e to p articip ate in  in terv iew  
session s as req uired.  

 
o U n l ess oth erw ise agreed to by th e p arties, 

Customer sh al l  resp on d w ith in  tw o ( 2) busin ess 
days of  Cisco’ s req uest f or documen tation  or 
in f ormation  n eeded f or th e Serv ice. 

 
o Customer ack n ow l edges th at Cisco’ s obl igation  is 

to on l y p rov ide assistan ce to Customer w ith  
resp ect to th e task s detail ed an d th at such  
assistan ce may n ot resul t in  some or al l  of  th e 
task s bein g comp l eted. 

 
• C ur r i culum P lanni ng  Rev i ew   
 

o Design ate a sin gl e p oin t of  con tact to w h om al l  
Cisco commun ication s may be addressed an d 
w h o h as th e auth ority to act on  al l  asp ects of  th e 
Serv ices an d sh al l  be av ail abl e durin g Stan dard 
B usin ess H ours. 

 
o Design ate a back  up  w h en  th e Customer con tact 

is n ot av ail abl e w h o h as th e auth ority to act on  al l  
asp ects of  th e Serv ices in  th e absen ce of  th e 
p rimary con tact.  

 
o Act as sin gl e p oin t of  con tact f or an y q uestion s or 

in q uiries th at th e Pl an n er may h av e.  
 
o U n l ess oth erw ise agreed to by p arties, p rov ide 

in f ormation  an d documen tation  req uired by Cisco 
w ith in  f iv e ( 5) busin ess days of  Cisco’ s req uest. 

 
o En sure k ey Customer staf f  is av ail abl e f or 

sch edul ed in f ormation  gath erin g session s such  
as in terv iew s. 

 
o In itiate th e p roj ect by con ductin g k ick of f  

meetin gs, def in e p roj ect scop e, p roj ect sch edul e 
an d w ork  break dow n  structure. Prov ide al l  
n ecessary tech n ical  documen tation  in cl udin g, but 
n ot l imited to n etw ork  design s an d 
imp l emen tation  p l an s an d j ob descrip tion s f or th e 
target audien ces bein g assessed. 

 
 

 

G lossar y  of  T er ms f or  F oundati on T ech nolog y  S er v i ce 
P r ov i der  O p ti mi z ati on S er v i ce 

 
Th e f ol l ow in g terms, as def in ed bel ow , ap p l y sol el y to th is 
T ech ni cal K now ledg e L i b r ar y  Serv ices described in  
Serv ice Descrip tion : 

 
• A uth or i z ed V i ew er ”  mean s eith er ( i) an  emp l oyee of  

Customer or ( ii) an  in dep en den t con tractor of  
Customer p erf ormin g serv ices f or Customer’ s ben ef it 
w h o is auth oriz ed by Customer to use th e Serv ices. 

 
• “ B ump er  C li p ”  mean s a sh ort mul timedia v ideo 

an d/ or audio segmen t con tain in g an  ‘ on B usin ess 
Netw ork ’  l ogo or oth er bran din g seq uen ce, w h ich  is 
in ten ded to be v iew ed immediatel y bef ore an d/ or af ter 
a M ul timedia Cl ip . 

 
• “ C ontent”  mean s th e con ten t h osted on  Cisco 

Con ten t En gin es as p art of  th e Serv ices f or w h ich  
Customer sh al l  gain  access as p art of  th e Serv ices, 
in cl udin g Sidebar Con ten t ( def in ed bel ow ).  Al l  
Con ten t sh al l  be con sidered Cisco Con f iden tial  
In f ormation . 

 
• “ C i sco C ontent E ng i ne”  mean s th e H ardw are an d 

embedded Cisco Sof tw are p rov ided to Customer as 
p art of  th e Serv ices. 

 
• “ I ntellectual P r op er ty  Ri g h ts”  mean s al l  p ast, 

p resen t, an d f uture righ ts of  th e f ol l ow in g typ es, w h ich  
may ex ist or be created un der th e l aw s of  an y 
j urisdiction  in  th e w orl d:  ( a) righ ts associated w ith  
w ork s of  auth orsh ip , in cl udin g ex cl usiv e ex p l oitation  
righ ts, cop yrigh ts, moral  righ ts, an d mask  w ork  righ ts;  
( b) trade secret righ ts;  ( c) p aten t an d in dustrial  
p rop erty righ ts;  ( d) trademark  an d trade n ame righ ts 
an d simil ar righ ts;  ( e) oth er p rop rietary righ ts in  
in tel l ectual  p rop erty of  ev ery k in d an d n ature;  an d ( f ) 
righ ts in  or rel atin g to registration s, ren ew al s, 
ex ten sion s, combin ation s, div ision s, an d reissues of , 
an d ap p l ication s f or, an y of  th e righ ts ref erred to in  
cl auses ( a) th rough  ( e) of  th is sen ten ce. 

 
• “ I nter nal U se P ur p oses”  mean s use of  th e Serv ices 

f or th e sol e p urp ose of  p ermittin g Auth oriz ed View ers 
to v iew  th e Con ten t, p rov ided th at al l  such  v iew in g is 
sol el y in ten ded to f urth er Customer’ s in tern al  
commun ication s, train in g, education , or admin istrativ e 
obj ectiv es.  Notw ith stan din g an yth in g to th e con trary 
in  th is Serv ice Descrip tion , “ In tern al  U se Purp oses”  
ex p ressl y ex cl udes ( i) th e l icen sin g, cop yin g, 
tran sf errin g, or distributin g of  an y el emen t of  th e 
Serv ices;  ( ii) disp l ayin g of  an y el emen t of  th e Con ten t 
to an y p erson s oth er th an  Auth oriz ed View ers, an d 
Customer w il l  n ot p ermit or en abl e an y oth er p erson s 
to v iew  an y el emen t of  th e Con ten t;  ( iii) modif yin g, 
al terin g, abbrev iatin g, or editin g of  an y el emen t of  th e 
Serv ices un l ess ex p ressl y p ermitted by Cisco or its 
sup p l iers or l icen sors;  ( iv ) th e in corp oration  of  an y 
el emen t of  th e Serv ices in to an y p roduct or serv ice of  
Customer or creatin g a deriv ativ e w ork  based up on  
th e Serv ices;  an d ( v ) usin g an y el emen t of  th e 
Serv ices in  an y man n er oth er th an  as ex p ressl y 
auth oriz ed un der th is Serv ice Descrip tion . 

 
• “ M ulti medi a C li p ”  mean s a discrete mul timedia 

v ideo or audio segmen t, in  digital  f ormat, th at is 
in ten ded to be v iew ed f rom start to f in ish  w ith out 
in terrup tion . 

 
• “ onB usi ness C ontent”  mean s Con ten t w h ich  is 

associated w ith  th e ‘ on B usin ess Netw ork ’  bran d. 
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• “ S i deb ar  C ontent”  mean s sup p l emen tal  meta-

con ten t or meta-data associated w ith  each  M ul timedia 
Cl ip , settin g f orth  in dex in g in f ormation  about th e 
p ertin en t M ul timedia Cl ip , such  as its titl e, run n in g 
time, a descrip tiv e summary of  its con ten t, an d its 
category or cl assif ication .  Sidebar Con ten t al so 
mean s an y v iew abl e, dow n l oadabl e or streamed 
con ten t th at may be accessed in  con n ection  w ith  a 
M ul timedia Cl ip  or an y Cisco-p rov ided stan dal on e 
con ten t, in cl udin g but n ot l imited to tran scrip ts, tex t 
f il es, p ictures, directories, guides, v ideo an d/ or audio 
f il es, an d an y oth er data, p rov ided by Cisco p ursuan t 
to th is Serv ice Descrip tion , but ex cl udin g M ul timedia 
Cl ip s an d B ump er Cl ip s. 

 
 
 

 
 
 

 
 
 
 
 
 


