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 Cisco R e m ot e  M a n a g e m e n t  S e r v ice  - R e m ot e  I T -I n f r a st r u ct u r e  
M a n a g e m e n t  S e r v ice s 
1.0 I n t r o d u c t i o n  
T h i s docu ment descri b es Ci sco' s R emote I T -I nf rastru ctu re 
S erv i ces f or th e Ci sco R emote M anagement S erv i ce and th e 
processes u sed b y th e Ci sco NOC to prov i de b asi c 
management of  a Cu stomer M anaged Components. T h i s 
S erv i ce D escri pti on i s desi gned to prov i de a b asel i ne 
u nderstandi ng of  th e acti v i ti es and del i v erab l es associ ated w i th  
th e processes th at mak e u p R emote I T -I nf rastru ctu re 
M anagement and to set ex pectati ons ab ou t th e S erv i ce. 
Pl ease read th i s docu ment caref u l l y as i t contai ns i mportant 
i nf ormati on regardi ng th e S erv i ces th at you  h av e pu rch ased 
f rom u s. 
Capi tal i z ed terms are def i ned i n th e G l ossary of  T erms. 
R emote I T -I nf rastru ctu re M anagement S erv i ces f or th e Ci sco 
R emote M anagement S erv i ce are di v i ded i nto th ree maj or 
parts: R emote M anagement Acti v ati on, R emote I T -
I nf rastru ctu re M anagement, and th e Portal .  I n addi ti on, th ere 
are Cu stomer responsi b i l i ti es th at mu st b e met to del i v er th e 
S erv i ce. Ex cept w h ere speci f i ed, al l  of  th e processes descri b ed 
i n th i s docu ment are del i v ered as part of  R emote I T -
I nf rastru ctu re M anagement.  T h ere are al so speci al i z ed 
S erv i ces th at b u i l d on th e core S erv i ce. S peci al i z ed S erv i ces 
are pu rch ased separatel y and are b u ndl ed w i th  th e core 
S erv i ce descri b ed i n th i s docu ment dependi ng on th e needs of  
th e Cu stomer and th e tech nol ogi es req u i ri ng management.  

C o r e  S e r v i c e  S p e c i a l i z e d  
S e r v i c e s  

R emote I T  I nf rastru ctu re 
M anagement S erv i ces 

 
I P T el eph ony 

 
2 .0 R e m o t e  M a n a g e m e n t  A c t i v a t i o n  
T h e R emote M anagement Acti v ati on i s a process i n w h i ch  
Ci sco prepares a Cu stomer’s I T  i nf rastru ctu re f or Ci sco 
management. Ov er ti me, Ci sco ex perts h av e determi ned th e 
b est practi ces f or prepari ng a Cu stomer’s i nf rastru ctu re and 
th en created a f ramew ork  f rom th ese b est practi ces f or u se i n 
managi ng and acti v ati ng a Cu stomer’s I T  i nf rastru ctu res. Usi ng 
ou r f ramew ork  enab l es an ef f i ci ent and l ow -i mpact ef f ort of  
enab l i ng a Cu stomer’s I T  i nf rastru ctu re to recei v e Ci sco’s 
management S erv i ces.  T h i s f ramew ork  i ncl u des: 

• D i scov eri ng th e I T  i nf rastru ctu re. 
• Pl anni ng th e transi ti on to management. 
• I mpl ementi ng management operati ons. 

2 .1 D i s c o v e r i n g  t h e  I T  I n f r a s t r u c t u r e  
D i scov eri ng th e I T  i nf rastru ctu re i ncl u des th e pre-
i mpl ementati on acti v i ti es th at prov i de Ci sco w i th  a h i gh -l ev el  
u nderstandi ng of  th e Cu stomer’s b u si ness and I T  i nf rastru ctu re 
needs. T h i s assi sts ou r team i n h av i ng an accu rate 
u nderstandi ng of  th e Cu stomer’s req u i rements b ef ore th e 
pl anni ng and i mpl ementati on processes b egi n.  
A c t i v i t i e s :  

• H av e i ni ti al  engagement w i th  th e Cu stomer.  

D e l i v e r a b l e ( s ) :  
• I ntrodu cti on pack age. 

2 .2  P l a n n i n g  t h e  T r a n s i t i o n  t o  M a n a g e m e n t  
T h e pu rpose of  pl anni ng th e transi ti on i s to prepare b oth  th e 
Cu stomer and th e NOC f or a smooth  management transi ti on. 
T h i s process i nv ol v es col l ecti ng and v al i dati ng al l  tech ni cal  
detai l s req u i red to enab l e remote I T  i nf rastru ctu re 
management, ensu ri ng th e Cu stomer h as a cl ear 
u nderstandi ng of  S erv i ce f eatu res, and estab l i sh i ng j oi nt 
i nteracti on meth ods. Each  si te w i l l  b e assessed to ensu re th at 
no f u rth er w ork  i s needed b ef ore th e si te i s tu rned u p u nder 
management.    
A c t i v i t i e s :  

• Estab l i sh  k ey rel ati onsh i ps w i th  Cu stomer. 
• Work  w i th  th e Cu stomer to dev el op an 

i mpl ementati on pl an. 
• G ath er th e k ey si te i nf ormati on f rom Cu stomer. 
• G ath er th e k ey M anaged Component i nf ormati on f rom 

Cu stomer to prov i de management. 
• Enter th e Cu stomer’s M anaged Component 

i nf ormati on i nto th e appl i cab l e NOC datab ases.  
• D ef i ne an escal ati on pl an f or th e NOC and th e 

Cu stomer. 
• D ef i ne th e Ch ange M anagement Process. 
• Compl ete appl i cab l e L etters of  Agency 

D e l i v e r a b l e ( s ) :  
• L etter of  Agency on f i l e i n NOC. 
• Escal ati on pl an pu b l i sh ed to Cu stomer. 
• T ransi ti on pl an.  
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2 .2 .1 R e m o t e -I n f r a s t r u c t u r e  O p e r a t i o n s  R e a d i n e s s  
A p p r o v a l  

Pri or to i mpl ementi ng management operati ons, th e NOC w i l l  
ei th er approv e an ex i sti ng managed si te or mak e 
recommendati ons req u i red f or accepti ng a new  managed 
i nf rastru ctu re.  I f  th e necessary ch anges are not made, 
acceptance of  th e order may b e w i th draw n. I f  th e Cu stomer 
w i sh es to engage Ci sco to i mpl ement th e recommendati ons, a 
separate Agreement to mak e th e ch anges may b e req u i red.    
2 .3  I m p l e m e n t i n g  M a n a g e m e n t  O p e r a t i o n s  

I mpl ementi ng management operati ons i nv ol v es ex ecu ti ng th e 
transi ti on proj ect pl an dev el oped i n th e pl anni ng th e transi ti on 
to management process. T o prov i de a si ngl e poi nt of  contact to 
appl y ongoi ng f ocu s on estab l i sh ed ti mel i nes and 
commi tments, th e NOC w i l l  appoi nt a desi gnated proj ect 
coordi nator. 
D u ri ng th i s ph ase, th e NOC w i l l  estab l i sh  management 
connecti v i ty and ensu re Cu stomer contacts are aw are of  h ow  
to i nteract w i th  th e NOC du ri ng del i v ery of  th e S erv i ce.   
A c t i v i t i e s :  

• Estab l i sh  management access f or each  M anaged 
Component th rou gh  th e Cu stomer prov i ded si te 
management ch annel . ( S ee S ecti on 5.2 - 
“ Connecti v i ty.” ) 

• R ev i ew  and v eri f y th e conf i gu rati on of  al l  M anaged 
Components. 

• Work  w i th  th e Cu stomer on any i ni ti al  management 
conf i gu rati on i ssu es and/ or ch anges req u i red f or 
su ccessf u l  management. 

• T est and accept each  M anaged Component f or 
ongoi ng operati ons management cov erage. 

• B egi n ongoi ng I nci dent moni tori ng of  M anaged 
Components. ( S ee S ecti on 3.1 – “ I nci dent 
M oni tori ng.” ) 

D e l i v e r a b l e ( s ) :  
• Pu b l i sh  sch edu l ed ev ents on th e Portal . 
• T rai n Cu stomer empl oyees on u se of  th e Portal . 
• Prov i de th e Cu stomer w i th  a compl ete i nv entory of  

M anaged Components, pu b l i sh ed on th e Portal . 

As necessary f or th e NOC to perf orm i ts responsi b i l i t i es as 
stated i n th i s S erv i ce D escri pti on, th e NOC w i l l  mai ntai n an 
i nf ormati on reposi tory of  data w i th  respect to th e Cu stomer and 
th e M anaged Components. 
3 .0 C i s c o  R e m o t e  I T -I n f r a s t r u c t u r e  M a n a g e m e n t  
Ci sco R emote I T -I nf rastru ctu re M anagement serv es as th e 
core management process f or al l  Ci sco M anaged 
Components. Addi ti onal  speci al i z ed S erv i ces add to th e 
processes descri b ed i n th i s docu ment and can b e pu rch ased 
separatel y.   

Al l  S erv i ces are desi gned to b e del i v ered f rom th e NOC and 
req u i re remote access and control . T h ese S erv i ces appl y to 
i nf rastru ctu re dev i ces su ch  as rou ters, sw i tch es, i nf rastru ctu re 
appl i cati on serv ers, and speci al i z ed secu ri ty tech nol ogi es su ch  
as f i rew al l s and i ntru si on detecti on/ prev enti on tech nol ogi es. 
Certai n S erv i ce components and speci al i z ati ons may onl y b e 
appl i cab l e to certai n dev i ces.   
T h e S erv i ce consi sts of  th e f ol l ow i ng S erv i ce components: 
3 .1 I n c i d e n t  M o n i t o r i n g  

T h e ob j ecti v e of  I nci dent moni tori ng i s to detect I nci dents th at 
i ni ti ate th e I nci dent management process. 
S el ected el ements of  M anaged Components w i l l  b e proacti v el y 
moni tored f or statu s 24 h ou rs per day, 365 days per year.  
Wh ere av ai l ab l e, av ai l ab i l i ty and perf ormance i ndi cators w i l l  b e 
col l ected f rom M anaged Components. Wh en an I nci dent i s 
detected, th e I nci dent i s correl ated. 
T h e Cu stomer and th e Partner may report I nci dents on 
M anaged Component( s) as S erv i ce req u ests. S erv i ce req u ests 
may b e made on th e Portal .   
A c t i v i t i e s  

• M oni tor ( 24x 7x 365) sel ected el ements proacti v el y on 
al l  M anaged Components.  

• D etect I nci dents. 
• Correl ate I nci dents w h ere appl i cab l e. 

D e l i v e r a b l e ( s )  
• Conf i rmed I nci dents. 
• E-noti f i cati on of  conf i rmed I nci dents. 

3 .2  I n c i d e n t  M a n a g e m e n t  
I nci dent management i s th e process th e NOC u ses to sol v e 
real -ti me I nci dents i n Cu stomers’ M anaged Components. T h e 
goal  of  I nci dent management i s to restore normal  S erv i ce 
operati on as q u i ck l y as possi b l e w i th  mi ni mu m di sru pti on to th e 
b u si ness and to stri v e f or th e h i gh est l ev el s of  av ai l ab i l i ty and 
sati sf acti on. 
T h e I nci dent management processes i ncl u de mu l ti pl e l ev el s of  
su pport prov i ded b y th e NOC. I t al so i ncl u des creati ng, 
mai ntai ni ng, and pu b l i sh i ng docu ments th at i ndi cate th e statu s 
of  th e I nci dent th rou gh  th e resol u ti on and cl osu re process. 
3 .2 .1 O p e n i n g  I n c i d e n t s  a s  T i c k e t s  

T h e NOC w ork s th rou gh  th e I nci dent management process to 
resol v e I nci dents. I nci dents are correl ated and conf i rmed b y 
th e I nci dent moni tori ng process.   
A c t i v i t i e s :  

• V i ew  T i ck ets onl i ne v i a th e Portal . 
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• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 
b y Cu stomer. 

3 .2 .2  N o t i f i c a t i o n  

Ci sco E-noti f i cati on i s av ai l ab l e f or Cu stomers to recei v e 
i nf ormati on ab ou t T i ck ets and I nci dents f or al l  I nci dent-
management stages. Ci sco al so prov i des access to th e Portal  
f or statu s u pdates. 
A c t i v i t i e s :  

• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 
b y Cu stomer. 

3 .2 .3  P r i o r i t i e s  

T i ck ets w i l l  b e w ork ed i n order of  pri ori ty. Pri ori ti es are set b y 
th e NOC on a per-T i ck et b asi s dependi ng on a v ari ety of  
f actors i ncl u di ng: sev eri ty, scope of  i mpact, and S L As. 
3 .2 .4  I s o l a t i o n  

T h e NOC w i l l  i sol ate and l ocate th e cau se of  th e I nci dent. 
Once i sol ati on h as occu rred, th e NOC w i l l  u pdate th e T i ck et 
w i th  i nf ormati on rel ated to th e i sol ati on and th en proceed to th e 
resol u ti on ph ase. 
A c t i v i t i e s :  

• Update Portal  T i ck et to i ncl u de i sol ati on i nf ormati on.  
• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 

b y Cu stomer. 

3 .2 .5  R e s o l u t i o n  

Af ter th e I nci dent h as b een i sol ated, th e NOC w i l l  w ork  to 
resol v e th e I nci dent. R esol u ti on i s compl ete w h en f u ncti onal i ty 
i s restored. T h e resol u ti on process i ncl u des any acti on th e 
NOC req u i res to restore f u ncti onal i ty or i mpl ement a w ork -
arou nd.  
T h e NOC w i l l  u ti l i z e w ork -arou nd sol u ti ons to restore al l  or 
parti al  f u ncti onal i ty w h en f u l l  f u ncti onal i ty cannot b e restored 
w i th i n S L As.  Wh en a w ork -arou nd i s u ti l i z ed, th e I nci dent w i l l  
conti nu e to remai n open and w i l l  b e w ork ed b y th e NOC u nti l  
resol v ed. 

• S h ou l d th e NOC req u i re a ch ange i n a M anaged 
Component to resol v e an i ssu e or i mpl ement a w ork  
arou nd, th e NOC w i l l  ref er to th e Ch ange 
M anagement Process, ( S ee S ecti on 3.4 – “ Ch ange 
M anagement.” ) 

A c t i v i t i e s :  
• R esol v e I nci dent  
• S u b mi t, w h en needed, a Ch ange M anagement 

au th ori z ati on req u est and ref erral  to th e Ch ange 

M anagement Process. ( S ee S ecti on 3.4 – “ Ch ange 
M anagement.” ) 

• Update Portal  T i ck et to i ncl u de resol u ti on notes.  
• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 

b y Cu stomer. 

3 .2 .5 .1 D i s p a t c h  
T h e NOC w i l l  di spatch  v endors as needed and appropri ate 
w i th i n th e resol u ti on steps prescri b ed b y th e NOC. As v endors 
are di spatch ed, th e T i ck et w i l l  b e u pdated w i th  i nf ormati on 
rel ated to th e di spatch . 
A c t i v i t i e s :  

• Update Portal  T i ck et to i ncl u de di spatch  notes.  
• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 

b y Cu stomer. 

3 .2 .5 .2  E s c a l a t i o n s  
T h e Cu stomer or th e Partner may req u est escal ati on of  a 
T i ck et on th e Portal  at any ti me. 
A c t i v i t i e s :  

• Update Portal  T i ck et to i ncl u de escal ati on notes. 
• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 

b y Cu stomer. 

3 .2 .6  V a l i d a t i o n  

Af ter th e I nci dent h as b een decl ared resol v ed b y th e NOC, th e 
NOC w i l l  v al i date th e M anaged Component( s) to v eri f y th at th e 
I nci dent h as b een resol v ed.   
I f  th e resu l t of  th e v al i dati on v eri f i es th at th e I nci dent h as b een 
resol v ed, th e T i ck et w i l l  b e u pdated w i th  i nf ormati on rel ated to 
th e v al i dati on. I f  th e resu l t of  th e v al i dati on rev eal s th at th e 
I nci dent h as not b een resol v ed, th e I nci dent w i l l  b e retu rned to 
th e R esol u ti on process f or conti nu ed w ork  u nti l  resol v ed. ( S ee 
S ecti on 3.2.5 – “ R esol u ti on.”  ) 
A c t i v i t i e s :  

• Update Portal  T i ck et to i ncl u de v al i dati on notes.  
• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 

b y Cu stomer. 

3 .2 .7  C l o s i n g  T i c k e t s  

Af ter th e I nci dent h as b een resol v ed and v eri f i ed i n th e 
v al i dati on process, th e T i ck et cl osu re procedu re b egi ns. B ef ore 
th e T i ck et i s cl osed, th e Cu stomer mu st agree th at th e I nci dent 
i s resol v ed.   
Wh en th e NOC decl ares th e I nci dent resol v ed and v eri f i ed, an 
E-noti f i cati on i s del i v ered to th e Cu stomer, and th e T i ck et i s 
pl aced i n a state of  au to cl osu re. I f  th e Cu stomer does not 
respond to th e E-noti f i cati on w i th i n th e Cu stomer-def i ned 
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ti mef rame, th e Cu stomer agrees th at th e T i ck et w i l l  b e cl osed 
w i th ou t f u rth er acti on.   
I f  th e Cu stomer w i sh es to h ol d cl osu re of  th e T i ck et b ef ore th e 
au to-cl ose w i ndow  ex pi res, th e Cu stomer may req u est th rou gh  
th e Portal  th at th e T i ck et b e h el d and th en add addi ti onal  
i nf ormati on rel ev ant to th e I nci dent. T h e NOC w i l l  contact th e 
Cu stomer to req u est addi ti onal  i nf ormati on as needed. 
Any au th ori z ed Cu stomer agent may al so proacti v el y req u est 
T i ck et cl osu re on th e Portal  f or any T i ck et.  T h e NOC w i l l  
rev i ew  th e req u est and cl ose th e T i ck et or f ol l ow  u p w i th  th e 
Cu stomer f or more i nf ormati on as needed. 
A c t i v i t i e s :  

• Update Portal  T i ck et to i ncl u de cl osi ng notes.  
• Perf orm E-noti f i cati on f or T i ck et ev ents, i f  req u ested 

b y Cu stomer. 

3 .3  P r o b l e m  M a n a g e m e n t  
Prob l em management i s th e process u sed b y th e NOC to 
i denti f y and sol v e recu rri ng prob l ems.  T h e ob j ecti v e of  
Prob l em management i s to i denti f y prob l ems f or th e I nci dent 
management process to address, l eadi ng to a decl i ne i n 
I nci dents f rom recu rri ng prob l ems. 
T h e NOC w i l l  anal yz e I nci dent trends to i denti f y patterns and 
systemi c condi ti ons. I n th e ev ent a trend i s detected, th e 
resu l ts w i l l  b e i ntrodu ced i nto th e I nci dent-management 
process f or resol u ti on.  
A c t i v i t i e s :  

• Anal yz e trends f or I nci dents on M anaged 
Components. 

• I denti f y recu rri ng I nci dents and ref er to I nci dent 
M anagement f or resol u ti on. 

D e l i v e r a b l e ( s ) :  
• Creati on of  a T i ck et on th e Portal  f or th e Cu stomer to 

v i ew . 
• E-noti f i cati on f or T i ck et ev ents, i f  req u ested b y 

Cu stomer. 

3 .4  C h a n g e  M a n a g e m e n t  
Ch ange M anagement i s th e process u sed b y th e NOC to 
ensu re standardi z ed meth ods and procedu res f or au th ori z i ng, 
docu menti ng, and perf ormi ng al l  ch anges.  T h e ob j ecti v e of  
Ch ange M anagement i s to mak e necessary ch anges i n an 
ef f i ci ent and accou ntab l e manner, u ti l i z i ng standard processes.  
F or f u rth er i nf ormati on on Ch ange M anagement, pl ease ref er 
to th e Ci sco Ch ange M anagement S erv i ces descri pti on. 
3 .4 .1 C h a n g e  O r i g i n a t i o n  

T h e f i rst step i n Ch ange M anagement i s th e ori gi nati on of  a 
S erv i ce req u est. Ch ange req u ests ori gi nate f rom tw o 

categori es: Ci sco-recommended ch anges and Cu stomer-
req u ested ch anges.  T h e ch ange-ori gi nati on process descri b es 
th e h andl i ng of  each  ch ange category. 
F or each  ch ange category, a T i ck et i s created or u pdated f or 
th e Cu stomer to track  th e progress of  th e ch ange. 
D e l i v e r a b l e ( s ) :  

• Creati on of  a ti ck et on th e Portal  f or th e Cu stomer to 
v i ew . 

3 .4 .1.1 C i s c o -R e c o m m e n d e d  C h a n g e s   
Ci sco-recommended ch anges ori gi nate f rom th e NOC. B ef ore 
ex ecu ti ng a Ci sco-recommended ch ange, th e NOC w i l l  
ev al u ate th e ch ange and mak e a recommendati on to th e 
Cu stomer th at i ncl u des th e cri ti cal i ty and ti mef rame f or 
i mpl ementati on. T h e NOC w i l l  not ex ecu te a ch ange u nti l  th e 
Cu stomer h as au th ori z ed th e ch ange to b e made. 
C i s c o -r e c o m m e n d e d  c h a n g e s  i n c l u d e :  

• R esol v e an I nci dent. 
• R espond to a cri ti cal  v u l nerab i l i ty. 
• Appl y a si gnatu re u pdate to a secu ri ty M anaged 

Component. 
• Address a prob l em. 

A c t i v i t i e s :  
• Prov i de th e Cu stomer w i th  recommendati ons to mak e 

ch anges. 
• S ch edu l e recommended ch anges. 

3 .4 .1.2  C u s t o m e r -R e q u e s t e d  C h a n g e s  
Cu stomer-req u ested ch anges ori gi nate f rom th e Cu stomer’s 
au th ori z ed agents and empl oyees. 
T h e Cu stomer can u se th e onl i ne Ch ange M anagement 
Process on th e Portal  to req u est Cu stomer-req u ested 
ch anges. T h e NOC w i l l  ev al u ate th e ch ange req u est and w ork  
w i th  th e Cu stomer to sch edu l e th e ch ange.    
A process th at i ncl u des costs, ti mef rames, and gu i del i nes f or 
th e w ork  to b e compl eted gov erns al l  Cu stomer-req u ested 
ch anges. T h ese gu i del i nes ensu re th at th e NOC recei v es 
proper noti ce to arrange th e req u i red resou rces to compl ete 
th e w ork  and th at th e w ork  i s perf ormed i n a ti mel y manner. 
T h e speci f i cs of  th e Ch ange M anagement Process, i ncl u di ng 
any addi ti onal  costs, are ou tl i ned i n th e Ci sco ch ange 
management docu ment. 
C u s t o m e r -r e q u e s t e d  c h a n g e s  i n c l u d e :  

• Ph ysi cal l y Add, D el ete or Ch ange component on 
ex i sti ng M anaged Component. 

• Ch ange ex i sti ng l ogi cal  f u ncti onal i ty ( u pgrades). 
• Ph ysi cal l y M ov e M anaged Component. 
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• Add M anaged Components. 
• Addi ti on of  new  f u ncti onal i ty. 
• R emov e M anaged Components. 

A c t i v i t i e s :  
• Work  w i th  Cu stomer to u nderstand th ei r Ch ange 

M anagement Process. 
• Prov i de a process f or req u esti ng ch anges v i a th e 

Portal . 
• S ch edu l e ch ange req u ests. 

3 .4 .2  E x e c u t i n g  c h a n g e s  

Af ter ch anges are ex ecu ted, th e NOC w i l l  test th e ch ange and 
noti f y th e Cu stomer th at th e ch ange h as b een ex ecu ted. Once 
th e Cu stomer accepts th e ch ange, th e T i ck et w i l l  b e cl osed.  
T h e statu s of  ch anges can b e v i ew ed on th e Portal . 
A c t i v i t i e s :  

• Process and l ogi n req u ests v i a th e Portal . 
• M ai ntai n a ch ange datab ase v i si b l e th rou gh  th e 

Portal . 
• Assess i mpact of  ch anges. 
• Cl assi f y ch ange req u ests. 
• Au th ori z e and sch edu l e ch ange req u ests. 
• Coordi nate ch anges. 
• Update Portal  T i ck ets to i ncl u de ch ange statu s. 
• R ev i ew  and cl ose ch ange req u ests. 

D e l i v e r a b l e ( s ) :  
• Ex ecu ted ch ange. 

• Portal  T i ck et u pdated w i th  ch ange notes.  
4 .0 W e b  P o r t a l  
Ci sco prov i des an onl i ne Portal  f or Cu stomers and Partners to 
rev i ew  T i ck ets, T i ck et metri cs, and reports f or th ei r M anaged 
Components. Addi ti onal  reports may b e i ncl u ded w i th  th e 
S erv i ce b ased on th e Cu stomer’s contracted S erv i ces. 
D e l i v e r a b l e ( s ) :  

• Portal  l ogi ns f or each  of  th e Cu stomer au th ori z ed 
empl oyees. 

• I nv entory i nf ormati on on th e Portal  ( as av ai l ab l e). 

o S ystem descri pti on. 
o M ai ntenance v endor. 
o M ai ntenance cov erage type and contract 

nu mb er. 

o S eri al  nu mb er. 
o I P Address. 
o L ast date of  conf i gu rati on arch i v al . 

• T i ck et i nf ormati on on th e Portal  ( as av ai l ab l e). 

o T i ck et i denti f i cati on nu mb er – T h e track i ng 
nu mb er assi gned b y th e NOC to each  T i ck et. 

o T i ck et opened date and ti me – T h e date th e 
T i ck et w as opened. 

o T i ck et descri pti on – A b ri ef  descri pti on of  th e 
I nci dent( s) represented i n th e T i ck et. 

o Cau se of  I nci dent – Wh ere k now n, th e 
u nderl yi ng cau se of  th e I nci dent. 

o T i ck et statu s – T h e cu rrent statu s of  th e T i ck et. 
o S i te( s) af f ected – Wi th i n th e T i ck et, th e si te 

l ocati ons w h ere M anaged Components are 
af f ected.  

• R eports on th e Portal  ( as av ai l ab l e). 

o Perf ormance Anal ysi s – D ata anal ysi s reports 
th at graph  k ey M anaged Component metri cs 
su ch  as u ti l i z ati on and perf ormance.  
� D ai l y. 
� Week l y. 
� M onth l y. 

o M onth l y Engi neeri ng Anal ysi s  - An au tomated 
month l y report contai ni ng engi neeri ng 
recommendati ons i ncl u di ng h i gh  and l ow  
ex cepti ons. 

o Av ai l ab i l i ty – T h e u pti me of  M anaged 
Components. 
� I ndi v i du al  D ev i ce – Av ai l ab i l i ty f or a si ngl e 

M anaged Component. 
� D ev i ce T ype – Av ai l ab i l i ty f or a grou p of  

M anaged Components of  th e same type. 
o Ex cepti ons – H i gh  and l ow  ex cepti ons f or 

u ti l i z ati on and errors. 
� I ndi v i du al  D ev i ce – Ex cepti ons f or a si ngl e 

M anaged Component. 
♦ D ai l y. 
♦ Week l y. 
� D ev i ce T ype – Ex cepti ons f or a grou p of  

M anaged Components of  th e same type. 
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♦ M onth l y H i gh . 
♦ M onth l y L ow . 

o T i ck et M etri cs. 
� M ean T i me to Noti f y – T h e av erage ti me to 

noti f y th e Cu stomer of  T i ck ets across a 
sel ected ti mef rame. 
� M ean T i me to T est – T h e av erage ti me to 

test M anaged Components du ri ng I nci dents 
across a sel ected ti mef rame. 
� M ean T i me to I sol ate – T h e av erage ti me to 

i sol ate I nci dents across a sel ected 
ti mef rame. 
� M ean T i me to R esol v e: S i ngl e Ev ent – T h e 

av erage ti me to resol v e si ngl e ev ent 
I nci dents across a sel ected ti mef rame. 
� M ean T i me to R esol v e: M u l ti pl e Ev ents – 

T h e av erage ti me to resol v e mu l ti pl e ev ent 
I nci dents across a sel ected ti mef rame. 
� T i ck et Cau se Anal ysi s – A graph  of  th e 

cau ses of  I nci dents. 
� T i ck et Ori gi nati on Anal ysi s – A graph  of  th e 

ori gi nators of  T i ck ets. 
� T i ck et V ol u me: T op 10  S i tes – V ol u me of  

T i ck ets across th e most h i gh l y T i ck eted 
si tes. 
� T i ck ets: Open v s. Cl osed – T i ck ets opened 

and cl osed per day across a sel ected 
ti mef rame. 
� Work  T i ck et S u mmary – T h e Work  T i ck et 

S u mmary report sh ow s a su mmary of  w ork  
T i ck ets ov er a speci f i ed peri od of  ti me. Y ou  
can u se th e report to v i ew  al l  th e non-
ou tage rel ated w ork  perf ormed du ri ng a 
gi v en ti me peri od.  

5 .0 C i s c o  P r o v i d e d  M a n a g e m e n t  C o n n e c t i v i t y  
M anagement Connecti v i ty estab l i sh es b i -di recti onal  
commu ni cati on b etw een th e Cu stomer premi se and Ci sco 
NOC f or management data to b e secu rel y and consi stentl y 
transmi tted b etw een M anaged Components and Ci sco. 
M anagement Connecti v i ty i s b rok en i nto th ree areas: pri mary 
connecti v i ty, b ack u p connecti v i ty, and ov eral l  secu ri ty. 

T h e M anaged Component w h ere th e M anagement 
Connecti v i ty ch annel  termi nates mu st h av e access to th e 
remai ni ng M anaged Components. M anagement Connecti v i ty 
req u i res access to speci f i c ports and protocol s;  su ch  
req u i rements w i l l  b e rev i ew ed w i th  Cu stomer du ri ng th e 
transi ti on management process.  

 

5 .1.1 P r i m a r y  M a n a g e m e n t  C o n n e c t i v i t y  

Pri mary M anagement Connecti v i ty w i l l  b e prov i ded b y Ci sco. 
At Ci sco’s di screti on, one of  tw o opti ons w i l l  b e sel ected b ased 
on th e type of  managed serv i ce.  

o A dedi cated ci rcu i t b etw een th e Ci sco Poi nt of  
Presence ( POP) and th e Cu stomer-desi gnated 
h andof f . T h e h andof f  w i l l  b e at th e Cu stomer data 
center or oth er su pported netw ork  termi nati on poi nt.  

o A v i rtu al  connecti on v i a a V i rtu al  Pri v ate Netw ork  
( V PN) b etw een th e Ci sco POP and Cu stomer 
netw ork .  

Each  opti on w i l l  i ncl u de a Ci sco-prov i ded termi nati on dev i ce 
l ocated on th e Cu stomer premi ses. T h e si z e of  th e connecti on 
b etw een th e Ci sco POP and Cu stomer h andof f  w i l l  depend on 
th e type of  managed serv i ce and nu mb er of  M anaged 
Components.  

 
5 .1.2  T e r m i n a t i o n  D e v i c e  

M anagement Connecti v i ty typi cal l y req u i res th at a Ci sco-
prov i ded termi nati on dev i ce, commonl y ref erred to as 
Cu stomer Premi ses Eq u i pment ( CPE), b e i nstal l ed at 
Cu stomer si te to termi nate th e M anagement Connecti on. CPE 
w i l l  b e def i ned as any M anaged Component su ppl i ed b y Ci sco 
th at resi des at th e Cu stomer Premi ses. Cu stomer w i l l  u se 
reasonab l e ef f orts to prov i de and mai ntai n th e CPE i n good 
w ork i ng order. T h e Cu stomer sh al l  not, nor permi t oth ers to, 
rearrange, di sconnect, remov e, attempt to repai r, or oth erw i se 
tamper w i th  CPE. S h ou l d th i s occu r w i th ou t f i rst recei v i ng 
w ri tten consent f rom Ci sco, th e Cu stomer w i l l  b e responsi b l e 
f or rei mb u rsi ng Ci sco f or th e cost to repai r any damage 
th ereb y cau sed to th e CPE.  

Ci sco, or i ts su b contractors, sh al l  b e al l ow ed access to th e 
Cu stomer premi ses ( l ocati on occu pi ed b y Cu stomer or 
Cu stomer’s end u ser) to th e ex tent reasonab l y determi ned b y 
Csi co f or th e i nspecti on or emergency mai ntenance of  Ci sco-
su ppl i ed CPE.  
5 .1.3  B a c k -u p  M a n a g e m e n t  C o n n e c t i v i t y   

B ack u p M anagement Connecti v i ty and ou t-of -b and access i s 
req u i red to prov i de conti nu ed managed serv i ce i n th e ev ent 
th at th e pri mary M anagement Connecti v i ty ch annel  i s 
u nav ai l ab l e.  

Pri or to th e G o-L i v e D ate, at each  si te w h ere M anaged 
Components are l ocated, Cu stomer mu st prov i de ou t-of -b and 
access to M anaged Components i n th e f orm of  a 1F B  ph one 
l i ne or dedi cated Pri v ate B ranch  Ex ch ange ( PB X ) ex tensi on 
w i th  D i rect I nw ard D i al i ng ( D I D ) capab i l i ti es. T h e ou t-of -b and 
access ph one l i ne mu st b e connected to a Ci sco-approv ed, 
dedi cated di al  modem prov i ded b y th e Cu stomer. Wh ere ou t-
of -b and access i s not prov i ded, S erv i ce L ev el  Ob j ecti v es 
( “ S L O” ) w i l l  not b e prov i ded f or M anaged Components.  
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T h ere are tw o opti ons f or b ack u p M anagement Connecti v i ty: 

o D edi cated B ack u p M anagement Connecti v i ty 

I f  Cu stomer sel ects a D edi cated M anagement Connecti v i ty 
opti on, th e D edi cated B ack u p M anagement Connecti v i ty 
ch annel  sh ou l d b e ph ysi cal l y di v erse f rom th e pri mary 
M anagement Connecti v i ty ch annel . Ph ysi cal  di v ersi ty i s 
def i ned as ensu ri ng th at th e D edi cated B ack u p M anagement 
T ransport F aci l i ty ( F rame R el ay, D S 1, D S 3, etc.) u ses an 
al ternate path  and transi ts a di f f erent central  of f i ce and “ l ast 
mi l e”  connecti on th an Cu stomer’s pri mary M anagement 
Connecti v i ty prov i der. T h e D edi cated B ack u p M anagement 
Connecti v i ty ch annel  w i l l  termi nate i n an al ternate Ci sco POP 
f rom th e pri mary M anagement Connecti v i ty ch annel . I f  an 
I nci dent i s detected, th e Ci sco serv i ce desk  w i l l  prov i de and 
w ork  I nci dent M anagement acti v i ti es th rou gh  th e B ack u p 
M anagement connecti on u nti l  resol v ed. T h e D edi cated B ack u p 
M anagement Connecti v i ty ch annel  w i l l  b e su b j ect to th e same 
mi ni mu m b andw i dth  req u i rements as speci f i ed b ased on th e 
S erv i ce b ei ng prov i ded. 

o V i rtu al  Pri v ate Netw ork  B ack u p M anagement 
Connecti v i ty 

I f  Cu stomer sel ects a V i rtu al  Pri v ate Netw ork  B ack u p 
M anagement Connecti v i ty opti on, th e V i rtu al  Pri v ate Netw ork  
B ack u p M anagement ch annel  sh ou l d b e ph ysi cal l y and 
l ogi cal l y di v erse f rom th e pri mary M anagement Connecti v i ty 
ch annel . L ogi cal  di v ersi ty i s def i ned as u ti l i z i ng a di f f erent T i er 
1 I S P th an Cu stomer’s pri mary M anagement Connecti v i ty 
prov i der. 

T h e V i rtu al  Pri v ate Netw ork  B ack u p M anagement Connecti v i ty 
ch annel  w i l l  termi nate i n an al ternate Ci sco l ocati on f rom th e 
pri mary M anagement Connecti v i ty ch annel . I f  an I nci dent i s 
detected, th e Ci sco serv i ce desk  w i l l  prov i de and w ork  I nci dent 
M anagement acti v i ti es th rou gh  th e B ack u p M anagement 
connecti on u nti l  resol v ed. T h e V i rtu al  Pri v ate Netw ork  B ack u p 
M anagement Connecti v i ty tu nnel  w i l l  b e su b j ect to th e same 
mi ni mu m b andw i dth  req u i rements as th e pri mary M anagement 
Connecti v i ty tu nnel . 

 

5 .1.4   C u s t o m e r  R e s p o n s i b i l i t i e s  - C o n n e c t i v i t y  

o Prov i di ng al l  reasonab l e access to premi ses w h ere 
CPE and/ or ci rcu i t are l ocated. 

o On day of  termi nati on, sh ou l d Cu stomer deny access 
to Ci sco representati v e, b ei ng responsi b l e f or 
addi ti onal  f ees f or f u rth er di spatch es. 

o B ei ng responsi b l e f or prov i si oni ng and mai ntai ni ng th e 
el ectri c pow er consu med b y CPE. 

o Prov i di ng ou t-of -b and access to Ci sco-prov i ded CPE 
dev i ce 

5 .1.5  C i s c o  R e s p o n s i b i l i t i e s  - C o n n e c t i v i t y  

o Orderi ng M anagement Connecti v i ty ci rcu i t on b eh al f  
of  Cu stomer;  si z e of  ci rcu i t b ased on type of  managed 
serv i ces and nu mb er of  M anaged Components. 

o S h i ppi ng appropri ate CPE to Cu stomer si te and 
arrangi ng f or a tech ni ci an to i nstal l  th e CPE and 
termi nate th e Ci sco-prov i ded M anagement 
Connecti v i ty ci rcu i t. 

o D ocu menti ng and, i f  req u ested, prov i di ng ci rcu i t 
f aci l i ty assi gnment i nf ormati on. 

o M ai ntai ni ng reasonab l e secu ri ty prov i si ons to secu re 
th e M anagement Connecti v i ty. 

o Perf ormi ng a pre-i mpl ementati on di scov ery, desi gned 
to prov i de Ci sco w i th  an u nderstandi ng of  th e 
Cu stomer netw ork  and env i ronment. 

o Prov i di ng a Q u arterl y M anagement Connecti v i ty 
report. 

 
5 .1.6  M e t r i c s  

T h e f ol l ow i ng are th e metri cs th at w i l l  b e gath ered f or th e 
M anagement Connecti v i ty.  

o L atency 
o Errors 
o Ci rcu i t capaci ty 
o B ack u p connecti v i ty test reports 
o Av ai l ab i l i ty 

5 .1.7  S e c u r i t y  

T h e systems and processes u sed to prov i de managed serv i ces 
h av e b een desi gned to b e secu re and stab l e. T h e approach  
ou tl i ned b el ow  descri b es Ci sco’s prev entati v e measu res f or 
al i gni ng th e systems at Ci sco w i th  appropri ate secu ri ty 
standards. 

o Ph ysi cal  
o B u i l di ng Control s - Ci sco u ti l i z es a gl ob al  

Enterpri se L enel  S ecu ri ty S ystem th at 
consi sts of  Access Control  and V i deo 
M anagement. Al l  peri meter entrances are 
control l ed/ moni tored b y a card reader ( w i th  
camera) or an Emergency Ex i t ( door 
contacts w i th  si ren). T h e Access Control l er 
commu ni cates w i th  th e regi onal  serv er v i a 
Ci sco’s WAN. T h e CCT V  v i deo i s di gi tal l y 
arch i v ed on L enel  Netw ork  R ecorders ( L NR ). 

o B adge Access - Al l  card readers req u i re a 
Ci sco Prox  b adge f or access. A b adge w i l l  
onl y b e i ssu ed to an empl oyee or contractor 
af ter th e i ndi v i du al  compl etes an H R  b adge 
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appl i cati on and passes a b ack grou nd ch eck . 
At th i s poi nt, th e person i s entered i nto th e 
Ci sco H R  datab ase. T h e H R  datab ase 
i nterf aces w i th  th e L enel  Access Control  
S ystem to create th e person’s b adge record. 

o Ph ysi cal  separati on - Ci sco space i s di v i ded 
i nto 3 b asi c areas compri sed of : 

• Pu b l i c space – L ob b i es th at are 
occu pi ed b y a L ob b y Amb assador 
( R ecepti oni st), al l ow  th e pu b l i c access 
du ri ng b u si ness h ou rs. Af ter h ou rs, th e 
peri meter l ob b y doors are u nder card 
reader control . 

• Ci sco G eneral  Access – T h ese areas 
are accessi b l e to al l  Ci sco empl oyees 
and b adged contractors. 

• Ci sco R estri cted Access – T h ese areas 
are restri cted to personnel  th at h av e a 
b u si ness need f or b adge access. 
Approv al  f or b adge access i s ev al u ated 
and granted b y th e department/ person 
th at i s th e regi stered ow ner of  th e 
speci f i c restri cted area. 

o F aci l i t i es M oni tori ng - Al l  Ci sco secu ri ty systems are 
moni tored b y th e correspondi ng regi onal  Ci sco 
S ecu ri ty/ F aci l i ty Operati on Center ( S F OC). T h e 
S F OCs are staf f ed 24x 7. 

o Netw ork  S ecu ri ty - Netw ork s are segmented and are 
u nder control l ed access th rou gh  th e u se of  l ayer-2 
th rou gh  l ayer-7 control  mech ani sms. T h e Netw ork  i s 
su b di v i ded i nto th e l ogi cal  segments b ased on data 
cri ti cal i ty. Access to each  Netw ork  i s b ased on 
mandatory access control s th at are b ased on th e u ser 
rol e and b u si ness need. Netw ork  control s are 
rev i ew ed on a peri odi c b asi s b y b oth  i nternal  and 
ex ternal  assessment teams. 

o Operati ng S ystem - Operati ng systems are control l ed 
th rou gh  central i z ed accou nt management and 
accessed th rou gh  encrypted ch annel s. Each  
operati ng system b u i l d i s b ased on a h ardened 
systems i mage. Each  i mage enf orces mi ni mu m 
serv i ces and daemons f or th e f u ncti on of  th e system 
and u ti l i z es h ost-b ased anomal y detecti on systems to 
prev ent mal i ci ou s acti v i ty. Operati ng systems are 
rev i ew ed on a peri odi c b asi s b y b oth  i nternal  and 
ex ternal  assessment teams. 

o Appl i cati ons - Appl i cati ons are control l ed th rou gh  th e 
u se of  u ser rol e-b ased access control  and enf orced 
th rou gh  th e u se of  strong passw ord pol i ci es. 
Connecti ons to appl i cati ons are th rou gh  encrypted 
ch annel s. Appl i cati ons u ndergo a peri odi c code 
rev i ew  and th reat assessment on a b i -annu al  b asi s. 

o D ata  - D ata access i s enf orced th rou gh  th e u se of  
rol e-b ased access control  l i sts th at i ntegrate w i th  
central i z ed accou nt management systems. D ata 
i ntegri ty and av ai l ab i l i ty i s control l ed th rou gh  a ni gh tl y 

b ack u p sch edu l e. D ata cl assi f i cati on i s b ased on th e 
Ci sco i nf ormati on cl assi f i cati on pol i cy. 

5 .1.8  L i m i t a t i o n s  

• Under any ci rcu mstances, Ci sco w i l l  not b e h el d l i ab l e 
to th e Cu stomer or any oth er parti es f or th e 
i nterru pti on of  S erv i ce, mi ssed S L As or S erv i ce L ev el  
Ob j ecti v es ( “ S L O” ), or f or any oth er l oss, cost, or 
damage th at resu l ts f rom th e i mproper u se, 
mai ntenance of  th e CPE or del ay i n access to CPE. 

• Unl ess oth erw i se agreed u pon, ti tl e to al l  CPE sh al l  
remai n i n Ci sco’s possessi on. T h e Cu stomer sh al l  b e 
responsi b l e f or prov i si oni ng and mai ntai ni ng th e 
el ectri c pow er consu med b y CPE. Ci sco ex pects th at, 
at th e ti me of  remov al , th e CPE sh al l  b e i n th e same 
condi ti on as w h en i nstal l ed, w i th  th e ex pectati on of  
normal  w ear and tear. Cu stomers w i l l  rei mb u rse 
Ci sco f or th e depreci ated costs of  any CPE th at i s 
deemed b eyond normal  w ear and tear. 

6 .0 C u s t o m e r  P r o v i d e d  M a n a g e m e n t  C o n n e c t i v i t y  
( O p t i o n a l ) .  

I n th e ev ent Cu stomer el ects to assu me responsi b i l i ty f or 
prov i di ng M anagement Connecti v i ty, Cu stomer mu st compl y 
w i th  th e f ol l ow i ng req u i rements: 
T o ensu re th at th e NOC i s enab l ed to prov i de S erv i ces f or 
M anaged Components, Ci sco req u i res Cu stomers to su ppl y 
i nf ormati on, commu ni cati ons, and connecti v i ty.  T h ese 
req u i rements are cri ti cal  to th e NOC to prov i de opti mal , and i n 
some cases any, S erv i ces. 
6 .1 E q u i p m e n t  

• Cu stomer i s responsi b l e f or prov i di ng and mai ntai ni ng 
th e h ardw are and sof tw are to b e managed as 
M anaged Components i ncl u di ng mai ntenance 
cov erage on th e M anaged Components. 

• Cu stomer i s responsi b l e f or th e ph ysi cal  secu ri ty of  
th e M anaged Components. 

• Cu stomer mu st agree to al l ow  Ci sco to retai n and 
pu b l i sh  aggregate stati sti cs and metri cs f or non-
i denti f i ab l e trendi ng anal ysi s. 

• Cu stomer i s responsi b l e f or prov i di ng b ack -u p 
procedu res and conf i gu rati on data f or M anaged 
Components th at do not h av e conf i gu rati ons th at can 
b e arch i v ed remotel y.  T h e NOC w i l l  w ork  w i th  th e 
Cu stomer to prov i de b ack -u p procedu res f or th ese 
M anaged Components so th at th ese conf i gu rati ons 
are av ai l ab l e f or recov ery f rom di sk  dri v es on oth er 
serv ers or on-si te tape systems at th e Cu stomer’s 
premi ses. T h e Cu stomer i s responsi b l e f or ensu ri ng 
th at th ese b ack u ps ru n correctl y.   

• I f  th e Cu stomer req u i res Ci sco to prov i de opti onal  
stagi ng S erv i ces, or req u i res eq u i pment to b e sent to 
Ci sco, th e Cu stomer agrees to sh i p eq u i pment v i a 
pre-pai d f rei gh t to and f rom th e Ci sco l ocati ons. 



Page 9 of  9 
 

  
 

6 .2  C o n n e c t i v i t y  
• T h e Cu stomer i s responsi b l e f or prov i di ng one or 

more management ch annel s, su ch  as a f rame rel ay 
PV C or a dedi cated V PN tu nnel , to a M anaged 
Component at a si te of  th e Cu stomer’s netw ork .  T h e 
si z e of  th e management ch annel  can v ary dependi ng 
on th e nu mb er and type of  M anaged Components 
and th e S erv i ces pu rch ased. 

• T h e Cu stomer sh ou l d prov i de ou t-of -b and access to 
M anaged Components i n th e f orm of  a 1F B  ph one 
l i ne or dedi cated PB X  ex tensi on w i th  D I D  capab i l i t i es 
pri or to th e i nstal l ati on date at each  si te w h ere 
M anaged Components are l ocated.  T h e ou t-of -b and 
access ph one l i ne mu st b e connected to a dedi cated 
di al  modem prov i ded b y th e Cu stomer or pu rch ased 
f rom Ci sco.   

• T h e component w h ere th e management ch annel  
termi nates mu st h av e access to th e oth er managed 
dev i ces. 

• Ci sco’s R emote I T -I nf rastru ctu re M anagement 
S erv i ce i s del i v ered u si ng a col l ecti on of  protocol s 
and ports. Al l  of  th ese desi gnated enti ti es are req u i red 
i n order to recei v e Ci sco’s f u l l  su i te of  management 
S erv i ces.  

6 .3  A c c e s s  t o  M a n a g e d  C o m p o n e n t s  
• T h e Cu stomer i s responsi b l e f or prov i di ng appropri ate 

access to al l  M anaged Components. 
• T h e Cu stomer mu st agree to non-di sru pti v e i nq u i ri es 

f or i nv entory asset di scov ery of  M anaged 
Components. 

• Cu stomer mu st b e w i l l i ng to u se an access-control  
serv er to ensu re conf i gu rati on ch anges are l ogged i n 
env i ronments w h ere mu l ti pl e parti es sh are access to 
M anaged Components.   

• Cu stomer mu st prov i de appropri ate access to 
managed dev i ces to al l ow  remote arch i v i ng of  I OS  
dev i ce conf i gu rati on f i l es. R emote arch i v i ng enab l es 
Ci sco to rapi dl y recov er f rom dev i ce corru pti on or 
f ai l u re. 

• Cu stomer i s responsi b l e f or prov i di ng tech ni cal  or 
non-tech ni cal  “ v i rtu al  arms and l egs”  at remote si tes 
to assi st th e NOC i n task s th at cannot b e perf ormed 
remotel y. 

6 .4  S u p p o r t  f o r  N o n -M a n a g e d  C o m p o n e n t s  
• Ci sco does not prov i de any su pport f or Non-M anaged 

Components. Ci sco h as a prof essi onal  S erv i ces 
process f or h andl i ng su pport req u ests. 

• T h e Cu stomer i s responsi b l e f or managi ng any Non-
M anaged Components. 

6 .5  C o m m u n i c a t i o n s  
• Cu stomer i s responsi b l e f or w ork i ng w i th  Ci sco to 

al l ow  Ci sco’s Ch ange M anagement Process to w ork  
w i th i n th e conf i nes of  th e Cu stomer’s Ch ange 
M anagement Process. Ci sco tak es a co-management 
approach  to managed S erv i ces al l ow i ng Cu stomers 
and oth er Cu stomer-approv ed v endors to retai n 
access to th e Cu stomer’s dev i ces. B ecau se mu l ti pl e 
parti es can mak e ch anges to th e env i ronment, Ci sco 
req u i res th at anyone w i th  access to th e Cu stomer’s 
env i ronment f ol l ow  a consi stent and docu mented 
Ch ange M anagement Processes. T h i s process w i l l  b e 
rev i ew ed and agreed u pon pri or to compl eti on of  th e 
i mpl ementati on process.   

• Cu stomer i s responsi b l e f or su ppl yi ng th e NOC w i th  
ch anged data w i th  respect to th e Cu stomer and 
M anaged Components, as needed, v i a th e Portal . 

• Cu stomer i s responsi b l e f or th e ti mel y del i v ery of  
i nf ormati on req u i red f or conf i gu rati on of  M anaged 
Components-noti f i cati on procedu res. 

• Cu stomer sh ou l d noti f y th e NOC 72 h ou rs i n adv ance 
of  any sch edu l ed mai ntenance 

• Cu stomer mai ntai ns sol e responsi b i l i ty f or i nf ormi ng 
Ci sco of  Cu stomer empl oyee statu s ch anges. 

• Cu stomer i s responsi b l e f or prov i di ng and mai ntai ni ng 
a l i st of  Cu stomer empl oyees au th ori z ed to req u est 
ch anges. 

• Cu stomer i s responsi b l e f or prov i di ng and mai ntai ni ng 
an escal ati on path  w i th i n th e Cu stomer’s empl oyees. 

6 .6  T r a i n i n g  
• Cu stomer i s responsi b l e f or end-u ser trai ni ng on 

appl i cati on f u ncti onal i ty. 

F or more i nf ormati on on Ch ange M anagement, pl ease ref er to 
Ci sco Ch ange M anagement S erv i ces f or Ci sco R emote 
M anagement S erv i ce. 
-END - 

 


