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Service D es crip t io n :  N et w o rk  O p t im iz a t io n  Service
This document descr ib es the Netw or k  O p timiz a tion S er v ice. 
Related Documents: This document shoul d b e r ea d in conj unction w ith the f ol l ow ing  documents a l so p osted a t 
w w w .cisco.com/ g o/ ser v icedescr ip tions/  : ( 1 )  G l ossa r y  of  Ter ms;  ( 2 )  L ist of  S er v ices Not C ov er ed;  a nd ( 3 )  S ev er ity  a nd 
E sca l a tion G uidel ines. A l l  ca p ita l iz ed ter ms in this descr ip tion ha v e the mea ning  a scr ib ed to them in the G l ossa r y  of  
Ter ms. 
Di r ect S ale f r om C i sco.  I f  y ou ha v e p ur cha sed these S er v ices dir ectl y  f r om C isco, this document is incor p or a ted into 
y our  M a ster  S er v ices A g r eement ( M S A ) , A dv a nced S er v ices A g r eement ( A S A ) , or  eq uiv a l ent ser v ices a g r eement 
ex ecuted b etw een y ou a nd C isco. A l l  ca p ita l iz ed ter ms not def ined in the S up p l ementa l  G l ossa r y  of  Ter ms f or  
Netw or k  O p timiz a tion S er v ice a t the end of  this document ha v e the mea ning  a scr ib ed in the M S A  or  eq uiv a l ent 
ser v ices a g r eement ex ecuted b etw een y ou a nd C isco. I f  not a l r ea dy  cov er ed in y our  M S A  or  eq uiv a l ent ser v ices 
a g r eement, this document shoul d b e r ea d in conj unction w ith the R el a ted D ocuments identif ied a b ov e. I n the ev ent of  
a  conf l ict b etw een this S er v ice D escr ip tion a nd y our  M S A  or  eq uiv a l ent ser v ices a g r eement, this S er v ice D escr ip tion 
sha l l  g ov er n. 
S ale v i a C i sco A uth or i z ed Reseller .  I f  y ou ha v e p ur cha sed these S er v ices thr oug h a  C isco A uthor iz ed R esel l er , this 
document is f or  descr ip tion p ur p oses onl y ;  is not a  contr a ct b etw een y ou a nd C isco. The contr a ct, if  a ny , g ov er ning  
the p r ov ision of  this S er v ice w il l  b e the one b etw een y ou a nd y our  C isco A uthor iz ed R esel l er . Y our  C isco A uthor iz ed 
R esel l er  shoul d p r ov ide this document to y ou, or  y ou ca n ob ta in a  cop y  of  this a nd other  C isco ser v ice descr ip tions a t 
w w w .cisco.com/ g o/ ser v icedescr ip tions/ . A l l  ca p ita l iz ed ter ms not def ined in the S up p l ementa l  G l ossa r y  of  Ter ms f or  
Netw or k  O p timiz a tion S er v ice a t the end of  this document ha v e the mea ning  a scr ib ed in the G l ossa r y  of  Ter ms a t the 
a b ov e U R L .  
This Netw or k  O p timiz a tion S er v ice is intended to sup p l ement a  cur r ent sup p or t a g r eement f or  C isco p r oducts a nd is 
onl y  a v a il a b l e w her e a l l  Pr oduct( s)  in C ustomer ’ s Netw or k  is sup p or ted thr oug h a  minimum of  cor e ser v ices such a s 
C isco’ s S M A R Tnet a nd S of tw a r e A p p l ica tion S er v ices, a s a p p l ica b l e or , outside of  U nited S ta tes a nd C a na da , under  
C isco’ s S ha r ed S up p or t Pr og r a m. W her e a v a il a b l e, C isco sha l l  p r ov ide the Netw or k  O p timiz a tion S er v ice descr ib ed 
b el ow  a s sel ected a nd deta il ed on the Pur cha se O r der  f or  w hich C isco ha s b een p a id the a p p r op r ia te f ee. C isco sha l l  
p r ov ide a  Q uote f or  S er v ices ( “ Q uote” )  setting  out the ex tent of  the S er v ices a nd dur a tion tha t C isco sha l l  p r ov ide 
such S er v ices. C isco sha l l  r eceiv e a  Pur cha se O r der  tha t r ef er ences the Q uote a g r eed b etw een the p a r ties a nd tha t, 
a dditiona l l y , a ck now l edg es a nd a g r ees to the ter ms conta ined ther ein. 
S er v i ces S ummar y   
Netw or k  O p timiz a tion S er v ice incl udes a r ea s of  Netw or k  S up p or t, Netw or k  L ea r ning , a nd Netw or k  A ssessment. 
Netw or k  O p timiz a tion S er v ice p r ov ides r emote del iv er y  of  C isco sup p or t f or  C ustomer  cor e tr a nsp or t, a g g r eg a tion, 
L A N, a nd W A N Netw or k s, a ddr essing  the f ol l ow ing : 

o S up p or ted Pr oducts a nd technol og ies incl uding  dev ices w hich f or w a r d a nd/ or  p r ocess r outed I P a nd sw itched 
E ther net tr a f f ic such a s w ir ed or  w ir el ess r ep ea ter s/ hub s, sw itches, a nd r outer s. S up p or ted Pr oducts ex cl ude 
a ny  Pr oducts decl a r ed to b e “ E nd of  S up p or t.”  

o A p p l ica tion-sp ecif ic C isco dev ices essentia l  to the nor ma l  b usiness op er a tion of  the Netw or k  a r e a l so 
sup p or ted. A p p l ica tion-sp ecif ic dev ices a r e def ined a s C isco f ir ew a l l s, C isco intr usion detection dev ices, a nd 
C isco V PN Pr oducts. 
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N e t w o r k  O p t i m i z a t i o n  S e r v i c e  
 
C i s c o  R e s p o n s i b i l i t i e s  
Cisco’ s Net w ork  Opt imiz at ion Service consist s of  t h e provision of  Services described below , w h ere available w h ich  
Cisco sh all provide f or t h e Cust omer’ s Net w ork  during Normal Business Hours (unless st at ed ot h erw ise). Services 
provided by  Cisco are remot ely  delivered unless ot h erw ise not ed. Cisco sh all provide t h e f ollow ing G eneral Support  
provisions f or all Services select ed by  Cust omer: 
 
G e n e r a l  S u p p o r t  

 
o Designat e an engineer (“Advanced Services Engineer” ) t o act  as t h e primary  int erf ace w it h  Cust omer f or it s 

Net w ork . 
o Sch edule w it h  Cust omer up t o f our (4) q uart erly  visit s per y ear (not  t o ex ceed eigh t  (8 ) day s in aggregat e) t o 

Cust omer' s sit e t o review  Deliverables and Act ivit ies and plan f or t h e nex t  q uart er. Addit ional visit s w ill be 
mut ually  agreed upon at  Cisco’ s t h en-current  t ravel and labor rat es. 

o Sch edule periodic (t y pically  w eek ly ) conf erence calls t o review  Cust omer’ s Net w ork  st at us, planning, and t h e 
Services being provided. 

o Est ablish  a Cust omer-specif ic Cisco email alias t o f acilit at e communicat ion w it h  Advanced Services Engineer. 
o Provide cert ain Dat a Collect ion Tools Cisco ident if ies as appropriat e f or Net w ork  dat a collect ion during t h e 

Term of  t h e Services, provided t h at  all f ees due and ow ing t o Cisco under t h is Service Descript ion h ave been 
paid. Dat a Collect ion Tools may  or may  not  include h ardw are or sof t w are. Cust omer ack now ledges and 
agrees Cisco sh all ret ain f ull righ t , t it le, and int erest  t o t h e Dat a Collect ion Tools. In addit ion t o Cisco provided 
t ools, t h e Advanced Services Engineer may  ut iliz e Cust omer provided dat a, script s, or int ernal t ools t o assist  
in collect ing dat a f rom t h e Cust omer Net w ork .  

 
Th e q uant it y , delivery  f req uency  of  t h e Deliverables, and ef f ort s f or ongoing Act ivit ies w ill vary  depending on 
Cust omer req uirement s and w h at  Cust omer and Cisco mut ually  agree upon w h en Services are purch ased. If  any  
ex ist , geograph ic delivery  limit at ions are described in t h e “Support  Limit at ions t o Services Of f ered”  sect ion. 

 
N e t w o r k  A s s e s s m e n t   

• D e s i g n  S t r a t e g y  
o Provide Dat a Cent er Arch it ect ure V irt ualiz at ion Assessment . Cisco w ill consult  w it h  Cust omer via a series of  

meet ings t o ident if y  t h e f ut ure arch it ect ure req uirement s f or a dat a cent er consolidat ion or dat a cent er 
virt ualiz at ion. A Dat a Cent er Arch it ect ure V irt ualiz at ion Assessment  may  include, among ot h er inf ormat ion: 
• Review  of  t h e current  dat a cent er inf rast ruct ure and f ut ure Net w ork  req uirement s f or consolidat ion, 

virt ualiz at ion, or bot h   
• Review  of  t h e t ech nology  arch it ect ure lay ers such  as f acilit ies, Net w ork , server, and applicat ion plat f orms 
• Analy sis of  t ech nology  f easibilit y  
• Analy sis of  consolidat ion and/or virt ualiz at ion impact  t o applicat ion business services domains 
• Analy sis of  server invent ory , perf ormance dat a, and operat ing sy st em dat a 
• Analy sis of  pot ent ial server consolidat ion and/or virt ualiz at ion cost s and savings relat ed t o server h ardw are 

and inf rast ruct ure licenses 
• Report  describing t h e analy sis comparing Cust omer’ s current  pract ices t o Cisco’ s recommended best  

pract ices and recommendat ions f or server consolidat ion and/or virt ualiz at ion 
• Report  describing analy sis of  perf ormance, availabilit y , component  invent ory  and/or int er-dependencies of  

domains and view s, service, and dat a t ransport , and recommendat ions  
• Report  describing opport unit ies and st eps needed f or opt imiz at ion, consolidat ion, and /or virt ualiz at ion w it h  

recommendat ions 
o Provide Design Review . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o develop a t h orough  

underst anding of  Cust omer Net w ork  design req uirement s, t y pically  f ocusing on business req uirement s f or 
increment al grow t h  such  as adding or migrat ing new  f eat ures, Hardw are, t opologies, or solut ions t o t h e 
ex ist ing arch it ect ure or design. A Design Review  may  include, among ot h er inf ormat ion, t h e f ollow ing: 
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� Review  of  Cust omer’ s design req uirement s, priorit ies, and goals 
� Analy sis of  impact  of  new  req uirement s on t h e ex ist ing Net w ork  
� Review  of  Net w ork  arch it ect ure and t opology  
� Review  of  prot ocol select ion and conf igurat ion 
� Review  of  f eat ure select ion and conf igurat ion 
� Review  of  device securit y  considerat ions (i.e. aut h ent icat ion, V LANs, subnet  isolat ions, et c.) 
� Report  describing t h e new  or current  design w it h  recommendat ions 

o Provide Test  Cy cle and Review . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o develop a 
t h orough  underst anding of  Cust omer’ s solut ion-orient ed t est ing goals and req uirement s. Cisco w ill ex ecut e 
net w ork ing t est s t o prove or disprove t h eories and report  f indings t o Cust omer. A Test  Cy cle and Review  may  
include, among ot h er inf ormat ion, t h e f ollow ing: 
� Review  of  Cust omer’ s t est ing goals and business obj ect ives 
� Collaborat e on a Test  Plan  
� Analy sis of  req uirement s such  as plat f orms, t opology , prot ocols, and conf igurat ions 
� Report  describing t est  f indings and recommendat ions 

o Provide Test ing and Lab St rat egy  Review . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o 
develop a t h orough  underst anding of  Cust omer’ s net w ork ing device t est ing capabilit ies, lab st rat egy , 
pract ices, and business goals. A Test ing and Lab St rat egy  Review  w ill cont ain overall st rat egy  
recommendat ions and may  include, among ot h er inf ormat ion, t h e f ollow ing: 
� Review  of  Cust omer’ s t est  environment , resources, concerns, and ch allenges 
� Analy sis of  Cust omer’ s current  t est ing pract ices and lab st rat egy  
� Report  describing t h e analy sis comparing Cust omer’ s current  pract ices t o Cisco’ s recommended best  

pract ices and Cisco’ s recommendat ions 
 

• S o f t w a r e  S t r a t e g y  
o Provide Sof t w are Management  St rat egy  Review . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o 

develop a t h orough  underst anding of  Cust omer’ s Sof t w are management  req uirement s and pract ices such  as 
st andards, migrat ion t riggers, and implement at ion met h odologies. A Sof t w are Management  St rat egy  Review  
w ill cont ain overall st rat egy  recommendat ions and may  include, among ot h er inf ormat ion: 
� Review  of  Cust omer’ s Sof t w are management  concerns and ch allenges 
� Analy sis of  Cust omer’ s current  pract ices relat ed t o est ablish ing and managing Sof t w are release 

st andards and Sof t w are migrat ion t riggers 
� Analy sis of  Cust omer’ s current  pract ices relat ed Sof t w are select ion, t est ing, st aging, deploy ment , and 

t roublesh oot ing 
� Report  describing t h e analy sis comparing Cust omer’ s current  pract ices t o Cisco’ s recommended best  

pract ices and Cisco’ s recommendat ions 
� Assist ance est ablish ing Sof t w are Track  met h odologies 
� Assist ance def ining Cust omer-specif ic Sof t w are migrat ion t riggers 
� Assist ance in def ining f eat ure req uirement s and perf ormance/availabilit y  obj ect ives as relat es t o Sof t w are 

st rat egy  
 

• H a r d w a r e  S t r a t e g y  
o Provide Net w ork  Resiliency  Assessment . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o 

underst and Cust omer’ s Net w ork  arch it ect ure or design, primarily  f ocusing on resiliency  and availabilit y . A 
Net w ork  Resiliency  Assessment  w ill cont ain recommendat ions t o improve resiliency  and availabilit y  and may  
include, among ot h er inf ormat ion: 
� Review  Cust omer’ s Net w ork  arch it ect ure and design specif ic t o resiliency  req uirement s 
� Analy sis of  st rat egic locat ions w it h in t h e IP inf rast ruct ure ex amining t opology , prot ocols, conf igurat ions, 

Net w ork  services, pow er, and environment  
� Report  describing t h e analy sis comparing Cust omer’ s current  pract ices t o Cisco’ s recommended best  

pract ices and recommendat ions t o improve Net w ork  resiliency  
 

• N e t w o r k  M a n a g e m e n t  S t r a t e g y  
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o Provide Net w ork  Management  Arch it ect ure Roadmap Review . Cisco w ill consult  w it h  Cust omer via a series of  
meet ings t o underst and Cust omer’ s Net w ork  management  arch it ect ure pract ices, f ocusing on capabilit ies and 
scalabilit y . A Net w ork  Management  Arch it ect ure Roadmap Review  may  include, among ot h er inf ormat ion, t h e 
f ollow ing: 
� Review  Cust omer’ s Net w ork  arch it ect ure and design 
� Review  Cust omer’ s Net w ork  management  inst rument at ion arch it ect ure and design 
� Review  Cust omer’ s Net w ork  management  goals and business req uirement s 
� Analy sis of  Cust omer’ s f ault  management , perf ormance management , conf igurat ion management , and 

securit y  management  pract ices and capabilit ies 
� Report  describing t h e analy sis comparing Cust omer’ s current  pract ices and capabilit ies t o Cisco’ s 

recommended best  pract ices, and recommendat ions t o meet  Cust omer’ s Net w ork  management  business 
req uirement s 

 
• C h a n g e  M a n a g e m e n t  S t r a t e g y  
o Provide Applicat ion V isibilit y  and Management  W ork sh op. Cisco w ill consult  w it h  Cust omer t o underst and 

Cust omer’ s IT inf rast ruct ure applicat ion and / or management  problems. Af t er t h e W ork sh op, a w h it epaper, 
h igh -level design document , or ot h er document  w ill t y pically  be provided and may  include, among ot h er 
inf ormat ion, t h e f ollow ing: 
� Review  of  Cust omer’ s applicat ion perf ormance goals 
� Analy sis of  possible solut ions or approach es relevant  t o t h e t opics discussed in t h e W ork sh op 
� Report  describing specif ic design and / or arch it ect ural recommendat ions  

o Provide Curriculum Planning Review . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o underst and 
and assess t raining needs. A Curriculum Planning Review  is provided in English  by  def ault , ot h er languages 
subj ect  t o availabilit y . A Curriculum Planning Review  may  include, among ot h er inf ormat ion, t h e f ollow ing: 
� Review  up t o t w o j ob roles and one t ech nology  by  def ault  
� Analy sis of  f indings 
� Report  describing t h e analy sis, Cust omer’ s current  sk ills gaps, and Cisco’ s recommendat ions  

o Provide Medianet  Readiness Assessment . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o 
underst and and assess Cust omer’ s Unif ied Medianet  readiness. A Medianet  Readiness Assessment  is 
comprised of  t h e f ollow ing: 
� Review  of  Cust omer’ s Net w ork  design and services 
� Review  of  Cust omer’ s Net w ork  document at ion 
� Analy sis of  inf ormat ion collect ed ex amining Net w ork  t opology , prot ocols, conf igurat ions, and environment  
� Report  describing t h e analy sis comparing Cust omer’ s current  pract ices t o Cisco’ s recommended best  

pract ices and recommendat ions t o prepare f or Unif ied Medianet  readiness  
o Provide Net w ork  Device Securit y  Assessment . Cisco w ill consult  w it h  Cust omer via a series of  meet ings t o 

underst and and analy z e aspect s of  Cust omer’ s Net w ork  device securit y . A Net w ork  Device Securit y  
Assessment  may  include, among ot h er inf ormat ion, t h e f ollow ing: 
� Review  of  Cust omer’ s Net w ork  device securit y  goals and req uirement s 
� Analy sis of  Net w ork  device conf igurat ions f ocused on securit y  h ardening of  t h e individual devices 
� Analy sis of  f irew all rules f or common conf igurat ion issues 
� Report  describing t h e analy sis comparing Cust omer’ s current  pract ices t o Cisco’ s recommended best  

pract ices and Cisco’ s recommendat ions (sampled based on siz e and conf igurat ion of  net w ork ) 
� Report  describing priorit iz ed list  of  discovered vulnerabilit ies and most  crit ical f indings 
� Int eract ive present at ion of  f indings, analy sis, and recommendat ions 

o Provide Operat ions Risk  Management  Assessment . Cisco w ill consult  w it h  Cust omer via a series of  meet ings 
t o underst and Cust omer’ s operat ional pract ices. An Operat ions Risk  Management  Assessment  may  include, 
among ot h er inf ormat ion, t h e f ollow ing: 
� Review  Cust omer’ s operat ional processes regarding incident  management , problem management , 

conf igurat ion management , ch ange management , release management , Net w ork  perf ormance and 
capacit y  management , availabilit y  management , service level management , Net w ork  resiliency , securit y  
management , IT service cont inuit y  management , and st af f ing 

� Review  Cust omer’ s operat ional processes of  Net w ork  management  sy st ems t ools and inst rument at ion  
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� Report  describing specif ic operat ions opt imiz at ion recommendat ions based on indust ry  leading pract ices 
o Provide Unif ied Communicat ions Operat ions Support  Planning W ork sh op. Cisco w ill consult  w it h  Cust omer 

via a series of  meet ings t o underst and and Cust omer’ s Unif ied Communicat ions Net w ork  readiness. A Unif ied 
Communicat ions Operat ions Support  Planning W ork sh op may  include, among ot h er inf ormat ion, t h e 
f ollow ing: 
� Review  Cust omer’ s proposed Unif ied Communicat ions h igh -level design and solut ion req uirement s 
� Review  Cust omer’ s Net w ork  document at ion 
� Analy sis of  current  Net w ork  inf rast ruct ure and t h e Net w ork ’ s readiness t o support  t h e proposed Unif ied 

Communicat ion design 
� Analy sis of  current  voice inf rast ruct ure and conf igurat ions t o support  proposed Unif ied Communicat ions 

design 
� Report  describing t h e analy sis comparing Cust omer’ s current  pract ices and capabilit ies t o Cisco’ s 

recommended best  pract ices, and Cisco’ s recommendat ions t o meet  Cust omer’ s Net w ork  management  
business req uirement s 

 
N e t w o r k  S u p p o r t   

• D e s i g n  S t r a t e g y  
o Provide inf ormal, Ongoing Design Support  f or increment al ch anges t o t h e Net w ork  or arch it ect ure. 
o Provide Topology  Diagram Report . Th ese report s t y pically  analy z e Cust omer’ s product ion conf igurat ions (per 

device) t o graph ically  depict  connect ivit y  and spat ial relat ionsh ips.  
 

• S o f t w a r e  S t r a t e g y  
o Provide inf ormal, Ongoing Sof t w are Support  f or increment al ch anges t o t h e Net w ork  or arch it ect ure. 
o Provide Conf igurat ion Best  Pract ices Report . Th ese report s t y pically  ex amine Cust omer’ s product ion 

conf igurat ions (per device) and compare t h em t o Cisco’ s best  pract ice recommendat ions. Th e f ocus of  t h e 
best  pract ices is t y pically  w it h in t h e f ollow ing areas: 
� Tech nology  and Sof t w are f eat ures 
� Rout ing or rout ed prot ocols 
� Device securit y  management   
� Device net w ork  management   

o Provide Cust om Conf igurat ion Report . Th ese report s t y pically  analy z e Cust omer’ s product ion conf igurat ions 
(per device) t o compare t h em t o Cust omer’ s conf igurat ion st andards t emplat es or Cisco’ s recommended 
conf igurat ion t emplat es.  

o Provide Sof t w are Inf rast ruct ure Analy sis Report . Inf ormat ion in t h ese report s t y pically  include: 
� Cust omer st andards and conf ormance t o Sof t w are release recommendat ions  
� Sof t w are release diversit y  
� Sof t w are Track  relat ed h igh -level analy sis of  Sof t w are Advisories, Sof t w are Def errals, and Sof t w are 

release milest ones such  as End of  Sale, End of  Engineering, and End of  Lif e st at us 
o Provide Sof t w are Recommendat ion Report . Each  report  covers a single Sof t w are Track  and may  include, 

among ot h er inf ormat ion, t h e f ollow ing: 
� Overall Sof t w are recommendat ion Cust omer sh ould t est  and consider 
� Descript ions of  new  Sof t w are f eat ures 
� Unresolved Sof t w are bugs t o w h ich  Cust omer may  be ex posed and if  possible, appropriat e w ork arounds 
� Periodically  updat ed f ollow -up report s, at  a rat e of  no more t h an once per mont h , f or up t o 120  day s f rom 

t h e original Sof t w are recommendat ion dat e 
o Provide Sof t w are Securit y  Alert . Th ese report s provide inf ormat ion about  Cisco’ s Sof t w are Advisories and 

t y pically  include: 
� Analy sis of  h ow  a Cisco Securit y  Advisory  may  or may  not  af f ect  Cust omer’ s Net w ork  
� Recommendat ions t o mit igat e risk  
� List  of  af f ect ed or pot ent ially  af f ect ed Net w ork ing devices 
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• H a r d w a r e  S t r a t e g y  
o Provide inf ormal, Ongoing Hardw are Support  f or increment al ch anges t o t h e Net w ork  or arch it ect ure. 
o Provide Engineering Recommendat ion Report . Th ese report s t y pically  provide recommendat ions or best  

pract ices about  a subset  of  Net w ork ing devices. Th ese report s t y pically  include inf ormat ion regarding: 
� St abilit y , perf ormance, or t uning recommendat ions 
� Engineering recommendat ions f or plat f orms, t opology , prot ocols, conf igurat ions, Net w ork  services, 

pow er, or environment  
o Provide Hardw are End of  X  (milest ones) Report . Th ese report s t y pically  provide inf ormat ion about  Cisco’ s 

product  f amily  milest ones such  as: 
� End of  Sale (t h e product  is no longer sold by  Cisco) 
� End of  Engineering (t h e product  is no longer receiving engineering maint enance) 
� End of  Lif e (t h e product  is no longer support ed by  Cisco) 

o Provide Hardw are Field Not ice Report . Th ese report s provide inf ormat ion about  Cisco’ s Field Not ices and 
t y pically  include: 
� Analy sis of  h ow  a Cisco Field Not ice may  or may  not  af f ect  Cust omer’ s Net w ork  
� Recommendat ions t o mit igat e risk  
� List  of  af f ect ed or pot ent ially  af f ect ed Net w ork ing devices 

o Provide Tech nology  or Prot ocol Audit . Audit s are usually  limit ed t o no more t h an 5 0 0  devices polled f rom a 
single net w ork  collect or. Audit s t y pically  include inf ormat ion and analy sis such  as t h e f ollow ing: 
� Analy sis of  perf ormance, f ault , or capacit y  inf ormat ion 
� Hardw are invent ory  inf ormat ion 
� Ex cept ion based report ing 
� Device, f eat ure, or prot ocol recommendat ions 

 
• N e t w o r k  M a n a g e m e n t  S t r a t e g y  
o Provide inf ormal, Ongoing Net w ork  Management  Support  f or inst rument at ion. Assist ance is limit ed t o Simple 

Net w ork  Management  Prot ocol (SNMP) Management  Inf ormat ion Base (MIB) polling or Trap collect ion 
inf ormat ion. 

o Provide Sy slog Analy sis Report . Th ese report s ex amine Cust omer Sy slog messages collect ed f rom Cisco 
devices in Cust omer’ s product ion Net w ork . Th ese report s t y pically  include inf ormat ion regarding: 
� Sy slog event  correlat ion 
� Device h ealt h  inf ormat ion 
� Baseline met rics 

 
• C h a n g e  M a n a g e m e n t  S t r a t e g y  
o Provide Availabilit y  and Operat ions G ap Resolut ion Support . Cisco w ill h elp remediat e operat ional problems 

discovered via a series of  meet ings w it h  Cust omer. Availabilit y  and Operat ions G ap Resolut ion Support  may  
include, among ot h er inf ormat ion, t h e f ollow ing: 
� Review  a gap resolut ion plan t o address operat ional gaps 
� Assist  w it h  gap remediat ion 

o Provide Net w ork  Improvement  Plan. Th ese plans int egrat e recommendat ions f rom Net w ork  Opt imiz at ion 
Service Deliverables and Act ivit ies int o a single living document . Th e Net w ork  improvement  Plan represent s 
t h e Cust omer-approved and agreed-upon Cisco recommendat ions as priorit iz ed by  a j oint  st eering commit t ee 
comprised of  Cisco and Cust omer, and may  be used by  Cust omer t o t rack  f ut ure proj ect s. 

o Provide an Ongoing Escalat ion Engineering Support  remot e resource t o j oin Cisco‘ s Tech nical Assist ance 
Cent er’ s (TAC) rest orat ion of  service act ivit ies f or unplanned or unsch eduled device or Net w ork  f ailures. 
Cust omer must  open a Service Req uest  t h e Cisco TAC prior t o cont act ing t h e Advanced Services Engineer. 
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Ongoing Escalat ion Engineering Support  is only  available t o cert ain geograph ic locat ions and w ill be specif ied 
in t h e Q uot e if  provided. W h ere available, Ongoing Escalat ion Engineering Support  t y pically  includes: 
� Tech nical evaluat ion of  init ial TAC problem diagnosis based on k now ledge of  Cust omer’ s Net w ork  
� Help t h e Cisco TAC rest ore service  

o Provide Onsit e Net w ork  Consult ing Support . In addit ion t o condit ions def ined in t h e “G eneral Support ”  
sect ion, designat e an engineer (“Advanced Services Engineer” ) onsit e at  Cust omer’ s designat ed locat ion t o 
act  as t h e primary  int erf ace w it h  Cust omer, providing general advice and guidance relat ed t o Cust omer’ s 
Net w ork . Cust omer direct ed t ask s t o be perf ormed by  Advanced Services Engineer are subj ect  t o Cisco 
approval, w h ich  sh all not  be unreasonably  w it h h eld. An Onsit e Net w ork  Consult ing Support  is only  available 
t o cert ain geograph ic locat ions and w ill be specif ied in t h e Q uot e if  provided. W h ere available, t h e f ollow ing 
may  include: 
� Ongoing, onsit e support  and t ech nical leadersh ip f rom a local Cisco Advanced Services Engineer 

available up f or t o f ive day s per w eek  (pending local w ork  rest rict ions) during Normal Business Hours 
ex cluding Cisco h oliday s, locally  recogniz ed count ry  h oliday s, vacat ion, and t raining day s.  

o Provide Onsit e Net w ork  Opt imiz at ion Support . In addit ion t o condit ions def ined in t h e “G eneral Support ”  
sect ion, designat e an engineer (“Advanced Services Engineer” ) onsit e at  Cust omer’ s designat ed locat ion t o 
act  as t h e primary  int erf ace w it h  Cust omer f or it s Net w ork , providing general advice and guidance t o lead t h e 
delivery  of  t h e Net w ork  Opt imiz at ion Service ordered by  Cust omer. Cust omer direct ed t ask s t o be perf ormed 
by  Advanced Services Engineer are subj ect  t o Cisco approval, w h ich  sh all not  be unreasonably  w it h h eld. 
Onsit e Net w ork  Opt imiz at ion Support  is only  available t o cert ain geograph ic locat ions and w ill be specif ied in 
t h e Q uot e if  provided. W h ere available, t h e f ollow ing may  include: 
� Ongoing, onsit e support  and t ech nical leadersh ip f rom a local Cisco Advanced Services Engineer 

available up f or t o f ive day s per w eek  (pending local w ork  rest rict ions) during Normal Business Hours 
ex cluding Cisco h oliday s, locally  recogniz ed count ry  h oliday s, vacat ion, and t raining day s.  

o Provide a Sch eduled Ch ange Support  remot e resource f or crit ical sch eduled ch anges. Cisco w ill mak e 
available, upon receipt  of  not  less t h an t w ent y -one (21) day s prior w rit t en req uest  by  Cust omer t o Cisco, a 
designat ed support  cont act  person w h o w ill be available t o consult  w it h  Cust omer in maj or Net w ork  service 
ch anges (i.e. maj or Hardw are upgrade(s), maj or sit e inst allat ion(s) or maj or conf igurat ion ch anges). Cust omer 
agrees t o submit  a det ailed req uest  and sch edule t o Cisco prior t o any  such  act ivit y , w h ich  may  include: 
� Collaborat ion w it h  Cust omer t o evaluat e t h e pot ent ial impact  of  t h e proposed ch anges 
� Review  t h e implement at ion procedures 
� Remot e assist ance f or Cust omer t o resolve problems w it h  Net w ork  ch anges during a maj or act ivit y  t o t h e 

product ion Net w ork  
 
N e t w o r k  L e a r n i n g   

o Provide Formal Training. Cisco w ill lead h ands-on, mult iday  cust omer premises t raining session, f ocusing on 
select ed t opics relat ed t o t h e deploy ment  and int egrat ion of  Cisco product s and t ech nologies. Formal Training 
may  include: 
� Course inst ruct ion of  t ask s such  as Net w ork  connect ivit y  f rom a k now n Net w ork  design, conf iguring 

devices, and t roublesh oot ing 
� Class availabilit y  is described on Cisco’ s w eb sit e: h t t p://w w w .cisco.com/go/ndm  

o Provide Remot e Know ledge Transf er Sessions. Cisco w ill consult  w it h  Cust omer t o ident if y  req uirement s and 
t opics f or inf ormal t raining sessions. Remot e Know ledge Transf er Sessions are: 
� Delivered in English , w it h  ot h er languages subj ect  t o availabilit y  
� Delivered remot ely  up t o f our (4) h ours in lengt h , w it h  no labs and no print ed course mat erials 
� Relevant  t o t h e Cisco product s and t ech nologies deploy ed in Cust omer’ s product ion Net w ork  

o Provide Tech nical Know ledge Library . Th e Tech nical Know ledge Library  is made available by  Cisco eit h er 
t h rough  a secure w eb-based port al (“Port al” ) or a Cisco-ow ned Cont ent  Engine w h ich  is placed on t h e 
Cust omer Net w ork . Th e Tech nical Know ledge Library  is only  available t o cert ain geograph ic locat ions and w ill 
be specif ied in t h e Q uot e if  provided. W h ere available, t h e f ollow ing is provided: 
 
� Inst allat ion, conf igurat ion, and t est ing assist ance f or t h e Cont ent  Engine; or, user account  creat ion f or t h e 

Port al 
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� Init ial assist ance in get t ing t h e Tech nical Know ledge Library  operat ional w it h  appropriat e aut h ent icat ion 
and aut h oriz at ions f or user communit y  

� Cont ent  available t o t h e specif ied number of  aut h oriz ed view ers 
� Mult imedia clips in t h e f orm of  video on demand or audio on demand cont ent  
� Cust omer-specif ic deliverables arch ive w h en delivered as part  of  an Advanced Services subscript ion 

engagement  
� Sidebar cont ent  such  as w h it e papers, case st udies, design guides, conf igurat ion guides, t roublesh oot ing 

guides, t raining document s, deploy ment  guides, online t ex t book s and/or manuals, or bumper clips 
� List ed w eb based t rainings provided via Tech nical Know ledge Library  t o aut h oriz ed view ers 
� Prevent at ive maint enance in accordance w it h  Cisco’ s normal maint enance sch edules and procedures 
� Troublesh oot ing assist ance f or issues submit t ed t o Cisco 
� Updat ed cont ent  as Cisco may  revise, updat e, and/or remove previously -released mult imedia clips and/or 

sidebar cont ent  (“updat ed cont ent ” ) and w h ereby  Cust omer sh ould discont inue any  use of  superseded 
cont ent  
 

 
C u s t o m e r  R e s p o n s i b i l i t i e s  
 
• G e n e r a l  R e s p o n s i b i l i t i e s  

o Designat e at  least  t w o (2) but  not  more t h an six  (6 ) t ech nical represent at ives t o act  as t h e primary  t ech nical 
int erf ace t o t h e Advanced Services Engineer. Represent at ives must  be Cust omer' s employ ees in a 
cent raliz ed locat ion. Cust omer w ill designat e as cont act s senior engineers, st ak eh olders, and decision-
mak ers t o part icipat e w it h  t h e aut h orit y  t o mak e any  necessary  ch anges t o t h e Net w ork  conf igurat ion. One 
individual, w h o is a senior member of  management  or t ech nical st af f , w ill be designat ed as Cust omer’ s 
primary  point  of  cont act  t o manage t h e implement at ion of  services under t h is Service Descript ion (e.g., ch air 
t h e w eek ly  conf erence calls, assist  w it h  priorit iz at ion of  proj ect s and act ivit ies). Provide it s designat ed 
person(s) w it h  inst ruct ions on process and procedure t o engage t h e Advanced Services Engineer. 

o In t h e event  t h e Net w ork  composit ion is alt ered, af t er t h e select ed Services in t h is Service Descript ion are in 
ef f ect , Cust omer is responsible t o not if y  Cisco in w rit ing w it h in t en day s (10 ) of  t h e ch ange. Cisco may  req uire 
modif icat ions t o t h e f ee if  t h e Net w ork  composit ion h as increased bey ond t h e original pricing q uot e f or 
Services. 

o W it h in one (1) y ear f rom t h e commencement  of  t h e Services in t h is Service Descript ion, Cust omer w ill h ave at  
least  one (1) Cisco Cert if ied Int ernet w ork ing Ex pert  (" CCIE" ) t rained employ ee or one (1) employ ee t h at  h as 
ach ieved, in Cisco' s sole det erminat ion, an eq ual st andard t h rough  t raining and ex perience as designat ed 
cont act s.  

o Provide reasonable elect ronic access t o Cust omer' s Net w ork  t o allow  t h e Advanced Services Engineer t o 
provide support .  

o Provide periodic inf ormat ion about  ch anges planned f or t h e Net w ork  regarding new  t ech nology , applicat ions, 
or maj or design ch anges (sh ort  t erm and long t erm). 

o Provide Cust omer int ernal incident  escalat ion process and cont act  inf ormat ion. 
o Provide inf ormat ion about  Cust omer device and Net w ork  lab t est ing and cert if icat ion process(es). 
o Provide Net w ork  t opology  map(s). 
o Provide inf ormat ion about  any  service level agreement s or Net w ork  perf ormance req uirement s. 
o Provide inf ormat ion about  crit ical applicat ions support ed by  t h e Net w ork . 
o Provide inf ormat ion about  ex pect ed Net w ork  grow t h  and applicat ion mix  ch anges. 
o Not if y  Advanced Services Engineer of  any  maj or Net w ork  ch anges (e.g., t opology , conf igurat ion, new  

Sof t w are releases). 
o Creat e and manage an int ernal email alias f or communicat ion w it h  Advances Services Engineer. 
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o Ret ain overall responsibilit y  f or any  business process impact  and any  process ch ange implement at ions.  
o Dat a Collect ion Tools. Cust omer sh all ensure t h at  such  Dat a Collect ion Tools or script s are under lock  and 

k ey  and w it h  access rest rict ed t o t h ose Cust omer employ ee(s) or cont ract or(s) w h o h ave a need t o access 
t h e Dat a Collect ion Tools and/or a need t o k now  t h e cont ent s of  t h e out put  of  Dat a Collect ion Tools. In t h e 
event  Dat a Collect ion Tool provided by  Cisco is Sof t w are, Cust omer agrees t o mak e appropriat e comput ers 
available and dow nload Sof t w are as needed. Cust omer sh all remain responsible f or any  damage t o or loss or 
t h ef t  of  t h e Dat a Collect ion Tools w h ile in Cust omer’ s cust ody .  
� Init ial Set -up (One Time). If  Cisco provides Dat a Collect ion Tools or script s locat ed at  Cust omer' s sit e, an 

init ial set -up is req uired and t h e f ollow ing must  be perf ormed:  
- Complet e t h e Dat a Collect ion Tools inst allat ion and sy st em conf igurat ion q uest ionnaire(s) (i.e. IP 
address, net mask , h ost name, et c.) and ret urn t o t h e Advanced Services Engineer 

- Inst all t h e Dat a Collect ion Tools h ardw are in a secure area w it h  cont rolled ph y sical access 
- Connect  t h e Dat a Collect ion Tools h ardw are t o t h e Net w ork  
-  Secure t h e Dat a Collect ion Tools beh ind Cust omer’ s corporat e f irew all 
- Provide access t o Dat a Collect ion Tools f or use by  Cisco t o inst all, t roublesh oot , and maint ain; f or 
remot e access, SSH, Telnet , and/or dial are opt ions, but  virt ual privat e net w ork  (V PN) access t o t h e 
G raph ical User Int erf ace (G UI) is pref erred and recommended 

- W h en applicable, provide Dat a Collect ion Tools w it h  HTTPS (SSL) access back  t o Cisco CCO/CCX  
servers locat ed at  net t ools-upload.cisco.com; HTTP/FTP/PFTP may  be used but  Cisco st rongly  
recommends HTTPS (SSL) 

- W h en applicable, provide Dat a Collect ion Tools w it h  SSH t o t h e net t ools-upload.cisco.com server t o 
support  t h e t ransf er of  Dat a Collect ion Tools pat ch es, securit y  pat ch es, and Rules Based Mark up 
Language (RBML) updat e pack ages; FTP may  be used but  Cisco st rongly  recommends SSH 

- Provide Dat a Collect ion Tools w it h  SNMP and Command Line Int erf ace (CLI) access t o all Product (s) in 
t h e Net w ork  (necessary  t o f acilit at e collect ion of  invent ory  and conf igurat ion inf ormat ion) 

- Provide Dat a Collect ion Tools w it h  t h e Net w ork  Product  list  in seedf ile f ormat  cont aining SNMP Read 
Only  (RO) communit y  st ring and CLI (vt y /enable or TACACS user-id / passw ord) f or access t o all 
Product (s) in t h e Net w ork  (necessary  t o creat e t h e Dat a Collect ion Tools seedf ile) 

- Provide Sy slog server and upload inf ormat ion 
� Dat a Collect ion Tools Management  (Ongoing). In t h e event  Dat a Collect ion Tools are inst alled on 

Cust omer’ s Net w ork , t h e f ollow ing it ems must  be perf ormed on a regular or as needed basis t o support  
t h e operat ion of  Dat a Collect ion Tools in t h e Net w ork :  
- Not if y  Cisco about  ch anges made t o t h e Net w ork  such  as Product (s) added/delet ed and ch anges made 
t o Product  credent ials 

- Fix  access problems (Access Cont rol List ’ s, f irew all, et c.) w h ich  may  periodically  occur bet w een Dat a 
Collect ion Tools and t h e Product (s) in t h e Net w ork   

- W h en applicable, f ix  dat a communicat ion problems w h ich  prevent  Dat a Collect ion Tools f rom uploading 
dat a t o Cisco or prevent  t h e remot e maint enance of  t h e Dat a Collect ion Tools 

- Not if y  t h e Advanced Services Engineer w h en ch anges are made t o Sy slog, DNS, prox y  and gat ew ay  
servers IP address(es) 

 
N e t w o r k  A s s e s s m e n t   
• D e s i g n  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

o Inf ormat ion about  new  req uirement s f or t h e ex ist ing Net w ork  such  as design req uirement s, priorit ies, and 
goals 

o Ensure k ey  det ailed design st ak eh olders and decision-mak ers are available t o part icipat e during t h e course of  
Design Review s 

• S o f t w a r e  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 
o Provide inf ormat ion about  Cust omer business and t ech nical req uirement s f or new  Sof t w are releases 
o Review  recommended Sof t w are releases w it h  t h e Advanced Services Engineer 

• H a r d w a r e  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 
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o Provide inf ormat ion about  st rat egic locat ions and det ails about  t h e IP inf rast ruct ure such  as t opology , 
prot ocols, conf igurat ions, Net w ork  services, pow er, and environment  

o Provide inf ormat ion about  arch it ect ure and design resiliency  req uirement s 
• N e t w o r k  M a n a g e m e n t  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

o Provide inf ormat ion about  overall device and Net w ork  management  st rat egy . 
• C h a n g e  M a n a g e m e n t  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

o Provide inf ormat ion about  operat ional and ch ange management  processes 
o Curriculum Planning Review . In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

� Designat e primary  and secondary  point s of  cont act  t o w h om all Cisco communicat ions may  be addressed 
and h as t h e aut h orit y  t o act  on all cust omer responsibilit ies req uired t h rough  t o delivery  complet ion 

� Unless ot h erw ise agreed t o by  part ies, provide inf ormat ion and document at ion req uired by  Cisco w it h in 
f ive (5 ) business day s of  Cisco’ s req uest  

� Ensure k ey  Cust omer st af f  are available f or sch eduled inf ormat ion gat h ering sessions such  as int erview s 
� Init iat e t h e proj ect  by  conduct ing k ick of f  meet ings, def ine proj ect  scope, proj ect  sch edule and w ork  

break dow n st ruct ure 
� Provide all necessary  t ech nical document at ion including, but  not  limit ed t o Net w ork  designs, 

implement at ion plans, and j ob descript ions f or t h e t arget  audiences being assessed 
o Net w ork  Device Securit y  Assessment . In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

� Provide a list  of  Net w ork  and securit y  devices and t h e corresponding conf igurat ion f iles and t h eir role in 
t h e net w ork  

� Provide a h igh -level arch it ect ural draw ing sh ow ing t h e ph y sical and logical locat ion of  t h ese devices in 
t h e Net w ork  

� Ensure k ey  Cust omer st af f  are available f or sch eduled inf ormat ion gat h ering sessions such  as int erview s  
� Unless ot h erw ise agreed t o by  part ies, provide inf ormat ion and document at ion req uired by  Cisco w it h in 

t w o (2) business day s of  Cisco’ s req uest  
� Cust omer ack now ledges t h at  Cisco’ s obligat ion is t o only  provide assist ance t o Cust omer w it h  respect  t o 

t h e t ask s det ailed and t h at  such  assist ance may  not  result  in some or all of  t h e t ask s being complet ed 
o Onsit e Net w ork  Opt imiz at ion Support  and Onsit e Net w ork  Consult ing Support . In addit ion t o t h e G eneral 

Responsibilit ies, Cust omer sh all: 
� Provide Advanced Services Engineer w it h  reasonable access t o comput er eq uipment , w ork st at ion, 

f acilit ies, w ork space and t eleph one 
� Provide badge t o Advanced Services Engineer t o enable unescort ed access int o Cust omer buildings  
� Involve Advanced Services Engineer in Net w ork  inf rast ruct ure planning and operat ions  
� Unless ot h erw ise agreed t o by  t h e part ies, Cust omer sh all respond w it h in t w o (2) business day s of  

Cisco’ s req uest  f or document at ion or inf ormat ion needed during perf ormance of  t h e Service 
� For t h e Proj ect  sh all provide reasonable access t o comput er eq uipment , f acilit ies, w ork -space and 

t eleph one f or Onsit e TAC engineer’ s use during t h e proj ect  
 

N e t w o r k  S u p p o r t   
• D e s i g n  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

o Provide inf ormat ion req uired f or any  design ef f ort s (e.g., current  and planned t raf f ic ch aract erist ics) 
• S o f t w a r e  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

o Provide inf ormat ion about  current  Sof t w are releases operat ing on t h e Net w ork   
o Provide inf ormat ion about  current  conf igurat ion t emplat es 

• H a r d w a r e  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 
o During Net w ork  audit s, minimiz e ch anges made t o t h e product (s) audit ed t h rough  t h e period of  audit  

collect ion (t y pically  a one (1) day  or seven (7) day  period). If  f easible, no conf igurat ion ch anges sh ould be 
made in order t o avoid erroneous Net w ork  audit  result s. 
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• N e t w o r k  M a n a g e m e n t  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 
o Provide inf ormat ion about  Net w ork  Management  Sy st ems and inst rument at ion capabilit ies. 

• C h a n g e  M a n a g e m e n t  S t r a t e g y .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 
o Provide inf ormat ion about  maint enance w indow s and any  ot h er const raint s 
o Provide inf ormat ion about  Cust omer’ s st andard operat ing procedures relat ed t o business pract ices, it s 

int ernal operat ional nomenclat ure, t o allow  Cisco t o ef f ect ively  communicat e and discuss ch anges w it h  
Cust omer in t h e cont ex t  of  Cust omer’ s business environment .  

 
N e t w o r k  L e a r n i n g   
• F o r m a l  T r a i n i n g .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 

o Provide appropriat e comput ers and ot h er dedicat ed f acilit ies as req uired f or usage by  st udent s f or 
inst ruct ional purposes 

o Provide remot e access t o inst ruct ional lab f acilit ies as req uired, including st at ic IP addresses w h en req uired. 
o Upon desiring t o cancel a sch eduled class, sh ould do so in w rit ing t o t h e designat ed Cisco point  of  cont act  

prior t o 3 0  day s f rom t h e st art  of  sch eduled session t o avoid possible f orf eit ure of  class delivery  at  Cisco 
discret ion 

o Underst and all inst ruct ional cont ent  is t h e sole propert y  of  Cisco and/or Cisco subcont ract ors 
o Receive and be account able f or t rack ing and maint aining inst ruct ional eq uipment  sh ipped onsit e unt il delivery  

of  session is complet ed 
o Provide access t o inst ruct ional sit e t o t raining personnel one business day  prior t o session delivery  

commencement  
o Provide it ems as indicat ed on classroom ch eck list  f rom Cisco 

• R e m o t e  K n o w l e d g e  T r a n s f e r  S e s s i o n s .  In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all:  
o Collaborat e w it h  Cisco Advanced Services t o det ermine appropriat e and relevant  t opics 
o Provide a single point  of  cont act  t o be used f or all req uired communicat ion and coordinat ion of  req uest ed 

sessions 
o Provide det ails in advance about  t h e back ground and sk ill set s of  each  Remot e Know ledge Transf er session 

audience 
• T e c h n i c a l  K n o w l e d g e  L i b r a r y .  Cust omer is responsible f or inst allat ion of  t h e Cont ent  Engine or t est ing of  t h e 

Port al int erf ace, depending on w h ich  met h od f or delivery  is select ed by  Cisco., If  t h e Cont ent  Engine delivery  
met h od is select ed by  Cisco, t h e Cust omer is also responsible f or pow er and surge prot ect ion, securit y , Net w ork  
connect ion, IP address assignment , and any  req uired f irew all or Access Cont rol List  ch anges req uired on 
Cust omer’ s Net w ork  in order f or t h e Services t o be provided by  Cisco and t o provide Cisco w it h  t h e necessary  
remot e access t o Cisco eq uipment . In addit ion t o t h e G eneral Responsibilit ies, Cust omer sh all: 
o Provide sh ipment  cont act  inf ormat ion such  as: cont act  name, t it le, address, t eleph one number, e-mail 

address, and f ax  number. 
o For t h e Cont ent  Engine delivery  met h od, provide Cisco ph y sical and remot e access t o t h e Cont ent  Engines(s) 

and all relat ed h ardw are, as reasonably  req uest ed by  Cisco, t o provide, support , and maint ain t h e Cont ent  
Engine. Th e f ollow ing TCP/IP port s are req uired f or out bound remot e access init iat ed f rom Cont ent  Engine on 
cust omer premises: 
� HTTPS/SSL (TCP 443 ) 
� SSH (TCP 22) 
� HTTP (TCP 8 0 ); possibly  req uired 
� DNS (UDP 5 3 ); possibly  req uired 

o Inst all and remove t h e Cont ent  Engine.  
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o Not if y  Cisco of  any  t ech nical support  req uest s or t roublesh oot ing issues relat ed t o t h e Services.  
 

S u p p l e m e n t a l  G l o s s a r y  o f  T e r m s  f o r  N e t w o r k  O p t i m i z a t i o n  S e r v i c e  
 

• “A c t i v i t y ”  means a set  of  t ech nical or business consult ing t ask s perf ormed f or t h e benef it  of  Cust omer in t h e 
delivery  of  a Service in w h ich  no publish ed document  accompanies t h e ex it  crit eria and is t y pically  ref erred t o an 
“ongoing”  t ask  under a subscript ion service. 

• “A u t h o r i z e d  V i e w e r ”  means eit h er (i) an employ ee of  Cust omer or (ii) an independent  cont ract or of  Cust omer 
perf orming services f or Cust omer’ s benef it  w h o is aut h oriz ed by  Cust omer t o use t h e Services. 

• “B u m p e r  C l i p ”  means a sh ort  mult imedia video and/or audio segment  cont aining an ‘ onBusiness Net w ork ’  logo 
or ot h er branding seq uence, w h ich  is int ended t o be view ed immediat ely  bef ore and/or af t er a Mult imedia Clip. 

• “C o n t e n t ”  means t h e cont ent  h ost ed on Cont ent  Engines as part  of  t h e Services f or w h ich  Cust omer sh all gain 
access as part  of  t h e Services, including Sidebar Cont ent  (def ined below ). All Cont ent  sh all be considered Cisco 
Conf ident ial Inf ormat ion. 

• “C o n t e n t  E n g i n e ”  means t h e Cisco-ow ned Hardw are and embedded Cisco Sof t w are provided t o Cust omer as 
part  of  t h e Services. 

•  “D e l i v e r a b l e ”  means a set  of  t ech nical or business consult ing t ask s perf ormed f or t h e benef it  of  Cust omer in t h e 
delivery  of  a Service in w h ich  t h e ex it  crit eria is a publish ed document  such  as mult iple design review s or 
Sof t w are recommendat ion report s, audit s, et c. 

• “I n t e l l e c t u a l  P r o p e r t y  R i g h t s ”  means all past , present , and f ut ure righ t s of  t h e f ollow ing t y pes, w h ich  may  ex ist  
or be creat ed under t h e law s of  any  j urisdict ion in t h e w orld: (a) righ t s associat ed w it h  w ork s of  aut h orsh ip, 
including ex clusive ex ploit at ion righ t s, copy righ t s, moral righ t s, and mask  w ork  righ t s; (b) t rade secret  righ t s; (c) 
pat ent  and indust rial propert y  righ t s; (d) t rademark  and t rade name righ t s and similar righ t s; (e) ot h er propriet ary  
righ t s in int ellect ual propert y  of  every  k ind and nat ure; and (f ) righ t s in or relat ing t o regist rat ions, renew als, 
ex t ensions, combinat ions, divisions, and reissues of , and applicat ions f or, any  of  t h e righ t s ref erred t o in clauses 
(a) t h rough  (e) of  t h is sent ence. 

• “I n t e r n a l  U s e  P u r p o s e s ”  means use of  t h e Services f or t h e sole purpose of  permit t ing Aut h oriz ed V iew ers t o 
view  t h e Cont ent , provided t h at  all such  view ing is solely  int ended t o f urt h er Cust omer’ s int ernal communicat ions, 
t raining, educat ion, or administ rat ive obj ect ives. Not w it h st anding any t h ing t o t h e cont rary  in t h is Service 
Descript ion, “Int ernal Use Purposes”  ex pressly  ex cludes (i) t h e licensing, copy ing, t ransf erring, or dist ribut ing of  
any  element  of  t h e Services; (ii) display ing of  any  element  of  t h e Cont ent  t o any  persons ot h er t h an Aut h oriz ed 
V iew ers, and Cust omer w ill not  permit  or enable any  ot h er persons t o view  any  element  of  t h e Cont ent ; (iii) 
modif y ing, alt ering, abbreviat ing, or edit ing of  any  element  of  t h e Services unless ex pressly  permit t ed by  Cisco or 
it s suppliers or licensors; (iv) t h e incorporat ion of  any  element  of  t h e Services int o any  product  or service of  
Cust omer or creat ing a derivat ive w ork  based upon t h e Services; and (v) using any  element  of  t h e Services in any  
manner ot h er t h an as ex pressly  aut h oriz ed under t h is Service Descript ion. 

• “M u l t i m e d i a  C l i p ”  means a discret e mult imedia video or audio segment , in digit al f ormat , t h at  is int ended t o be 
view ed f rom st art  t o f inish  w it h out  int errupt ion. 

• “o n B u s i n e s s  C o n t e n t ”  means Cont ent  w h ich  is associat ed w it h  t h e ‘ onBusiness Net w ork ’  brand. 
• “S i d e b a r  C o n t e n t ”  means supplement al met a-cont ent  or met a-dat a associat ed w it h  each  Mult imedia Clip, 

set t ing f ort h  index ing inf ormat ion about  t h e pert inent  Mult imedia Clip, such  as it s t it le, running t ime, a descript ive 
summary  of  it s cont ent , and it s cat egory  or classif icat ion. Sidebar Cont ent  also means any  view able, 
dow nloadable or st reamed cont ent  t h at  may  be accessed in connect ion w it h  a Mult imedia Clip or any  Cisco-
provided st andalone cont ent , including but  not  limit ed t o t ranscript s, t ex t  f iles, pict ures, direct ories, guides, video 
and/or audio f iles, and any  ot h er dat a, provided by  Cisco pursuant  t o t h is Service Descript ion, but  ex cluding 
Mult imedia Clips and Bumper Clips. 
 

 
S u p p o r t  L i m i t a t i o n s  t o  S e r v i c e  O f f e r e d  
Th e f ollow ing are limit at ions t o Net w ork  Opt imiz at ion Service: 
N e t w o r k  L e a r n i n g   
• C h a n g e  M a n a g e m e n t  S t r a t e g y  

o Remot e Know ledge Transf er Sessions  
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� Req uest ed session t opics are subj ect  t o availabilit y   
�  


