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Service D es crip t io n :  C is co  F o u n d a t io n  T ech n o l o g y  Service P ro vid er 
O p t im iz a t io n  Service

 

Th is documen t  describes Cisco’ s F oun dat ion  Tech n ol ogy 
Serv ice Prov ider O p t imiz at ion  Serv ice. 
Related Documents:  Th is documen t  sh oul d be read in  
con j un ct ion  w it h  t h e f ol l ow in g documen t s al so p ost ed at  
w w w .cisco.com/ go/ serv icedescrip t ion s/  : ( 1) G l ossary of  
Terms;  ( 2) L ist  of  Serv ices Not  Cov ered;  an d ( 3) Sev erit y an d 
Escal at ion  G uidel in es.  Al l  cap it al iz ed t erms in  t h is descrip t ion  
h av e t h e mean in g ascribed t o t h em in  t h e G l ossary of  Terms. 
Di r ect S ale f r om C i sco.  If  you h av e p urch ased t h ese 
Serv ices direct l y f rom Cisco, t h is documen t  is in corp orat ed in t o 
your M ast er Serv ices Agreemen t  ( M SA), Adv an ced Serv ices 
Agreemen t  ( ASA), or eq uiv al en t  serv ices agreemen t  ex ecut ed 
bet w een  you an d Cisco.  Al l  cap it al iz ed t erms n ot  def in ed in  
t h e Sup p l emen t al  G l ossary of  Terms f or F oun dat ion  
Tech n ol ogy Serv ice Prov ider O p t imiz at ion  Serv ice at  t h e en d 
of  t h is documen t  h av e t h e mean in g ascribed in  t h e M SA or 
eq uiv al en t  serv ices agreemen t  ex ecut ed bet w een  you an d 
Cisco.  If  n ot  al ready cov ered in  your M SA or eq uiv al en t  
serv ices agreemen t , t h is documen t  sh oul d be read in  
con j un ct ion  w it h  t h e R el at ed Documen t s iden t if ied abov e. In  
t h e ev en t  of  a con f l ict  bet w een  t h is Serv ice Descrip t ion  an d 
your M SA or eq uiv al en t  serv ices agreemen t , t h is Serv ice 
Descrip t ion  sh al l  gov ern . 
Th is F oun dat ion  Tech n ol ogy Serv ice Prov ider O p t imiz at ion  
Serv ice is in t en ded t o sup p l emen t  a curren t  sup p ort  agreemen t  
f or Cisco p roduct s an d is on l y av ail abl e w h ere al l  Product ( s) in  
Cust omer’ s Net w ork  is sup p ort ed t h rough  a min imum of  core 
serv ices such  as Cisco’ s SP B ase an d Sof t w are Ap p l icat ion  
Serv ices, as ap p l icabl e.  Cisco sh al l  p rov ide t h e F oun dat ion  
Tech n ol ogy Serv ice Prov ider O p t imiz at ion  Serv ice described 
bel ow  as sel ect ed an d det ail ed on  t h e Purch ase O rder f or 
w h ich  Cisco h as been  p aid t h e ap p rop riat e f ee. Cisco sh al l  
p rov ide a Q uot e f or Serv ices ( “ Q uot e” ) set t in g out  t h e ex t en t  of  
t h e Serv ices an d durat ion  t h at  Cisco sh al l  p rov ide such  
Serv ices.  Cisco sh al l  receiv e a Purch ase O rder t h at  
ref eren ces t h e Q uot e agreed bet w een  t h e p art ies an d t h at , 
addit ion al l y, ack n ow l edges an d agrees t o t h e t erms con t ain ed 
t h erein . Av ail abil it y of  Serv ices described h erein  an d serv ice 
del iv ery may v ary by geograp h ical  region . 
S er v i ce S ummar y   
F oun dat ion  Tech n ol ogy Serv ice Prov ider O p t imiz at ion  Serv ice 
p rov ides Net w ork  H eal t h  Ch eck s, Net w ork  Sup p ort  Serv ices, 
Con t in uous L earn in g an d An n ual  Assessmen t  serv ice 
modul es. F oun dat ion  Tech n ol ogy Serv ice Prov ider 
O p t imiz at ion  Serv ice sup p ort s t h ose Product s op erat in g on  
Cust omer’ s core t ran sp ort  an d aggregat ion  Net w ork  

t ech n ol ogy ( i.e,. M et ro O p t ical , ATM / F R , IP Core an d Cisco 
securit y dev ices in cl udin g but  n ot  l imit ed t o F irew al l , IDS an d 
V PN30 0 0 ). 
 
F oundati on T ech nolog y  S er v i ce P r ov i der  O p ti mi z ati on 
S er v i ce 
 
C i sco Resp onsi b i li ti es 
 
Cisco’ s F oun dat ion  Tech n ol ogy Serv ice Prov ider O p t imiz at ion  
Serv ice con sist s of  t h e p rov ision  of , at  a min imum, Net w ork  
Sup p ort  serv ice, sel ect ed by Cust omer f rom t h e Serv ices 
described bel ow , w h ich  Cisco sh al l  p rov ide f or t h e Cust omer’ s 
n et w ork  durin g St an dard B usin ess H ours ( un l ess st at ed 
ot h erw ise). Th e n umber of  audit s, assessemen t  an d/ or rep ort s 
p rov ided by Cisco un der t h is Serv ice w il l  be sp ecif ied in  t h e 
Q uot e an d w il l  be rev iew ed by t h e p art ies at  each  q uart erl y 
busin ess rev iew . Cisco sh al l  p rov ide t h e f ol l ow in g G en eral  
Sup p ort  p rov ision s f or al l  Serv ices sel ect ed by Cust omer: 
 
G ener al S up p or t 

 
o Design at e an  en gin eer ( “ Adv an ced Serv ices 

En gin eer” ) t o act  as t h e p rimary in t erf ace w it h  
Cust omer f or it s Net w ork . 

 
o Sch edul e w it h  Cust omer up  t o f our ( 4) q uart erl y v isit s 

p er year ( n ot  t o ex ceed eigh t  ( 8) days in  aggregat e) t o 
Cust omer' s sit e t o rev iew  p roact iv e del iv erabl es an d 
act iv it ies an d t o p l an  f or n ex t  q uart er. Addit ion al  v isit s 
w il l  be mut ual l y agreed at  Cisco’ s t h en -curren t  t rav el  
an d l abor rat es. 

 
o Sch edul e p eriodic con f eren ce cal l s ( usual l y w eek l y) t o 

rev iew  Cust omer’ s Net w ork  st at us, p l an n in g an d t h e 
Serv ices bein g p rov ided. 

 
o Est abl ish  a Cust omer-sp ecif ic Cisco email  al ias t o 

f acil it at e commun icat ion  w it h  Adv an ced Serv ices 
En gin eer. 

 
o Prov ide cert ain  Dat a Col l ect ion  Tool s t h at  Cisco 

iden t if ies as ap p rop riat e f or Net w ork  dat a col l ect ion  
durin g t h e Term of  t h e Serv ices, p rov ided t h at  al l  f ees 
due an d ow in g t o Cisco un der t h is Ap p en dix  h av e 
been  p aid.  Dat a Col l ect ion  Tool s may or may n ot  
in cl ude H ardw are or Sof t w are. Cust omer 
ack n ow l edges an d agrees t h at  Cisco sh al l  ret ain  f ul l  
righ t , t it l e an d in t erest  t o t h e Dat a Col l ect ion  Tool s.  In  
addit ion  t o Cisco p rov ided t ool s, t h e Adv an ced 
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Serv ices En gin eer may ut il iz e Cust omer p rov ided 
dat a, scrip t s or in t ern al  t ool s t o assist  in  col l ect in g 
dat a f rom t h e Cust omer Net w ork .  

 
N etw or k  H ealth  C h eck s. 
 
In  order f or Cisco t o p rov ide t h e Net w ork  H eal t h  Audit s 
an d Net w ork  H eal t h  R ep ort s sp ecif ied bel ow  a Cisco 
Net w ork  Col l ect or ( CNC) must  be in st al l ed on  Cust omer 
Net w ork  in  order t o cap t ure rel ev an t  Net w ork  dat a. Th e 
dat a w il l  be an al ysed t h rough  a combin at ion s of  best  
p ract ices v ia back  en d t ool s an d Cisco n et w ork  con sul t in g 
en gin eerin g guidan ce. Th e an al ysis is p rof il ed an d 
rep ort ed back  t o Cust omer al on g rel ev an t  
recommen at ion s. 

 
• N etw or k  H ealth  A udi ts 
 
o Prov ide a p redet ermin ed set  of   t ech n ol ogy or 

p rot ocol  audit  rep ort s or ot h er p erf orman ce an al ysis 
rep ort s. Such  audit  or p erf orman ce an al ysis t yp ical l y 
in cl udes amon gst  ot h er in f ormat ion , t h e f ol l ow in g: 
 
� Col l ect ion  of  k ey p erf orman ce dat a  
� Iden t if icat ion  of  ex cep t ion  rep ort s 
� An al ysis of  k ey dev ice con f igurat ion s 
� An al ysis of  resource ut il iz at ion  
� Assist  Cust omer t o def in e Net w ork -sp ecif ic 

p erf orman ce crit eria 
� R ep ort  on  p erf orman ce op t imiz at ion  

recommen dat ion s such  as syst em t un in g an d 
p rot ocol  op t imiz at ion  ch an ges 

 
Th e t yp ical  siz e an  audit  w il l  cov er is up  t o 50 0  
dev ices. F or a l arge n et w ork , sev eral  audit s w il l  n eed 
t o be comp l et ed ov er t ime f or con sist en cy.  

 
• N etw or k  H ealth  Rep or ts 
 
o Prov ide a p redet ermin ed set  of  con f igurat ion  best  

p ract ice rep ort s on  Cisco IO S an d Cat O S dev ices. 
Such  rep ort s t yp ical l y f ocus on  t h e f ol l ow in g areas: 
 
� Tech n ol ogy-f or ex amp l e, L AN, IP rout in g 
� Prot ocol -f or ex amp l e, En h an ced In t erior G at ew ay 

R out in g Prot ocol  ( EIG R P), B order G at ew ay 
Prot ocol  ( B G P) 

� Securit y set t in gs 
� Net w ork  man agemen t  set t in gs 
 

o Prov ide a p redet ermin ed set  of  p eriodic sysl og 
an al ysis rep ort s on  Product s t o p roact iv el y iden t if y 
Net w ork  op t imiz at ion  op p ort un it ies based on  t h e 
f ol l ow in g: 
 
� Sysl og ev en t  correl at ion  
� Dev ice h eat l h  in f ormat ion  
� B asel in e met rics 
 

o Prov ide a p redet ermin ed set  of  p roact iv e adv isory 
rep ort s, w h ich  w il l  con t ain recommen at ion s t h at  t h e 
Cust omer may el ect  t o imp l emen t . R ep ort s are 

t yp ical l y gen erat ed af t er t h e AS En gin eer h as 
assessed t h e f ol l ow in g an d det ermin ed ap p l icabil it y t o 
Cust omer’ s Net w ork : 
 
� H ardw are en d-of -l if e rep ort s 
� Cisco.com f iel d n ot ices 
� Perf orman ce-t un in g op p ort un it ies 
 

o Prov ide p roact iv e p erf orman ce-rel at ed adv isories ( f or 
ex amp l e, up dat es t o comp en sat  f or n ew  v iruses or 
w orms) as rel at ed t o in st al l ed Product . 

 
N etw or k  S up p or t S er v i ce 

 
• N etw or k  Desi g n S up p or t 
 
o Con sul t  w it h  Cust omer n et w ork in g st af f  in  a series of  

meet in gs t o dev el op  a t h orough  un derst an din g of  
Cust omer Net w ork  design  req uiremen t s, w it h  a f ocus 
on  con cern s such  as resil ien cy, sel f -recov ery, 
scal abil it y, an d abil it y t o h an dl ed in creased t raf f ic 
deman ds an d Q oS. 

 
o Prov ide det ail ed design  rep ort ( s) t h at  may in cl ude, 

amon gst  ot h er in f ormat ion , t h e f ol l ow in g: 
 

� R ev iew  of  Cust omer’ s design  req uiremen t s, 
p riorit ies, an d goal s. 

 
� An al ysis of  imp act  of  n ew  req uiremen t s on  

ex ist in g Net w ork . 
 
� R ev iew  of  Net w ork  arch it ect ure an d 

t op ol ogy. 
 

� R ev iew  of  p rot ocol  sel ect ion  an d 
con f igurat ion . 

 
� R ev iew  of  f eat ure sel ect ion  an d 

con f igurat ion . 
 

� R ev iew  of  securit y con siderat ion s ( i.e. 
aut h en t icat ion , V L ANs, subn et  isol at ion s, 
et c.). 

 
� R ep ort  describin g t h e design  w it h  

recommen dat ion s. 
 

Th e n umber of  det ail ed design  rep ort s w il l  v ary 
dep en din g on  t h e t ech n ol ogy mix  an d an d Net w ork  
ex p an sion  or ch an ge p l an s. 

 
o Prov ide on goin g, in cremen t al  Net w ork  design  an d 

arch it ect ure con sul t at ion . 
o Prov ide on goin g in f ormat ion  on  design  rel at ed Cisco 

securit y al ert s t h at  may imp act  k ey Net w ork  Product s. 
 
• S of tw ar e S up p or t 
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o Prov ide a Sof t w are man agemen t  st rat egy rev iew  
rep ort  con t ain in g an  ov eral l  st rat egy recommen dat ion , 
w h ich  may in cl ude: 
 
�  R ev iew  of  Cust omer f ut ure f eat ure req uiremen t s.  
 
� Iden t if icat ion  of  ap p rop riat e Sof t w are Track ( s).  
 
� R ev iew  of  Sof t w are F eat ure Set  U p grade t riggers 

an d l if ecycl e con siderat ion s. 
 
� O v eral l  recommen dat ion  on  Sof t w are Track  

p riorit y. 
 

o Prov ide p roact iv e Sof t w are recommen dat ion  rep ort s 
( each  rep ort  cov ers sin gl e Sof t w are Track ), w h ich  
may in cl ude:  
� R ev iew  of  n ew  Sof t w are f eat ure rel eases ( Cisco 

IO S Sof t w are an d Cisco Cat O S Sof t w are) 
� In cl usion  of  a Sof t w are ref erral  v ersion  an d risk  

an al ysis. 
� O v eral l  Sof t w are recommen dat ion  t o p roceed 

w it h  t est in g an d F eat ure Set  U p grade 
dep l oymen t  or w ait  f or f ut ure M ain t en an ce 
R el ease. 

� Con t in gen cy p l an  f or t ran sit ion in g Sof t w are in  
Cust omer n et w ork in g en v iron men t . 

Th e n umber of  Sof t w are recommen dat ion  rep ort s w il l  
v ary dep en din g on  n umber of  H ardw are p l at f orms an d 
Sof t w are v ersion s Cust omer ex p ect s t o ch an ge or 
rev iew  durin g t h e an n ual  serv ice t erm.    

 
o Prov ide p eriodic Sof t w are an al ysis rep ort  t o h el p  

assess on goin g st at us of  recommen ded or st an dard 
Sof t w are in  Cust omer Net w ork , w h ich  t yp ical l y 
in cl udes: 
� H igh -l ev el  an al ysis of  maj or issues such  as en d 

of  l if e or en d of  sal e Sof t w are rel eases, Sof t w are 
adv isories, Sof t w are def erral s p er iden t if ied 
Sof t w are Track . 

� O v eral l  assessmen t  of  con f orman ce t o iden t if ied 
recommen ded Sof t w are v ersion  p er iden t if ied 
Sof t w are Track . 

o Prov ide on goin g securit y al ert s t h at  p rov ide imp act  
in f ormat ion  on  Sof t w are rel at ed securit y al ert s t h at  
may imp act  k ey Net w ork   comp on en t s. 

o Prov ide p eriodic p roact iv e crit ical  bug an al ysis rep ort  
f or iden t if ied Sof t w are Track ( s) or k ey Net w ork  
Sof t w are f eat ure cat egories. 
 

• N etw or k  C h ang e S up p or t.  
 
o Prov ide Cust omer w it h  remot e resource t o sup p ort  

crit ical  sch edul ed ch an ges, w h ich  may in cl ude: 
 

� O n e ( 1) eigh t  ( 8) h our w in dow  p er t w en t y-f our 
( 24) h our p eriod. 

 
� Col l aborat ion  w it h  cust omer t o ev al uat e t h e 

p ot en t ial  imp act  of  t h e p rop osed sch edul ed 
ch an ge, rev iew  imp l emen t at ion  p rocedures, an d 
be av ail abl e t o assist  cust omer t o resol v e 
p robl ems w it h  Net w ork  H ardw are an d 
con f igurat ion  durin g a maj or dep l oymen t  in t o a 
l iv e Net w ork .  

 
� Cisco w il l  mak e av ail abl e, up on  receip t  of  n ot  

l ess t h an  t w en t y-on e ( 21) days p rior w rit t en  
req uest  by Cust omer t o Cisco, a design at ed 
sup p ort  con t act  t h at  can  con sul t  w it h  cust omer on  
a 24-h our 7-day st an dby basis t o remot el y assist  
Cust omer in  maj or Net w ork  serv ice ch an ges ( f or 
ex amp l e, maj or H ardw are up grade( s), maj or sit e 
in st al l at ion ( s) an d maj or con f igurat ion  ch an ges).  
Cust omer agrees t o submit  a det ail ed req uest  
an d sch edul e t o Cisco p rior t o an y such  act iv it y.  
Th e n umber of  Ev en t s w il l  v ary dep en din g on  t h e 
siz e of  Cust omer Net w ork  In st al l  B ase an d 
Net w ork  act iv it y. 

 
o Prov ide a remot e resource t o p rov ide sup p ort  f or an y 

un sch edul ed ch an ges t o Net w ork  t o Cust omer t o 
min imiz e t h e imp act  of  in div idual  dev ice f ail ures on  
t h e ov eral l  Net w ork . Cust omer must  op en  a serv ice 
req uest  w it h  t h e Cisco‘ s TAC p rior t o con t act in g t h e 
Adv an ced Serv ices En gin eer f or an y un sch edul ed 
ch an ge sup p ort . To sup p ort  an y un sch edul ed 
ch an ges t o Net w ork , Cisco w il l : 

 
� Design at e an  en gin eer ( “ Cisco Adv an ced 

Serv ices En gin eer” ) t o act  as t h e p rimary 
t ech n ical  con t act  t o w it h  Cust omer an d Cisco 
Tech n ical  Assist an ce Cen t er ( TAC). 

 
� Prov ide t ech n ical  ev al uat ion  of  in it ial  TAC 

p robl em diagn osis based on  k n ow l edge of  
Cust omer’ s Net w ork . 

 
� Prov ide t ech n ical  ev al uat ion  of  p rop osed 

un sch edul ed ch an ge t o Net w ork .  
 
� Prov ide t ech n ical  rep resen t at ion  in  regul arl y 

sch edul ed con f eren ce cal l s.   
 

• N etw or k  I mp r ov ement P lanni ng . 
 

o Cisco w il l  p rov ide a Net w ork  imp rov emen t  p l an  as 
of t en  as q uart erl y, w h ich  in t egrat es recommen dat ion s 
f rom t h e An n ual  Assessmen t , Net w ork  H eal t h  
Ch eck s, Net w ork  Sup p ort , an d Con t in uous L earn in g 
Serv ices, as ap p l icabl e, in t o a sin gl e l iv in g documen t . 
Th e Net w ork  imp rov emen t  p l an  rep resen t s t h e 
Cust omer-ap p rov ed Net w ork  w ide imp l emen t at ion  
seq uen ce of  agreed-up on  recommen dat ion s as 
p riorit iz ed by a j oin t  st eerin g commit t ee comp rised of  
Cisco an d Cust omer an d may be used by Cust omer 
t o t rack  f ut ure p roj ect s. 
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C onti nuous L ear ni ng  S er v i ce 

 
• K now ledg e T r ansf er  and M entor i ng .  

 
o Prov ide in f ormal  t ech n ical  up dat e t rain in g on  a t op ic 

t h at  is mut ual l y agreed up on  an d rel ev an t  t o t h e 
Product s an d Cisco t ech n ol ogies. Th e q uan t it y of  
t rain in g session s w il l  be p re-det ermin ed in  t h e Q uot e 
based on  Cust omer req uiremen t s an d f ut ure p l an s. 

 
• T ech ni cal K now ledg e L i b r ar y .    

 
o Prov ide Tech n ical  K n ow l edge L ibrary. Th e Tech n ical  

K n ow l edge L ibrary is made av ail abl e by Cisco eit h er 
t h rough  a secure w eb-based p ort al  ( “ Port al ” ) or a 
Cisco-ow n ed Con t en t  En gin e w h ich  is p l aced on  t h e 
Cust omer Net w ork . Th e Tech n ical  K n ow l edge L ibrary 
is on l y av ail abl e t o cert ain  geograp h ic l ocat ion s an d 
w il l  be sp ecif ied in  t h e Q uot e if  p rov ided. W h ere 
av ail abl e, t h e f ol l ow in g is p rov ided: 
 
� In st al l at ion , con f igurat ion , an d t est in g assist an ce 

f or t h e Con t en t  En gin e;  or, user accoun t  creat ion  
f or t h e Port al  

� In it ial  assist an ce in  get t in g t h e Tech n ical  
K n ow l edge L ibrary op erat ion al  w it h  ap p rop riat e 
aut h en t icat ion  an d aut h oriz at ion s f or user 
commun it y 

� Con t en t  av ail abl e t o t h e sp ecif ied n umber of  
aut h oriz ed v iew ers 

� M ul t imedia cl ip s in  t h e f orm of  v ideo on  deman d 
or audio on  deman d con t en t  

� Cust omer-sp ecif ic del iv erabl es arch iv e w h en  
del iv ered as p art  of  an  Adv an ced Serv ices 
subscrip t ion  en gagemen t  

� Sidebar con t en t  such  as w h it e p ap ers, case 
st udies, design  guides, con f igurat ion  guides, 
t roubl esh oot in g guides, t rain in g documen t s, 
dep l oymen t  guides, on l in e t ex t book s an d/ or 
man ual s, or bump er cl ip s 

� L ist ed w eb based t rain in gs p rov ided v ia 
Tech n ical  K n ow l edge L ibrary t o aut h oriz ed 
v iew ers 

� Prev en t at iv e main t en an ce in  accordan ce w it h  
Cisco’ s n ormal  main t en an ce sch edul es an d 
p rocedures 

� Troubl esh oot in g assist an ce f or issues submit t ed 
t o Cisco 

� U p dat ed con t en t  as Cisco may rev ise, up dat e, 
an d/ or remov e p rev iousl y-rel eased mul t imedia 
cl ip s an d/ or sidebar con t en t  ( “ up dat ed con t en t ” ) 
an d w h ereby Cust omer sh oul d discon t in ue an y 
use of  sup erseded con t en t  

 
• F or mal T r ai ni ng .  
 

o Cisco t o p rov ide on e ( 1) on  cust omer p remise 
course of f erin g f rom an y course l ist ed on  
‘ w w w .cisco.com/ go/ n dm. Each  course w il l  h av e  

max imum of  t w el v e ( 12) st uden t s an d is on l y 
op en  t o Cust omer. 

 
 

A nnual A ssessment S er v i ce 
 

• O p er ati onal A ssessment.  Cisco w il l  mak e av ail abl e 
t o op t ion al  assessmen t s as sh ow n  bel ow :  

 
o O p t ion  1: Coordin at e, p erf orm an d del iv er on e 

op erat ion al  assessmen t  rep ort  an n ual l y. 
O p erat ion al  assessmen t  rep ort  can  in cl ude 
ev al uat ion  of  up  t o t w o h un dred-f if t y ( 250 ) Cisco 
dev ices an d t yp ical l y con sist s of  t h e f ol l ow in g: 
 
� Prov ide Cust omer w it h  a rep ort  t h at  det ail s 

Cisco’ s f in din gs, best  p ract ice n on -
con f orman ces an d recommen dat ion s arisin g 
out  of  t h e resp ect iv e assessmen t . Such  
recommen dat ion s resul t in g f rom t h e 
assessmen t s may iden t if y common  in dust ry 
gap s, iden t if y areas t h at  req uire more 
det ail ed an al ysis v ia f urt h er assessmen t s, 
an d gap  resol ut ion  recommen dat ion s w it h  a 
v iew  t ow ards imp rov in g t h e op erat ion al  st at e 
of  t h e Net w ork  en v iron men t . 
 

o O p t ion  2: Coordin at e, p erf orm an d del iv er on e 
O p erat ion al  R isk  M an agemen t  Assessmen t  
( O R M A) rep ort  an n ual l y. Th e O R M A, described 
in  great er det ail  un der a sep arat e serv ice 
descrip t ion , t yp ical l y cov ers some of  al l  of  t h e 
f ol l ow in g areas of  in t erest : 
 
� St rat egy an d Commit  

• New  Serv ice In t roduct ion  
• St af f in g an d Ex p ert ise 

� In f rast ruct ure an d Product  L if ecycl e 
M an agemen t  
• Sof t w are L if ecycl e M an agemen t  
• Ch an ge M an agemen t  
• Net w ork  R esil ien cy 

� Securit y M an agemen t  
� Serv ice F ul f il l men t   

• O rder M an agemen t  
• In v en t ory M an agemen t  
• Con f igurat ion  M gmt  

� Serv ice Assuran ce 
• In ciden t  M an agemen t  
• Probl em M an agemen t  
• F aul t  M an agemen t  
• Serv ice L ev el  M gmt  
• Perf orman ce M an agemen t  
• B ack up  an d R ecov ery M gmt  
 

• S ecur i ty  A r ch i tectur e Rev i ew  
 

o Con duct  a Det ail ed Design  W ork sh op , gat h erin g 
in f ormat ion  on : 
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� Net w ork  securit y st rat egy, t ech n ol ogy an d 
p ol icy req uiremen t s ( in cl udin g n et w ork  
segmen t at ion , n et w ork  an d dev ice access, 
serv er p rot ect ion ). 

 
� Net w ork  arch it ect ure design , dev ice 

t op ol ogy, f irew al l  design , an d serv ice 
descrip t ion s. 

 
� Core, dist ribut ion , access an d edge dev ice 

con f igurat ion  f il es 
 

� Priorit iz e t h e discov ered v ul n erabil it ies an d 
iden t if y t h e most  crit ical  f in din gs. 

 
 

o An al yz e f in din gs an d cust omer req uiremen t s.. 
 
o Prov ide recommen ded act ion s t o imp rov e t h e 

securit y st at e of  t h e Net w ork  securit y arch it ect ure 
t o meet  t h e organ iz at ion ’ s securit y goal s an d 
comp l ian ce req uiremen t s. 

 
o Prov ide Net w ork  Securit y Arch it ect ure rep ort  t h at  

documen t s f in din gs an d recommen dat ion s. 
 

o Con duct  a f in al  W ork sh op  t o p resen t  f in din gs, 
an al ysis, an d recommen dat ion s an d run  a 
q uest ion  &  an sw er ( Q & A) session . 

 
• C ur r i culum P lanni ng  Rev i ew  

 
o Coordin at e, p erf orm an d del iv er a t rain in g n eeds 

assessmen t  t h rough  a dat a gat h erin g an d 
recon cil iat ion  p rocess f or up  t o t w o j ob rol es an d 
on e t ech n ol ogy. Durin g such  assessmen t , Cisco 
may: 

 
� Assign  a design at ed curricul um p l an n er 

( “ Pl an n er” ) t o p roj ect  man age t h e comp l et ion  
of  Serv ices. 

 
� En gage addit ion al  Cisco resources as 

n ecessary t o comp l et e Serv ices sp ecif ied 
h erein . 

 
� Iden t if y, coordin at e, an d in t erv iew  sel ect ed 

Cust omer n et w ork  st af f . 
 

� W ork  w it h  t h e Cust omer coordin at or t o 
sch edul e an d ex ecut e in f ormat ion  gat h erin g 
session s. 

 
� Part icip at e in  regul arl y sch edul ed meet in gs 

w it h  Cust omer coordin at or t o discuss p roj ect  
scop e, sch edul e an d st at us of  t h e p roj ect . 

 
� Con duct  a p resen t at ion  w it h  Cust omer t h at  

rev iew s a draf t  of  recommen dat ion s, f in din gs 
an d gap s. 

 

� Creat e an d p rov ide t o Cust omer w it h  a 
curricul um t rain in g p l an  ( “ Curricul um 
Train in g Pl an ” ). 

 
o Curricul um Assessmen t  an d Pl an n in g R ep ort . 
 

� Prov ide Cust omer w it h  a curricul um 
roadmap  f or each  f un ct ion al  group  
in t erv iew ed t h at  con t ain s recommen ded 
coursew are t h at  may h el p  cl ose an y 
iden t if ied gap s bet w een  Cust omer n eed an d 
sk il l  set . 

 
o Assessmen t  An al ysis R eadout . 
 

� Prov ide a p resen t at ion  summariz in g t h e 
resul t s arisin g out  of  t h e assessmen t . Th e 
p resen t at ion  may in cl ude, but  is n ot  l imit ed 
t o, t h e f ol l ow in g: Cisco’ s f in din gs, iden t if ied 
gap s, an d gap  recommen dat ion s arisin g out  
of  t h e assessmen t . 

 
o Post -Assessmen t  Con sul t at ion . Th ere is n o p ost -

assessmen t  con sul t at ion  p rov ided by Cisco 
 
o Assump t ion s. 
 

� Net w ork  Dev ices: W it h  regard t o n on -Cisco 
eq uip men t , Pl an n er w il l  n ot  rep resen t  t h e 
op erat ion al  ch aract erist ics or box  in t ern al s of  
n et w ork  eq uip men t  n ot  man uf act ured or sol d 
by Cisco. Th e assessmen t  is l imit ed t o Cisco 
man uf act ured eq uip men t . 

 
� Net w ork  Top ol ogy: An y assessmen t  

p erf ormed by Cisco w il l  be based on  
in f ormat ion  p rov ided by Cust omer in  a h igh  
l ev el  Net w ork  t op ol ogy map . 

 
 
C ustomer  Resp onsi b i li ti es 
 
• G ener al Resp onsi b i li ti es 
 

o Design at e at  l east  t w o ( 2) but  n ot  more t h an  six  ( 6) 
t ech n ical  rep resen t at iv es, w h o must  be Cust omer' s 
emp l oyees in  a cen t ral iz ed Net w ork  sup p ort  cen t er 
( Cust omer' s t ech n ical  assist an ce cen t er), t o act  as t h e 
p rimary t ech n ical  in t erf ace t o t h e Adv an ced Serv ices  
En gin eer. Cust omer w il l  design at e as con t act s sen ior 
en gin eers w it h  t h e aut h orit y t o mak e an y n ecessary 
ch an ges t o t h e Net w ork  con f igurat ion .  O n e in div idual , 
w h o is a sen ior member of  man agemen t  or t ech n ical  
st af f , w il l  be design at ed as Cust omer’ s p rimary p oin t  
of  con t act  t o man age t h e imp l emen t at ion  of  serv ices 
un der t h is Serv ice Descrip t ion  ( e.g., ch air t h e w eek l y 
con f eren ce cal l s, assist  w it h  p riorit iz at ion  of  p roj ect s 
an d act iv it ies).  

 
o W it h in  on e ( 1) year f rom t h e commen cemen t  of  t h e 

Serv ices in  t h is Serv ice Descrip t ion , Cust omer w il l  
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h av e at  l east  on e ( 1) Cisco Cert if ied In t ern et w ork in g 
Ex p ert  ( " CCIE" ) t rain ed emp l oyee or on e ( 1) 
emp l oyee t h at  h av e ach iev ed, in  Cisco' s sol e 
det ermin at ion , an  eq ual  st an dard t h rough  t rain in g an d 
ex p erien ce as design at ed con t act s.  

 
o Cust omer' s t ech n ical  assist an ce cen t er sh al l  main t ain  

cen t ral iz ed n et w ork  man agemen t  f or it s Net w ork  
sup p ort ed un der t h is Serv ice Descrip t ion , cap abl e of  
p rov idin g L ev el  1 an d L ev el  2 sup p ort . 

 
o Prov ide reason abl e el ect ron ic access t o Cust omer' s 

Net w ork  t o al l ow  t h e Adv an ced Serv ices En gin eer t o 
p rov ide sup p ort .   

 
o Dat a Col l ect ion  Tool s. Cust omer sh al l  en sure t h at  

such  Dat a Col l ect ion  Tool s or scrip t s are un der l ock  
an d k ey an d w it h  access rest rict ed t o t h ose Cust omer 
emp l oyee( s) or con t ract or( s) w h o h av e a n eed t o 
access t h e Dat a Col l ect ion  Tool s an d/ or a n eed t o 
k n ow  t h e con t en t s of  t h e out p ut  of  Dat a Col l ect ion  
Tool s. In  t h e ev en t  Dat a Col l ect ion  Tool  p rov ided by 
Cisco is Sof t w are, Cust omer agrees t o mak e 
ap p rop riat e comp ut ers av ail abl e an d dow n l oad 
Sof t w are as n eeded. Cust omer sh al l  remain  
resp on sibl e f or an y damage t o or l oss or t h ef t  of  t h e 
Dat a Col l ect ion  Tool s w h il e in  Cust omer’ s cust ody.   
 
� In it ial  Set -up  ( O n e Time). If  Cisco p rov ides Dat a 

Col l ect ion  Tool s or scrip t s l ocat ed at  Cust omer' s 
sit e, an  in it ial  set -up  is req uired by Cust omer an d 
t h e f ol l ow in g must  be p erf ormed:  

 
- Comp l et e t h e Dat a Col l ect ion  Tool s in st al l at ion  
q uest ion n aire an d ret urn  it  t oget h er w it h  t h e 
Dat a Col l ect ion  Tool s syst em con f igurat ion  ( IP 
address, n et mask , h ost n ame, et c) t o t h e 
Adv an ced Serv ices En gin eer.  

 
- In st al l  t h e Dat a Col l ect ion  Tool  h ardw are in  a 
secure area w it h  l imit ed p h ysical  access.     

 
- Con n ect  t h e Dat a Col l ect ion  Tool  h ardw are t o 
t h e Net w ork . Secure it  beh in d Cust omer’ s 
corp orat e f irew al l .  

 
- Prov ide remot e access t o Dat a Col l ect ion  
Tool s ( V irt ual  p riv at e Net w ork  ( V PN) access t o 
t h e G rap h ical  U ser In t erf ace ( G U I) is p ref erred) 
f or use by Cisco t o in st al l , t roubl esh oot , an d 
main t ain  t h e Dat a Col l ect ion  Tool s. SSH , 
Tel n et , or dial  are ot h er op t ion s but  V PN is 
recommen ded.  

 
- Prov ide Dat a Col l ect ion  Tool s w it h  H TTPS 
( SSL ) access back  t o Cisco CCO / CCX  serv ers 
l ocat ed at  n et t ool s-up l oad.cisco.com f or dail y 
dat a up l oads. H TTP/ F TP/ PF TP may be used 
but  Cisco st ron gl y recommen ds H TTPS ( SSL ).  

 
- Prov ide Dat a Col l ect ion  Tool s w it h  SSH  t o t h e 
n et t ool s-up l oad.cisco.com serv er t o sup p ort  

t h e t ran sf er of  Dat a Col l ect ion  Tool s p at ch es, 
Sol aris securit y p at ch es, an d R ul e B ased 
M ark up  L an guage ( R B M L ) up dat e p ack ages. 
F TP may be used but  Cisco st ron gl y 
recommen ds use of  SSH .     

 
- Prov ide Dat a Col l ect ion  Tool s w it h  SNM P an d 
Comman d L in e In t erf ace ( CL I) access t o al l  
Product ( s) in  t h e Net w ork . Th is is n eeded t o 
f acil it at e col l ect ion  of  in v en t ory an d 
con f igurat ion  in f ormat ion .  

 
- Prov ide Dat a Col l ect ion  Tool s w it h  t h e Net w ork  
Product  l ist  in  Seedf il e f ormat  con t ain in g 
SNM P R ead O n l y ( R O ) commun it y st rin g an d 
CL I ( v t y/ en abl e or TACACS uid/ p w d) f or 
access t o al l  Product ( s) in  t h e Net w ork . Th is is 
n eeded t o creat e t h e Dat a Col l ect ion  Tool s 
Seedf il e.    

 
- Prov ide Sysl og serv er an d up l oad in f ormat ion .  

 
� Dat a Col l ect ion  Tool  M an agemen t  ( O n goin g). In  

t h e ev en t  Dat a Col l ect ion  Tool s are in st al l ed on  
Net w ork  by eit h er Cisco or Cust omer, t h e 
f ol l ow in g it ems must  be p erf ormed on  a regul ar 
or as n eeded basis by Cust omer t o sup p ort  t h e 
op erat ion  of  Dat a Col l ect ion  Tool s in  t h e 
Net w ork :  

 
- Not if y Cisco about  ch an ges made t o t h e 
Net w ork  such  as Product ( s) added/ del et ed an d 
ch an ges made t o Product  creden t ial s.  

 
- F ix  access p robl ems ( Access Con t rol  L ist ’ s, 
f irew al l , et c) t h at  may p eriodical l y occur 
bet w een  Dat a Col l ect ion  Tool s an d t h e 
Product ( s) in  t h e Net w ork .  

  
- F ix  dat a commun icat ion  p robl ems t h at  p rev en t  
Dat a Col l ect ion  Tool s f rom up l oadin g dat a t o 
Cisco or p rev en t  t h e remot e main t en an ce of  
t h e Dat a Col l ect ion  Tool s.  

 
- W h en  p erf ormin g Net w ork  audit s, Cisco 
recommen ds t h e n umber of  ch an ges made t o 
t h e Product ( s) t h at  are bein g audit ed is 
min imiz ed w h il e t h e Net w ork  audit  dat a is 
bein g col l ect ed ( 1-day or 7-day p eriod). If  
f easibl e n o con f igurat ion  ch an ges sh oul d be 
made in  order t o av oid erron eous Net w ork  
audit  resul t s.  

 
- Not if y t h e Adv an ced Serv ices En gin eer w h en  
ch an ges are made t o Sysl og, DNS, p rox y an d 
gat ew ay serv ers IP address.  

 
o Prov ide a Net w ork  t op ol ogy map , con f igurat ion  

in f ormat ion , an d in f ormat ion  of  n ew  f eat ures bein g 
imp l emen t ed as n eeded.   
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o Not if y Adv an ced Serv ices En gin eer of  an y maj or 
Net w ork  ch an ges ( e.g., t op ol ogy, con f igurat ion , n ew  
IO S rel eases.). 

 
o In  t h e ev en t  t h e Net w ork  comp osit ion  is al t ered, af t er 

t h e sel ect ed Serv ices in  t h is Serv ice Descrip t ion  are 
in  ef f ect , Cust omer is resp on sibl e t o n ot if y Cisco in  
w rit in g w it h in  t en  days ( 10 ) of  t h e ch an ge.  Cisco may 
req uire modif icat ion s t o t h e f ee if  t h e Net w ork  
comp osit ion  h as in creased beyon d t h e origin al  p ricin g 
q uot e f or Serv ices. 

 
o Creat e an d man age an  in t ern al  email  al ias f or 

commun icat ion  w it h  Adv an ces Serv ices En gin eer. 
 
o R et ain  ov eral l  resp on sibil it y f or an y busin ess p rocess 

imp act  an d an y p rocess ch an ge imp l emen t at ion s.  
 

N etw or k  S up p or t 
 
• Desi g n S up p or t  In  addit ion  t o t h e G en eral  

R esp on sibil it ies, Cust omer sh al l  p rov ide t h e f ol l ow in g: 
 

o Prov ide a documen t  describin g a sp ecif ic set  of  
t ech n ical  req uiremen t s an d design  goal s. Th e 
l ev el  of  det ail s must  be suf f icien t  t o be used as 
in p ut  t o a design  an d imp l emen t at ion  p l an . 

 
o En sure k ey det ail ed design  st ak eh ol ders an d 

decision -mak ers are av ail abl e t o p art icip at e 
durin g t h e course of  t h e Serv ice. 

 
o Prov ide or ex t ract  addit ion al  in f ormat ion  req uired 

in  t h e design  ef f ort  ( e.g., curren t  an d p l an n ed 
t raf f ic ch aract erist ics). 

 
o An y documen t at ion  of  busin ess req uiremen t s an d 

t ech n ical  req uiremen t s f or t h e n ew  design . 
 

o An y In f ormat ion  on  In f ormat ion  on  curren t  an d 
p l an n ed t raf f ic ch aract erist ics or con st rain t s 

 
• S of tw ar e S up p or t. In  addit ion  t o t h e G en eral  

R esp on sibil it ies, Cust omer sh al l  p rov ide t h e f ol l ow in g: 
 

o In f ormat ion  on  curren t  rel eases run n in g in  t h e 
Net w ork  an d curren t  con f igurat ion  t emp l at es.   
 

o In f ormat ion  on  Cust omer busin ess an d t ech n ical  
req uiremen t s f or n ew  Sof t w are rel eases. 

 
o In f ormat ion  on  p l an n ed ch an ges.  New  

t ech n ol ogy ap p l icat ion s or maj or design  ch an ges 
( sh ort  t erm an d l on g t erm). Con t act  in f ormat ion  
an dCcust omer escal at ion  p rocess. 

 
o In f ormat ion  on  Cust omer cert if icat ion  p rocess 

an d l ab t est in g p rocess. 
 

o In f ormat ion  on  Cust omer ch an ge con t rol  p rocess. 
 

• N etw or k  H ealth  C h eck s. In  addit ion  t o t h e G en eral  
R esp on sibil it ies, Cust omer sh al l  p rov ide t h e f ol l ow in g: 

 
o In f ormat ion  on  an y serv ice l ev el  agreemen t s or 

Net w ork  p erf orman ce req uiremen t s.  
 

o In f ormat ion  on  crit ical  ap p l icat ion s sup p ort ed by 
t h e Net w ork . 

 
o In f ormat ion  on  ex p ect ed Net w ork  grow t h  an d 

ap p l icat ion  mix  ch an ges. 
 

o Dat a col l ect ion  act iv it ies as n eeded t o f acil it at e a 
sp ecif ic Cisco an al yses. 

 
o Al l ow  a Cisco Net w ork  Col l ect or ( CNC) t o be 

in st al l ed on  Cust omer Net w ork  in  order t o 
cap t ure rel ev an t  Net w ork  dat a.  

 
• N etw or k  C h ang e S up p or t. In  addit ion  t o t h e G en eral  

R esp on sibil it ies, Cust omer sh al l  p rov ide t h e f ol l ow in g: 
 

o Design at e p erson ( s) f rom w it h in  it s t ech n ical  
sup p ort  organ iz at ion  t o serv e as a l iaison  t o t h e 
Adv an ced Serv ices En gin eer. 

 
o Prov ide it s design at ed p erson ( s) w it h  in st ruct ion s 

on  p rocess an d p rocedure t o en gage t h e 
Adv an ced Serv ices En gin eer. 

 
o In f ormat ion  on  arch it ect ure ( w h ich  may in cl ude 

remot e sit es an d siz e of  remot e sit es).   
 

o Iden t if y l ow  risk  an d h igh  risk  areas of  t h e 
Net w ork  based on  t h eir Net w ork  t raf f ic.  

  
o In f ormat ion  on  Cust omer Imp l emen t at ion  p l an  

an d dep l oymen t  sch edul e. 
 

o M ain t en an ce w in dow  in f ormat ion  an d an y ot h er 
con st rain t s.  

 
o In f ormat ion  on  Cust omer ch an ge con t rol  p rocess. 

 
o Con t act  in f ormat ion  an d cust omer escal at ion  

p rocess.  
 

o R ev iew  det ail s of  p l an n ed ch an ges w it h  
Adv an ced Serv ices En gin eer. 

 
o Adv ise Cisco of  it s st an dard op erat in g 

p rocedures rel at ed t o it s busin ess p ract ices, it s 
in t ern al  op erat ion al  n omen cl at ure an d Net w ork  t o 
al l ow  Cisco t o ef f ect iv el y commun icat e an d 
discuss ch an ges w it h  Cust omer in  t h e con t ex t  of  
Cust omer’ s busin ess en v iron men t .  

 
o Prov ide al l  n ecessary in f ormat ion  t o en abl e Cisco 

t o p erf orm root  cause an al ysis. 
 
o Prov ide reason abl e el ect ron ic access t o 

Cust omer' s Net w ork  t o assist  Cisco in  p rov idin g 
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sup p ort . 
 
 

C onti nuous L ear ni ng  
 
• K now ledg e T r ansf er  and M entor i ng . In  addit ion  t o 

t h e G en eral  R esp on sibil it ies, Cust omer sh al l  p rov ide:  
 

o Det ail s on  desired t op ics Cust omer w an t s t o see 
cov ered t h rough  k n ow l edge t ran sf er an d 
men t orin g, w it h  back groun d in f ormat ion  on  t h e 
sk il l  set s of  t h e audien ce or men t orin g p rogram 
p art icip an t s. 

 
o En sure t h at  f acil it ies an d eq uip men t  are av ail abl e 

t o h ost  t h e in f ormal  t ech n ical  up dat e session s. 
 
• T ech ni cal K now ledg e L i b r ar y . In  addit ion  t o t h e 

G en eral  R esp on sibil it ies, Cust omer sh al l  p rov ide: 
 

o Cust omer is resp on sibl e f or in st al l at ion  of  t h e 
Con t en t  En gin e or t est in g of  t h e Port al  in t erf ace, 
dep en din g on  w h ich  met h od f or del iv ery is 
sel ect ed by Cisco., If  t h e Con t en t  En gin e del iv ery 
met h od is sel ect ed by Cisco, t h e Cust omer is 
al so resp on sibl e f or p ow er an d surge p rot ect ion , 
securit y, Net w ork  con n ect ion , IP address 
assign men t , an d an y req uired f irew al l  or Access 
Con t rol  L ist  ch an ges req uired on  Cust omer’ s 
Net w ork  in  order f or t h e Serv ices t o be p rov ided 
by Cisco an d t o p rov ide Cisco w it h  t h e n ecessary 
remot e access t o Cisco eq uip men t .  

o Prov ide sh ip men t  con t act  in f ormat ion  such  as: 
con t act  n ame, t it l e, address, t el ep h on e n umber, 
e-mail  address, an d f ax  n umber. 

o F or t h e Con t en t  En gin e del iv ery met h od, p rov ide 
Cisco p h ysical  an d remot e access t o t h e Con t en t  
En gin es( s) an d al l  rel at ed h ardw are, as 
reason abl y req uest ed by Cisco, t o p rov ide, 
sup p ort , an d main t ain  t h e Con t en t  En gin e. Th e 
f ol l ow in g TCP/ IP p ort s are req uired f or out boun d 
remot e access in it iat ed f rom Con t en t  En gin e on  
Cust omer p remises: 

 
� H TTPS/ SSL  ( TCP 443) 
� SSH  ( TCP 22) 
� H TTP ( TCP 80 );  p ossibl y req uired 
� DNS ( U DP 53);  p ossibl y req uired 

o In st al l  an d remov e t h e Con t en t  En gin e.  
 

o Not if y Cisco of  an y t ech n ical  sup p ort  req uest s or 
t roubl esh oot in g issues rel at ed t o t h e Serv ices.  

 
• F or mal T r ai ni ng .  Th e f ormal  t rain in g of f erin g, al so k n ow n  

as " Priv at e Courses"  are def in ed as cl osed en rol l men t  
courses del iv ered t o Cust omer.  Priv at e Courses are 
p rov ided on l y t o Cust omer st uden t s 

 
o G en eral . 
 

� Cust omer w il l  en sure t h at  al l  st uden t s w il l  h av e 
comp ut ers p rov ided by Cust omer f or use in  cl ass 
as n eeded t o sup p ort  l abs.  Cust omer p rov ided 
comp ut ers must  meet  t h e min imum req uiremen t s 
f or l ab access f or t h e course. 

 
� Cust omer may can cel  a Priv at e Course at  an y 

t ime f or an y reason  up on  w rit t en  n ot ice t o t h e 
Cisco p oin t  of  con t act . Can cel l at ion s made w it h in  
t h irt y ( 30 ) busin ess days of  t h e f irst  day of  cl ass 
w il l , at  Cisco’ s sol e discret ion , resul t  in  
resch edul in g, if  p ossibl e by Cisco, or Cisco sh al l  
deem t h e cl ass as h av in g been  comp l et ed w it h  
n o f urt h er obl igat ion  w it h  resp ect  t o such  
can cel l ed cl ass.  If  Cisco must  can cel  a course 
of f erin g, t h en  Cisco’ s sh al l  eit h er at t emp t  t o 
resch edul e t h e cl ass, subj ect  t o resource 
av ail abil it y, or issue a credit  in  t h e amoun t  of  t h e 
course f ee t o be ap p l ied t ow ards f ut ure 
p urch ases by Cust omer. 

 
� Al l  Course con t en t  an d mat erial s p rov ided un der 

t h is F ormal  Train in g are cop yrigh t ed an d are t h e 
p rop ert y of  Cisco an d/ or it s subcon t ract or( s).  No 
p ort ion  of  Course con t en t  or mat erial s may be 
recorded, rep roduced, dup l icat ed, dist ribut ed or 
broadcast  in  an y man n er w it h out  Cisco' s w rit t en  
p ermission . 

 
o F acil it ies. 
 

� Cust omer w il l  p rov ide cl assroom f acil it ies f or al l  
Priv at e Courses del iv ered by Cisco. 

 
� Th e room must  be dedicat ed t o t h e cl ass, w it h  

p l en t y of  t abl e sp ace f or each  st uden t . 
 
� Each  st uden t  req uires a cl ear v iew  of  t h e 

p roj ect ion  syst em an d w h it eboards. Cust omer is 
resp on sibl e f or receiv in g t h e Cisco p rov ided 
eq uip men t , t rack in g an d main t ain in g it  un t il  t h e 
del iv ery of  F ormal  Train in g, an d w il l  assist  w it h  
eq uip men t  set up .  

 
� Cust omer w il l  p rov ide Cisco access t o t h e f acil it y 

at  l east  on e day p rior t o t h e f irst  day of  course 
del iv ery.  

 
� Cust omer w il l  p rov ide Cisco w it h  access t o 

t el ep h on e an d n et w ork  con n ect iv it y w h en  
en gagemen t  is h el d at  a Cust omer f acil it y. If  
remot e access an d/ or in t ern et  con n ect iv it y is 
req uired, Cust omer w il l  p rov ide t h at  con n ect iv it y 
an d st at ic IP addresses as req uired. 

 
� Cust omer w il l  p rov ide access t o t h e W orl d W ide 

W eb v ia t el n et  serv ices. Cisco w il l  p rov ide t h e IP 
address t o Cust omer t o samp l e t h e abil it y t o gain  
access p ast  an y corp orat e f irew al l s.   

 
� Cust omer w il l  p rov ide an  ex t ra Et h ern et  

con n ect ion  at  t h e f ron t  of  t h e room f or t h e 
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in st ruct or. It  is a st an dard p art  of  t h e in st ruct or' s 
p resen t at ion  t o p resen t  t h e sl ide p ort ion  of  t h e 
l ect ure an d t h en  demon st rat e act ion s t o t h e 
st uden t s p rior t o t h e st uden t s p erf ormin g l abs.  

 
� V G A or SV G A p roj ect ion  syst em ( eit h er a 

Proj ect ion  Pan el  combin ed w it h  an  ov erh ead 
p roj ect or, or L CD p roj ect or) t o be con n ect ed t o 
t h e ex t ern al  mon it or p ort  of  t h e In st ruct or' s IB M -
comp at ibl e comp ut er.  

 
� M in imum of  2 w h it eboards, each  ap p rox imat el y 4 

f oot  by 6 f oot  ( t h ree w h it eboards are p ref erred). 
Th ese w h it eboards sh oul d be usabl e ev en  w h en  
t h e p roj ect ion  syst em is simul t an eousl y act iv e. 
 

o Cl assroom Ch eck l ist . F or each  course, Cust omer w il l  
p rov ide, t h e f ol l ow in g admin ist rat iv e it ems, some of  
w h ich  may be p rov ided by t h e st uden t s. 
 
� Not ep ads f or st uden t s, w rit in g t ool s f or st uden t s 

an d in st ruct or ( h igh l igh t ers an d p en s), 
 
� W h it eboard mark ers an d eraser av ail abl e in  

cl assroom 
 
� Ex t ra ov erh ead p roj ect or bul b ( if  used) in  t h e 

cl assroom 
 
� Name t en t s f or st uden t s 

 
o Comp l et ion . F ormal  Train in g sh al l  be deemed 

comp l et e up  t h e comp l et ion  of  course as ev iden ced 
by t h e comp l et ed course rost er p rov ided t o Cust omer. 

 
A nnual A ssessments 

 
• O p er ati onal A ssessment  

 
o Design at e a p rogram man ager t o act  as t h e 

sin gl e p oin t  of  con t act  t o w h ich  al l  Cisco 
commun icat ion s may be addressed, h av in g an  
ap p rop riat e l ev el  of  Net w ork  ex p erien ce. Such  
p erson  sh al l  act  as Cust omer’ s h ost  f or on sit e 
assessmen t  act iv it y t o coordin at e f acil it y access, 
con f eren ce rooms, p h on e access an d st af f  
sch edul in g. 

 
o En sure k ey en gin eerin g, n et w ork in g an d 

op erat ion al  p erson n el  are av ail abl e t o p art icip at e 
in  in t erv iew  session s as req uired by Cisco in  
sup p ort  of  an  assessmen t . R ev iew  assessmen t  
rep ort  an d suggest ion s p rov ided by Cisco. 

 
o Assessmen t  dat a col l ect ion  sup p ort .   

 
� Cust omer agrees t o mak e it s p roduct ion , an d 

if  ap p l icabl e, t est  Net w ork  en v iron men t  
av ail abl e f or in st al l at ion  of  Dat a Col l ect ion  
Tool s. Cust omer sh al l  en sure t h at  Cisco h as 
al l  rel ev an t  Product  in f ormat ion  n eeded f or 
an  assessmen t . 

 
� Cust omer sh al l  adv ise Cisco immediat el y of  

al l  adds, mov es an d ch an ges of  t h e Product  
w it h in  Cust omer’ s Net w ork . 

 
� Assembl e al l  n ecessary Net w ork  av ail abil it y 

dat a t o en abl e Cisco t o cal cul at e q uart erl y 
Net w ork  av ail abil it y. Th e t yp e of  dat a 
req uired t o p erf orm t h e cal cul at ion s in cl udes 
t h e f ol l ow in g:  

 
• O ut age St art  Time ( dat e/ t ime)  
• Serv ice R est ore Time ( dat e/ t ime)  
• Probl em Descrip t ion   
• R oot  Cause  
• R esol ut ion   
• Number of  en d users imp act ed  
• Eq uip men t  M odel   
• Comp on en t / Part   
• Pl an n ed main t en an ce 

act iv it y/ un p l an n ed act iv it y 
• Tot al  en d user/ p ort s on  n et w ork  

 
• S ecur i ty  A r ch i tectur e Rev i ew   
 

o Prov ide a l ist  of  al l  of  t h e ex ist in g securit y 
arch it ect ure comp on en t s in cl udin g but  n ot  l imit ed 
t o H ardw are, Sof t w are an d sol ut ion  
con f igurat ion s;  arch it ect ure descrip t ion s.  

 
o Prov ide a h igh -l ev el  arch it ect ural  draw in g 

sh ow in g t h e t yp e of  H ardw are, Sof t w are, an d 
ap p l icat ion  sol ut ion s con f igurat ion s an d w h ere 
t h ey are p h ysical l y l ocat ed ( f or ex amp l e, 
geograp h ical  l ocat ion  or l ocat ion  w it h in  t h e 
Net w ork ). 

 
o Prov ide det ail ed def in it ion s of  t h e t yp e of  

ap p l icat ion  ( f or ex amp l e mobil e t rav el er, 
corp orat e w ork f orce) an d f eat ures;  det ail ed  
def in it ion  of  Cust omer’ s imp l emen t at ion  st rat egy. 

 
o Prov ide cop ies of  p roduct  con f igurat ion  

t emp l at es. 
 
o Prov ide securit y n et w ork  ex p an sion  roadmap . 
 
o Prov ide a n et w ork  t op ol ogy map , con f igurat ion  

in f ormat ion , an d in f ormat ion  of  n ew  f eat ures 
bein g imp l emen t ed as n eeded.  

 
o R et ain  ov eral l  resp on sibil it y f or an y busin ess 

p rocess imp act  an d an y p rocess ch an ge 
imp l emen t at ion s. 

 
o En sure k ey Cust omer n et w ork in g an d op erat ion al  

p erson n el  are av ail abl e t o p art icip at e in  in t erv iew  
session s as req uired.  

 
o U n l ess ot h erw ise agreed t o by t h e p art ies, 

Cust omer sh al l  resp on d w it h in  t w o ( 2) busin ess 
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days of  Cisco’ s req uest  f or documen t at ion  or 
in f ormat ion  n eeded f or t h e Serv ice. 

 
o Cust omer ack n ow l edges t h at  Cisco’ s obl igat ion  is 

t o on l y p rov ide assist an ce t o Cust omer w it h  
resp ect  t o t h e t ask s det ail ed an d t h at  such  
assist an ce may n ot  resul t  in  some or al l  of  t h e 
t ask s bein g comp l et ed. 

 
• C ur r i culum P lanni ng  Rev i ew   
 

o Design at e a sin gl e p oin t  of  con t act  t o w h om al l  
Cisco commun icat ion s may be addressed an d 
w h o h as t h e aut h orit y t o act  on  al l  asp ect s of  t h e 
Serv ices an d sh al l  be av ail abl e durin g St an dard 
B usin ess H ours. 

 
o Design at e a back  up  w h en  t h e Cust omer con t act  

is n ot  av ail abl e w h o h as t h e aut h orit y t o act  on  al l  
asp ect s of  t h e Serv ices in  t h e absen ce of  t h e 
p rimary con t act .  

 
o Act  as sin gl e p oin t  of  con t act  f or an y q uest ion s or 

in q uiries t h at  t h e Pl an n er may h av e.  
 
o U n l ess ot h erw ise agreed t o by p art ies, p rov ide 

in f ormat ion  an d documen t at ion  req uired by Cisco 
w it h in  f iv e ( 5) busin ess days of  Cisco’ s req uest . 

 
o En sure k ey Cust omer st af f  is av ail abl e f or 

sch edul ed in f ormat ion  gat h erin g session s such  
as in t erv iew s. 

 
o In it iat e t h e p roj ect  by con duct in g k ick of f  

meet in gs, def in e p roj ect  scop e, p roj ect  sch edul e 
an d w ork  break dow n  st ruct ure. Prov ide al l  
n ecessary t ech n ical  documen t at ion  in cl udin g, but  
n ot  l imit ed t o n et w ork  design s an d 
imp l emen t at ion  p l an s an d j ob descrip t ion s f or t h e 
t arget  audien ces bein g assessed. 

 

G lossar y  of  T er ms f or  F oundati on T ech nolog y  S er v i ce 
P r ov i der  O p ti mi z ati on S er v i ce 

 
Th e f ol l ow in g t erms, as def in ed bel ow , ap p l y sol el y t o t h is 
T ech ni cal K now ledg e L i b r ar y  Serv ices described in  
Serv ice Descrip t ion : 

 
• A uth or i z ed V i ew er ”  mean s eit h er ( i) an  emp l oyee of  

Cust omer or ( ii) an  in dep en den t  con t ract or of  
Cust omer p erf ormin g serv ices f or Cust omer’ s ben ef it  
w h o is aut h oriz ed by Cust omer t o use t h e Serv ices. 

 
• “ B ump er  C li p ”  mean s a sh ort  mul t imedia v ideo 

an d/ or audio segmen t  con t ain in g an  ‘ on B usin ess 
Net w ork ’  l ogo or ot h er bran din g seq uen ce, w h ich  is 
in t en ded t o be v iew ed immediat el y bef ore an d/ or af t er 
a M ul t imedia Cl ip . 

 
• “ C ontent”  mean s t h e con t en t  h ost ed on  Con t en t  

En gin es as p art  of  t h e Serv ices f or w h ich  Cust omer 
sh al l  gain  access as p art  of  t h e Serv ices, in cl udin g 
Sidebar Con t en t  ( def in ed bel ow ). Al l  Con t en t  sh al l  be 
con sidered Cisco Con f iden t ial  In f ormat ion . 

 
• “ C ontent E ng i ne”  mean s t h e Cisco-ow n ed 

H ardw are an d embedded Cisco Sof t w are p rov ided t o 
Cust omer as p art  of  t h e Serv ices. 

 
• “ I ntellectual P r op er ty  Ri g h ts”  mean s al l  p ast , 

p resen t , an d f ut ure righ t s of  t h e f ol l ow in g t yp es, w h ich  
may ex ist  or be creat ed un der t h e l aw s of  an y 
j urisdict ion  in  t h e w orl d:  ( a) righ t s associat ed w it h  
w ork s of  aut h orsh ip , in cl udin g ex cl usiv e ex p l oit at ion  
righ t s, cop yrigh t s, moral  righ t s, an d mask  w ork  righ t s;  
( b) t rade secret  righ t s;  ( c) p at en t  an d in dust rial  
p rop ert y righ t s;  ( d) t rademark  an d t rade n ame righ t s 
an d simil ar righ t s;  ( e) ot h er p rop riet ary righ t s in  
in t el l ect ual  p rop ert y of  ev ery k in d an d n at ure;  an d ( f ) 
righ t s in  or rel at in g t o regist rat ion s, ren ew al s, 
ex t en sion s, combin at ion s, div ision s, an d reissues of , 
an d ap p l icat ion s f or, an y of  t h e righ t s ref erred t o in  
cl auses ( a) t h rough  ( e) of  t h is sen t en ce. 

 
• “ I nter nal U se P ur p oses”  mean s use of  t h e Serv ices 

f or t h e sol e p urp ose of  p ermit t in g Aut h oriz ed V iew ers 
t o v iew  t h e Con t en t , p rov ided t h at  al l  such  v iew in g is 
sol el y in t en ded t o f urt h er Cust omer’ s in t ern al  
commun icat ion s, t rain in g, educat ion , or admin ist rat iv e 
obj ect iv es.  Not w it h st an din g an yt h in g t o t h e con t rary 
in  t h is Serv ice Descrip t ion , “ In t ern al  U se Purp oses”  
ex p ressl y ex cl udes ( i) t h e l icen sin g, cop yin g, 
t ran sf errin g, or dist ribut in g of  an y el emen t  of  t h e 
Serv ices;  ( ii) disp l ayin g of  an y el emen t  of  t h e Con t en t  
t o an y p erson s ot h er t h an  Aut h oriz ed V iew ers, an d 
Cust omer w il l  n ot  p ermit  or en abl e an y ot h er p erson s 
t o v iew  an y el emen t  of  t h e Con t en t ;  ( iii) modif yin g, 
al t erin g, abbrev iat in g, or edit in g of  an y el emen t  of  t h e 
Serv ices un l ess ex p ressl y p ermit t ed by Cisco or it s 
sup p l iers or l icen sors;  ( iv ) t h e in corp orat ion  of  an y 
el emen t  of  t h e Serv ices in t o an y p roduct  or serv ice of  
Cust omer or creat in g a deriv at iv e w ork  based up on  
t h e Serv ices;  an d ( v ) usin g an y el emen t  of  t h e 
Serv ices in  an y man n er ot h er t h an  as ex p ressl y 
aut h oriz ed un der t h is Serv ice Descrip t ion . 

 
• “ M ulti medi a C li p ”  mean s a discret e mul t imedia 

v ideo or audio segmen t , in  digit al  f ormat , t h at  is 
in t en ded t o be v iew ed f rom st art  t o f in ish  w it h out  
in t errup t ion . 

 
• “ onB usi ness C ontent”  mean s Con t en t  w h ich  is 

associat ed w it h  t h e ‘ on B usin ess Net w ork ’  bran d. 
 

• “ S i deb ar  C ontent”  mean s sup p l emen t al  met a-
con t en t  or met a-dat a associat ed w it h  each  M ul t imedia 
Cl ip , set t in g f ort h  in dex in g in f ormat ion  about  t h e 
p ert in en t  M ul t imedia Cl ip , such  as it s t it l e, run n in g 
t ime, a descrip t iv e summary of  it s con t en t , an d it s 
cat egory or cl assif icat ion .  Sidebar Con t en t  al so 
mean s an y v iew abl e, dow n l oadabl e or st reamed 
con t en t  t h at  may be accessed in  con n ect ion  w it h  a 
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M ul t imedia Cl ip  or an y Cisco-p rov ided st an dal on e 
con t en t , in cl udin g but  n ot  l imit ed t o t ran scrip t s, t ex t  
f il es, p ict ures, direct ories, guides, v ideo an d/ or audio 
f il es, an d an y ot h er dat a, p rov ided by Cisco p ursuan t  
t o t h is Serv ice Descrip t ion , but  ex cl udin g M ul t imedia 
Cl ip s an d B ump er Cl ip s. 

 
 
 

 
 
 

 
 
 
 
 
 


