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Ci sco Securi ty  Remote Management Servi ce 

  
Security Description: C isco Security R em ote M a na g em ent Serv ices 
1 C i s c o  S e c u r i t y  Re m o t e  M a na g e m e nt  S e r v i c e s  

Th i s document descri bes th e Ci sco Securi ty  Remote Management Servi ces as deli vered by  th e Ci sco Remote Operati ons Servi ce 
(Ci sco ROS) Servi ce Deli very  team.  Th i s servi ce descri pti on i s desi gned to provi de th e Customer wi th  a baseli ne understandi ng 
of th e acti vi ti es, deli verables and servi ce deli very  processes th at Ci sco uses to deli ver Ci sco Securi ty  Remote Management 
Servi ces.  Th i s servi ce descri pti on i s also desi gned to properly  set th e Customer’s ex pectati ons regardi ng th ese servi ces.  
Ci sco Securi ty  Remote Management Servi ces i nclude th ree underly i ng securi ty  servi ces th at may  be purch ased seperately  or i n 
any  combi nati on.  Th ese th ree securi ty  servi ce offeri ngs i nclude: 
• Ci sco Securi ty  Access Control Remote Management Servi ce 
 
• Ci sco Securi ty  Intrusi on Preventi on Remote Management Servi ce 
 
• Ci sco Securi ty  Vi rtual Pri vate Network (VPN) Remote Management Servi ce 
 
Th e Ci sco ROS Securi ty  Operati ons Center (SOC) provi des remote network management and moni tori ng support for speci fi c 
securi ty  components of th e Customer’s access control i nfrastructure, i ntrusi on preventi on i nfrastructure and VPN i nfrastructure, 
enabli ng th e Customer to out-task securi ty  admi ni strati on by  uti li z i ng Ci sco’s securi ty  personnel as well as Ci sco’s process-dri ven 
remote network management meth odology .  Ci sco Securi ty  Remote Management Servi ces are desi gned to provi de Customers 
wi th  an ex tended network securi ty  support staff wi th  a core competency  i n Ci sco Securi ty  advanced tech nologi es.  Oth er benefi ts 
of th ese servi ces i nclude: 

• Enabli ng th e Customer to re-capture IT support team capaci ty  by  uti li z i ng th e Ci sco ROS Securi ty  Operati ons Center 
(SOC) as an ex tensi on of th ei r IT securi ty  staff 

• Reduci ng securi ty  ri sk by  i mprovi ng th e Customer’s awareness of and vi si bi li ty  i nto network securi ty  th reats and 
vulnerabi li ti es 

• Ti gh teni ng Ch ange-Release-Confi gurati on Management processes on th e Customer’s network i nfrastructure to h elp 
strength en network i ntegri ty  

• Provi di ng th e Customer wi th  engi neeri ng recommendati ons from Ci sco ROS securi ty  engi neers th at wi ll h elp a Customer 
deci de wh i ch  tacti cal operati onal steps th ey  sh ould take to mi ti gate th reats, address vulnerabi li ti es and, over ti me, 
i mprove th ei r overall network securi ty  posture 

Ci sco Securi ty  Remote Management Servi ces are i ntended to supplement current support agreements for Ci sco products and are 
only  avai lable wh ere all Managed Components i n th e Customer’s network are supported th rough  a mi ni mum of core servi ces such  
as Ci sco’s SMARTnet, Ci sco Servi ces for IPS and Software Appli cati on Servi ces. Ci sco sh all provi de Ci sco Securi ty  Remote 
Management Servi ces descri bed below as selected and detai led on th e Purch ase Order for wh i ch  Ci sco h as been pai d th e 
appropri ate fee. Ci sco sh all provi de a Q uote for Servi ces (“Q uote”) setti ng out th e ex tent of th e Servi ces and durati on th at Ci sco 
sh all provi de such  Servi ces.  Ci sco sh all recei ve a Purch ase Order th at references th e Q uote agreed between th e parti es and 
th at, addi ti onally , acknowledges and agrees to th e terms contai ned th erei n. Ci sco wi ll only  provi de support of Managed 
Components for wh i ch  Servi ce h as been selected.  
Please read th i s document carefully  as i t contai ns i mportant i nformati on regardi ng one or more of th e securi ty  servi ces th at y ou 
h ave purch ased from Ci sco. 
D i r e c t  S a l e  f r o m  C i s c o .   If y ou h ave purch ased th ese Servi ces di rectly  from Ci sco, th i s document i s i ncorporated i nto y our 
Master Servi ces Agreement (MSA), Advanced Servi ces Agreement (ASA), or eq ui valent servi ces agreement ex ecuted between 
y ou and Ci sco.  In th e event of a confli ct between th i s Servi ce Descri pti on and y our MSA or eq ui valent servi ces agreement, th i s 
Servi ce Descri pti on sh all govern. 
S a l e  v i a  C i s c o  A u t h o r i z e d  Re s e l l e r .   If y ou h ave purch ased th ese Servi ces th rough  a Ci sco Auth ori z ed Reseller, th i s document 
i s for i nformati onal purposes only ;  i t i s not a contract between y ou and Ci sco.  Th e contract, i f any , governi ng th e provi si on of th i s 
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Servi ce i s th e one between y ou and y our Ci sco Auth ori z ed Reseller. Y our Ci sco Auth ori z ed Reseller sh ould provi de th i s document 
to y ou, or y ou can obtai n a copy  of th i s and oth er Ci sco servi ce descri pti ons at  www.ci sco.com/ go/ servi cedescri pti ons/ .   
Re l a t e d  D o c u m e nt s :  Th e followi ng documents posted at www.ci sco.com/ go/ servi cedescri pti ons/  sh ould be read i n conj uncti on 
wi th  th i s Servi ce Descri pti on and are i ncorporated i nto th i s Servi ce Descri pti on by  th i s reference: 
• Ci sco ROS Servi ce G lossary  of Terms 
  
• Ci sco ROS Supported Devi ce L i st 

 
 

2 C i s c o  S e c u r i t y  A c c e s s  C o nt r o l  Re m o t e  M a na g e m e nt  S e r v i c e  
Th e obj ecti ve of Ci sco Securi ty  Access Control Remote Management Servi ce i s to manage and moni tor th e i denti fi ed securi ty  
components of th e Customer’s access control i nfrastructure, targeti ng access poli cy  admi ni strati on and troublesh ooti ng of Managed 
Components as th e pri mary  areas of focus of th i s servi ce.   
Th e followi ng Managed Components are covered under th e Ci sco Securi ty  Access Control Remote Management Servi ce: 

• Managed Components wi th i n Customer’s access control i nfrastructure as outli ned i n th e Ci sco ROS Supported Devi ce L i st 
located at www.ci sco.com/ go/ servi cedescri pti ons/  

• Management Termi nati on router (as needed, Ci sco-provi ded dependi ng on meth od of remote management connecti vi ty  to th e 
Managed Components of th e Customer’s access control i nfrastructure) 

• Ci sco ROS Sy slog Server (Ci sco-provi ded for capturi ng and stori ng sy slog data from Managed Components enti tled under th i s 
servi ce) 
 

2. 1 I nc i d e nt  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  A c c e s s  C o nt r o l  Re m o t e  M a na g e m e nt  S e r v i c e  
Inci dent Management i s th e process used by  th e Ci sco SOC to i denti fy  Inci dents and restore servi ce or remedi ate declared i nci dents as 
q ui ckly  as possi ble and may  i nvolve i mplementi ng temporary  work-arounds.  Th e Ci sco Securi ty  Operati ons Center (Ci sco SOC) wi ll 
proacti vely  moni tor for key  events and th resh olds on Managed Components i n th e Customer’s access control network i nfrastructure.  In 
th e case of undetected events, Customers may  declare an Inci dent by  contacti ng th e Ci sco ROS Servi ce Desk, communi cati ng vi a 
teleph one any  h i gh  pri ori ty  Inci dents (sy stem down, degraded performance, etc.).  L ow pri ori ty  i nci dents sh ould be reported to th e Ci sco 
ROS Servi ce Desk vi a th e Ci sco ROS W eb Portal.  
Upon automati c detecti on or manual submi ssi on of an Inci dent to th e Ci sco ROS Servi ce Desk, an Inci dent Ti cket i s created. Th e Ci sco 
ROS Servi ce Desk wi ll coordi nate wi th  th e Ci sco SOC duri ng th e li fespan of th e declared Inci dent.  Th e Ci sco ROS Servi ce Desk i s 
ulti mately  responsi ble for coordi nati ng th e management of th e Inci dent wh i ch  i ncludes communi cati ng wi th  th e Customer th rough out th e 
Inci dent management process.  Th i s communi cati on also i ncludes noti fi cati on to th e Customer th at th e Inci dent h as been resolved or 
remedi ated.  
 
2. 1. 1 I nc i d e nt  D e t e c t i o n 

Ci sco moni tori ng sy stem i ndi cates a fault condi ti on, a performance th resh old was ex ceeded, or a securi ty  event h as tri ggered a securi ty  
Inci dent.   
Acti vi ti es: 

• Moni tor (24x 7x 365) manageable elements of th e Customer’s network securi ty  i nfrastructure  
• Perform ongoi ng Fault and Performance i nci dent moni tori ng (re: alerti ng) on th e enti tled Managed Components of th e 

Customer’s network securi ty  i nfrastructure 
• Perform ongoi ng Securi ty  i nci dent moni tori ng (re: alerti ng) on th e enti tled Managed Components of th e Customer’s network 

securi ty  i nfrastructure. 
• Detect Inci dents 
• Correlate Inci dents wh ere appli cable 
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Deli verable(s): 
• Confi rmed Inci dents logged i n th e Ci sco ROS Confi gurati on Management Database (CMDB ) 

 
2. 1. 2 I nc i d e nt  Re c o r d  

Ci sco ti cketi ng sy stem captures alarm /  event /  correlati on data, enri ch es wi th  relevant Confi gurati on Item (CI) i nformati on and creates 
i nci dent ti cket. 
Acti vi ti es: 

• Enri ch  alarm i nformati on wi th  relevant Confi gurati on Item (CI) i nformati on from th e Ci sco ROS CMDB   
 
Deli verable(s): 

• Create Inci dent Ti cket 
 
• Post Inci dent Ti cket onli ne vi a th e Portal for th e Customer to vi ew all ti cket h andli ng acti vi ti es and mi lestones 

 
2. 1. 3 I nc i d e nt  C o m m u ni c a t i o n ( E-no t i f i c a t i o n) 

Ci sco wi ll electroni cally  noti fy  (E-noti fy ) desi gnated Customer contacts for new Inci dents or mi lestones ach i eved duri ng th e Inci dent 
Management process.  E-noti fi cati ons are sent to any  emai l address or emai l-capable mobi le devi ce and wi ll i nclude th e Inci dent Ti cket 
number.  Th e Customer (or i ts preferred vendor) can alway s vi ew Inci dent status and detai led i nformati on vi a th e Ci sco ROS W eb 
Portal. 
Acti vi ti es: 

• Automated electroni c noti fi cati on (E-noti fi cati on) to speci fi c Customer contact(s) based on Customer’s noti fi cati on 
req ui rements as agreed on duri ng th e Servi ce Acti vati on process. 

 
• Match  customer’s noti fi cati on profi le wi th  Inci dent Ti cket mi lestones 
 

Deli verable(s): 
• Perform E-noti fi cati on of Inci dent Ti ckets per Customer’s noti fi cati on profi le 
 
• L og E-noti fi cati on records i n th e Inci dent Ti cket 

 
2. 1. 4 I nc i d e nt  P r i o r i t y  a nd  C l a s s i f i c a t i o n 

Inci dents wi ll be managed accordi ng to th e Severi ty  level as determi ned by  IT Infrastructure L i brary  (ITIL ) servi ce support framework.  
Inci dent Severi ty  level depends on a vari ety  of factors i ncludi ng pre-defi ned Inci dent Ti cketi ng attri butes such  as busi ness i mpact, 
urgency  and asset value (i f appli cable and entered i nto Ci sco’s Confi gurati on Management Database duri ng th e Servi ce Acti vati on 
ph ase).  Inci dent Severi ty  level wi ll determi ne th e Inci dent Pri ori ty  level set by  th e Ci sco SOC on a per-i nci dent basi s.   
Acti vi ti es: 

• Evaluate Inci dent Severi ty  and pri ori ti z e all Inci dents i nto Pri ori ty  1 (P1), Pri ori ty  2 (P2) and Pri ori ty  3 (P3) Inci dent categori es 
 
• Classi fy  Inci dents i nto Fault, Performance or Securi ty  Inci dent categori es 

 
 
Deli verable(s): 

• Properly  pri ori ti z ed Inci dents based on Inci dent Ti cketi ng attri butes 
 
• Report status pri ori ti z ed Inci dent agai nst i ts associ ated Servi ce L evel Obj ecti ves (SL O) as defi ned i n th e Servi ce L evel 

Management (SL M) secti on of th i s document 
 

2. 1. 5 I nc i d e nt  I nv e s t i g a t i o n a nd  D i a g no s i s  
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Ci sco SOC engi neers uti li z e Inci dent Remedi ati on procedures to collect any  addi ti onal data req ui red to fully  di agnose and match  th e 
Inci dent to a known error i n th e Ci sco ROS Knowledge B ase (KB ).  Ci sco SOC engi neers wi ll work to q ui ckly  i solate th e root cause of 
th e Inci dent. Once root cause i solati on h as occurred, Ci sco SOC engi neers wi ll update th e Inci dent Ti cket wi th  i nformati on related to 
root cause i solati on and th en proceed to th e Inci dent resoluti on and restorati on ph ase. 
Acti vi ti es: 

• Collect addi ti onal data to properly  di agnose root cause of th e Inci dent 
 
• Attempt to match  Inci dent to a known error i n th e Ci sco ROS Knowledge B ase (KB ) 

 
Deli verable(s): 

• Update Inci dent Ti cket wi th  root cause i solati on i nformati on for Fault and Performance Inci dents 
 
• Update Inci dent Ti cket wi th  root cause securi ty  event i nformati on for Securi ty  Inci dents 

 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone (i f req uested by  th e Customer) 
 

2. 1. 6 I nc i d e nt  Re s o l u t i o n a nd  Re s t o r a t i o n 

Ci sco SOC engi neers uti li z e Inci dent Remedi ati on procedures and work to restore servi ces wi th i n agreed servi ce levels, i ni ti ati ng any  
Req uests for Ch ange (RFCs) as needed for restorati on. 
After th e Inci dent h as been i solated down to i ts root cause, Ci sco SOC engi neers wi ll work to resolve th e Inci dent. Resoluti on i s 
complete wh en functi onali ty  i s restored to th e affected Managed Component(s) or, i n th e case of a Secui ty  Inci dent, a recommendati on 
i s made to th e Customer to remedi ate th e Inci dent. Th e resoluti on process i ncludes any  acti on th e Ci sco SOC req ui res to restore 
functi onali ty  to a Managed Component or remedi ate a Securi ty  Inci dent on th e Customer’s network i nfrastructure. 
Th e Ci sco SOC wi ll uti li z e work-around soluti ons to restore all or parti al functi onali ty  wh en full functi onali ty  cannot be restored wi th i n 
commi tted ti meframes as defi ned i n th e Servi ce L evel Management secti on of th i s document.  W h en a work-around i s uti li z ed, th e 
Inci dent wi ll conti nue to remai n open and wi ll be worked by  Ci sco SOC engi neers unti l resolved, i n accordance wi th  th e pri ori ty  level of 
th e Inci dent. 
Inci dent resoluti on and restorati on may  i nclude Ci sco SOC securi ty  engi neers worki ng di rectly  wi th  th e Customer’s network IT team to 
resolve fault and performance i nci dents on th e enti tled Managed Components or to assi st wi th  th e remedi ati on of securi ty  i nci dents 
detected on th e customer’s network i nfrastructure.  Ci sco SOC securi ty  engi neers may  provi de recommendati ons for remedi ati on of an 
i nfected h ost (i f detected).  Th e Customer i s ulti mately  responsi ble for any  patch i ng of i nfected h osts on th ei r network. 
Sh ould th e Ci sco SOC req ui re a confi gurati on ch ange i n a Managed Component to resolve an i ssue or i mplement a work-around, th e 
Ci sco SOC wi ll follow th e Ch ange Management Process establi sh ed wi th  th e Customer 
Acti vi ti es: 

• Resolve Fault and Performance Inci dents on Managed Components 
 
• Remedi ate Securi ty  Inci dents on th e Customer’s network i nfrastructure 
• Submi t, wh en needed, a Ci sco-recommented Req uest For Ch ange (RFC) i n accordance wi th  th e Ch ange Management 

Process establi sh ed wi th  th e Customer to tune beni gn traffi c or i mplement a temporary  work-around 
 
• Di spatch  th i rd party  vendors, as needed and appropri ate, wi th i n th e resoluti on steps prescri bed by  th e Ci sco SOC and i n 

accordance wi th  th e Ci sco SMARTnet or Ci sco Servi ces for IPS servi ce terms on th e affected Managed Components. As 
vendors are di spatch ed, th e Inci dent Ti cket wi ll be updated wi th  i nformati on related to th e di spatch . 

 
• Update Inci dent Ti cket to i nclude notes detai li ng Fault and Performance Inci dent resoluti on or recommendati ons for 

remedi ati ng Securi ty  Inci dents.  
 
• Perform E-noti fi cati on for th i s Inci dent Ti cket mi lestones, i f req uested by  th e Customer. 

 
Deli verable(s): 

• Updated Inci dent Ti cket wi th  resoluti on detai ls on Faults and Performance related Inci dents 
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• Updated Inci dent Ti cket wi th  recommendati ons detai li ng h ow to remedi ate a mali ci ous Securi ty  Inci dent 
• Updated Inci dent Ti cket wi th  j usti fi cati on for classi fy i ng beni gn Securi ty  Inci dents  
• Ci sco-recommended Req uest for Ch ange (RFC) for tuni ng a recurri ng beni gn Securi ty  Inci dent as determi ned by  Ci sco SOC 

engi neers 
 
2. 1. 6. 1 I nc i d e nt  Es c a l a t i o ns  
Escalati on dri ven by  elapsed ti me agai nst SL Os ensuri ng effecti ve routi ng of Inci dents to appropri ate tech ni cal resources as req ui red.  
A Customer may  req uest escalati on of a Inci dent Ti cket at any  ti me vi a th e Portal or Teleph one teleph one call to th e Ci sco ROS 
Servi ce Desk.  Th e Ci sco SOC wi ll refer Inci dents to th e Customer as needed and escalate th e Inci dent wi th  th e Customer wi th i n th e 
Customer’s escalati on gui deli nes unti l th e Inci dent i s resolved (i e: fault and performance i nci dents) or remedi ated (i e: securi ty  
i nci dents). 
Acti vi ti es: 

• Ensure Inci dent i s bei ng h andled by  appropri ate Ci sco SOC engi neeri ng resources to meet SL Os 
 

• Escalate Inci dent as appropri ate i n th e Ci sco SOC or wi th  th e Customer per th e establi sh ed escalati on procedures  
 
Deli verable(s): 

• Updated Inci dent Ti cket to i nclude escalati on notes 
 
• Inci dents resolved or remedi ated i n accordance wi th  SL O targets 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone, i f req uested by  th e Customer 

 
2. 1. 7 I nc i d e nt  C l o s u r e  

Once th e Ci sco SOC declares an Inci dent resolved and veri fi ed, th e i nci dent wi ll be closed.  In th e event th at th e Inci dent reoccurs, a 
new Inci dent Ti cket wi ll be created to accurately  reflect th e recurri ng nature of th e Inci dent and ai d i n th e i denti fi cati on of Problems.  
Dependi ng on freq uency , recurri ng Inci dents may  tri gger th e reacti ve Problem Management process wh i ch  may  i nclude a Ci sco-
recommended Req uest For Ch ange (RFC) to resolve th e recurri ng Inci dent. 
Any  auth ori z ed Customer agent may  also proacti vely  req uest Inci dent Ti cket closure vi a th e Portal or Teleph one.  Th e Ci sco SOC wi ll 
revi ew th e req uest and work i n conj uncti on wi th  th e Ci sco ROS Servi ce Desk to close th e Inci dent Ti cket or follow up wi th  th e Customer 
for more i nformati on as needed. 
Acti vi ti es: 

• Confi rm Inci dent i s resolved 
 
• If Inci dent reoccurs, dependi ng on freq uency  and atti butes of th e Inci dent, open a Ci sco-recommended RFC to resolve 

recurri ng Inci dent 
 
Deli verable(s): 

• Update Inci dent  Ti cket to i nclude closi ng notes 
 
• Close th e Inci dent Ti cket 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone, i f req uested by  th e Customer. 

 
2. 2 P r o b l e m  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  A c c e s s  C o nt r o l  Re m o t e  M a na g e m e nt  S e r v i c e  
Th e goal of Problem Management i s to mi ni mi z e th e adverse i mpact of Inci dents resulti ng from errors i n th e Customer’s network by  
deli veri ng a sy stemati c approach  for di agnosi ng th e root causes of Inci dents and preventi ng th ei r reoccurrence by  recommendi ng th e 
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eli mi nati on of th e underly i ng errors wh enever possi ble.  To ach i eve th i s goal, Ci sco SOC engi neers wi ll di agnose th e root cause of 
Inci dents and th en i ni ti ate acti ons to i mprove or correct th e si tuati on. 
2. 2. 1 Reacti ve Problem Management 
Reacti ve problem management descri bes th e problem management processes th at pri mari ly  support i nci dent management. Th ese 
processes are i ni ti ated wh en an i nci dent cannot be match ed to a known error. A problem i s declared for th e purpose of tracki ng th e 
acti vi ti es th at lead to i denti fy i ng a root cause and a resoluti on to th e i nci dent’s underly i ng error. Th e process concludes wh en a known 
error, i ncludi ng i ts root cause and resoluti on, h as been i denti fi ed and recorded i n th e Ci sco ROS known error database. Th e known 
error wi ll th en be used to resolve and close all associ ated open and future i nci dents. 
Acti vi ti es: 

• Uti li z e Problem Management procedures to collect addi ti onal data req ui red to analy z e th e root cause 
 

• Uti li z e error data, tech ni cal ex perti se, and product and development resources to i solate a root cause for th e error 
 

• Document recommended remedi ati on and resoluti on procedures, and assi st Inci dent Management team i n th e resoluti on of an 
error 

 
• Error i s closed and h anded back to th e Inci dent Management team for any  furth er Inci dent Management acti vi ty  

 
Deli verable(s): 

• Faster Inci dent resoluti on for repeti ti ve Inci dents 
• Accurate and updated known error database 

Ex ample: 
• A Customer’s network i s runni ng very  slowly  th e Customer i s speculati ng th at th ei r network may  be i nfected by  a worm ofr 

vi rus wh i ch  i s causi ng th e network latency  i ssue.  Th e Ci sco ROS Servi ce Desk fi elds a call from th e Customer req uesti ng a 
Inci dent Ti cket be opened manually .  Th e Ci sco ROS SOC engi neer worki ng th e Inci dent escalates usi ng th e Problem 
Management process.  A Ci sco ROS SOC Problem Management engi neer accesses th e Customer’s managed fi rewall, 
analy z es th e current traffi c patterns and match es th e traffi c to a new  worm recently  di scovered i n th e wi ld.  Th e Inci dent Ti cket 
i s updated wi th  remedi ati on procedures to enable th e Customer to take speci fi c acti on on remedi ati ng th e worm acti vi ty  and 
resolvi ng th e root cause of th e network latency  i ssue. 

 
2. 2. 2 Proacti ve Problem Management 
Proacti ve Problem Management prevents th e occurrence or li mi ts th e adverse i mpact of future i nci dents.  Th e Ci sco SOC wi ll analy z e 
Inci dent trends to i denti fy  patterns and sy stemi c condi ti ons. In th e event a trend i s detected, th e results wi ll be i ntroduced i nto th e 
Problem Management process. Th e Ci sco SOC analy z es di fferent data sets based upon a vari ety  of tri ggers th at would i ndi cate th at a 
Managed Component sh ould be furth er evaluated.  Not all th e aforementi oned tri ggers are necessari ly  i ndi cati ve of a problem req ui ri ng 
resoluti on. 
Acti vi ti es: 

• Identi fy  recurri ng Inci dents and refer to Inci dent Management for resoluti on 
 
• Analy z e trends for Inci dents on Managed Components 

 
• Moni tor th e resoluti on 

 
• Document appli cable error, remedi ati on, recovery , and resoluti on i nformati on i n th e Knowledge B ase 

 
• Perform annual confi gurati on revi ews for each  q uali fi ed Managed Component on th e Customer’s access control i nfrastructure 

 
Deli verables: 

• Reduced number of errors i n th e customer’s network 
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• Annual Confi gurati on Revi ew report on all Managed Components 
 

• Improved network access control poli ci es from acti onable recommendati ons from th e Annual Confi gurati on Revi ew report 
 
Ex ample: 
 

• Ci sco SOC Problem Management engi neer performs a confi gurati on revi ew of a Customer’s fi rewall and deli vers a acti onable 
li st of recommendati ons to th e Customer to ti gh ten up th ei r access control poli cy  on th e fi rewall to h elp reduce th e ri sk of 
mali ci ous securi ty  i nci dents 

 
2. 3 C h a ng e  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  A c c e s s  C o nt r o l  Re m o t e  M a na g e m e nt  S e r v i c e  
Ch ange Management i s th e process used by  th e Ci sco SOC to apply  standardi z ed meth ods and procedures for auth ori z i ng, 
documenti ng, and performi ng all ch anges.  Th e obj ecti ve of Ch ange Management i s to make necessary  Ci sco-recommended and 
Customer-req uested ch anges i n an effi ci ent and accountable manner, uti li z i ng standard processes.   
2. 3. 1 C h a ng e  O r i g i na t i o n 

Th e fi rst step i n i ni ti ati ng th e Ch ange Management process i s th e ori gi nati on of a Req uest for Ch ange (RFC).  RFCs may  ori gi nate from 
two categori es: Ci sco-recommended ch anges and Customer-req uested ch anges. B oth  ch anges are summari z ed i n th e tables below. 
 

C i s c o -Re c o m m e nd e d  C h a ng e s 1 
C h a ng e s  Re q u i r e d  T o :  T y p i c a l l y  r e s u l t i ng  i n:  
Resolve an Inci dent or 
i mplement a work-around for 
an Inci dent 

L ogi cal or ph y si cal ch ange 
Respond to a cri ti cal 
vulnerabi li ty  or th reat L ogi cal ch ange 
Apply  a software update to a 
enti tled Managed 
Component 

L ogi cal ch ange 
Resolve a known error 
i denti fi ed duri ng th e Problem 
Management process 

L ogi cal or ph y si cal ch ange 

C u s t o m e r -Re q u e s t e d  C h a ng e s  
 C h a ng e s  Re q u i r e d  T o :   C a t e g o r y  C h a ng e  d e s c r i p t i o n 
Add, Delete or Ch ange 
ph y si cal component on 
ex i sti ng Managed 
Component 

 Ch ange Ph y si cal ch ange 

Ch ange ex i sti ng logi cal 
functi onali ty  (Upgrades)  Ch ange L ogi cal ch ange 
Ph y si cally  move a Managed 
Component  Move Ph y si cal move 
Add a new Managed 
Component  Add Ph y si cal add 
Addi ti on of new functi onali ty 2  Add L ogi cal add 
Remove an ex i sti ng 
Managed Component  Delete Ph y si cal delete 

 
1 T h e r e  w i l l  b e  n o  a d d i t i o n a l  c h a r g e s f o r  a n y  C i sc o -R e c o m m e n d e d  c h a n g e s 
2 A n y  C u st o m e r -r e q u e st e d  L o g i c a l  C h a n g e  t h a t  r e su l t s i n  t h e  a c t i v a t i o n  o f  a d d i t i o n a l  f u n c t i o n a l i t y  o n  a  M a n a g e d  C o m p o n e n t  w i l l  b e  e v a l u a t e d  o n  a  c a se -
b y -c a se  b a si s a n d  d i sc u sse d  w i t h  t h e  C u st o m e r .   I f  C i sc o  d e t e r m i n e s t h a t  t h e  a d d i t i o n a l  f u n c t i o n a l i t y  w i l l  i n c r e a se  se r v i c e  su p p o r t  r e q u i r e m e n t s i n  t h e  
C i sc o  S O C  t h e  C u st o m e r  m a y  a sk e d  t o  i n c u r  a d d i t i o n a l  r e c u r r i n g  m o n t h l y  c h a r g e s f o r  C i sc o  S O C  su p p o r t  o f  t h e  a d d i t i o n a l  f u n c t i o n a l i t y .  
Acti vi ti es: 

• A Ch ange Ti cket i s i ni ti ated by  Ci sco or th e Customer 
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• Th e Ch ange Ti cket i s categori z ed as descri bed i n th e table above.   
• Th e Customer tracks th e progress of th e ch ange th rough out i ts li fecy cle. 

Deli verable(s): 
• Creati on of a Ch ange Ti cket on th e Ci sco Portal for th e Customer to vi ew 

 
2. 3. 1. 1 C i s c o -Re c o m m e nd e d  C h a ng e s   
Ci sco-recommended ch anges ori gi nate from th e Ci sco SOC. B efore ex ecuti ng a Ci sco-recommended ch ange, th e Ci sco SOC wi ll 
evaluate th e ch ange and make a recommendati on to th e Customer th at wi ll i nclude detai ls regardi ng th e cri ti cali ty  and ti meframe for 
i mplementati on of th e ch ange. Th e Ci sco SOC wi ll not ex ecute a ch ange unti l th e Customer h as auth ori z ed or pre-auth ori z ed th e 
ch ange to be made. 
Acti vi ti es: 

• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
• Obtai n approval for ex ecuti ng th e ch ange 
• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket. 

 
2.3.1.1.1 Ci sco-recommended Ch anges req ui red to resolve an Inci dent 
Duri ng th e course of th e Inci dent management process, th e Ci sco SOC may  deci de to make ch anges to Managed Components i n order 
to resolve Inci dents.  Th ese ch anges are ty pi cally  logi cal ch anges to access control Managed Component confi gurati ons for th e 
purpose of troublesh ooti ng and i mplementi ng temporary  workarounds, and can also i nclude ch anges to enable troublesh ooti ng i ssues 
wi th  th i rd party  vendors. 
Ch anges req ui red to resolve Inci dents are i mplemented as needed by  th e Ci sco SOC i n accordance wi th  agreed upon Ch ange 
Management processes establi sh ed wi th  th e Customer.    
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to i mplement a temporary  work-around or ai d i n troublesh ooti ng an Inci dent duri ng th e Inci dent 
Management process i ncludi ng loggi ng level ch anges 

 
• L ogi cal confi gurati on ch anges to apply  software updates duri ng th e Inci dent Management process or th e normal servi ce 

support acti vi ti es associ ated th e Servi ce and th e enti tled Managed Components 
 

• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
 

• Obtai n approval for ex ecuti ng th e ch ange 
 

• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 
 

Ex ample: 
• Th e Ci sco SOC recommends an access control li st (ACL ) confi gurati on ch ange to a router to block network access for an 

attack source. 
 

2.3.1.1.2 Ci sco-recommended Ch anges to respond to a cri ti cal Vulnerabi li ty  or Th reat 
Ci sco recogni z es th at certai n cri ti cal vulnerabi li ti es h ave th e capabi li ty  to degrade a Customer’s sy stem and severely  li mi t network 
servi ces.  As new vulnerabi li ti es are released or th reats become known, th e Ci sco SOC wi ll evaluate th e severi ty  and potenti al i mpact 
to th e enti tled managed component(s) of th e Customer’s access control i nfrastructure.  If th e vulnerabi li ty  or th reat i s j udged by  th e 
Ci sco SOC to be cri ti cal wi th  respect to Customer safeguards, or th e Customer i s i mpacted by  th e vulnerabi li ty , th e Ci sco SOC wi ll 
recommend ch anges to correct th e i ssue and/ or mi ti gate th e th reat.  If req uested by  th e Customer, ch anges wi ll be ex ecuted accordi ng 
to th e pri ori ti es and terms contai ned i n Customer-Req uested Ch ange secti on of th i s servi ce descri pti on. 
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Ch anges to address cri ti cal vulnerabi li ti es wi ll be performed at th e earli est possi ble ti me, i n coordi nati on wi th  Customer and th e agreed 
upon Ch ange Management processes establi sh ed between Ci sco and th e Customer.   
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to respond to a cri ti cal vulnerabi li ty  or th reat i denti fi ed by  th e Ci sco SOC 
 
• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 

 
• Obtai n approval for ex ecuti ng th e ch ange 

 
• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket. 
 

Ex ample: 
• Th e Ci sco SOC recommends upgradi ng th e operati ng sy stem (OS) of a managed fi rewall appli ance th at th e Ci sco Product 

Securi ty  Inci dent Response Team (PSIRT) h as recently  i denti fi ed as h avi ng a cri ti cal vulnerabi li ty . 
 

 
2.3.1.1.3 Ci sco-recommended Ch anges to address known errors uncovered duri ng th e Problem Management process 
Duri ng th e course of th e Problem Management process, th e Ci sco SOC may  recommend ch anges to th e Managed Components of th e 
Customer’s access control i nfrastructure i n order to resolve a known error.  Ch anges req ui red to resolve known errors are i mplemented 
as needed by  th e Ci sco SOC i n accordance wi th  agreed upon Ch ange Management processes establi sh ed between Ci sco and th e 
Customer.   
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to resolve a known error i denti fi ed duri ng th e Problem Management process 
• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
• Obtai n approval for ex ecuti ng th e ch ange 
• Follow establi sh ed Ch ange Management process 

Ex ample: 
• A Ci sco SOC engi neer recommends a confi gurati on ch ange on a Customer’s fi rewall to allow a parti cular port and protocol 

th at wi ll enable a Customer’s busi ness appli cati on to functi on on th ei r network as req ui red. 
 

2. 3. 2 C u s t o m e r -Re q u e s t e d  C h a ng e s  

Customer-req uested ch anges are ch anges th at ori gi nate wi th  th e Customer.  Th e Customer can use th e Ci sco Portal to submi t 
Customer-req uested ch anges.  Th i s wi ll automati cally  i ni ti ate th e Ch ange Management process. Th e Customer can also call th e Ci sco 
ROS Servi ce Desk and descri be th e ch ange req uest over th e ph one.  Th e Ci sco ROS Servi ce Desk wi ll make th e i ni ti al evaluati on of 
th e Req uest For Ch ange (RFC) and coordi nate wi th  th e Ci sco SOC Ch ange Manager i n compli ance wi th  th e agreed upon Ch ange 
Management process establi sh ed between Ci sco and th e Customer.    
A Ch ange Management process th at i ncludes costs, ti meframes, and gui deli nes for th e work to be completed i s based on th e 
classi fi cati ons of th e RFC and governs all Customer-req uested ch anges. Th ese gui deli nes ensure th at th e Ci sco SOC recei ves proper 
noti ce (re: lead ti me) to arrange th e req ui red resources to complete th e work i n an ex pedi ti ous manner.  Th e speci fi cs of th e Ch ange 
Management Process, i ncludi ng any  addi ti onal costs, are outli ned and revi ewed wi th  th e Customer duri ng th e Servi ce Acti vati on ph ase. 
Th e Ci sco SOC Ch ange Manager evaluates th e potenti al i mpact of Customer-req uested ch anges and wi ll determi ne i f a Ci sco securi ty  
engi neer wi ll need to di scuss th e i mpli cati ons of a req uested ch ange wi th  th e Customer. If th e Ci sco SOC Ch ange Manager determi nes 
th at th e ch ange req ui res addi ti onal i nformati on, planni ng, di li gence or testi ng, th e Ci sco SOC Ch ange Manager wi ll coordi nate th e 
Ci sco SOC Ch ange Advi sory  B oard (CAB ) wh i ch  may , i n th ei r di screti on, refuse th e Customer-req uested ch ange i f th ey  determi ne th at 
th e ch ange wi ll adversely  affect th e functi onali ty  of th e enti tled Managed Components or th e securi ty  posture of th e Customer’s access 
control i nfrastructure.  Th e Ci sco SOC Ch ange Manager wi ll h ave responsi bi li ty  for communi cati ng acceptance or rej ecti on of th e 
Req uest for Ch ange (RFC). 
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Acti vi ti es: 
• Ci sco ROS Servi ce Desk makes i ni ti al evaluati on of th e RFC and coordi nates wi th  th e Ci sco SOC Ch ange Manager 
 
• Ci sco SOC Ch ange Manager classi fi es th e ch ange i nto one of th e followi ng categori es: Move, Add, Ch ange, Delete or Proj ect 

 
• Ci sco SOC Ch ange Manager coordi nates wi th  th e Ci sco SOC Ch ange Advi sory  B oard (CAB ) as needed to determi ne th e 

level-of-effort and busi ness ri sk associ ated to th e ch ange req uest as defi ned i n th e IT Infrastructure L i bray  (ITIL ) Ch ange 
Management framework under th e followi ng ch ange categori es: Standard, Mi nor, Si gni fi cant, Maj or or Urgent  

 
• Ci sco SOC Ch ange Manager or a desi gnated member of th e Ci sco SOC CAB  communi cates wi th  th e Customer regardi ng th e 

cri ti cali ty  and ti meframe associ ated to th e ch ange i n accordance wi th  th e ch ange attri butes  
 

• Ci sco SOC Ch ange Manager obtai ns approval from th e Customer for ex ecuti ng th e ch ange 
 

• Ci sco SOC follows th e establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 
 
2. 3. 2. 1 C u s t o m e r -r e q u e s t e d  C h a ng e  - L o g i c a l  
A L ogi cal Ch ange i ncludes ch anges to software on Managed Components of th e Customer’s access control i nfrastructure.  L ogi cal 
Ch anges req ui ri ng an i ncreased level of planni ng, i nvolvi ng multi ple Managed Components or req ui ri ng more th an four h ours of work 
wi ll ty pi cally  be treated as a Proj ect.  Th e Ci sco SOC Ch ange Manager wi ll h ave th e responsi bi li ty  of determi ni ng th e level-of-effort to 
support th e L ogi cal Ch ange req uest and i f i t sh ould be treated as a Proj ect.  
   
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 

Ex ample: 
• Th e Customer i s addi ng a new server to th ei r DMZ  and needs confi gurati on ch anges on a fi rewall to allow access to th e server  
 

2. 3. 2. 2 C u s t o m e r -r e q u e s t e d  C h a ng e  - P h y s i c a l  
A Ph y si cal Ch ange i s a ch ange to a h ardware element on an ex i sti ng Managed Component such  as a network module.  Th e i nstallati on 
porti on of a Ph y si cal Ch ange may  i nvolve loadi ng and veri fi cati on of th e new Managed Component i nformati on i nto th e Ci sco ROS 
Confi gurati on Management Database (CMDB ).  Th e confi gurati on porti on of a Ph y si cal Ch ange i ncludes logi cal confi gurati on ch anges 
targeti ng proper functi onali ty  of th e Managed Component. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to add a network i nterface card (NIC) to th ei r ex i sti ng managed fi rewall. 
 

2. 3. 2. 3 C u s t o m e r -r e q u e s t e d  M o v e  - P h y s i c a l  
A Ph y si cal Move i s a ch ange req ui red to ph y si cally  move a Managed Component of th e Customer’s access control i nfrastructure from 
one locati on to anoth er.   For a Ph y si cal Move, th e Customer or a q uali fi ed Ci sco Partner i s responsi ble for ph y si cally  movi ng th e 
component from one locati on to th e nex t.  Ci sco i s responsi ble for maki ng th e necessary  ch anges i n th e Ci sco ROS CMDB  and th e 
confi gurati on of th e Managed Component so th at management can conti nue i n th e new ph y si cal locati on.  Th e Ci sco SOC wi ll work 
wi th  th e Customer to coordi nate th e Ph y si cal Move and re-establi sh  remote management connecti vi ty  to th e Managed Component. 
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Acti vi ti es: 
• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 

Mi nor, Si gni fi cant, Maj or or Urgent 
 

• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 
process establi sh ed wi th  th e Customer 

 
Ex ample: 

• Th e Customer submi ts an RFC to ensure th at a managed fi rewall and router are brough t back under Ci sco SOC management 
once th e devi ces are ph y si cally  moved and plugged back i n at a new ph y si cal locati on. 

 
2. 3. 2. 4 C u s t o m e r -r e q u e s t e d  A d d  - P h y s i c a l  
A Ph y si cal Add i s th e addi ti on of new Managed Component(s) enti tled under th e Ci sco Securi ty  Access Control Remote Management 
Servi ce.  A data-gath eri ng process i nvolvi ng veri fi cati on and loadi ng of all Managed Component i nformati on i n th e Ci sco ROS CMDB  
i ncludi ng seri al numbers, mai ntenance contract i nformati on, ci rcui t i nformati on, Carri er i nformati on, and more (as needed). 
Th e Managed Component confi gurati on process i ncludes logi cal confi gurati on ch anges to ensure th at th e new Managed Component 
can be properly  managed. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to add a fai lover fi rewall appli ance to th ei r access control i nfrastructure 
 

2. 3. 2. 5 C u s t o m e r -r e q u e s t e d  A d d  – L o g i c a l  
L ogi cal Adds i nclude i nstallati on of new software on Managed Components of th e Customer’s Access Control i nfrastructure to enh ance 
or i ntroduce new servi ces or functi onali ty .  L ogi cal Adds do not req ui re a h i gh  degree of planni ng and i mpli cati ons for oth er Managed 
Components.  If th e addi ti onal functi onali ty  i ntroduces new servi ces to oth er Managed Components or end users, or i f th e functi onali ty  
req ui res ex tensi ve planni ng, th e L ogi cal Add may  be treated as a Proj ect and th us i ncur addi ti onal fees bi lled at th e Ci sco ROS 
professi onal servi ces rate. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 
 

• Th e Customer submi ts an RFC to enable th e web fi lteri ng feature avai lable on th ei r managed fi rewall. 
 

2. 3. 2. 6 C u s t o m e r -r e q u e s t e d  D e l e t e  – L o g i c a l  
L ogi cal Deletes refer to removi ng a Managed Component from th e Ci sco Securi ty  Access Control Remote Management Servi ce so th at 
i t i s no longer a Managed Component.  Th e Managed Component may  or may  not sti ll ex i st i n th e Customer’s network.   
A L ogi cal Delete req ui ri ng a Ci sco securi ty  engi neer to make modi fi cati ons to th e Customer’s access control i nfrastructure to allow th e 
Managed Component to be removed (such  as  transferri ng functi onali ty  to anoth er Managed Component, modi fy i ng access control li sts, 
routi ng, etc.) wi ll be consi dered a Proj ect i f th e Ci sco SOC Ch ange Manager determi nes th e work req ui red wi ll ex ceed 4 h ours of 
engi neeri ng ti me. 
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Acti vi ti es: 
• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 

Mi nor, Si gni fi cant, Maj or or Urgent 
 

• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 
process establi sh ed wi th  th e Customer 

 
Ex ample: 

• Th e Customer submi ts an RFC to termi nate th e Ci sco Securi ty  Access Control Remote Management Servi ce on a managed 
fi rewall appli ance.  Th e fi rewall wi ll remai n on th e Customer’s network. 

 
2. 3. 2. 7 C u s t o m e r -r e q u e s t e d  D e l e t e  – P h y s i c a l  
A Ph y si cal Delete req ui res a Ci sco SOC securi ty  engi neer to make modi fi cati ons to th e Customer’s network i nfrastructure to allow th e 
Managed Component to be ph y si cally  removed or replaced by  anoth er Managed or Non-Managed Component on th e Customer’s 
network (i .e., transferri ng functi onali ty  from one Managed Component to anoth er Managed or Non-Managed Component).  Any  transfer 
of functi onali ty  from a Managed Component to a Non-Managed Component wi ll be th e pri mary  responsi bi li ty  of th e Customer. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to decommi ssi on a PIX  fi rewall at a remote si te and transfer access control functi onali ty  to an 
ex i sti ng router currently  deploy ed on th e peri meter of th ei r network.  

 
2. 3. 2. 8 C u s t o m e r -r e q u e s t e d  P r o j e c t s  
Customer-req uested Ch anges th at h ave one or more of th e followi ng attri butes ty pi cally  wi ll be h andled as a Proj ect: 

• Introducti on of a servi ce or functi onali ty  th at i s not currently  bei ng used i n th e Customer’s network. 
 
• Ci sco SOC engi neeri ng work req ui red to support th e req uest ex ceeds four h ours. 

 
 

• Si gni fi cant planni ng i s req ui red before i mplementati on of th e ch ange req uest. 
 
 

• L ogi cal Ch ange i nvolves ch anges to multi ple Managed Components at th e same ti me. 
 
 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager wi ll assess th e scope of th e proj ect, coordi nate th e Ci sco ROS CAB , and bui ld out a Statement 
of W ork (SOW ) to present to th e Customer for acceptance or rej ecti on (as Professi onal Servi ces fees wi ll normally  apply ) 

 
• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 

Mi nor, Si gni fi cant, Maj or or Urgent 
 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
 
Ex ample: 
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• Th e Customer submi ts an RFC for an operati ng sy stem (OS) upgrade i nvolvi ng 10  managed fi rewall appli ances i n order to 
take advantage of new key  functi onali ty  i n th e upgraded versi on of OS. 

 
2. 3. 3 Ex e c u t i ng  c h a ng e s  

After ch anges are ex ecuted, th e Ci sco SOC wi ll noti fy  th e Customer th at th e ch ange h as been ex ecuted. Once th e Customer accepts 
th e ch ange, th e Ti cket wi ll be closed.  Th e status of ch anges can be vi ewed on th e Portal. 
Acti vi ti es: 

• Mai ntai n a ti cket h i story  of ch anges vi si ble th rough  th e Portal 
 
• Evaluate ch ange req uests 
 
• Auth ori z e and sch edule ch ange req uests 
. 
• Coordi nate ch anges. 
 
• Update Portal Ti ckets to i nclude ch ange status. 
 
• Revi ew and close ch ange req uests. 

 
Deli verable(s): 

• Ex ecuted ch ange. 
 
• Portal Ti cket updated wi th  ch ange notes.  
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3  C i s c o  S e c u r i t y  I nt r u s i o n P r e v e nt i o n Re m o t e  M a na g e m e nt  S e r v i c e  
Th e obj ecti ve of th e Ci sco Securi ty  Intrusi on Preventi on Remote Management Servi ce i s to manage and moni tor th e i denti fi ed securi ty  
components of th e Customer’s i ntrusi on preventi on i nfrastructure, targeti ng mali ci ous network acti vi ty  th at may  th reaten a Customer’s 
busi ness and provi di ng th e Customer wi th  a 24x 7 Securi ty  i nci dent h andli ng, analy si s and response capabi li ty .   
Th e followi ng Managed Components are covered under th e Ci sco Securi ty  Intrusi on Preventi on Remote Management Servi ce: 

• Managed Components wi th i n Customer’s i ntrusti on preventi on i nfrastructure as outli ned i n th e Ci sco ROS Supported Devi ce 
L i st located at www.ci sco.com/ go/ servi cedescri pti ons/  

• Management Termi nati on router (as needed, Ci sco-provi ded dependi ng on meth od of remote management connecti vi ty  to th e 
Managed Components of th e Customer’s i ntrusi on preventi on i nfrastructure) 

 
3. 1 I nc i d e nt  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  I nt r u s i o n P r e v e nt i o n Re m o t e  M a na g e m e nt  S e r v i c e  
Inci dent Management i s th e process used by  th e Ci sco SOC to i denti fy  Inci dents and restore servi ce or remedi ate declared i nci dents as 
q ui ckly  as possi ble and may  i nvolve i mplementi ng temporary  work-arounds.  Th e Ci sco Securi ty  Operati ons Center (Ci sco SOC) wi ll 
proacti vely  moni tor for key  events and th resh olds on Managed Components i n th e Customer’s i ntrusi on preventi on i nfrastructure.  In 
th e case of undetected events, Customers may  declare an Inci dent by  contacti ng th e Ci sco ROS Servi ce Desk, communi cati ng vi a 
teleph one any  h i gh  pri ori ty  Inci dents (sy stem down, degraded performance, etc.).  L ow pri ori ty  i nci dents sh ould be reported to th e Ci sco 
ROS Servi ce Desk vi a th e Ci sco ROS W eb Portal.  
Upon automati c detecti on or manual submi ssi on of an Inci dent to th e Ci sco ROS Servi ce Desk, an Inci dent Ti cket i s created. Th e Ci sco 
ROS Servi ce Desk wi ll coordi nate wi th  th e Ci sco SOC duri ng th e li fespan of th e declared Inci dent.  Th e Ci sco ROS Servi ce Desk i s 
ulti mately  responsi ble for coordi nati ng th e management of th e Inci dent wh i ch  i ncludes communi cati ng wi th  th e Customer th rough out th e 
Inci dent management process.  Th i s communi cati on also i ncludes noti fi cati on to th e Customer th at th e Inci dent h as been resolved or 
remedi ated.  
 
3. 1. 1 I nc i d e nt  D e t e c t i o n 

Ci sco moni tori ng sy stem i ndi cates a fault condi ti on, a performance th resh old was ex ceeded, or a securi ty  event h as tri ggered a securi ty  
Inci dent.   
Acti vi ti es: 

• Moni tor (24x 7x 365) manageable elements of th e Customer’s network securi ty  i nfrastructure 
 
• Perform ongoi ng Fault and Performance i nci dent moni tori ng (re: alerti ng) on th e enti tled Managed Components of th e 

Customer’s network securi ty  i nfrastructure 
 

• Perform ongoi ng Securi ty  i nci dent moni tori ng (re: alerti ng) on th e enti tled Managed Components of th e Customer’s network 
securi ty  i nfrastructure. 

 
• Detect Inci dents 

 
• Correlate Inci dents wh ere appli cable 

 
Deli verable(s): 

• Confi rmed Inci dents logged i n th e Ci sco ROS Confi gurati on Management Database (CMDB ) 
 
3. 1. 2 I nc i d e nt  Re c o r d  

Ci sco ti cketi ng sy stem captures alarm /  event /  correlati on data, enri ch es wi th  relevant Confi gurati on Item (CI) i nformati on and creates 
i nci dent ti cket 
Acti vi ti es: 

• Enri ch  alarm i nformati on wi th  relevant Confi gurati on Item (CI) i nformati on from th e Ci sco ROS CMDB   
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Deli verable(s): 
• Create Inci dent Ti cket 
 
• Post Inci dent Ti cket onli ne vi a th e Portal for th e Customer to vi ew all ti cket h andli ng acti vi ti es and mi lestones 

 
3. 1. 3 I nc i d e nt  C o m m u ni c a t i o n ( E-no t i f i c a t i o n) 

Ci sco wi ll electroni cally  noti fy  (E-noti fy ) desi gnated Customer contacts for new Inci dents or mi lestones ach i eved duri ng th e Inci dent 
Management process.  E-noti fi cati ons are sent to any  emai l address or emai l-capable mobi le devi ce and wi ll i nclude th e Inci dent Ti cket 
number.  Th e Customer (or i ts preferred vendor) can alway s vi ew Inci dent status and detai led i nformati on vi a th e Ci sco ROS W eb 
Portal. 
Automated electroni c noti fi cati on (E-noti fi cati on) to speci fi c Customer contact(s) based on Customer’s noti fi cati on req ui rements as 
agreed on duri ng th e Servi ce Acti vati on process.  
Acti vi ti es: 

• Match  customer’s noti fi cati on profi le wi th  Inci dent Ti cket mi lestones 
 

Deli verable(s): 
• Perform E-noti fi cati on of Inci dent Ti ckets per Customer’s noti fi cati on profi le 
 
• L og E-noti fi cati on records i n th e Inci dent Ti cket 

 
3. 1. 4 I nc i d e nt  P r i o r i t y  a nd  C l a s s i f i c a t i o n 

Inci dents wi ll be managed accordi ng to th e Severi ty  level as determi ned by  IT Infrastructure L i brary  (ITIL ) servi ce support framework.  
Inci dent Severi ty  level depends on a vari ety  of factors i ncludi ng pre-defi ned Inci dent Ti cketi ng attri butes such  as busi ness i mpact, 
urgency  and asset value (i f appli cable and entered i nto Ci sco’s Confi gurati on Management Database duri ng th e Servi ce Acti vati on 
ph ase).  Inci dent Severi ty  level wi ll determi ne th e Inci dent Pri ori ty  level set by  th e Ci sco SOC on a per-i nci dent basi s.   
Acti vi ti es: 

• Evaluate Inci dent Severi ty  and pri ori ti z e all Inci dents i nto Pri ori ty  1 (P1), Pri ori ty  2 (P2) and Pri ori ty  3 (P3) Inci dent categori es 
 
• Classi fy  Inci dents i nto Fault, Performance or Securi ty  Inci dent categori es 

 
 
Deli verable(s): 

• Properly  pri ori ti z ed Inci dents based on Inci dent Ti cketi ng attri butes 
 
• Report status pri ori ti z ed Inci dent agai nst i ts associ ated Servi ce L evel Obj ecti ves (SL O) as defi ned i n th e Servi ce L evel 

Management (SL M) secti on of th i s document 
 

3. 1. 5 I nc i d e nt  I nv e s t i g a t i o n a nd  D i a g no s i s  

Ci sco SOC engi neers uti li z e Inci dent Remedi ati on procedures to collect any  addi ti onal data req ui red to fully  di agnose and match  th e 
Inci dent to a known error i n th e Ci sco ROS Knowledge B ase (KB ).  Ci sco SOC engi neers wi ll work to q ui ckly  i solate th e root cause of 
th e Inci dent. Once root cause i solati on h as occurred, Ci sco SOC engi neers wi ll update th e Inci dent Ti cket wi th  i nformati on related to 
root cause i solati on and th en proceed to th e Inci dent resoluti on and restorati on ph ase. 
Acti vi ti es: 

• Collect addi ti onal data to properly  di agnose root cause of th e Inci dent 
 
• Attempt to match  Inci dent to a known error i n th e Ci sco ROS Knowledge B ase (KB ) 
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Deli verable(s): 
• Update Inci dent Ti cket wi th  root cause i solati on i nformati on for Fault and Performance Inci dents 
 
• Update Inci dent Ti cket wi th  root cause securi ty  event i nformati on for Securi ty  Inci dents 

 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone (i f req uested by  th e Customer) 

 
• Securi ty  events wi ll be root caused to one of th e followi ng: Attack, Successful Attack, Probable Attack, Reconnai ssance, 

Mi suse, W orm, Vi rus, or B eni gn 
Ex ample: 
  

• Internal gami ng acti vi ty  on th e Customer’s network i s detected by  a Managed Component and i solated wi th  a root cause of 
“Mi suse” by  th e Ci sco SOC. 

 
3. 1. 6 I nc i d e nt  Re s o l u t i o n a nd  Re s t o r a t i o n 

Ci sco SOC engi neers uti li z e Inci dent Remedi ati on procedures and work to restore servi ces wi th i n agreed servi ce levels, i ni ti ati ng any  
Req uests for Ch ange (RFCs) as needed for restorati on. 
After th e Inci dent h as been i solated down to i ts root cause, Ci sco SOC engi neers wi ll work to resolve th e Inci dent. Resoluti on i s 
complete wh en functi onali ty  i s restored to th e affected Managed Component(s) or, i n th e case of a Secui ty  Inci dent, a recommendati on 
i s made to th e Customer to remedi ate th e Inci dent. Th e resoluti on process i ncludes any  acti on th e Ci sco SOC req ui res to restore 
functi onali ty  to a Managed Component or remedi ate a Securi ty  Inci dent on th e Customer’s network i nfrastructure. 
Th e Ci sco SOC wi ll uti li z e work-around soluti ons to restore all or parti al functi onali ty  wh en full functi onali ty  cannot be restored wi th i n 
commi tted ti meframes as defi ned i n th e Servi ce L evel Management secti on of th i s document.  W h en a work-around i s uti li z ed, th e 
Inci dent wi ll conti nue to remai n open and wi ll be worked by  Ci sco SOC engi neers unti l resolved, i n accordance wi th  th e pri ori ty  level of 
th e Inci dent. 
Inci dent resoluti on and restorati on may  i nclude Ci sco SOC securi ty  engi neers worki ng di rectly  wi th  th e Customer’s network IT team to 
resolve fault and performance i nci dents on th e enti tled Managed Components or to assi st wi th  th e remedi ati on of securi ty  i nci dents 
detected on th e customer’s network i nfrastructure.  Ci sco SOC securi ty  engi neers may  provi de recommendati ons for remedi ati on of an 
i nfected h ost (i f detected).  Th e Customer i s ulti mately  responsi ble for any  patch i ng of i nfected h osts on th ei r network. 
Sh ould th e Ci sco SOC req ui re a confi gurati on ch ange i n a Managed Component to resolve an i ssue or i mplement a work-around, th e 
Ci sco SOC wi ll follow th e Ch ange Management Process establi sh ed wi th  th e Customer 
Acti vi ti es: 

• Resolve Fault and Performance Inci dents on Managed Components 
 
• Remedi ate Securi ty  Inci dents on th e Customer’s network i nfrastructure 

 
• Submi t, wh en needed, a Ci sco-recommented Req uest For Ch ange (RFC) i n accordance wi th  th e Ch ange Management 

Process establi sh ed wi th  th e Customer to tune beni gn traffi c or i mplement a temporary  work-around 
 

• Di spatch  th i rd party  vendors, as needed and appropri ate, wi th i n th e resoluti on steps prescri bed by  th e Ci sco SOC and i n 
accordance wi th  th e Ci sco SMARTnet or Ci sco Servi ces for IPS servi ce terms on th e affected Managed Components. As 
vendors are di spatch ed, th e Inci dent Ti cket wi ll be updated wi th  i nformati on related to th e di spatch  

 
• Update Inci dent Ti cket to i nclude notes detai li ng Fault and Performance Inci dent resoluti on or recommendati ons for 

remedi ati ng Securi ty  Inci dents.  
 

• Perform E-noti fi cati on for th i s Inci dent Ti cket mi lestones, i f req uested by  th e Customer 
 
Deli verable(s): 

• Updated Inci dent Ti cket wi th  resoluti on detai ls on Faults and Performance related Inci dents 
 
• Updated Inci dent Ti cket wi th  recommendati ons detai li ng h ow to remedi ate a mali ci ous Securi ty  Inci dent 
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• Updated Inci dent Ti cket wi th  j usti fi cati on for classi fy i ng beni gn Securi ty  Inci dents  
 
• Ci sco-recommended Req uest for Ch ange (RFC) for tuni ng a recurri ng beni gn Securi ty  Inci dent as determi ned by  Ci sco SOC 

engi neers 
 

Ex ample: 
• An i nternal worm i nfecti on i s i solated on th e Customer’s network and th e recommendati on to block port 443 on th e customer’s 

Internet-faci ng router to prevent furth er i nfecti on i s made.  Addi ti onally , a recommendati on from Ci sco SOC to th e Customer i s 
made regardi ng upgradi ng all potenti ally  vulnerable W i ndows servers to th e latest Servi ce Pack release. 

 
3. 1. 6. 1 I nc i d e nt  Es c a l a t i o ns  
Escalati on dri ven by  elapsed ti me agai nst SL Os ensuri ng effecti ve routi ng of Inci dents to appropri ate tech ni cal resources as req ui red.  
A Customer may  req uest escalati on of a Inci dent Ti cket at any  ti me vi a th e Portal or Teleph one teleph one call to th e Ci sco ROS 
Servi ce Desk.  Th e Ci sco SOC wi ll refer Inci dents to th e Customer as needed and escalate th e Inci dent wi th  th e Customer wi th i n th e 
Customer’s escalati on gui deli nes unti l th e Inci dent i s resolved (i e: fault and performance i nci dents) or remedi ated (i e: securi ty  
i nci dents). 
Acti vi ti es: 

• Ensure Inci dent i s bei ng h andled by  appropri ate Ci sco SOC engi neeri ng resources  
 
• Escalate Inci dent as appropri ate i n th e Ci sco SOC or wi th  th e Customer per th e establi sh ed escalati on procedures  

 
Deli verable(s): 

• Updated Inci dent Ti cket to i nclude escalati on notes 
 
• Inci dents resolved or remedi ated i n accordance wi th  SL O targets 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone, i f req uested by  th e Customer 

 
Ex ample: 

• An Intrusi on Preventi on devi ce fault i s detected. Th e fault i s troublesh ot by  th e Ti er 1 Inci dent Management team i n th e Ci sco 
SOC but th e SL O i s i n danger of not bei ng met. Th e fault i s escalated to Ti er 2 or Ti er 3 Ci sco SOC engi neers to resolve th e 
fault condi ti on as q ui ckly  as possi ble. 

 
3. 1. 7 I nc i d e nt  C l o s u r e  

Once th e Ci sco SOC declares an Inci dent resolved and veri fi ed, th e i nci dent wi ll be closed.  In th e event th at th e Inci dent reoccurs, a 
new Inci dent Ti cket wi ll be created to accurately  reflect th e recurri ng nature of th e Inci dent and ai d i n th e i denti fi cati on of Problems.  
Dependi ng on freq uency , recurri ng Inci dents may  tri gger th e reacti ve Problem Management process wh i ch  may  i nclude a Ci sco-
recommended Req uest For Ch ange (RFC) to resolve th e recurri ng Inci dent. 
Any  auth ori z ed Customer agent may  also proacti vely  req uest Inci dent Ti cket closure vi a th e Portal or Teleph one.  Th e Ci sco SOC wi ll 
revi ew th e req uest and work i n conj uncti on wi th  th e Ci sco ROS Servi ce Desk to close th e Inci dent Ti cket or follow up wi th  th e Customer 
for more i nformati on as needed. 
Acti vi ti es: 

• Confi rm Inci dent i s resolved 
 
• If Inci dent reoccurs, dependi ng on freq uency  and atti butes of th e Inci dent, open a Ci sco-recommended RFC to resolve 

recurri ng Inci dent 
 
Deli verable(s): 

• Update Inci dent  Ti cket to i nclude closi ng notes 
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• Close th e Inci dent Ti cket 

 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone, i f req uested by  th e Customer. 

 
3. 2 P r o b l e m  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  I nt r u s i o n P r e v e nt i o n Re m o t e  M a na g e m e nt  S e r v i c e  
Th e goal of Problem Management i s to mi ni mi z e th e adverse i mpact of Inci dents resulti ng from errors i n th e Customer’s network by  
deli veri ng a sy stemati c approach  for di agnosi ng th e root causes of Inci dents and preventi ng th ei r reoccurrence by  recommendi ng th e 
eli mi nati on of th e underly i ng errors wh enever possi ble.  To ach i eve th i s goal, Ci sco SOC engi neers wi ll di agnose th e root cause of 
Inci dents and th en i ni ti ate acti ons to i mprove or correct th e si tuati on. 
3. 2. 1 Reacti ve Problem Management 
Reacti ve problem management descri bes th e problem management processes th at pri mari ly  support i nci dent management. Th ese 
processes are i ni ti ated wh en an i nci dent cannot be match ed to a known error. A problem i s declared for th e purpose of tracki ng th e 
acti vi ti es th at lead to i denti fy i ng a root cause and a resoluti on to th e i nci dent’s underly i ng error. Th e process concludes wh en a known 
error, i ncludi ng i ts root cause and resoluti on, h as been i denti fi ed and recorded i n th e known error database. Th e known error wi ll th en 
be used to resolve and close all associ ated open and future i nci dents. 
Acti vi ti es: 

• Uti li z e Problem Management procedures to collect addi ti onal data req ui red to analy z e th e root cause 
 

• Uti li z e error data, tech ni cal ex perti se, and product and development resources to i solate a root cause for th e error 
 

• Document recommended remedi ati on and resoluti on procedures, and assi st Inci dent Management team i n th e resoluti on of an 
error 

 
• Error i s closed and h anded back to th e Inci dent Management team for any  furth er Inci dent Management acti vi ty  

 
Deli verable(s): 

• Faster Inci dent resoluti on for repeti ti ve Inci dents 
• Accurate and updated known error database 

Ex ample: 
• A Customer’s non-managed component (re: network h ost) i s i nfected a second ti me wi th  a vi rus.  B ecause th ere i s already  an 

ex i sti ng known error i n th e Ci sco ROS Knowledge B ase th at detai ls th i s securi ty  Inci dent, th e Ci sco SOC i s able to resolve th i s 
Inci dent much  faster th an i t took to resolve th e fi rst occurrence of th e Inci dent. 

 
3. 2. 2 Proacti ve Problem Management 
Proacti ve Problem Management prevents th e occurrence or li mi ts th e adverse i mpact of future i nci dents.  Th e Ci sco SOC wi ll analy z e 
Inci dent trends to i denti fy  patterns and sy stemi c condi ti ons. In th e event a trend i s detected, th e results wi ll be i ntroduced i nto th e 
Problem Management process. Th e Ci sco SOC analy z es di fferent data sets based upon a vari ety  of tri ggers th at would i ndi cate th at a 
Managed Component sh ould be furth er evaluated.  Not all th e aforementi oned tri ggers are necessari ly  i ndi cati ve of a problem req ui ri ng 
resoluti on. 
Acti vi ti es: 

• Identi fy  recurri ng Inci dents and refer to Inci dent Management for resoluti on 
 
• Analy z e trends for Inci dents on Managed Components 

 
• Moni tor th e resoluti on 

 
• Document appli cable error, remedi ati on, recovery , and resoluti on i nformati on i n th e Knowledge B ase 
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Deli verables: 
• Reduce th e number of errors i n th e Customer’s network 
 

Ex ample: 
 

• Ci sco SOC Problem Management engi neeri ng resources perform a trend analy si s on a parti cular Intrusti on Preventi on Sy stem 
(IPS) si gnature and di scover a h i gh  rate of beni gn tri ggeri ng. Ci sco SOC Problem Management engi neeri ng resources 
communi cate th i s to th e Ci sco Si gnature Engi neeri ng team to bui ld a new IPS si gnature pack to reduce th e freq uency  of th e 
beni gn tri gger. 

 
3. 3 C h a ng e  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  I nt r u s i o n P r e v e nt i o n Re m o t e  M a na g e m e nt  S e r v i c e  
Ch ange Management i s th e process used by  th e Ci sco SOC to apply  standardi z ed meth ods and procedures for auth ori z i ng, 
documenti ng, and performi ng all ch anges.  Th e obj ecti ve of Ch ange Management i s to make necessary  Ci sco-recommended and 
Customer-req uested ch anges i n an effi ci ent and accountable manner, uti li z i ng standard processes.   
3. 3. 1 C h a ng e  O r i g i na t i o n 

Th e fi rst step i n i ni ti ati ng th e Ch ange Management process i s th e ori gi nati on of a Req uest for Ch ange (RFC).  RFCs may  ori gi nate from 
two categori es: Ci sco-recommended ch anges and Customer-req uested ch anges. B oth  ch anges are summari z ed i n th e tables below. 
 

C i s c o -Re c o m m e nd e d  C h a ng e s 1 
C h a ng e s  Re q u i r e d  T o :  T y p i c a l l y  r e s u l t i ng  i n:  
Resolve an Inci dent or 
i mplement a work-around for 
an Inci dent 

L ogi cal or ph y si cal ch ange 
Respond to a cri ti cal 
vulnerabi li ty  or th reat L ogi cal ch ange 
Apply  a software update to a 
enti tled Managed 
Component 

L ogi cal ch ange 
Resolve a known error 
i denti fi ed duri ng th e Problem 
Management process 

L ogi cal or ph y si cal ch ange 

C u s t o m e r -Re q u e s t e d  C h a ng e s  
 C h a ng e s  Re q u i r e d  T o :   C a t e g o r y  C h a ng e  d e s c r i p t i o n 
Add, Delete or Ch ange 
ph y si cal component on 
ex i sti ng Managed 
Component 

 Ch ange Ph y si cal ch ange 

Ch ange ex i sti ng logi cal 
functi onali ty  (Upgrades)  Ch ange L ogi cal ch ange 
Ph y si cally  move a Managed 
Component  Move Ph y si cal move 
Add a new Managed 
Component  Add Ph y si cal add 
Addi ti on of new functi onali ty 2  Add L ogi cal add 
Remove an ex i sti ng 
Managed Component  Delete Ph y si cal delete 

 
1 T h e r e  w i l l  b e  n o  a d d i t i o n a l  c h a r g e s f o r  a n y  C i sc o -R e c o m m e n d e d  c h a n g e s 
2 A n y  C u st o m e r -r e q u e st e d  L o g i c a l  C h a n g e  t h a t  r e su l t s i n  t h e  a c t i v a t i o n  o f  a d d i t i o n a l  f u n c t i o n a l i t y  o n  a  M a n a g e d  C o m p o n e n t  w i l l  b e  e v a l u a t e d  o n  a  c a se -
b y -c a se  b a si s a n d  d i sc u sse d  w i t h  t h e  C u st o m e r .   I f  C i sc o  d e t e r m i n e s t h a t  t h e  a d d i t i o n a l  f u n c t i o n a l i t y  w i l l  i n c r e a se  se r v i c e  su p p o r t  r e q u i r e m e n t s i n  t h e  
C i sc o  S O C  t h e  C u st o m e r  m a y  a sk e d  t o  i n c u r  a d d i t i o n a l  r e c u r r i n g  m o n t h l y  c h a r g e s f o r  C i sc o  S O C  su p p o r t  o f  t h e  a d d i t i o n a l  f u n c t i o n a l i t y .  
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Acti vi ti es: 
• A Ch ange Ti cket i s i ni ti ated by  Ci sco or th e Customer 
• Th e Ch ange Ti cket i s categori z ed as descri bed i n th e table above.   
• Th e Customer tracks th e progress of th e ch ange th rough out i ts li fecy cle. 

Deli verable(s): 
• Creati on of a Ch ange Ti cket on th e Ci sco Portal for th e Customer to vi ew 

 
3. 3. 1. 1 C i s c o -Re c o m m e nd e d  C h a ng e s   
Ci sco-recommended ch anges ori gi nate from th e Ci sco SOC. B efore ex ecuti ng a Ci sco-recommended ch ange, th e Ci sco SOC wi ll 
evaluate th e ch ange and make a recommendati on to th e Customer th at wi ll i nclude detai ls regardi ng th e cri ti cali ty  and ti meframe for 
i mplementati on of th e ch ange. Th e Ci sco SOC wi ll not ex ecute a ch ange unti l th e Customer h as auth ori z ed or pre-auth ori z ed th e 
ch ange to be made. 
Acti vi ti es: 

• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
 
• Obtai n approval for ex ecuti ng th e ch ange 

 
• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 

 
Ex ample: 

• Ci sco SOC recommends a IPS si gnature pack upgrade to ensure th e latest IPS si gnatures are acti ve on th e Customer’s 
Managed Component (re: IPS appli ance). 

 
3.3.1.1.1 Ci sco-recommended Ch anges req ui red to resolve an Inci dent 
Duri ng th e course of th e Inci dent management process, th e Ci sco SOC may  deci de to make ch anges to Managed Components i n order 
to resolve Inci dents.  Th ese ch anges are ty pi cally  logi cal ch anges to access control Managed Component confi gurati ons for th e 
purpose of troublesh ooti ng and i mplementi ng temporary  workarounds, and can also i nclude ch anges to enable troublesh ooti ng i ssues 
wi th  th i rd party  vendors. 
Ch anges req ui red to resolve Inci dents are i mplemented as needed by  th e Ci sco SOC i n accordance wi th  agreed upon Ch ange 
Management processes establi sh ed wi th  th e Customer.    
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to i mplement a temporary  work-around or ai d i n troublesh ooti ng an Inci dent duri ng th e Inci dent 
Management process i ncludi ng loggi ng level ch anges 

 
• L ogi cal confi gurati on ch anges to apply  software updates duri ng th e Inci dent Management process or th e normal servi ce 

support acti vi ti es associ ated th e Servi ce and th e enti tled Managed Components 
 

• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
 

• Obtai n approval for ex ecuti ng th e ch ange 
 

• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 
 
Ex ample: 
 

• Th e Ci sco SOC determi nes th at th e Intrusi on Preventi on Sy stem (IPS) appli ance i s acci dentally  blocki ng legi ti mate network 
traffi c on th e Customer’s network due to a ch ange i n th e most recent IPS Si gnature Pack release. Th e Ci sco SOC 
recommends a confi gurati on ch ange to th e IPS appli ance to alway s allow traffi c from a parti cular trusted source IP. 

 
 



Page 21 of 44 

 

3.3.1.1.2 Ci sco-recommended Ch anges to respond to a cri ti cal Vulnerabi li ty  or Th reat 
Ci sco recogni z es th at certai n cri ti cal vulnerabi li ti es h ave th e capabi li ty  to degrade a Customer’s sy stem and severely  li mi t network 
servi ces.  As new vulnerabi li ti es are released or th reats become known, th e Ci sco SOC wi ll evaluate th e severi ty  and potenti al i mpact 
to th e enti tled managed component(s) of th e Customer’s access control i nfrastructure.  If th e vulnerabi li ty  or th reat i s j udged by  th e 
Ci sco SOC to be cri ti cal wi th  respect to Customer safeguards, or th e Customer i s i mpacted by  th e vulnerabi li ty , th e Ci sco SOC wi ll 
recommend ch anges to correct th e i ssue and/ or mi ti gate th e th reat.  If req uested by  th e Customer, ch anges wi ll be ex ecuted accordi ng 
to th e pri ori ti es and terms contai ned i n Customer-Req uested Ch ange secti on of th i s servi ce descri pti on. 
Ch anges to address cri ti cal vulnerabi li ti es wi ll be performed at th e earli est possi ble ti me, i n coordi nati on wi th  Customer and th e agreed 
upon Ch ange Management processes establi sh ed between Ci sco and th e Customer.   
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to respond to a cri ti cal vulnerabi li ty  or th reat i denti fi ed by  th e Ci sco SOC 
 
• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 

 
• Obtai n approval for ex ecuti ng th e ch ange 

 
• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 

 
Ex ample: 
 

• A Ci sco Product Securi ty  Inci dent Response Team (PSIRT) advi sory  i s released to th e publi c detai li ng a vulnerabi li ty  on a 
parti cular model and versi on of th e Ci sco Intrusi on Preventi on Sy stem (IPS) appli ance. Th e Ci sco SOC i ni ti ates an RFC and 
coordi nates wi th  th e Customer to update th e Operati ng Sy stem (OS) on th e IPS appli ance. 

 
3.3.1.1.3 Ci sco-recommended Ch anges to address known errors uncovered duri ng th e Problem Management process 
Duri ng th e course of th e Problem Management process, th e Ci sco SOC may  recommend ch anges to th e Managed Components of th e 
Customer’s access control i nfrastructure i n order to resolve a known error.  
Ch anges req ui red to resolve known errors are i mplemented as needed by  th e Ci sco SOC i n accordance wi th  agreed upon Ch ange 
Management processes establi sh ed between Ci sco and th e Customer.   
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to resolve a known error i denti fi ed duri ng th e Problem Management process 
• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
• Obtai n approval for ex ecuti ng th e ch ange 
• Follow establi sh ed Ch ange Management process. 

Ex ample: 
• Duri ng th e Problem Management process a Ci sco ROS SOC engi neer uncovers a known error for a beni gn tri gger caused by  

a parti cular appli cati on th at several Ci sco ROS customers are runni ng on th ei r respecti ve networks.  Th e Ci sco ROS SOC 
i ni ti ates an RFC for each  Customer and works wi th  each  Customer to tune th e Customers’ Intrusi on Preventi on Sy stem 
appli ances and eli mi nate th e fales posi ti ve condi ti on. 

 
3. 3. 2 C u s t o m e r -Re q u e s t e d  C h a ng e s  

Customer-req uested ch anges are ch anges th at ori gi nate wi th  th e Customer.  Th e Customer can use th e Ci sco Portal to submi t 
Customer-req uested ch anges.  Th i s wi ll automati cally  i ni ti ate th e Ch ange Management process. Th e Customer can also call th e Ci sco 
ROS Servi ce Desk and descri be th e ch ange req uest over th e ph one.  Th e Ci sco ROS Servi ce Desk wi ll make th e i ni ti al evaluati on of 
th e Req uest For Ch ange (RFC) and coordi nate wi th  th e Ci sco SOC Ch ange Manager i n compli ance wi th  th e agreed upon Ch ange 
Management process establi sh ed between Ci sco and th e Customer.    
A Ch ange Management process th at i ncludes costs, ti meframes, and gui deli nes for th e work to be completed i s based on th e 
classi fi cati ons of th e RFC and governs all Customer-req uested ch anges. Th ese gui deli nes ensure th at th e Ci sco SOC recei ves proper 
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noti ce (re: lead ti me) to arrange th e req ui red resources to complete th e work i n an ex pedi ti ous manner.  Th e speci fi cs of th e Ch ange 
Management Process, i ncludi ng any  addi ti onal costs, are outli ned and revi ewed wi th  th e Customer duri ng th e Servi ce Acti vati on ph ase. 
Th e Ci sco SOC Ch ange Manager evaluates th e potenti al i mpact of Customer-req uested ch anges and wi ll determi ne i f a Ci sco securi ty  
engi neer wi ll need to di scuss th e i mpli cati ons of a req uested ch ange wi th  th e Customer. If th e Ci sco SOC Ch ange Manager determi nes 
th at th e ch ange req ui res addi ti onal i nformati on, planni ng, di li gence or testi ng, th e Ci sco SOC Ch ange Manager wi ll coordi nate th e 
Ci sco SOC Ch ange Advi sory  B oard (CAB ) wh i ch  may , i n th ei r di screti on, refuse th e Customer-req uested ch ange i f th ey  determi ne th at 
th e ch ange wi ll adversely  affect th e functi onali ty  of th e enti tled Managed Components or th e securi ty  posture of th e Customer’s access 
control i nfrastructure.  Th e Ci sco SOC Ch ange Manager wi ll h ave responsi bi li ty  for communi cati ng acceptance or rej ecti on of th e 
Req uest for Ch ange (RFC). 
Acti vi ti es: 

• Ci sco ROS Servi ce Desk makes i ni ti al evaluati on of th e RFC and coordi nates wi th  th e Ci sco SOC Ch ange Manager 
 
• Ci sco SOC Ch ange Manager classi fi es th e ch ange i nto one of th e followi ng categori es: Move, Add, Ch ange, Delete or Proj ect 

 
• Ci sco SOC Ch ange Manager coordi nates wi th  th e Ci sco SOC Ch ange Advi sory  B oard (CAB ) as needed to determi ne th e 

level-of-effort and busi ness ri sk associ ated to th e ch ange req uest as defi ned i n th e IT Infrastructure L i bray  (ITIL ) Ch ange 
Management framework under th e followi ng ch ange categori es: Standard, Mi nor, Si gni fi cant, Maj or or Urgent  

 
• Ci sco SOC Ch ange Manager or a desi gnated member of th e Ci sco SOC CAB  communi cates wi th  th e Customer regardi ng th e 

cri ti cali ty  and ti meframe associ ated to th e ch ange i n accordance wi th  th e ch ange attri butes  
 

• Ci sco SOC Ch ange Manager obtai ns approval from th e Customer for ex ecuti ng th e ch ange 
 

• Ci sco SOC follows th e establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 
 
3. 3. 2. 1 C u s t o m e r -r e q u e s t e d  C h a ng e  - L o g i c a l  
A L ogi cal Ch ange i ncludes ch anges to software on Managed Components of th e Customer’s access control i nfrastructure.  L ogi cal 
Ch anges req ui ri ng an i ncreased level of planni ng, i nvolvi ng multi ple Managed Components or req ui ri ng more th an four h ours of work 
wi ll ty pi cally  be treated as a Proj ect.  Th e Ci sco SOC Ch ange Manager wi ll h ave th e responsi bi li ty  of determi ni ng th e level-of-effort to 
support th e L ogi cal Ch ange req uest and i f i t sh ould be treated as a Proj ect.    
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer i s deploy i ng a new appli cati on i n th ei r network and wants to ensure th i s traffi c i s not goi ng to be blocked by  th e 
IPS appli ance. Th e Customer asks th e Ci sco SOC to update th e IPS confi gurati on to i nclude a fi lter to alway s allow th i s 
parti cular traffi c. 

 
3. 3. 2. 2 C u s t o m e r -r e q u e s t e d  C h a ng e  - P h y s i c a l  
A Ph y si cal Ch ange i s a ch ange to a h ardware element on an ex i sti ng Managed Component such  as a network module.  Th e i nstallati on 
porti on of a Ph y si cal Ch ange may  i nvolve loadi ng and veri fi cati on of th e new Managed Component i nformati on i nto th e Ci sco ROS 
Confi gurati on Management Database (CMDB ).  Th e confi gurati on porti on of a Ph y si cal Ch ange i ncludes logi cal confi gurati on ch anges 
targeti ng proper functi onali ty  of th e Managed Component wi ll. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
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Ex ample: 

• Due to a Customer’s growi ng bandwi dth  needs th ey  submi t on RFC to upgrade th ei r IPS 4125 appli ance to a IPS 4270  
appli ance. 

 
3. 3. 2. 3 C u s t o m e r -r e q u e s t e d  M o v e  - P h y s i c a l  
A Ph y si cal Move i s a ch ange req ui red to ph y si cally  move a Managed Component of th e Customer’s access control i nfrastructure from 
one locati on to anoth er.   For a Ph y si cal Move, th e Customer or a q uali fi ed Ci sco Partner i s responsi ble for ph y si cally  movi ng th e 
component from one locati on to th e nex t.  Ci sco i s responsi ble for maki ng th e necessary  ch anges i n th e Ci sco ROS CMDB  and th e 
confi gurati on of th e Managed Component so th at management can conti nue i n th e new ph y si cal locati on.  Th e Ci sco SOC wi ll work 
wi th  th e Customer to coordi nate th e Ph y si cal Move and re-establi sh  remote management connecti vi ty  to th e Managed Component. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

 
• Th e Customer i s sh utti ng down a h ub si te and i s sh i fti ng all securi ty  assets to th e h eadq uarters si te. 
 

3. 3. 2. 4 C u s t o m e r -r e q u e s t e d  A d d  - P h y s i c a l  
A Ph y si cal Add i s th e addi ti on of new Managed Component(s) enti tled under th e Ci sco Securi ty  Intrusi on Preventi on Remote 
Management Servi ce.  A data-gath eri ng process i nvolvi ng veri fi cati on and loadi ng of all Managed Component i nformati on i n th e Ci sco 
ROS CMDB  i ncludi ng seri al numbers, mai ntenance contract i nformati on, ci rcui t i nformati on, Carri er i nformati on, and more (as needed). 
Th e Managed Component confi gurati on process i ncludes logi cal confi gurati on ch anges to ensure th at th e new Managed Component 
can be properly  managed. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
Ex ample: 

• Th e Customer i s addi ng a Intrusi on Preventi on Sy stem (IPS) appli ance ex ternal to th ei r fi rewall and would li ke Ci sco ROS to 
manage i t for th em. 

 
3. 3. 2. 5 C u s t o m e r -r e q u e s t e d  A d d  – L o g i c a l  
L ogi cal Adds i nclude i nstallati on of new software on Managed Components of th e Customer’s i ntrusti on preventi on i nfrastructure to 
enh ance or i ntroduce new servi ces or functi onali ty .  L ogi cal Adds do not req ui re a h i gh  degree of planni ng and i mpli cati ons for oth er 
Managed Components.  If th e addi ti onal functi onali ty  i ntroduces new servi ces to oth er Managed Components or end users, or i f th e 
functi onali ty  req ui res ex tensi ve planni ng, th e L ogi cal Add may  be treated as a Proj ect and th us i ncur addi ti onal fees bi lled at th e Ci sco 
ROS professi onal servi ces rate. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
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Ex ample: 
• Th e customer i s req uesti ng a non-cri ti cal software upgrade 
 

3. 3. 2. 6 C u s t o m e r -r e q u e s t e d  D e l e t e  – L o g i c a l  
L ogi cal Deletes refer to removi ng a Managed Component from th e Ci sco Securi ty  Intrusi on Preventi on Remote Management Servi ce 
so th at i t i s no longer a Managed Component.  Th e Managed Component may  or may  not sti ll ex i st i n th e Customer’s network.   
A L ogi cal Delete req ui ri ng a Ci sco securi ty  engi neer to make modi fi cati ons to th e Customer’s i ntrusi on preventi on i nfrastructure to allow 
th e Managed Component to be removed (such  as  transferri ng functi onali ty  to anoth er Managed Component, modi fy i ng access control 
li sts, routi ng, etc.) wi ll be consi dered a Proj ect i f th e Ci sco SOC Ch ange Manager determi nes th e work req ui red wi ll ex ceed 4 h ours of 
engi neeri ng ti me. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to eli mi nate one of th ei r Intrusi on Preventi on Sy stem (IPS) appli ances and transfer th e 
moni tori ng of a network segment to an ex i sti ng managed IPS module runni ng multi ple contex ts (note: Th i s ex ample would also 
req ui re th at th e Customer submi t an RFC for a L ogi cal Add to confi gure th e addi ti onal IPS contex t on th e ex i sti ng managed 
IPS module) 

 
3. 3. 2. 7 C u s t o m e r -r e q u e s t e d  D e l e t e  – P h y s i c a l  
A Ph y si cal Delete req ui res a Ci sco SOC securi ty  engi neer to make modi fi cati ons to th e Customer’s network i nfrastructure to allow th e 
Managed Component to be ph y si cally  removed or replaced by  anoth er Managed or Non-Managed Component on th e Customer’s 
network (i .e., transferri ng functi onali ty  from one Managed Component to anoth er Managed or Non-Managed Component).  Any  transfer 
of functi onali ty  from a Managed Component to a Non-Managed Component wi ll be th e pri mary  responsi bi li ty  of th e Customer. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e customer i s decomi ssi oni ng a Intrusi on Preventi on Sy stem (IPS) appli ance and sh i fti ng to an SSM AIP module i n an 
ex i sti ng managed ASA (note: th i s ex ample would req ui re th e Customer to submi t an RFC to Ph y si cally  Delete th e IPS 
appli ance as well as anoth er RFC for a Ph y si cal Add for th e SSM AIP module)  

 
3. 3. 2. 8 C u s t o m e r -r e q u e s t e d  P r o j e c t s  
Customer-req uested Ch anges th at h ave one or more of th e followi ng attri butes ty pi cally  wi ll be h andled as a Proj ect: 

• Introducti on of a servi ce or functi onali ty  th at i s not currently  bei ng used i n th e Customer’s network 
 
• Ci sco SOC engi neeri ng work req ui red to support th e req uest ex ceeds four h ours 

 
• Si gni fi cant planni ng i s req ui red before i mplementati on of th e ch ange req uest 

 
• L ogi cal Ch ange i nvolves ch anges to multi ple Managed Components at th e same ti me 
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Acti vi ti es: 
• Ci sco SOC Ch ange Manager wi ll assess th e scope of th e proj ect, coordi nate th e Ci sco ROS CAB , and bui ld out a Statement 

of W ork (SOW ) to present to th e Customer for acceptance or rej ecti on (as Professi onal Servi ces fees wi ll normally  apply ) 
 
• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 

Mi nor, Si gni fi cant, Maj or or Urgent 
 

• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 
process establi sh ed wi th  th e Customer 

 
Ex ample: 

• Th e Customer would li ke a Ci sco ROS SOC engi neer to engage on a 10  h our proj ect to h elp desi gn th ei r i ntrusi on preventi on 
i nfrastructure usi ng Ci sco IPS modules and appli ances for a new company  th at th ey  recently  acq ui red.  

 
3. 3. 3 Ex e c u t i ng  c h a ng e s  

After ch anges are ex ecuted, th e Ci sco SOC wi ll noti fy  th e Customer th at th e ch ange h as been ex ecuted. Once th e Customer accepts 
th e ch ange, th e Ti cket wi ll be closed.  Th e status of ch anges can be vi ewed on th e Portal. 
Acti vi ti es: 

• Mai ntai n a ti cket h i story  of ch anges vi si ble th rough  th e Portal 
 
• Evaluate ch ange req uests 

 
• Auth ori z e and sch edule ch ange req uests 

 
• Coordi nate ch anges 

 
• Update Portal Ti ckets to i nclude ch ange status 

 
• Revi ew and close ch ange req uests 

 
Deli verable(s): 

• Ex ecuted ch ange 
• Portal Ti cket updated wi th  ch ange notes 
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4 C i s c o  S e c u r i t y  V i r t u a l  P r i v a t e  N e t w o r k  ( V P N ) Re m o t e  M a na g e m e nt  S e r v i c e  
Th e obj ecti ve of th e Ci sco Securi ty  Vi rtual Pri vate Network (VPN) Remote Management Servi ce i s to manage and moni tor th e i denti fi ed 
securi ty  components of th e Customer’s vi rtual pri vate network (VPN) i nfrastructure, targeti ng avai labi li ty  and securi ty  of th e Managed 
Components as th e pri mary  areas of focus of th i s servi ce.   
Th e followi ng Managed Components are covered under th e Ci sco Securi ty  Vi rtual Pri vate Network (VPN) Remote Management 
Servi ce: 

• Managed Components wi th i n Customer’s VPN i nfrastructure as outli ned i n th e Ci sco ROS Supported Devi ce L i st located at 
www.ci sco.com/ go/ servi cedescri pti ons/  

 
• Management Termi nati on router (as needed, Ci sco-provi ded dependi ng on meth od of remote management connecti vi ty  to th e 

Managed Components of th e Customer’s VPN i nfrastructure) 
 
4. 1 I nc i d e nt  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  V i r t u a l  P r i v a t e  N e t w o r k  ( V P N ) Re m o t e  M a na g e m e nt  S e r v i c e  
Inci dent Management i s th e process used by  th e Ci sco SOC to i denti fy  Inci dents and restore servi ce or remedi ate declared i nci dents as 
q ui ckly  as possi ble and may  i nvolve i mplementi ng temporary  work-arounds.  Th e Ci sco Securi ty  Operati ons Center (Ci sco SOC) wi ll 
proacti vely  moni tor for key  events and th resh olds on Managed Components i n th e Customer’s VPN i nfrastructure.  In th e case of 
undetected events, Customers may  declare an Inci dent by  contacti ng th e Ci sco ROS Servi ce Desk, communi cati ng vi a teleph one any  
h i gh  pri ori ty  Inci dents (sy stem down, degraded performance, etc.).  L ow pri ori ty  i nci dents sh ould be reported to th e Ci sco ROS Servi ce 
Desk vi a th e Ci sco ROS W eb Portal.  
Upon automati c detecti on or manual submi ssi on of an Inci dent to th e Ci sco ROS Servi ce Desk, an Inci dent Ti cket i s created. Th e Ci sco 
ROS Servi ce Desk wi ll coordi nate wi th  th e Ci sco SOC duri ng th e li fespan of th e declared Inci dent.  Th e Ci sco ROS Servi ce Desk i s 
ulti mately  responsi ble for coordi nati ng th e management of th e Inci dent wh i ch  i ncludes communi cati ng wi th  th e Customer th rough out th e 
Inci dent management process.  Th i s communi cati on also i ncludes noti fi cati on to th e Customer th at th e Inci dent h as been resolved or 
remedi ated.  
 
4. 1. 1 I nc i d e nt  D e t e c t i o n 

Ci sco moni tori ng sy stem i ndi cates a fault condi ti on, a performance th resh old was ex ceeded, or a securi ty  event h as tri ggered a securi ty  
Inci dent.   
Acti vi ti es: 

• Moni tor (24x 7x 365) manageable elements of th e Customer’s network securi ty  i nfrastructure 
  
• Perform ongoi ng Fault and Performance i nci dent moni tori ng (re: alerti ng) on th e enti tled Managed Components of th e 

Customer’s network securi ty  i nfrastructure 
 

• Perform ongoi ng Securi ty  i nci dent moni tori ng (re: alerti ng) on th e enti tled Managed Components of th e Customer’s network 
securi ty  i nfrastructure 

 
• Detect Inci dents 

 
• Correlate Inci dents wh ere appli cable 

 
Deli verable(s): 

• Confi rmed Inci dents logged i n th e Ci sco ROS Confi gurati on Management Database (CMDB ) 
 

4. 1. 2 I nc i d e nt  Re c o r d  

Ci sco ti cketi ng sy stem captures alarm /  event /  correlati on data, enri ch es wi th  relevant Confi gurati on Item (CI) i nformati on and creates 
i nci dent ti cket 
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Acti vi ti es: 
• Enri ch  alarm i nformati on wi th  relevant Confi gurati on Item (CI) i nformati on from th e Ci sco ROS CMDB  

  
Deli verable(s): 

• Create Inci dent Ti cket 
 
• Post Inci dent Ti cket onli ne vi a th e Portal for th e Customer to vi ew all ti cket h andli ng acti vi ti es and mi lestones 

 
4. 1. 3 I nc i d e nt  C o m m u ni c a t i o n ( E-no t i f i c a t i o n) 

Ci sco wi ll electroni cally  noti fy  (E-noti fy ) desi gnated Customer contacts for new Inci dents or mi lestones ach i eved duri ng th e Inci dent 
Management process.  E-noti fi cati ons are sent to any  emai l address or emai l-capable mobi le devi ce and wi ll i nclude th e Inci dent Ti cket 
number.  Th e Customer (or i ts preferred vendor) can alway s vi ew Inci dent status and detai led i nformati on vi a th e Ci sco ROS W eb 
Portal. 
Automated electroni c noti fi cati on (E-noti fi cati on) to speci fi c Customer contact(s) based on Customer’s noti fi cati on req ui rements as 
agreed on duri ng th e Servi ce Acti vati on process.  
Acti vi ti es: 

• Match  customer’s noti fi cati on profi le wi th  Inci dent Ti cket mi lestones 
 

Deli verable(s): 
• Perform E-noti fi cati on of Inci dent Ti ckets per Customer’s noti fi cati on profi le 
 
• L og E-noti fi cati on records i n th e Inci dent Ti cket 

 
4. 1. 4 I nc i d e nt  P r i o r i t y  a nd  C l a s s i f i c a t i o n 

Inci dents wi ll be managed accordi ng to th e Severi ty  level as determi ned by  IT Infrastructure L i brary  (ITIL ) servi ce support framework.  
Inci dent Severi ty  level depends on a vari ety  of factors i ncludi ng pre-defi ned Inci dent Ti cketi ng attri butes such  as busi ness i mpact, 
urgency  and asset value (i f appli cable and entered i nto Ci sco’s Confi gurati on Management Database duri ng th e Servi ce Acti vati on 
ph ase).  Inci dent Severi ty  level wi ll determi ne th e Inci dent Pri ori ty  level set by  th e Ci sco SOC on a per-i nci dent basi s.   
Acti vi ti es: 

• Evaluate Inci dent Severi ty  and pri ori ti z e all Inci dents i nto Pri ori ty  1 (P1), Pri ori ty  2 (P2) and Pri ori ty  3 (P3) Inci dent categori es 
 
• Classi fy  Inci dents i nto Fault, Performance or Securi ty  Inci dent categori es 

 
Deli verable(s): 

• Properly  pri ori ti z ed Inci dents based on Inci dent Ti cketi ng attri butes 
 
• Report status pri ori ti z ed Inci dent agai nst i ts associ ated Servi ce L evel Obj ecti ves (SL O) as defi ned i n th e Servi ce L evel 

Management (SL M) secti on of th i s document 
 

4. 1. 5 I nc i d e nt  I nv e s t i g a t i o n a nd  D i a g no s i s  

Ci sco SOC engi neers uti li z e Inci dent Remedi ati on procedures to collect any  addi ti onal data req ui red to fully  di agnose and match  th e 
Inci dent to a known error i n th e Ci sco ROS Knowledge B ase (KB ).  Ci sco SOC engi neers wi ll work to q ui ckly  i solate th e root cause of 
th e Inci dent. Once root cause i solati on h as occurred, Ci sco SOC engi neers wi ll update th e Inci dent Ti cket wi th  i nformati on related to 
root cause i solati on and th en proceed to th e Inci dent resoluti on and restorati on ph ase. 
Acti vi ti es: 

• Collect addi ti onal data to properly  di agnose root cause of th e Inci dent 
 
• Attempt to match  Inci dent to a known error i n th e Ci sco ROS Knowledge B ase (KB ) 
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Deli verable(s): 

• Update Inci dent Ti cket wi th  root cause i solati on i nformati on for Fault and Performance Inci dents 
 
• Update Inci dent Ti cket wi th  root cause securi ty  event i nformati on for Securi ty  Inci dents 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone (i f req uested by  th e Customer) 
 

4. 1. 6 I nc i d e nt  Re s o l u t i o n a nd  Re s t o r a t i o n 

Ci sco SOC engi neers uti li z e Inci dent Remedi ati on procedures and work to restore servi ces wi th i n agreed servi ce levels, i ni ti ati ng any  
Req uests for Ch ange (RFCs) as needed for restorati on. 
After th e Inci dent h as been i solated down to i ts root cause, Ci sco SOC engi neers wi ll work to resolve th e Inci dent. Resoluti on i s 
complete wh en functi onali ty  i s restored to th e affected Managed Component(s) or, i n th e case of a Secui ty  Inci dent, a recommendati on 
i s made to th e Customer to remedi ate th e Inci dent. Th e resoluti on process i ncludes any  acti on th e Ci sco SOC req ui res to restore 
functi onali ty  to a Managed Component or remedi ate a Securi ty  Inci dent on th e Customer’s network i nfrastructure. 
Th e Ci sco SOC wi ll uti li z e work-around soluti ons to restore all or parti al functi onali ty  wh en full functi onali ty  cannot be restored wi th i n 
commi tted ti meframes as defi ned i n th e Servi ce L evel Management secti on of th i s document.  W h en a work-around i s uti li z ed, th e 
Inci dent wi ll conti nue to remai n open and wi ll be worked by  Ci sco SOC engi neers unti l resolved, i n accordance wi th  th e pri ori ty  level of 
th e Inci dent. 
Inci dent resoluti on and restorati on may  i nclude Ci sco SOC securi ty  engi neers worki ng di rectly  wi th  th e Customer’s network IT team to 
resolve fault and performance i nci dents on th e enti tled Managed Components or to assi st wi th  th e remedi ati on of securi ty  i nci dents 
detected on th e customer’s network i nfrastructure.  Ci sco SOC securi ty  engi neers may  provi de recommendati ons for remedi ati on of an 
i nfected h ost (i f detected).  Th e Customer i s ulti mately  responsi ble for any  patch i ng of i nfected h osts on th ei r network. 
Sh ould th e Ci sco SOC req ui re a confi gurati on ch ange i n a Managed Component to resolve an i ssue or i mplement a work-around, th e 
Ci sco SOC wi ll follow th e Ch ange Management Process establi sh ed wi th  th e Customer 
Acti vi ti es: 

• Resolve Fault and Performance Inci dents on Managed Components 
 
• Remedi ate Securi ty  Inci dents on th e Customer’s network i nfrastructure 

 
• Submi t, wh en needed, a Ci sco-recommented Req uest For Ch ange (RFC) i n accordance wi th  th e Ch ange Management 

Process establi sh ed wi th  th e Customer to tune beni gn traffi c or i mplement a temporary  work-around 
 

• Di spatch  th i rd party  vendors, as needed and appropri ate, wi th i n th e resoluti on steps prescri bed by  th e Ci sco SOC and i n 
accordance wi th  th e Ci sco SMARTnet or Ci sco Servi ces for IPS servi ce terms on th e affected Managed Components. As 
vendors are di spatch ed, th e Inci dent Ti cket wi ll be updated wi th  i nformati on related to th e di spatch  

 
• Update Inci dent Ti cket to i nclude notes detai li ng Fault and Performance Inci dent resoluti on or recommendati ons for 

remedi ati ng Securi ty  Inci dents 
 

• Perform E-noti fi cati on for th i s Inci dent Ti cket mi lestones, i f req uested by  th e Customer 
 
Deli verable(s): 

• Updated Inci dent Ti cket wi th  resoluti on detai ls on Faults and Performance related Inci dents 
 
• Updated Inci dent Ti cket wi th  recommendati ons detai li ng h ow to remedi ate a mali ci ous Securi ty  Inci dent 

 
• Updated Inci dent Ti cket wi th  j usti fi cati on for classi fy i ng beni gn Securi ty  Inci dents  

 
• Ci sco-recommended Req uest for Ch ange (RFC) for tuni ng a recurri ng beni gn Securi ty  Inci dent as determi ned by  Ci sco SOC 

engi neers 
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4. 1. 6. 1 I nc i d e nt  Es c a l a t i o ns  
Escalati on dri ven by  elapsed ti me agai nst SL Os ensuri ng effecti ve routi ng of Inci dents to appropri ate tech ni cal resources as req ui red.  
A Customer may  req uest escalati on of a Inci dent Ti cket at any  ti me vi a th e Portal or Teleph one teleph one call to th e Ci sco ROS 
Servi ce Desk.  Th e Ci sco SOC wi ll refer Inci dents to th e Customer as needed and escalate th e Inci dent wi th  th e Customer wi th i n th e 
Customer’s escalati on gui deli nes unti l th e Inci dent i s resolved (i e: fault and performance i nci dents) or remedi ated (i e: securi ty  
i nci dents). 
Acti vi ti es: 

• Ensure Inci dent i s bei ng h andled by  appropri ate Ci sco SOC engi neeri ng resources to meet SL Os 
 
• Escalate Inci dent as appropri ate i n th e Ci sco SOC or wi th  th e Customer per th e establi sh ed escalati on procedures 

  
Deli verable(s): 

• Updated Inci dent Ti cket to i nclude escalati on notes 
 
• Inci dents resolved or remedi ated i n accordance wi th  SL O targets 

 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone, i f req uested by  th e Customer 

 
4. 1. 7 I nc i d e nt  C l o s u r e  

Once th e Ci sco SOC declares an Inci dent resolved and veri fi ed, th e i nci dent wi ll be closed.  In th e event th at th e Inci dent reoccurs, a 
new Inci dent Ti cket wi ll be created to accurately  reflect th e recurri ng nature of th e Inci dent and ai d i n th e i denti fi cati on of Problems.  
Dependi ng on freq uency , recurri ng Inci dents may  tri gger th e reacti ve Problem Management process wh i ch  may  i nclude a Ci sco-
recommended Req uest For Ch ange (RFC) to resolve th e recurri ng Inci dent. 
Any  auth ori z ed Customer agent may  also proacti vely  req uest Inci dent Ti cket closure vi a th e Portal or Teleph one.  Th e Ci sco SOC wi ll 
revi ew th e req uest and work i n conj uncti on wi th  th e Ci sco ROS Servi ce Desk to close th e Inci dent Ti cket or follow up wi th  th e Customer 
for more i nformati on as needed. 
Acti vi ti es: 

• Confi rm Inci dent i s resolved 
 
• If Inci dent reoccurs, dependi ng on freq uency  and atti butes of th e Inci dent, open a Ci sco-recommended RFC to resolve 

recurri ng Inci dent 
 
Deli verable(s): 

• Update Inci dent  Ti cket to i nclude closi ng notes 
  
• Close th e Inci dent Ti cket 
• Perform E-noti fi cati on for th i s Inci dent Ti cket event mi lestone, i f req uested by  th e Customer. 

 
4. 2 P r o b l e m  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  V i r t u a l  P r i v a t e  N e t w o r k  ( V P N ) Re m o t e  M a na g e m e nt  S e r v i c e  
Th e goal of Problem Management i s to mi ni mi z e th e adverse i mpact of Inci dents resulti ng from errors i n th e Customer’s network by  
deli veri ng a sy stemati c approach  for di agnosi ng th e root causes of Inci dents and preventi ng th ei r reoccurrence by  recommendi ng th e 
eli mi nati on of th e underly i ng errors wh enever possi ble.  To ach i eve th i s goal, Ci sco SOC engi neers wi ll di agnose th e root cause of 
Inci dents and th en i ni ti ate acti ons to i mprove or correct th e si tuati on. 
4. 2. 1 Reacti ve Problem Management 
Reacti ve problem management descri bes th e problem management processes th at pri mari ly  support i nci dent management. Th ese 
processes are i ni ti ated wh en an i nci dent cannot be match ed to a known error. A problem i s declared for th e purpose of tracki ng th e 
acti vi ti es th at lead to i denti fy i ng a root cause and a resoluti on to th e i nci dent’s underly i ng error. Th e process concludes wh en a known 
error, i ncludi ng i ts root cause and resoluti on, h as been i denti fi ed and recorded i n th e known error database. Th e known error wi ll th en 
be used to resolve and close all associ ated open and future i nci dents. 
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Acti vi ti es: 
• Uti li z e Problem Management procedures to collect addi ti onal data req ui red to analy z e th e root cause 

 
• Uti li z e error data, tech ni cal ex perti se, and product and development resources to i solate a root cause for th e error 

 
• Document recommended remedi ati on and resoluti on procedures, and assi st Inci dent Management team i n th e resoluti on of an 

error 
 

• Error i s closed and h anded back to th e Inci dent Management team for any  furth er Inci dent Management acti vi ty  
 
Deli verable(s): 

• Faster Inci dent resoluti on for repeti ti ve Inci dents 
• Accurate and updated known error database 

 
Ex ample: 
 

• A Customer’s network may  be i nfected wi th  a vi rus th at i s causi ng latency  i ssues on th e VPN network and di srupti ng th e 
Customer’s busi ness.  W h i le th e Ci sco SOC Inci dent Management team i mplements a work-around for th e Customer a 
Problem Management securi ty  engi neer research es th e i ssue, i denti fi es th e vi rus, i solates th e root cause and logs th ei r 
fi ndi ngs i n th e Ci sco ROS known error database.  If and wh en a si mi lar Inci dent i s rai sed on th e Customer network, th e Ci sco 
ROS SOC wi ll be able to leverage th e known error database to q ui ckly  resolve th e Inci dent. 

 
4. 2. 2 Proacti ve Problem Management 
Proacti ve Problem Management prevents th e occurrence or li mi ts th e adverse i mpact of future i nci dents.  Th e Ci sco SOC wi ll analy z e 
Inci dent trends to i denti fy  patterns and sy stemi c condi ti ons. In th e event a trend i s detected, th e results wi ll be i ntroduced i nto th e 
Problem Management process. Th e Ci sco SOC analy z es di fferent data sets based upon a vari ety  of tri ggers th at would i ndi cate th at a 
Managed Component sh ould be furth er evaluated.  Not all th e aforementi oned tri ggers are necessari ly  i ndi cati ve of a problem req ui ri ng 
resoluti on. 
Acti vi ti es: 

• Identi fy  recurri ng Inci dents and refer to Inci dent Management for resoluti on 
 
• Analy z e trends for Inci dents on Managed Components 

 
• Moni tor th e resoluti on 

 
• Document appli cable error, remedi ati on, recovery , and resoluti on i nformati on i n th e Knowledge B ase 

 
Deli verables: 

• Reduce th e number of errors i n th e Customer’s network 
 

Ex ample: 
 

• Ci sco SOC Problem Management engi neer performs a confi gurati on revi ew of a Customer’s VPN router and deli vers a 
acti onable li st of recommendati ons to th e Customer to ti gh ten up th e access poli cy  on th e router 

 
4. 3 C h a ng e  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  V i r t u a l  P r i v a t e  N e t w o r k  ( V P N ) Re m o t e  M a na g e m e nt  S e r v i c e  
Ch ange Management i s th e process used by  th e Ci sco SOC to apply  standardi z ed meth ods and procedures for auth ori z i ng, 
documenti ng, and performi ng all ch anges.  Th e obj ecti ve of Ch ange Management i s to make necessary  Ci sco-recommended and 
Customer-req uested ch anges i n an effi ci ent and accountable manner, uti li z i ng standard processes.   
4. 3. 1 C h a ng e  O r i g i na t i o n 
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Th e fi rst step i n i ni ti ati ng th e Ch ange Management process i s th e ori gi nati on of a Req uest for Ch ange (RFC).  RFCs may  ori gi nate from 
two categori es: Ci sco-recommended ch anges and Customer-req uested ch anges. B oth  ch anges are summari z ed i n th e tables below. 
 

C i s c o -Re c o m m e nd e d  C h a ng e s 1 
C h a ng e s  Re q u i r e d  T o :  T y p i c a l l y  r e s u l t i ng  i n:  
Resolve an Inci dent or 
i mplement a work-around for 
an Inci dent 

L ogi cal or ph y si cal ch ange 
Respond to a cri ti cal 
vulnerabi li ty  or th reat L ogi cal ch ange 
Apply  a software update to a 
enti tled Managed 
Component 

L ogi cal ch ange 
Resolve a known error 
i denti fi ed duri ng th e Problem 
Management process 

L ogi cal or ph y si cal ch ange 

C u s t o m e r -Re q u e s t e d  C h a ng e s  
 C h a ng e s  Re q u i r e d  T o :   C a t e g o r y  C h a ng e  d e s c r i p t i o n 
Add, Delete or Ch ange 
ph y si cal component on 
ex i sti ng Managed 
Component 

 Ch ange Ph y si cal ch ange 

Ch ange ex i sti ng logi cal 
functi onali ty  (Upgrades)  Ch ange L ogi cal ch ange 
Ph y si cally  move a Managed 
Component  Move Ph y si cal move 
Add a new Managed 
Component  Add Ph y si cal add 
Addi ti on of new functi onali ty 2  Add L ogi cal add 
Remove an ex i sti ng 
Managed Component  Delete Ph y si cal delete 

 
1 T h e r e  w i l l  b e  n o  a d d i t i o n a l  c h a r g e s f o r  a n y  C i sc o -R e c o m m e n d e d  c h a n g e s 
2 A n y  C u st o m e r -r e q u e st e d  L o g i c a l  C h a n g e  t h a t  r e su l t s i n  t h e  a c t i v a t i o n  o f  a d d i t i o n a l  f u n c t i o n a l i t y  o n  a  M a n a g e d  C o m p o n e n t  w i l l  b e  e v a l u a t e d  o n  a  c a se -
b y -c a se  b a si s a n d  d i sc u sse d  w i t h  t h e  C u st o m e r .   I f  C i sc o  d e t e r m i n e s t h a t  t h e  a d d i t i o n a l  f u n c t i o n a l i t y  w i l l  i n c r e a se  se r v i c e  su p p o r t  r e q u i r e m e n t s i n  t h e  
C i sc o  S O C  t h e  C u st o m e r  m a y  a sk e d  t o  i n c u r  a d d i t i o n a l  r e c u r r i n g  m o n t h l y  c h a r g e s f o r  C i sc o  S O C  su p p o r t  o f  t h e  a d d i t i o n a l  f u n c t i o n a l i t y .  
Acti vi ti es: 

• A Ch ange Ti cket i s i ni ti ated by  Ci sco or th e Customer 
• Th e Ch ange Ti cket i s categori z ed as descri bed i n th e table above  
• Th e Customer tracks th e progress of th e ch ange th rough out i ts li fecy cle 

Deli verable(s): 
• Creati on of a Ch ange Ti cket on th e Ci sco Portal for th e Customer to vi ew 
 

4. 3. 1. 1 C i s c o -Re c o m m e nd e d  C h a ng e s   
Ci sco-recommended ch anges ori gi nate from th e Ci sco SOC. B efore ex ecuti ng a Ci sco-recommended ch ange, th e Ci sco SOC wi ll 
evaluate th e ch ange and make a recommendati on to th e Customer th at wi ll i nclude detai ls regardi ng th e cri ti cali ty  and ti meframe for 
i mplementati on of th e ch ange. Th e Ci sco SOC wi ll not ex ecute a ch ange unti l th e Customer h as auth ori z ed or pre-auth ori z ed th e 
ch ange to be made. 
Acti vi ti es: 

• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
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• Obtai n approval for ex ecuti ng th e ch ange 

 
• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 

 
4.3.1.1.1 Ci sco-recommended Ch anges req ui red to resolve an Inci dent 
Duri ng th e course of th e Inci dent management process, th e Ci sco SOC may  deci de to make ch anges to Managed Components i n order 
to resolve Inci dents.  Th ese ch anges are ty pi cally  logi cal ch anges to access control Managed Component confi gurati ons for th e 
purpose of troublesh ooti ng and i mplementi ng temporary  workarounds, and can also i nclude ch anges to enable troublesh ooti ng i ssues 
wi th  th i rd party  vendors. 
Ch anges req ui red to resolve Inci dents are i mplemented as needed by  th e Ci sco SOC i n accordance wi th  agreed upon Ch ange 
Management processes establi sh ed wi th  th e Customer.    
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to i mplement a temporary  work-around or ai d i n troublesh ooti ng an Inci dent duri ng th e Inci dent 
Management process i ncludi ng loggi ng level ch anges 

 
• L ogi cal confi gurati on ch anges to apply  software updates duri ng th e Inci dent Management process or th e normal servi ce 

support acti vi ti es associ ated th e Servi ce and th e enti tled Managed Components 
 

• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
 

• Obtai n approval for ex ecuti ng th e ch ange 
 

• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 
 
 

4.3.1.1.2 Ci sco-recommended Ch anges to respond to a cri ti cal Vulnerabi li ty  or Th reat 
Ci sco recogni z es th at certai n cri ti cal vulnerabi li ti es h ave th e capabi li ty  to degrade a Customer’s sy stem and severely  li mi t network 
servi ces.  As new vulnerabi li ti es are released or th reats become known, th e Ci sco SOC wi ll evaluate th e severi ty  and potenti al i mpact 
to th e enti tled managed component(s) of th e Customer’s access control i nfrastructure.  If th e vulnerabi li ty  or th reat i s j udged by  th e 
Ci sco SOC to be cri ti cal wi th  respect to Customer safeguards, or th e Customer i s i mpacted by  th e vulnerabi li ty , th e Ci sco SOC wi ll 
recommend ch anges to correct th e i ssue and/ or mi ti gate th e th reat.  If req uested by  th e Customer, ch anges wi ll be ex ecuted accordi ng 
to th e pri ori ti es and terms contai ned i n Customer-Req uested Ch ange secti on of th i s servi ce descri pti on. 
Ch anges to address cri ti cal vulnerabi li ti es wi ll be performed at th e earli est possi ble ti me, i n coordi nati on wi th  Customer and th e agreed 
upon Ch ange Management processes establi sh ed between Ci sco and th e Customer.   
Acti vi ti es: 

• L ogi cal confi gurati on ch anges to respond to a cri ti cal vulnerabi li ty  or th reat i denti fi ed by  th e Ci sco SOC 
 
• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 

 
• Obtai n approval for ex ecuti ng th e ch ange 

 
• Follow establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 
 
 

4.3.1.1.3 Ci sco-recommended Ch anges to address known errors uncovered duri ng th e Problem Management process 
Duri ng th e course of th e Problem Management process, th e Ci sco SOC may  recommend ch anges to th e Managed Components of th e 
Customer’s access control i nfrastructure i n order to resolve a known error.  
Ch anges req ui red to resolve known errors are i mplemented as needed by  th e Ci sco SOC i n accordance wi th  agreed upon Ch ange 
Management processes establi sh ed between Ci sco and th e Customer.   
Acti vi ti es: 



Page 33 of 44 

 

• L ogi cal confi gurati on ch anges to resolve a known error i denti fi ed duri ng th e Problem Management process 
• Communi cate th e cri ti cali ty  and ti meframe associ ated to th e ch ange 
• Obtai n approval for ex ecuti ng th e ch ange 
• Follow establi sh ed Ch ange Management process. 

4. 3. 2 C u s t o m e r -Re q u e s t e d  C h a ng e s  

Customer-req uested ch anges are ch anges th at ori gi nate wi th  th e Customer.  Th e Customer can use th e Ci sco Portal to submi t 
Customer-req uested ch anges.  Th i s wi ll automati cally  i ni ti ate th e Ch ange Management process. Th e Customer can also call th e Ci sco 
ROS Servi ce Desk and descri be th e ch ange req uest over th e ph one.  Th e Ci sco ROS Servi ce Desk wi ll make th e i ni ti al evaluati on of 
th e Req uest For Ch ange (RFC) and coordi nate wi th  th e Ci sco SOC Ch ange Manager i n compli ance wi th  th e agreed upon Ch ange 
Management process establi sh ed between Ci sco and th e Customer.    
A Ch ange Management process th at i ncludes costs, ti meframes, and gui deli nes for th e work to be completed i s based on th e 
classi fi cati ons of th e RFC and governs all Customer-req uested ch anges. Th ese gui deli nes ensure th at th e Ci sco SOC recei ves proper 
noti ce (re: lead ti me) to arrange th e req ui red resources to complete th e work i n an ex pedi ti ous manner.  Th e speci fi cs of th e Ch ange 
Management Process, i ncludi ng any  addi ti onal costs, are outli ned and revi ewed wi th  th e Customer duri ng th e Servi ce Acti vati on ph ase. 
Th e Ci sco SOC Ch ange Manager evaluates th e potenti al i mpact of Customer-req uested ch anges and wi ll determi ne i f a Ci sco securi ty  
engi neer wi ll need to di scuss th e i mpli cati ons of a req uested ch ange wi th  th e Customer. If th e Ci sco SOC Ch ange Manager determi nes 
th at th e ch ange req ui res addi ti onal i nformati on, planni ng, di li gence or testi ng, th e Ci sco SOC Ch ange Manager wi ll coordi nate th e 
Ci sco SOC Ch ange Advi sory  B oard (CAB ) wh i ch  may , i n th ei r di screti on, refuse th e Customer-req uested ch ange i f th ey  determi ne th at 
th e ch ange wi ll adversely  affect th e functi onali ty  of th e enti tled Managed Components or th e securi ty  posture of th e Customer’s access 
control i nfrastructure.  Th e Ci sco SOC Ch ange Manager wi ll h ave responsi bi li ty  for communi cati ng acceptance or rej ecti on of th e 
Req uest for Ch ange (RFC). 
Acti vi ti es: 

• Ci sco ROS Servi ce Desk makes i ni ti al evaluati on of th e RFC and coordi nates wi th  th e Ci sco SOC Ch ange Manager 
 
• Ci sco SOC Ch ange Manager classi fi es th e ch ange i nto one of th e followi ng categori es: Move, Add, Ch ange, Delete or Proj ect 

 
• Ci sco SOC Ch ange Manager coordi nates wi th  th e Ci sco SOC Ch ange Advi sory  B oard (CAB ) as needed to determi ne th e 

level-of-effort and busi ness ri sk associ ated to th e ch ange req uest as defi ned i n th e IT Infrastructure L i bray  (ITIL ) Ch ange 
Management framework under th e followi ng ch ange categori es: Standard, Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or a desi gnated member of th e Ci sco SOC CAB  communi cates wi th  th e Customer regardi ng th e 

cri ti cali ty  and ti meframe associ ated to th e ch ange i n accordance wi th  th e ch ange attri butes 
  

• Ci sco SOC Ch ange Manager obtai ns approval from th e Customer for ex ecuti ng th e ch ange 
 

• Ci sco SOC follows th e establi sh ed Ch ange Management process i ncludi ng updati ng all acti vi ti es i n th e Ch ange Ti cket 
 
4. 3. 2. 1 C u s t o m e r -r e q u e s t e d  C h a ng e  - L o g i c a l  
A L ogi cal Ch ange i ncludes ch anges to software on Managed Components of th e Customer’s access control i nfrastructure.  L ogi cal 
Ch anges req ui ri ng an i ncreased level of planni ng, i nvolvi ng multi ple Managed Components or req ui ri ng more th an four h ours of work 
wi ll ty pi cally  be treated as a Proj ect.  Th e Ci sco SOC Ch ange Manager wi ll h ave th e responsi bi li ty  of determi ni ng th e level-of-effort to 
support th e L ogi cal Ch ange req uest and i f i t sh ould be treated as a Proj ect.    
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
 
Ex ample: 
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• Th e Customer submi ts an RFC to allow acti ve FTP connecti vi ty  th rough  a managed VPN router. 
 

4. 3. 2. 2 C u s t o m e r -r e q u e s t e d  C h a ng e  - P h y s i c a l  
A Ph y si cal Ch ange i s a ch ange to a h ardware element on an ex i sti ng Managed Component such  as a network module.  Th e i nstallati on 
porti on of a Ph y si cal Ch ange may  i nvolve loadi ng and veri fi cati on of th e new Managed Component i nformati on i nto th e Ci sco ROS 
Confi gurati on Management Database (CMDB ).  Th e confi gurati on porti on of a Ph y si cal Ch ange i ncludes logi cal confi gurati on ch anges 
targeti ng proper functi onali ty  of th e Managed Component. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to add a network i nterface card (NIC) to th ei r ex i sti ng managed router 
 

4. 3. 2. 3 C u s t o m e r -r e q u e s t e d  M o v e  - P h y s i c a l  
A Ph y si cal Move i s a ch ange req ui red to ph y si cally  move a Managed Component of th e Customer’s access control i nfrastructure from 
one locati on to anoth er.   For a Ph y si cal Move, th e Customer or a q uali fi ed Ci sco Partner i s responsi ble for ph y si cally  movi ng th e 
component from one locati on to th e nex t.  Ci sco i s responsi ble for maki ng th e necessary  ch anges i n th e Ci sco ROS CMDB  and th e 
confi gurati on of th e Managed Component to ensure th at management can conti nue i n th e new ph y si cal locati on.  Th e Ci sco SOC wi ll 
work wi th  th e Customer to coordi nate th e Ph y si cal Move and re-establi sh  remote management connecti vi ty  to th e Managed 
Component. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to ensure th at a managed router i s brough t back under Ci sco SOC management once th e 
devi ce i s ph y si cally  moved and plugged back i n at a new ph y si cal locati on 

 
4. 3. 2. 4 C u s t o m e r -r e q u e s t e d  A d d  - P h y s i c a l  
A Ph y si cal Add i s th e addi ti on of new Managed Component(s) enti tled under th e Ci sco Securi ty  Vi rtual Pri vate Network (VPN) Remote 
Management Servi ce.  A data-gath eri ng process i nvolvi ng veri fi cati on and loadi ng of all Managed Component i nformati on i n th e Ci sco 
ROS CMDB  i ncludi ng seri al numbers, mai ntenance contract i nformati on, ci rcui t i nformati on, Carri er i nformati on, and more (as needed). 
Th e Managed Component confi gurati on process i ncludes logi cal confi gurati on ch anges to ensure th at th e new Managed Component 
can be properly  managed. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 
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• Th e Customer submi ts an RFC to add a router on to th ei r VPN i nfrastructure to enable connecti vi ty  from a remote si te to th ei r 
h eadq uarter locati on 

 
4. 3. 2. 5 C u s t o m e r -r e q u e s t e d  A d d  – L o g i c a l  
L ogi cal Adds i nclude i nstallati on of new software on Managed Components of th e Customer’s VPN i nfrastructure to enh ance or 
i ntroduce new servi ces or functi onali ty .  L ogi cal Adds do not req ui re a h i gh  degree of planni ng and i mpli cati ons for oth er Managed 
Components.  If th e addi ti onal functi onali ty  i ntroduces new servi ces to oth er Managed Components or end users, or i f th e functi onali ty  
req ui res ex tensi ve planni ng, th e L ogi cal Add may  be treated as a Proj ect and th us i ncur addi ti onal fees bi lled at th e Ci sco ROS 
professi onal servi ces rate. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to enable th e Fi rewall Feature set on a managed router 
 

4. 3. 2. 6 C u s t o m e r -r e q u e s t e d  D e l e t e  – L o g i c a l  
L ogi cal Deletes refer to removi ng a Managed Component from th e Ci sco Securi ty  Vi rtual Pri vate Network (VPN) Remote Management 
Servi ce so th at i t i s no longer a Managed Component.  Th e Managed Component may  or may  not sti ll ex i st i n th e Customer’s network.   
A L ogi cal Delete req ui ri ng a Ci sco SOC securi ty  engi neer to make modi fi cati ons to th e Customer’s VPN i nfrastructure to allow th e 
Managed Component to be removed (such  as  transferri ng functi onali ty  to anoth er Managed Component, modi fy i ng access control li sts, 
routi ng, etc.) wi ll be consi dered a Proj ect i f th e Ci sco SOC Ch ange Manager determi nes th e work req ui red wi ll ex ceed 4 h ours of 
engi neeri ng ti me. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
 
Ex ample: 

• Th e Customer submi ts an RFC to termi nate th e Ci sco Securi ty  Vi rtual Pri vate Network (VPN) Remote Management Servi ce 
on a managed router.  Th e router wi ll remai n on th e Customer’s network. 

 
 

4. 3. 2. 7 C u s t o m e r -r e q u e s t e d  D e l e t e  – P h y s i c a l  
A Ph y si cal Delete req ui res a Ci sco SOC securi ty  engi neer to make modi fi cati ons to th e Customer’s network i nfrastructure to allow th e 
Managed Component to be ph y si cally  removed or replaced by  anoth er Managed or Non-Managed Component on th e Customer’s 
network (i .e., transferri ng functi onali ty  from one Managed Component to anoth er Managed or Non-Managed Component).  Any  transfer 
of functi onali ty  from a Managed Component to a Non-Managed Component wi ll be th e pri mary  responsi bi li ty  of th e Customer. 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 
Mi nor, Si gni fi cant, Maj or or Urgent 

 
• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 

process establi sh ed wi th  th e Customer 
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Ex ample: 
• Th e Customer submi ts an RFC to decommi ssi on a VPN router at a remote si te and transfer VPN connecti vi ty  for th at si te to 

anoth er VPN termi nati on devi ce at th at same locati on. 
 

4. 3. 2. 8 C u s t o m e r -r e q u e s t e d  P r o j e c t s  
Customer-req uested Ch anges th at h ave one or more of th e followi ng attri butes ty pi cally  wi ll be h andled as a Proj ect: 

• Introducti on of a servi ce or functi onali ty  th at i s not currently  bei ng used i n th e Customer’s network 
 

• Ci sco SOC engi neeri ng work req ui red to support th e req uest ex ceeds four h ours 
 

• Si gni fi cant planni ng i s req ui red before i mplementati on of th e ch ange req uest 
 

• L ogi cal Ch ange i nvolves ch anges to multi ple Managed Components at th e same ti me 
 
Acti vi ti es: 

• Ci sco SOC Ch ange Manager wi ll assess th e scope of th e proj ect, coordi nate th e Ci sco ROS CAB , and bui ld out a Statement 
of W ork (SOW ) to present to th e Customer for acceptance or rej ecti on (as Professi onal Servi ces fees wi ll normally  apply ) 

 
• Ci sco SOC Ch ange Manager evaluates th e Customer’s Req uest For Ch ange (RFC) and categori z es th e RFC i nto Standard, 

Mi nor, Si gni fi cant, Maj or or Urgent 
 

• Ci sco SOC Ch ange Manager or Ch ange Assi gnee coordi nates wi th  th e Customer accordi ng to th e Ch ange Management 
process establi sh ed wi th  th e Customer 

 
Ex ample: 

• Th e Customer submi ts an RFC for a Ci sco Internetwork Operati ng Sy stem (Ci sco IOS) upgrade i nvolvi ng 20  VPN routers i n 
order to take advantage of new key  functi onali ty  i n th e upgraded versi on of Ci sco IOS 

 
4. 3. 3 Ex e c u t i ng  c h a ng e s  

After ch anges are ex ecuted, th e Ci sco SOC wi ll noti fy  th e Customer th at th e ch ange h as been ex ecuted. Once th e Customer accepts 
th e ch ange, th e Ti cket wi ll be closed.  Th e status of ch anges can be vi ewed on th e Portal. 
Acti vi ti es: 

• Mai ntai n a ti cket h i story  of ch anges vi si ble th rough  th e Portal 
 

• Evaluate ch ange req uests 
 

• Auth ori z e and sch edule ch ange req uests 
 

• Coordi nate ch anges 
 

• Update Portal Ti ckets to i nclude ch ange status 
 

• Revi ew and close ch ange req uests 
 
Deli verable(s): 

• Ex ecuted ch ange 
 
• Portal Ti cket updated wi th  ch ange notes  
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5 S e r v i c e  L e v e l  M a na g e m e nt  f o r  C i s c o  S e c u r i t y  Re m o t e  M a na g e m e nt  S e r v i c e s  
5. 1 C h a ng e  C a t e g o r y  S e r v i c e  P r i c i ng  a nd  S c h e d u l i ng  f o r  C u s t o m e r -Re q u e s t e d  RF C s  

C u s t o m e r -Re q u e s t e d  RF C s 1 

C a t e g o r y  T y p e  T u r na r o u nd  T i m e 3 
S t a nd a r d  F e e s  p e r  

M a na g e d  
C o m p o ne nt  N o t e s  Ex p e d i t e  F e e s 6 

L ogi cal2 
  24 H ours $0  

Urgent L ogi cal Ch anges 
wi ll be h andled on a 

case-by -case basi s and 
may  not i nclude any  
ex pedi te fees i f 

resources are avai lable 
i n th e Ci sco SOC.   

$20 0  per req uest 
Ch ange 

Ph y si cal   7 Day s $350    

Move Ph y si cal 
  14 Day s $350    

Ph y si cal  
 14 Day s $350    

Add L ogi cal  
 14 Day s $350    

L ogi cal 
 7 Day s $0   

Delete 
Ph y si cal 14 Day s $0   

$120 0  +  Ti me and 
Materi als /  per 

devi ce4 

Proj ect 
Any  ch ange 

req ui ri ng greater 
th an four h ours of 

work 
See Note5 

Ci sco Securi ty  
Remote 

Management 
Professi onal 

Servi ces rate: $250  
per h our wi th  4 h our 

mi ni mum 

Scope and cost to be 
determi ned on an case-

by -case basi s and 
h andled wi th i n th e Ci sco 
ROS Statement of W ork 

(SOW ) process  

 $10 0 0   mi ni mum 
(depends on 
proj ect si z e) 

 
1 All ch anges wi ll be h andled by  th e Ci sco SOC Ch ange Manager based on th e IT Infrastructure L i brary  (ITIL ) framework defi ni ti ons 
of ch anges i ncludi ng:  Standard, Mi nor, Si gni fi cant, Maj or and Urgent ch anges.  All ch anges determi ned to be Standard ch anges are 
pre-approved ch anges and may  or may  not req ui re ex ecuti on duri ng th e Customer’s ch ange management mai ntenance wi ndow.  All 
Urgent ch anges wi ll be evaluated on a case-by -case basi s and th e Customer may  i ncur Ex pedi te Fees dependi ng on Ci sco SOC 
resource avai labi li ty  at th e ti me of th e Urgent ch ange req uest. 
 
2 Th e Ci sco SOC Ch ange Manager wi ll moni tor th e total volume of all L ogi cal ch anges on a 30 -day  rolli ng peri od.  If th e Ci sco SOC 
Ch ange Manager determi nes th at th e total servi ce support h ours for h andli ng th e Customer’s L ogi cal Ch ange req uests ex ceeds 20  
h ours i n any  gi ven 30 -day  rolli ng peri od, th e Ci sco SOC Ch ange Manager wi ll convene a meeti ng wi th  th e Ci sco SOC CAB  to bui ld 
out a Statement of W ork (SOW ) bi lled at th e Ci sco ROS Professi onal Servi ces rate of $250  per h our to accommodate any  L ogi cal 
Ch ange work i n ex cess of 20  h ours per month . 
   
3 Unless oth erwi se stated all ti meframes are i n calendar day s 
 
4 Ti mi ng subj ect to h ardware, vendor, and /  or Ci sco SOC resource avai labi li ty  to ex ecute th e ch ange 
 
5 Addi ti on of a new managed si te usually  req ui res PDI (Plan, Desi gn, and Implement) work th at must be h andled by  a q uali fi ed PDI 
Securi ty  Partner pri or to acti vati ng any  Ci sco Securi ty  Remote Management Servi ces on any  Managed Components. 
 
6  “Ex pedi te Fee” means ch arges pai d by  th e Customer to Ci sco to perform Customer-req uested ch anges wi th out provi di ng Ci sco 
wi th  th e req ui red lead-ti me stated by  ch ange category  /  ty pe i n th e table above.  Also, as stated i n note 1, th e Customer may  i ncurr 
ex pedi te fees for Ci sco SOC engi neers to h andle any  Ugrent ch ange req uests (i .e., i n an emergency  ty pe of si tuati on).  Th e Ci sco 
SOC Ch ange Manager wi ll make every  effort to coordi nate Ci sco SOC engi neeri ng resources as q ui ckly  as possi ble to avoi d 
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C u s t o m e r -Re q u e s t e d  RF C s 1 

C a t e g o r y  T y p e  T u r na r o u nd  T i m e 3 
S t a nd a r d  F e e s  p e r  

M a na g e d  
C o m p o ne nt  N o t e s  Ex p e d i t e  F e e s 6 

ex pedi te fees.  Ex pedi ted Customer-req uested ch anges can alway s be cancelled or ch anged;  h owever, th e Customer wi ll sti ll be 
responsi ble for h alf of th e ex pedi te fee i f th e Urgent ch ange req uest i s not cancelled wi th i n 24 h ours of th e sch eduled ch ange. 

 
5. 2 M a na g e m e nt  Re p o r t i ng  a nd  W e b  P o r t a l  f o r  C i s c o  S e c u r i t y  Re m o t e  M a na g e m e nt  S e r v i c e s  
Ci sco provi des an onli ne Portal for th e Customer  to revi ew Ti ckets, Ti cket metri cs, and reports for all Managed Components of Ci sco 
Securi ty  Remote Management Servi ces.   
D e l i v e r a b l e ( s ):  

• Portal logi ns for each  of th e Customers auth ori z ed employ ees 
 
• Inventory  i nformati on on th e Portal (as avai lable per Managed Component) i ncludi ng: 
 

• Sy stem descri pti on 
 

• Mai ntenance vendor 
 

• Mai ntenance coverage ty pe and contract number 
 

• Seri al number 
 

• IP Address 
 

• Inci dent and Servi ce Req uest Ti cket i nformati on on th e Portal (as avai lable) i ncludi ng: 
 

� Inci dent and Servi ce Req uest Ti cket i denti fi cati on number – Th e tracki ng number assi gned by  th e Ci sco SOC to each  
Ti cket. 

 
� Inci dent and Servi ce Req uest Ti cket opened date and ti me – Th e date th e Ti cket was opened 

 
 
� Inci dent and Servi ce Req uest Ti cket descri pti on – A bri ef descri pti on of th e Inci dent(s) or Servi ce Req uest(s) detai led i n 

th e Ti cket 
 
� Inci dent and Servi ce Req uest Ti cket status – Th e current status of th e Ti cket as determi ned by  th e most recent note 

entered i n to th e ti cket 
 

� Si te(s) affected – W i th i n th e Ti cket, th e si te locati ons wh ere Managed Components are affected 
 

• Reports on th e Portal (as avai lable per Managed Component or for enti tled servi ce i ncludi ng): 
 

• Performance Analy si s – data analy si s reports th at graph  uti li z ati on and performance metri cs on Managed Components 
(as avai lable dependi ng on Managed Component) 

 
• Ex cepti ons – data analy si s reports th at graph  h i gh  and low ex cepti ons for uti li z ati on and errors on Managed Components 

(as avai lable dependi ng on Managed Component) 
 

• Securi ty  Event Response Ti me -- sh ows th e elapsed ti me between th e declarati on of a Securi ty  Inci dent and th e 
subseq uent classi fi cati on of th at Securi ty  Inci dent (as recorded i n th e Ci sco ROS Inci dent Management Ti cketi ng Sy stem) 

 
• Fault Event Response Ti me -- sh ows th e elapsed ti me between th e declarati on of a Fault or Performance Inci dent and th e 

subseq uent Isolati on of th at Fault or Performance Inci dent (as recorded i n th e Ci sco ROS Inci dent Management Ti cketi ng 
Sy stem) 
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• Securi ty  Event Rate of Occurrence -- sh ows th e number of Securi ty  Inci dents categori z ed i nto each  mali ci ous securi ty  
classi fi cati on (i .e., Attack, Probable Attack, Successful Attack, W orm, Vi rus, Recon) th at was h andled by  th e Ci sco SOC 
duri ng th e gi ven ti me peri od 

 
• Dai ly  Th reat Ex posure -- sh ows a normali z ed aggregate total i mpact of all detected mali ci ous Securi ty  Inci dents h andled 

by  th e Ci sco SOC duri ng a parti cular day   
 

• Month ly  Th reat Ex posure -- sh ows a normali z ed aggregate total i mpact of all detected mali ci ous Securi ty  Inci dents 
h andled by  th e Ci sco SOC duri ng a parti cular month  

 
• Top 10  Ty pes of Attacks -- sh ows th e most freq uently  tri ggered IPS si gnatures and fi rewall sy slog pneumoni cs th at led to 

Securi ty  Inci dent declarati on duri ng th e gi ven ti me peri od 
 

• Top 10  Attacked H osts -- sh ows th e most freq uent targets of detected Securi ty  Inci dents h andled by  th e Ci sco SOC 
duri ng th e gi ven ti me peri od 

 
• Top 10  Sources of Attack -- sh ows th e most freq uent sources of attack for detected Securi ty  Inci dents h andled by  th e 

Ci sco SOC duri ng th e gi ven ti me peri od 
 

• PIX  Audi t L og – tracks th e acti vi ty  occurri ng on a speci fi c Ci sco PIX  fi rewall and sh ows th e audi t log acti vi ti es generated 
by  a speci fi c PIX  devi ce duri ng th e gi ven ti me peri od 
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1 Ci sco wi ll use commerci ally  reasonable efforts to meet th e Servi ce L evel Obj ecti ves (SL Os) set forth  i n th i s table. Th e SL Os wi ll 
not apply  i f unavai labi li ty  of th e Managed Servi ces i s caused by  Customer’s content th at i s added to th e Managed Component 
appli cati on software, bugs i n custom code deploy ed on Managed Components, fai led upgrades or enh ancements on Managed 
Components, acts of Customer or i ts agents, network unavai labi li ty  outsi de th e Ci sco ROS network, dedi cated remote network 
connecti vi ty  outages, or events bey ond Ci sco’s control. 
2 Pri ori ty  1 Inci dents on an enti tled Managed Component wh ere th e Managed Component i s unavai lable and severely  di srupti ng /  
i mpacti ng th e Customer’s busi ness.  Ci sco and th e Customer wi ll commi t any  necessary  resources 24x 7 unti l th e Inci dent i s 
resolved /  remedi ated 
3 Pri ori ty  2 Inci dents on an enti tled Managed Component wh ere th e Managed Component i s unavai lable or i ts functi onali ty  i s 
severely  degraded and Customer’s busi ness i s moderately  di srupted.  Ci sco and th e Customer wi ll commi t full-ti me resources 
duri ng normal busi ness h ours Monday  th rough  Fri day  to resolve /  remedi ate th e Inci dent 
4 Pri ori ty  3 Inci dents on an enti tled Managed Component wh ere th e Managed Component i s unavai lable or i ts functi onali ty  i s 
moderately  degraded and Customer’s busi ness i s mi ni mally  di srupted.  Ci sco and th e Customer are wi lli ng to commi t resources as 
avai lable duri ng normal busi ness h ours to resolve /  remedi ate th e Inci dent and restore servi ce to sati sfactory  levels.   
5 For Inci dents req ui ri ng a th i rd party  fi eld di spatch  (i .e., replacement of a Managed Component or restorati on of a i nternet ci rcui t), 
regardless of Inci dent pri ori ty , Ci sco provi des no speci fi c Mean Ti me To Resolve (MTTR) target as th e MTTR wi ll depend h eavi ly  
on underpi nni ng contracts wi th  th e di spatch ed th i rd party .  Th e Ci sco ROS SOC sh all use all commerci ally  reasonable efforts to 
restore servi ce as q ui ckly  as possi ble and work wi th  th e di spatch ed fi eld tech ni ci an to dri ve an i ssue to resoluti on, i ncludi ng 

I nc i d e nt  M a na g e m e nt  S e r v i c e  L e v e l  O b j e c t i v e s  ( S L O s ) f o r  C i s c o  S e c u r i t y  Re m o t e  M a na g e m e nt  S e r v i c e s 1 

Ke y  
P e r f o r m a nc e  
I nd i c a t o r  ( KP I ) 

KP I  D e t a i l s  
C i s c o  S e c u r i t y  
A c c e s s  C o nt r o l  

Re m o t e  
M a na g e m e nt  

S e r v i c e  

C i s c o  S e c u r i t y  
I nt r u s i o n 
P r e v e nt i o n 
Re m o t e  

M a na g e m e nt  
S e r v i c e  

C i s c o  S e c u r i t y  
V i r t u a l  P r i v a t e  
N e t w o r k  ( V P N ) 

Re m o t e  
M a na g e m e nt  

S e r v i c e  

M T T N  
N o t i f y  C u s t o m e r  o f  

F a u l t ,  P e r f o r m a n c e  o r  
S e c u r i t y  I n c i d e n t s  
w i t h i n  X  m i n u t e s  

1 5  m i n  1 5  m i n  1 5  m i n  

M T T I n v  
I n v e s t i g a t e  F a u l t  &  

P e r f o r m a n c e  I n c i d e n t s  
w i t h i n  X  m i n u t e s  

3 0  m i n  3 0  m i n  3 0  m i n  

M T T B a  
B e g i n  A n a l y s i s  o f  
S e c u r i t y  I n c i d e n t s  
w i t h i n  X  m i n u t e s  

3 0  m i n  3 0  m i n  n / a  

M T T C a  

C o m p l e t e  A n a l y s i s  a n d  
P r o v i d e  

R e c o m m e n d a t i o n s  f o r  
R e m e d i a t i n g  S e c u r i t y  
I n c i d e n t s  w i t h i n  X  

m i n u t e s  

7 5  m i n  7 5  m i n  n / a  

M T T I s o  
I s o l a t e  R o o t  C a u s e  o f  
F a u l t  &  P e r f o r m a n c e  
I n c i d e n t s  w i t h i n  X  

m i n u t e s  
7 5  m i n  7 5  m i n  7 5  m i n  

M T T R 5 
R e s o l v e  F a u l t  &  

P e r f o r m a n c e  I n c i d e n t s  
w i t h i n  X  h o u r s  

P 1 :  4  h o u r s 2 
P 2 :  2 4  h o u r s 3 
P 3 :  7 2  h o u r s 4 

P 1 :  4  h o u r s 2 
P 2 :  2 4  h o u r s 3 
P 3 :  7 2  h o u r s 4 

P 1 :  4  h o u r s 2 
P 2 :  2 4  h o u r s 3 
P 3 :  7 2  h o u r s 4 
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worki ng i n accordance wi th  th e Managed Component mai ntenance contract (i f known) as well as any  Servi ce L evel Agreements 
(SL As) th e Customer h as negoti ated wi th  any  di spatch ed party  or oth er vendor (i f known and recorded as a Confi gurati on Item (CI) 
i n th e Ci sco ROS Confi gurati on Management Database (CMDB )).  For any  Inci dents req ui ri ng Return Materi als Auth ori z ati on 
(RMA) acti vi ty  on a Managed Component wi th  a current Ci sco mai ntenance contract (i .e., SmartNet, Ci sco Servi ces for IPS, etc), 
th e MTTR target wi ll be set as close as possi ble to th e mai ntenance contract terms and condi ti ons on th e Managed Component, 
taki ng i nto consi derati on th e Pri ori ty  level of th e Inci dent.  

5. 3 S e r v i c e  Re v i e w s  
For enti tled Customers, th e Ci sco SOC wi ll conduct recurri ng Servi ce Revi ews (month ly  and/ or q uarterly ) to revi ew th e current 
management reporti ng data avai lable for Ci sco Securi ty  Remote Management Servi ces.  Only  th ose Customer’s th at h ave purch ased 
all th ree servi ces under Ci sco Securi ty  Remote Management Servi ces (wh i ch  i nclude Ci sco Securi ty  Access Control Remote 
Management Servi ce, Ci sco Securi ty  Intrusi on Preventi on Remote Management Servi ce and Ci sco Securi ty  Vi rtual Pri vate Network 
(VPN) Remote Management Servi ce) wi ll be enti tled to recei ve th i s recurri ng Servi ce Revi ew conducted by  th e Ci sco SOC securi ty  
team.   
6 C u s t o m e r  Re s p o ns i b i l i t i e s  f o r  C i s c o  S e c u r i t y  Re m o t e  M a na g e m e nt  S e r v i c e s  
6. 1 S e r v i c e  A c t i v a t i o n 
To ensure th at Ci sco i s enabled to provi de Ci sco Securi ty  Remote Management Servi ces for Managed Components, Ci sco req ui res th e 
Customer to: 

• Assi gn a proj ect manager to represent th e Customer duri ng th e servi ce acti vati on ph ase 
• Assi gn a tech ni cal lead th at wi ll assi st Ci sco wi th  establi sh i ng th e network access req ui red for remote management.  
• Supply  all req ui red i nformati on contai ned i n th e Servi ce Acti vati on Ki t (SAK) provi ded duri ng th e Servi ce Acti vati on ph ase.  
 

6. 2 C o nne c t i v i t y  a nd  N e t w o r k  A c c e s s  
• Th e Managed Component wh ere th e Remote Network Management Ch annel termi nates on th e Customer premi se must 

provi de access to all oth er Managed Components. Th e Customer wi ll allow logi cal network access to th e oth er Managed 
Components vi a th e Managed Component th at th e management ch annel i s termi nated on 

 
• Ci sco Securi ty  Remote Management Servi ces are deli vered usi ng speci fi c ports and protocols. Th e Customer wi ll open up th e 

req ui red ports and protocols to enable Ci sco to collect th e data for all Managed Components covered under Ci sco Securi ty  
Remote Management Servi ces 

 
• To ensure th at th e Ci sco SOC can provi de Ci sco Securi ty  Remote Management Servi ces, th e Ci sco SOC req ui res th e 

Customer to provi de Ci sco SOC wi th  full read/ wri te access usi ng network management protocols th at i ncluded enabli ng full 
admi ni strati ve pri vi leges (enable mode, root access, admi n access, etc.) to all Managed Components enti tled under Ci sco 
Securi ty  Remote Management Servi ces. 
 

6. 3 O p e r a t i o ns  S u p p o r t  
• A Customer contact wi ll be assi gned for each  Managed Component for wh i ch  Ci sco Securi ty  Remote Management Servi ces 

h ave been purch ased to assi st Ci sco wi th  tech ni cal and non-tech ni cal troublesh ooti ng and admi ni nstrati ve tasks as normal 
course of acti on for deli veri ng th e enti tled Servi ce.  

 
• Customer i s responsi ble for assi gni ng a Process Manager th at wi ll revi ew and coordi nate th e approval of ch anges to th e Ci sco 

Operati ons Support Manual. 
 
6. 4 M a na g e d  C o m p o ne nt s  

• Th e Customer i s responsi ble for provi di ng and mai ntai ni ng th e network eq ui pment outsi de of th e Managed Components scope  
 
• Th e Customer i s responsi ble for th e ph y si cal securi ty  of th e Managed Components 

 
• Th e Customer must agree to allow Ci sco to retai n and publi sh  aggregate stati sti cs and metri cs for non-i denti fi able trendi ng 

analy si s 
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• Th e Customer i s responsi ble for provi di ng back-up procedures and confi gurati on data for th e network eq ui pment (non-

Managed Components) 
 
6. 5 S u p p o r t  f o r  N o n-M a na g e d  C o m p o ne nt s  

• Ci sco does not provi de any  support for Non-Managed Components. Ci sco h as a professi onal Servi ces process for h andli ng 
support req uests.  Contact a Ci sco ROS Servi ce Account Manager (SAM) for detai ls on th e Ci sco ROS Indi vi dual Case B asi s 
(ICB ) process 

 
• Th e Customer i s responsi ble for managi ng Non-Managed Components 

 
6. 6 C o m m u ni c a t i o ns  a nd  C h a ng e  M a na g e m e nt  

• Ci sco takes a co-management approach  to Ci sco Securi ty  Remote Management Servi ces allowi ng th e Customer and oth er 
Customer-approved vendors to retai n access to Customer’s managed components. B ecause multi ple parti es may  be able to 
make ch anges to th e managed and non-managed components of th e Customer’s network, Ci sco SOC req ui res th at any one 
wi th  access to th e Customer’s network envi ronment follow a consi stent and documented Ch ange Management Process. Th i s 
process wi ll be revi ewed and agreed upon pri or to completi on of th e Servi ce Acti vati on ph ase 

 
• Th e Customer i s responsi ble for updati ng th e Ci sco SOC wi th  current data wi th  respect to th e Customer i nformati on as well as 

all Managed Components, as needed, vi a th e Portal 
 

• Th e Customer i s responsi ble for th e ti mely  deli very  of i nformati on req ui red for confi gurati on of Managed Components and 
Customer i nformati on (i ncludi ng noti fi cati on procedures) 

 
• Th e Customer sh ould noti fy  th e Ci sco ROS Servi ce Desk 72 h ours i n advance of any  sch eduled mai ntenance wi ndows 

 
• Th e Customer mai ntai ns sole responsi bi li ty  for i nformi ng Ci sco of Customer employ ee status ch anges 

 
• Th e Customer i s responsi ble for provi di ng and mai ntai ni ng a li st of Customer employ ees auth ori z ed to req uest ch anges 

 
• Th e Customer i s responsi ble for provi di ng and mai ntai ni ng an escalati on path  wi th i n th e Customer’s employ ee base 

 
• Th e Customer i s responsi ble for end-user trai ni ng of th e Ci sco ROS Portal.  Servi ce Req uests for trai ni ng can be submi tted vi a 

teleh one or th e Portal 
 
7 Re m o t e  M a na g e m e nt  A c t i v a t i o n f o r  C i s c o  S e c u r i t y  Re m o t e  M a na g e m e nt  S e r v i c e s  
Th e Remote Management Acti vati on i s a process i n wh i ch  Ci sco prepares th e Customers IT i nfrastructure for Ci sco management. 
Usi ng our proven Servi ce Acti vati on meth odology  enables an effi ci ent and low-i mpact effort of enabli ng th e Customers  IT i nfrastructure 
to recei ve Ci sco’s management Servi ces.  Th i s framework i ncludes: 

• Di scoveri ng th e managed components on th e Customer’s IT i nfrastructure 
 
• Planni ng th e transi ti on to management 

 
• Implementi ng management operati ons 

 
7. 1 D i s c o v e r i ng  t h e  I T  I nf r a s t r u c t u r e  

Di scoveri ng th e IT i nfrastructure i ncludes th e pre-i mplementati on acti vi ti es th at provi de Ci sco wi th  a h i gh -level understandi ng of th e 
Customers busi ness and IT i nfrastructure needs. Th i s assi sts our team i n h avi ng an accurate understandi ng of th e Customer’s 
req ui rements before th e planni ng and i mplementati on processes begi n. 
 
Acti vi ti es: 

• Identi fy  key  Customer parti ci pants and setup i ni ti al ki ck-off meeti ng 
 

• H ave i ni ti al engagement wi th  th e Customer 
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Deli verable(s): 
• Introducti on package 

 
Ci sco wi ll work wi th  Customer to di scover and get an understandi ng of th e i nfrastructure.  In th i s case, th e purpose of planni ng th e 
transi ti on of Remote Management Acti vati on i s to prepare both  th e Customer and th e Ci sco SOC for a smooth  management transi ti on. 
Th i s process i nvolves collecti ng and vali dati ng all tech ni cal detai ls req ui red to enable remote IT i nfrastructure management, ensuri ng 
th e Customer h as a clear understandi ng of servi ce features, and establi sh i ng j oi nt i nteracti on meth ods. Each  Managed Component wi ll 
be assessed to ensure th at no furth er work i s needed before remote management begi ns.  
7. 2 P l a nni ng  t h e  T r a ns i t i o n t o  Re m o t e  M a na g e m e nt  A c t i v a t i o n 

Th e purpose of planni ng th e transi ti on i s to prepare both  th e Customer and Ci sco for a smooth  management transi ti on.  Th i s process 
i nvolves collecti ng and vali dati ng all tech ni cal detai ls req ui red to enable remote IT i nfrastructure management, ensuri ng th at th e 
Customer h as a clear understandi ng of Servi ce features, and establi sh i ng j oi nt i nteracti on meth ods. Each  si te wi ll be assessed to 
ensure th at no furth er work i s needed before th e managed components located at th e ph y si cal si te are brough t under management. 
 
A c t i v i t i e s :  

• Establi sh  key  relati onsh i ps wi th  th e Customer 
 
• W ork wi th  th e Customer to develop an i mplementati on plan 

 
• G ath er relevant si te i nformati on from th e Customer and/ or Ci sco or Partner PDI Team vi a th e Servi ce Acti vati on Ki t (SAK) 

 
• G ath er th e key  Managed Component i nformati on from th e Customer and/ or Ci sco or Partner PDI Team vi a th e Servi ce 

Acti vati on Ki t (SAK) 
 

• Enter th e Customers Managed Component i nformati on i nto th e Ci sco ROS Confi gurati on Management Database (CMDB ) 
 

• Defi ne an escalati on plan for th e Ci sco SOC and th e Customer 
 

• Ali gn on th e Ch ange Management Process 
 

• Complete appli cable L etters of Agency  (L OA) 
 

• Order th e remote network management ci rcui t (i f appli cable and necessary ) 
 

• Confi gure, sh i p and deli ver th e Ci sco ROS remote network management ch annel termi nati on router (i f appli cable and 
necessary ) 

 
Deli verable(s): 
 

• Completed Servi ce Acti vati on Ki t (SAK) 
 

• Completed Ci sco Operati ons Support Manual 
 

• L etter of Agency  (L OA) on fi le i n th e Ci sco ROS database 
 

• Ci sco Transi ti on Plan document 
 

• Installati on date for network management ci rcui t (Ci sco provi ded) 
 
7. 2. 1 Re m o t e -I nf r a s t r u c t u r e  O p e r a t i o ns  Re a d i ne s s  A p p r o v a l  

Pri or to i mplementi ng remote management operati ons, th e Ci sco ROS SOC wi ll ei th er approve an ex i sti ng managed devi ce or make 
recommendati ons req ui red for accepti ng a new managed i nfrastructure.  If th e necessary  ch anges are not made, acceptance of th e 
order may  be delay ed or wi th drawn. If th e Customer wi sh es to engage Ci sco to i mplement th e recommendati ons, a separate 
Agreement to make th e ch anges may  be req ui red.    
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7. 3 I m p l e m e nt i ng  M a na g e m e nt  O p e r a t i o ns  
Implementi ng management operati ons i nvolves ex ecuti ng th e transi ti on proj ect plan developed i n th e planni ng th e transi ti on to 
management process. To provi de a si ngle poi nt of contact to apply  ongoi ng focus on establi sh ed ti meli nes and commi tments, Ci sco wi ll 
appoi nt a desi gnated proj ect coordi nator. 
Duri ng th i s ph ase, Ci sco wi ll establi sh  management connecti vi ty  and ensure th e Customer contacts are aware of h ow to i nteract wi th  
th e Ci sco SOC duri ng deli very  of servi ces.  
Acti vi ti es: 

• Ci sco SOC wi ll be provi di ng remote network management connecti vi ty  and a associ ated management router (i f appli cable and 
necessary ) to a si ngle (US domesti c preferred) Customer locati on end-poi nt to effecti vely  manage th e network securi ty  
i nfrastructure components 

 
• Ci sco wi ll i nstall a Ci sco remote network management ch annel termi nati on router (i f appli cable and necessary ) 

 
• Establi sh  management access for each  Managed Component vi a th e Ci sco-provi ded Management ci rcui t (VPN or Frame) 

  
• Revi ew th e confi gurati on of all Managed Components to ensure readi ness for remote management 

 
• W ork wi th  th e Customer on any  i ni ti al management confi gurati on i ssues and/ or ch anges req ui red for successful management 

 
• B egi n ongoi ng Inci dent moni tori ng of Managed Components 

 
Deli verable(s): 

• Establi sh  Ci sco ROS Portal access and veri fy  Managed Components i nventory  
 
• Publi sh  sch eduled events vi a notes i n th e master Servi ce Acti vati on Ti cket vi ewable on th e Portal 

  
• Trai n Customer employ ees on h ow to use th e Portal 

 
• Provi de th e Customer wi th  a complete i nventory  of Managed Components, publi sh ed on th e Portal 

 
• Remote network management ch annel termi nati on router(s) confi gured, sh i pped and i nstalled on customer premi se (i f 

appli cable and necessary ) 
 

• Management Connecti vi ty  i nstalled and veri fi ed 
 

• Perform gap analy si s between Managed Components i nventory  and wh at i s on th e ori gi nal Purch ase Order, resolvi ng any  
di screpanci es 

 
• Emai l th e Customer a copy  of th e Ci sco Operati ons Support Manual 
 

As necessary , for th e Ci sco SOC to perform i ts responsi bi li ti es as stated i n th i s Servi ce Descri pti on, th e Ci sco SOC wi ll mai ntai n an 
i nformati on reposi tory  of data i n th e Ci sco ROS CMDB  wi th  respect to th e Customer and th e Managed Components th at wi ll be 
referenced i n th e Ci sco Operati ons Support Manual. 
8 S e r v i c e s  N o t  C o v e r e d  
In addi ti on to th ose “Servi ces Not Covered” posted at www.ci sco.com/ go/ servi cedescri pti ons/  , th e followi ng are not supported under 
th e Ci sco Securi ty  Remote Management Servi ces: 

• Support of a product (i ncludi ng a Managed Component) th at i s not on th e Ci sco ROS Supported Devi ce L i st, unless oth erwi se 
auth ori z ed vi a th e Ci sco ROS Indi vi dual Case B asi s (ICB ) process.  For detai ls regardi ng th e ICB  process please contact a 
ROS Servi ce Account Manager (SAM). 

  
-END- 


