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Service D es crip t io n :  C is co  Secu rit y  O p t im iz a t io n  Service
T h i s d ocu men t d escr i b es Ci sco S ecu r i ty  O p ti mi z ati on  S er v i ce. 
 
Related Documents:   T h i s d ocu men t sh ou ld  b e r ead  i n  
con j u n cti on  w i th  th e f ollow i n g d ocu men ts also p osted  at 
w w w .ci sco.com/ go/ ser v i ced escr i p ti on s/ :  (1) G lossar y  of  T er ms;  
(2) L i st of  S er v i ces Not Cov er ed ;  an d  (3) S ev er i ty  an d  
Escalati on  G u i d eli n es.  A ll cap i tali z ed  ter ms i n  th i s d escr i p ti on  
h av e th e mean i n g ascr i b ed  to th em i n  th e G lossar y  of  T er ms. 
 
Di r ect S ale f r om C i sco.  I f  y ou  h av e p u r ch ased  th ese 
S er v i ces d i r ectly  f r om Ci sco, th i s d ocu men t i s i n cor p or ated  i n to 
y ou r  M aster  S er v i ces A gr eemen t (M S A ) w i th  Ci sco.  I n  th e 
ev en t of  a con f li ct b etw een  th i s S er v i ce Descr i p ti on  an d  y ou r  
M S A , th i s S er v i ce Descr i p ti on  sh all gov er n . 
 
S ale v i a C i sco-A uth or i z ed Reseller .  I f  y ou  h av e p u r ch ased  
th ese S er v i ces th r ou gh  a Ci sco-A u th or i z ed  R eseller , th i s 
d ocu men t i s f or  d escr i p ti on  p u r p oses on ly ;  i s n ot a con tr act 
b etw een  y ou  an d  Ci sco.  T h e con tr act, i f  an y , gov er n i n g th e 
p r ov i si on  of  th i s S er v i ce w i ll b e th e on e b etw een  y ou  an d  y ou r  
Ci sco A u th or i z ed  R eseller .  Y ou r  Ci sco A u th or i z ed  R eseller  
sh ou ld  p r ov i d e th i s d ocu men t to y ou , or  y ou  can  ob tai n  a cop y  
of  th i s an d  oth er  Ci sco ser v i ce d escr i p ti on s at   
w w w .ci sco.com/ go/ ser v i ced escr i p ti on s/   
 
S er v i ce S ummar y   
T h e Ci sco S ecu r i ty  O p ti mi z ati on  S er v i ce i s i n ten d ed  to 
su p p lemen t a cu r r en t su p p or t agr eemen t f or  Ci sco p r od u cts. 
Ci sco sh all p r ov i d e th e S ecu r i ty  O p ti mi z ati on  S er v i ce 
d escr i b ed  b elow  as selected  an d  d etai led  on  th e Pu r ch ase 
O r d er  f or  w h i ch  Ci sco h as b een  p ai d  th e ap p r op r i ate f ee. Ci sco 
sh all p r ov i d e a Q u ote f or  S er v i ces (“ Q u ote” ) setti n g ou t th e 
ex ten t of  th e S er v i ces an d  d u r ati on  th at Ci sco sh all p r ov i d e 
su ch  S er v i ces. Ci sco sh all r ecei v e a Pu r ch ase O r d er  th at 
r ef er en ces th e Q u ote agr eed  u p on  b etw een  th e p ar ti es an d  
th at, ad d i ti on ally , ack n ow led ges an d  agr ees to th e ter ms 
con tai n ed  th er ei n . 
 
C i sco S ecur i ty  O p ti mi z ati on S er v i ce 
 
C i sco Resp onsi b i li ti es: 
 
Ci sco sh all p r ov i d e th e f ollow i n g d u r i n g S tan d ar d  B u si n ess 
H ou r s (u n less oth er w i se stated ):  
 
S ecur i ty  T ech nolog y  P lanni ng  S up p or t. Ci sco sh all:  
 

• Par ti ci p ate i n  tw o (2) str ategi c p lan n i n g meeti n gs 
p er  y ear .  

 
• Dev elop  a S ecu r i ty  T ech n ology  Plan n i n g 

M eeti n g R ep or t, p r ov i d i n g a sy n op si s of  th e 
meeti n g an d  d ocu men ti n g si gn i f i can t 
r ecommen d ati on s. T w o (2) r ep or ts d eli v er ed  p er  
y ear .  

o Pr ov i d e collater al /  tech n i cal r ef er en ce mater i al 
(w h i te p ap er s, tech n i cal sp eci f i cati on s) as 
r eq u ested  f or  sp eci f i c tech n ologi es or  f or  secu r i ty  
ar ch i tectu r al ap p r oach es. 

o Par ti ci p ate i n  tw o (2) secu r i ty  tech n ology  
mi gr ati on  p lan n i n g sessi on s.   

 
• S ecur i ty  T ech nolog y  Readi ness A ssessment 

Ci sco tech n i cal secu r i ty  en gi n eer s an aly z e 
d ep loy men t r eq u i r emen ts f or  a n ew  secu r i ty  solu ti on  
an d  assess th e r ead i n ess of  y ou r  n etw or k  d ev i ces, 
op er ati on s, secu r i ty  p oli ci es, an d  ar ch i tectu r e to 
su p p or t th e solu ti on . A s p ar t of  th i s ser v i ce Ci sco 
sh all:  
  
o Con d u ct on e (1) d esi gn  w or k sh op  to gath er  

b u si n ess, tech n i cal, an d  op er ati on al 
r eq u i r emen ts i n clu d i n g cu r r en t n etw or k  d esi gn  
d ocu men ts an d  f u tu r e secu r i ty  tech n ology  p lan s 
to su p p or t th e r ead i n ess assessmen t  
 

o Dev elop  on e (1) S ecu r i ty  R ead i n ess A ssessmen t 
R ep or t to d ocu men t f i n d i n gs an d  
r ecommen d ati on s i n clu d i n g r ecommen d ati on s f or  
mod i f i cati on s to th e n etw or k  i n f r astr u ctu r e an d  to 
th e p ar ameter s f or  ap p li cati on  p er f or man ce an d  
av ai lab i li ty . 

 
 
• I nter nal S ecur i ty  A r ch i tectur e A ssessment 

Ci sco sh all assess th e ef f ecti v en ess of  th e Ci sco S ecu r i ty  
Con tr ol F r amew or k / T ech n i cal Con tr ol S et i n  th e i n ter n al 
n etw or k  i n f r astr u ctu r e i n clu d i n g W A Ns an d  L A Ns f or  cor e, 
camp u s an d  i n d i v i d u al si tes as sp eci f i ed  i n  th e Q u ote.  
T h e assessmen t also cov er s common  secu r i ty  
i n f r astr u ctu r e con tr ols th at ap p ly  to man y  i n f r astr u ctu r e 
d omai n s su ch  as access con tr ol, i d en ti ty  man agemen t, 
n etw or k  man agemen t, i n tr u si on  d etecti on  an d  p r ev en ti on , 
secu r i ty  ev en t man agemen t an d  loggi n g.   B ased  on  th e 
scop e of  th e assessmen t, sp eci f i c i n f or mati on  collected  
d u r i n g th e I n ter n al S A A  may  i n clu d e:  
o Netw or k  ar ch i tectu r e d escr i p ti on   
o S tan d ar d s f or  n etw or k  i n f r astr u ctu r e 
o A p p li cati on s an d  ser v i ces r u n n i n g ov er  th e n etw or k  

(V oI P, v i d eo str eami n g, ter mi n al emu lati on , h ttp , f tp , 
etc.) 

o Key  n etw or k  assets, ap p li cati on s an d  ser v i ces 
o Ph y si cal an d  logi cal n etw or k  top ology  d i agr ams, 

i n clu d i n g th e locati on  of  th e d ev i ces i n clu d ed  i n  
assessmen t  
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o H i gh -lev el ar ch i tectu r e of  d ata cen ter , i n ter n al 
ser v er s, u ser  h ost con n ecti v i ty  an d  I n ter n et 
con n ecti v i ty  

o Netw or k  M an agemen t S y stem ar ch i tectu r e  
• P er i meter  S ecur i ty  A r ch i tectur e A ssessment 

Ci sco sh all assess th e ef f ecti v en ess of  th e Ci sco S ecu r i ty  
Con tr ol F r amew or k / T ech n i cal Con tr ol S et i n  th e secu r i ty  
i n f r astr u ctu r e th at p r otects th e Cu stomer ’ s n etw or k  
p er i meter  i n clu d i n g i n ter n et access, emp loy ee r emote 
access, ex tr an et, gu est n etw or k s, an d  e-commer ce si tes 
as sp eci f i ed  i n  th e Q u ote.  B ased  on  th e scop e of  th e 
assessmen t, sp eci f i c i n f or mati on  collected  d u r i n g th e 
Per i meter  S A A  may  i n clu d e:  
o Netw or k  ar ch i tectu r e d escr i p ti on   
o S tan d ar d s f or  n etw or k  i n f r astr u ctu r e 
o H i gh -lev el ar ch i tectu r e of  n etw or k  p er i meter  
o S er v i ces th at tr av er se th e p er i meter  n etw or k  
o Key  p er i meter  n etw or k  assets, ap p li cati on  an d  

ser v i ces 
o Ph y si cal an d  logi cal p er i meter  n etw or k  top ology  

d i agr ams, i n clu d i n g th e locati on  of  th e d ev i ces 
i n clu d ed  i n  assessmen t 

o Netw or k  M an agemen t S y stem ar ch i tectu r e  
o A ccess p oi n t an d  con tr oller  con f i gu r ati on s an d   

temp lates 
 
 
S ecur i ty  Desi g n S up p or t. Ci sco w i ll con d u ct an  i n -d ep th  
an aly si s of  th e secu r i ty  d esi gn  to d eter mi n e i ts ef f ecti v en ess 
f or  meeti n g y ou r  secu r i ty  b u si n ess an d  I T  str ategi es. A s p ar t of  
th i s d esi gn  su p p or t, Ci sco sh all:  

• Con d u ct a d esi gn  w or k sh op  to gath er  d ata an d  i n i ti ate 
th e d ev elop men t of  th e secu r i ty  d esi gn . 

  
• A n aly z e n etw or k  secu r i ty  d esi gn  agai n st 

or gan i z ati on al secu r i ty  str ategy  an d  r eq u i r emen ts. 
 

• Dr af t r ecommen d ati on s to i mp r ov i n g th e str en gth  an d  
secu r i ty  of  th e gi v en  d esi gn  

 
• P er i meter  S ecur i ty  P ostur e A ssessment ( “ S P A ” )  

 
Ci sco w i ll p r ov i d e a Per i meter  S PA  d esi gn ed  to assess 
v u ln er ab i li ti es i n  th e Cu stomer ’ s I n ter n et-f aci n g I P 
i n f r astr u ctu r e an d  th e ef f ecti v en ess of  emai l an d  b r ow ser  
secu r i ty  con tr ols. Du e to th e glob al n atu r e of  th e Ci sco 
A d v an ced  S er v i ces team th at p er f or ms th i s testi n g;  th e 
Per i meter  S PA  may  b e p er f or med  at ti mes ou tsi d e of  
S tan d ar d  B u si n ess H ou r s. T h e f ollow i n g acti v i ti es w i ll b e 
con d u cted  as p ar t of  th e Per i meter  S PA :  

 
o Di scov er y  and V ulner ab i li ty  I denti f i cati on: Ci sco 

NCEs w i ll i d en ti f y  an d  p er f or m a v u ln er ab i li ty  
assessmen t an d  p en etr ati on  test on  I P ad d r esses, n ot 

to ex ceed  th e amou n t  sp eci f i ed  i n  th e Q u ote f r om 
Ci sco, i n  th e Cu stomer ’ s I n ter n et-f aci n g i n f r astr u ctu r e 
f r om a li st th at th e Cu stomer  p r ov i d es. S p eci f i c 
acti v i ti es p er f or med  d u r i n g th e d i scov er y  an d  
v u ln er ab i li ty  i d en ti f i cati on  p h ase i n clu d e:  
• R esear ch  an d  con f i r m I P an d  DNS  r egi str ati on  of  

th e tar geted  I P sp ace 
• I d en ti f y  acti v e (li v e) I P ad d r esses i n  th e tar geted  

I n ter n et-f aci n g i n f r astr u ctu r e u si n g I CM P p i n g 
an d  T CP S Y N scan n i n g amon g oth er  tech n i q u es 
as n eed ed  

• S can  all 6 5,535 p oten ti al T CP p or ts an d  a su b set 
of  p oten ti al U DP p or ts on  th e tar geted  li v e I P 
ad d r esses to i d en ti f y  op en  p or ts an d  ser v i ces 

o V ulner ab i li ty  C onf i r mati on and T ar g et A naly si s: 
Ci sco NCEs w i ll attemp t to con f i r m th e ex i sten ce of  
p oten ti al secu r i ty  v u ln er ab i li ti es i d en ti f i ed  d u r i n g th e 
p r ev i ou s acti v i ty  u si n g a v ar i ety  of  tech n i q u es u p  to 
an d  i n clu d i n g sy stem-lev el an d  secon d ar y  
ex p loi tati on . T h i s acti v i ty  i s d esi gn ed  to p r ov i d e 
i n si gh t i n to th e p oten ti al f or  su ccessf u l attack s on  th e 
Cu stomer ’ s I n ter n et-f aci n g i n f r astr u ctu r e b y  mali ci ou s 
i n d i v i d u als an d  th e li k eli h ood  th at th e Cu stomer ’ s 
secu r i ty  an d  sy stems ad mi n i str ator s w ou ld  d etect 
th ese attack s. S p eci f i c acti v i ti es p er f or med  d u r i n g th e 
v u ln er ab i li ty  con f i r mati on  an d  tar get an aly si s p h ase 
i n clu d e:  
• Con f i r m v u ln er ab i li ti es i d en ti f i ed  d u r i n g th e 

p r ev i ou s p h ase u si n g v ali d ated  an d  tested  
ex p loi ts an d  p en etr ati on  testi n g tech n i q u es 

• A n aly z e th e r i sk  p osed  b y  ex p loi tab le 
v u ln er ab i li ti es to th e Cu stomer ’ s en v i r on men t v i a 
secon d ar y  ex p loi tati on  an d  d ata mi n i n g of  
comp r omi sed  sy stems v u ln er ab i li ti es;  an d  
r ecommen d ati on s f or  i mp r ov emen t 

 
S ecur i ty  C h ang e S up p or t.  
 

• Ci sco w i ll p r ov i d e d esi gn ated  en gi n eer  (“ A d v an ced  
S er v i ce En gi n eer ” ) w h en  Cu stomer  i s mak i n g 
ch an ges i t d eems cr i ti cal to th e Netw or k ’ s ad v an ced  
secu r i ty  tech n ologi es (CS A , M A R S , CS M , an d  I PS ).  

 
o S ch ed u led  Ch an ge. Ci sco w i ll mak e av ai lab le, 

u p on  r ecei p t of  n ot less th an  tw en ty -on e (21) 
d ay s p r i or  w r i tten  r eq u est b y  Cu stomer  to Ci sco, 
a d esi gn ated  su p p or t con tact th at can  con su lt 
w i th  Cu stomer  on  a 24-h ou r  7 -d ay  stan d b y  b asi s 
to p r ov i d e r emote en gi n eer i n g su p p or t d u r i n g 
sch ed u led  ch an ge w i n d ow , n ot to ex ceed  on e (1) 
p er  q u ar ter .  

 
o U n sch ed u led  Ch an ge S u p p or t. Ci sco w i ll p r ov i d e 

r emote en gi n eer i n g su p p or t to p r ov i d e su p p or t d u r i n g 
an  u n sch ed u led  ch an ge w i n d ow , n ot to ex ceed  on e 
(1) p er  q u ar ter , to Netw or k  to Cu stomer  to mi n i mi z e 
th e i mp act of  i n d i v i d u al d ev i ce f ai lu r es on  th e ov er all 
Netw or k . Cu stomer  mu st op en  a ser v i ce r eq u est w i th  
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th e Ci sco‘ s T A C p r i or  to con tacti n g A d v an ced  S er v i ce 
En gi n eer  f or  an y  u n sch ed u led  ch an ge su p p or t. T o 
su p p or t an y  u n sch ed u led  ch an ges to Netw or k , Ci sco 
w i ll:  

 
� Desi gn ate an  en gi n eer  (“ A d v an ced  S er v i ces 

En gi n eer ” ) to act as th e p r i mar y  tech n i cal con tact 
to w i th  Cu stomer  an d  Ci sco T ech n i cal A ssi stan ce 
Cen ter  (T A C). 

 
� Pr ov i d e tech n i cal ev alu ati on  of  i n i ti al T A C 

p r ob lem d i agn osi s b ased  on  k n ow led ge of  
Cu stomer ’ s Netw or k . 

 
� Pr ov i d e tech n i cal ev alu ati on  of  p r op osed  

u n sch ed u led  ch an ge to Netw or k .  
 
� Pr ov i d e tech n i cal r ep r esen tati on  i n  r egu lar ly  

sch ed u led  con f er en ce calls.   
 
 
K now ledg e T r ansf er  and M entor i ng .  

 
o Con d u ct an  ev alu ati on  w or k i n g sessi on  (1)  to 

gath er  Cu stomer ’ s r eq u i r emen ts f or  k n ow led ge 
tr an sf er  to su p p or t d esi gn  an d  con f i gu r ati on  
task s. 

 
o Pr ov i d e a su mmar y  r ep or t of  k n ow led ge tr an sf er  

r eq u i r emen ts comi n g f r om th e w or k sh op  
i n clu d i n g a p r op osed  tw elv e (12) mon th  sch ed u le 
of  k n ow led ge tr an sf er  acti v i ti es. 

 
o Pr ov i d e f ou r  (4) q u ar ter ly  on si te ch alk  talk s an d  

tech n i cal p r esen tati on s on  ad v an ced  secu r i ty  
tech n ologi es d u r i n g q u ar ter ly  r ev i ew  v i si ts as 
r eq u ested . 

 
o Pr ov i d e i n f or mal men tor i n g d u r i n g secu r i ty  

tech n ology  d esi gn  an d  con f i gu r ati on  task s. 
 

o Pr ov i d e tw o (2) – th r ee (3) h ou r  k n ow led ge 
tr an sf er  sessi on s d eli v er ed  r emotely . S essi on s 
su p p or t u p  to tw en ty -f i v e (25) stu d en ts. 

 
C ustomer  Resp onsi b i li ti es 
 

• G ener al Resp onsi b i li ti es 
 

o  Desi gn ate at least tw o (2) b u t n ot mor e th an  si x  
(6 ) tech n i cal r ep r esen tati v es, w h o mu st b e 
Cu stomer ' s emp loy ees i n  a cen tr ali z ed  Netw or k  
su p p or t cen ter  (Cu stomer ' s tech n i cal assi stan ce 
cen ter ), to act as th e p r i mar y  tech n i cal i n ter f ace 
to th e A d v an ced  S er v i ces  En gi n eer . Cu stomer  
w i ll d esi gn ate as con tacts sen i or  en gi n eer s w i th  
th e au th or i ty  to mak e an y  n ecessar y  ch an ges to 
th e Netw or k  con f i gu r ati on .  O n e i n d i v i d u al, w h o i s 
a sen i or  memb er  of  man agemen t or  tech n i cal 
staf f , w i ll b e d esi gn ated  as Cu stomer ’ s p r i mar y  
p oi n t of  con tact to man age th e i mp lemen tati on  of  
ser v i ces u n d er  th i s Ex h i b i t (e.g., ch ai r  th e w eek ly  

con f er en ce calls, assi st w i th  p r i or i ti z ati on  of  
p r oj ects an d  acti v i ti es).  

 
o W i th i n  on e (1) y ear  f r om th e commen cemen t of  

th i s Ex h i b i t, Cu stomer  w i ll h av e at least on e (1) 
Ci sco Cer ti f i ed  I n ter n etw or k i n g Ex p er t (" CCI E" ) 
tr ai n ed  emp loy ee or  on e (1) emp loy ee th at h av e 
ach i ev ed , i n  Ci sco' s sole d eter mi n ati on , an  eq u al 
stan d ar d  th r ou gh  tr ai n i n g an d  ex p er i en ce as 
d esi gn ated  con tacts.  

 
o Cu stomer ' s tech n i cal assi stan ce cen ter  sh all 

mai n tai n  cen tr ali z ed  n etw or k  man agemen t f or  i ts 
Netw or k  su p p or ted  u n d er  th i s Ex h i b i t, cap ab le of  
p r ov i d i n g L ev el 1 an d  L ev el 2 su p p or t. 

 
o Pr ov i d e r eason ab le electr on i c access to 

Cu stomer ' s Netw or k  to allow  th e A d v an ced  
S er v i ces En gi n eer  to p r ov i d e su p p or t.   

 
o I f  Ci sco p r ov i d es Data Collecti on  T ools or  scr i p ts 

located  at Cu stomer ' s si te, Cu stomer  sh all 
en su r e th at su ch  Data Collecti on  T ools or  scr i p ts 
ar e located  i n  a secu r e ar ea, w i th i n  a Netw or k  
en v i r on men t p r otected  w i th i n  a f i r ew all an d  on  a 
secu r e L A N, u n d er  lock  an d  k ey  an d  w i th  access 
r estr i cted  to th ose Cu stomer  emp loy ee(s) or  
con tr actor (s) w h o h av e a n eed  to access th e 
Data Collecti on  T ools an d / or  a n eed  to k n ow  th e 
con ten ts of  th e ou tp u t of  Data Collecti on  T ools. I n  
th e ev en t Data Collecti on  T ool p r ov i d ed  b y  Ci sco 
i s S of tw ar e, Cu stomer  agr ees to mak e 
ap p r op r i ate comp u ter s av ai lab le an d  d ow n load  
S of tw ar e as n eed ed . Cu stomer  sh all r emai n  
r esp on si b le f or  an y  d amage to or  loss or  th ef t of  
th e Data Collecti on  T ools w h i le i n  Cu stomer ’ s 
cu stod y .   

 
o Pr ov i d e a Netw or k  top ology  map , con f i gu r ati on  

i n f or mati on , an d  i n f or mati on  of  n ew  f eatu r es 
b ei n g i mp lemen ted  as n eed ed .   

 
o Noti f y  A d v an ced  S er v i ces En gi n eer  of  an y  maj or  

Netw or k  ch an ges (e.g., top ology , con f i gu r ati on , 
n ew  I O S  r eleases.). 

 
o I n  th e ev en t th e Netw or k  comp osi ti on  i s alter ed , 

af ter  th i s Ex h i b i t i s i n  ef f ect, Cu stomer  i s 
r esp on si b le to n oti f y  Ci sco i n  w r i ti n g w i th i n  ten  
d ay s (10 ) of  th e ch an ge.  Ci sco may  r eq u i r e 
mod i f i cati on s to th e f ee i f  th e Netw or k  
comp osi ti on  h as i n cr eased  b ey on d  th e or i gi n al 
p r i ci n g q u ote f or  S er v i ces. 

 
o Cr eate an d  man age an  i n ter n al emai l ali as f or  

commu n i cati on  w i th  A d v an ces S er v i ces 
En gi n eer . 

 
o R etai n  ov er all r esp on si b i li ty  f or  an y  b u si n ess 

p r ocess i mp act an d  an y  p r ocess ch an ge 
i mp lemen tati on s.  
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• S ecur i ty  T ech nolog y  P lanni ng  S up p or t. I n  ad d i ti on  
to th e G en er al R esp on si b i li ti es, Cu stomer  sh all 
p r ov i d e th e f ollow i n g:  

 
o Estab li sh  an d  i n f or m Ci sco of  d ates at least si x ty  

(6 0 ) d ay s i n  ad v an ce str ategi c p lan n i n g meeti n gs 
p er  y ear .  

 
o Dev elop  a S ecu r i ty  T ech n ology  Plan n i n g M eeti n g 

R ep or t, p r ov i d i n g a sy n op si s of  th e meeti n g an d  
d ocu men ti n g si gn i f i can t r ecommen d ati on s. T w o 
(2) r ep or ts d eli v er ed  p er  y ear .  

 
• Pr ov i d e collater al /  tech n i cal r ef er en ce 

mater i al (w h i te p ap er s, tech n i cal 
sp eci f i cati on s) as r eq u ested  f or  sp eci f i c 
tech n ologi es or  f or  secu r i ty  ar ch i tectu r al 
ap p r oach es. 

 
• Par ti ci p ate i n  tw o (2) secu r i ty  tech n ology  

mi gr ati on  p lan n i n g sessi on s.   
 

• S ecur i ty  T ech nolog y  Readi ness A ssessment. I n  
ad d i ti on  to th e G en er al R esp on si b i li ti es, Cu stomer  
sh all p r ov i d e th e f ollow i n g:  

 
 

o Desi gn ate a p r ogr am man ager  to act as th e 
si n gle p oi n t of  con tact to w h i ch  all Ci sco 
commu n i cati on s may  b e ad d r essed , h av i n g an  
ap p r op r i ate lev el of  Netw or k  ex p er i en ce. S u ch  
p er son  sh all act as Cu stomer ’ s h ost f or  on si te 
assessmen t acti v i ty  to coor d i n ate f aci li ty  access, 
con f er en ce r ooms, p h on e access an d  staf f  
sch ed u li n g. 

 
o En su r e k ey  en gi n eer i n g, n etw or k i n g an d  

op er ati on al p er son n el ar e av ai lab le to p ar ti ci p ate 
i n  i n ter v i ew  sessi on s as r eq u i r ed  b y  Ci sco i n  
su p p or t of  an  assessmen t. R ev i ew  assessmen t 
r ep or t an d  su ggesti on s p r ov i d ed  b y  Ci sco. 

 
o A ssessmen t d ata collecti on  su p p or t.   

 
� Cu stomer  agr ees to mak e i ts p r od u cti on , an d  

i f  ap p li cab le, test Netw or k  en v i r on men t 
av ai lab le f or  i n stallati on  of  Data Collecti on  
T ools. Cu stomer  sh all en su r e th at Ci sco h as 
all r elev an t Pr od u ct i n f or mati on  n eed ed  f or  
an  assessmen t. 

 
� Cu stomer  sh all ad v i se Ci sco i mmed i ately  of  

all ad d s, mov es an d  ch an ges of  th e Pr od u ct 
w i th i n  Cu stomer ’ s Netw or k . 

 
� A ssemb le all n ecessar y  Netw or k  av ai lab i li ty  

d ata to en ab le Ci sco to calcu late q u ar ter ly  
Netw or k  av ai lab i li ty . T h e ty p e of  d ata 
r eq u i r ed  to p er f or m th e calcu lati on s i n clu d es 
th e f ollow i n g:   

 
• O u tage S tar t T i me (d ate/ ti me)  

• S er v i ce R estor e T i me (d ate/ ti me)  
• Pr ob lem Descr i p ti on   
• R oot Cau se  
• R esolu ti on   
• Nu mb er  of  en d  u ser s i mp acted   
• Eq u i p men t M od el  
• Comp on en t/ Par t  
• Plan n ed  mai n ten an ce 

acti v i ty / u n p lan n ed  acti v i ty  
• T otal en d  u ser / p or ts on  n etw or k  

 
• S ecur i ty  A r ch i tectur e A ssessment. I n  ad d i ti on  to 

th e G en er al R esp on si b i li ti es, Cu stomer  sh all p r ov i d e 
th e f ollow i n g:  

 
o A ssessmen t d ata collecti on  su p p or t.  
  
o Pr ov i d e a li st of  all of  th e ex i sti n g secu r i ty  

ar ch i tectu r e comp on en ts i n clu d i n g b u t n ot li mi ted  
to H ar d w ar e, S of tw ar e an d  solu ti on  
con f i gu r ati on s;  ar ch i tectu r e d escr i p ti on s. 

 
o Pr ov i d e a h i gh -lev el ar ch i tectu r al d r aw i n g 

sh ow i n g th e ty p e of  H ar d w ar e, S of tw ar e, an d  
ap p li cati on  solu ti on s con f i gu r ati on s an d  w h er e 
th ey  ar e p h y si cally  located  (f or  ex amp le, 
geogr ap h i cal locati on  or  locati on  w i th i n  th e 
Netw or k ). 

 
o Pr ov i d e d etai led  d ef i n i ti on s of  th e ty p e of  

ap p li cati on  (f or  ex amp le mob i le tr av eler , 
cor p or ate w or k f or ce) an d  f eatu r es;  d etai led   
d ef i n i ti on  of  Cu stomer ’ s i mp lemen tati on  str ategy . 

 
o Pr ov i d e cop i es of  p r od u ct con f i gu r ati on  

temp lates. 
 

o Pr ov i d e secu r i ty  n etw or k  ex p an si on  r oad map . 
 

o Pr ov i d e a n etw or k  top ology  map , con f i gu r ati on  
i n f or mati on , an d  i n f or mati on  of  n ew  f eatu r es 
b ei n g i mp lemen ted  as n eed ed .   

 
o R etai n  ov er all r esp on si b i li ty  f or  an y  b u si n ess 

p r ocess i mp act an d  an y  p r ocess ch an ge 
i mp lemen tati on s. 

 
o En su r e k ey  Cu stomer  n etw or k i n g an d  op er ati on al 

p er son n el ar e av ai lab le to p ar ti ci p ate i n  i n ter v i ew  
sessi on s as r eq u i r ed .  

 
o U n less oth er w i se agr eed  to b y  th e p ar ti es, 

Cu stomer  sh all r esp on d  w i th i n  tw o (2) b u si n ess 
d ay s of  Ci sco’ s r eq u est f or  d ocu men tati on  or  
i n f or mati on  n eed ed  f or  th e S er v i ce. 

 
o Cu stomer  ack n ow led ges th at Ci sco’ s ob li gati on  i s 

to on ly  p r ov i d e assi stan ce to Cu stomer  w i th  
r esp ect to th e task s d etai led  an d  th at su ch  
assi stan ce may  n ot r esu lt i n  some or  all of  th e 
task s b ei n g comp leted . 
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• Desi g n S up p or t.  I n  ad d i ti on  to th e G en er al 

R esp on si b i li ti es, Cu stomer  sh all p r ov i d e th e f ollow i n g:  
 

o Pr ov i d e th e low  lev el d esi gn  d ocu men t d escr i b i n g 
h ow  th e Cu stomer  Netw or k  n eed s to b e b u i lt an d  
en gi n eer ed  to meet a sp eci f i c set of  tech n i cal 
r eq u i r emen ts an d  d esi gn  goals. T h e lev el of  
d etai ls mu st b e su f f i ci en t to b e u sed  as i n p u t to 
an  i mp lemen tati on  p lan . 

 
o En su r e k ey  d etai led  d esi gn  stak eh old er s an d  

d eci si on -mak er s ar e av ai lab le to p ar ti ci p ate 
d u r i n g th e cou r se of  th e S er v i ce. 

 
o Pr ov i d e or  ex tr act ad d i ti on al i n f or mati on  r eq u i r ed  

i n  th e d esi gn  ef f or t (e.g., cu r r en t an d  p lan n ed  
tr af f i c ch ar acter i sti cs). 

 
o A n y  d ocu men tati on  of  b u si n ess r eq u i r emen ts an d  

tech n i cal r eq u i r emen ts f or  th e n ew  d esi gn . 
 

o A n y  I n f or mati on  on  I n f or mati on  on  cu r r en t an d  
p lan n ed  tr af f i c ch ar acter i sti cs or  con str ai n ts. 

 
 

• P er i meter  S ecur i ty  P ostur e A ssessment ( “ S P A ” ) .  
I n  ad d i ti on  to th e G en er al R esp on si b i li ti es, Cu stomer  
sh all p r ov i d e th e f ollow i n g:  

 
o I n f or mati on  ab ou t I P ad d r esses to b e i n clu d ed  i n  

p er i meter  p en etr ati on  testi n g. 
 
o Data collecti on  acti v i ti es as n eed ed  to f aci li tate a 

sp eci f i c Ci sco an aly ses. 
 

• N etw or k  C h ang e S up p or t. I n  ad d i ti on  to th e G en er al 
R esp on si b i li ti es, Cu stomer  sh all p r ov i d e th e f ollow i n g:  

 
o Desi gn ate p er son (s) f r om w i th i n  i ts tech n i cal 

su p p or t or gan i z ati on  to ser v e as a li ai son  to th e 
A d v an ced  S er v i ces En gi n eer . 

 
o Pr ov i d e i ts d esi gn ated  p er son (s) w i th  i n str u cti on s 

on  p r ocess an d  p r oced u r e to en gage th e 
A d v an ced  S er v i ces En gi n eer . 

 
o I n f or mati on  on  ar ch i tectu r e (w h i ch  may  i n clu d e 

r emote si tes an d  si z e of  r emote si tes).   
 

o I d en ti f y  low  r i sk  an d  h i gh  r i sk  ar eas of  th e 
Netw or k  b ased  on  th ei r  Netw or k  tr af f i c.  

  
o I n f or mati on  on  Cu stomer  I mp lemen tati on  p lan  

an d  d ep loy men t sch ed u le. 
 

o M ai n ten an ce w i n d ow  i n f or mati on  an d  an y  oth er  
con str ai n ts.  

 
o I n f or mati on  on  Cu stomer  ch an ge con tr ol p r ocess. 

 

o Con tact i n f or mati on  an d  cu stomer  escalati on  
p r ocess.  

 
o R ev i ew  d etai ls of  p lan n ed  ch an ges w i th  

A d v an ced  S er v i ces En gi n eer . 
 
o A d v i se Ci sco of  i ts stan d ar d  op er ati n g 

p r oced u r es r elated  to i ts b u si n ess p r acti ces, i ts 
i n ter n al op er ati on al n omen clatu r e an d  Netw or k  to 
allow  Ci sco to ef f ecti v ely  commu n i cate an d  
d i scu ss ch an ges w i th  Cu stomer  i n  th e con tex t of  
Cu stomer ’ s b u si n ess en v i r on men t.  

 
o Pr ov i d e all n ecessar y  i n f or mati on  to en ab le Ci sco 

to p er f or m r oot cau se an aly si s. 
 
o Pr ov i d e r eason ab le electr on i c access to 

Cu stomer ' s Netw or k  to assi st Ci sco i n  p r ov i d i n g 
su p p or t. 

 
 
• K now ledg e T r ansf er  and M entor i ng . I n  ad d i ti on  to 

th e G en er al R esp on si b i li ti es, Cu stomer  sh all p r ov i d e:   
 

o Detai ls on  d esi r ed  top i cs Cu stomer  w an ts to see 
cov er ed  th r ou gh  k n ow led ge tr an sf er  an d  
men tor i n g, w i th  b ack gr ou n d  i n f or mati on  on  th e 
sk i ll sets of  th e au d i en ce or  men tor i n g p r ogr am 
p ar ti ci p an ts. 

 
o En su r e th at f aci li ti es an d  eq u i p men t ar e av ai lab le 

to h ost th e i n f or mal tech n i cal u p d ate sessi on s. 
 

 
 


