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 Service Description: Cisco IronPort H osted  E m a il  Secu rity  
 
Th is do cu m ent descr ib es th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity .   
 
Re l a t e d  D o cu m e n t s: Th e f o l l o w ing do cu m ents p o sted at w w w .cisco .co m / go / ser v icedescr ip tio ns/  sh o u l d b e 
r ead in co nj u nctio n w ith  th is Ser v ice Descr ip tio n and ar e inco r p o r ated into  th is Ser v ice Descr ip tio n b y  th is 
r ef er ence:  ( 1) Cisco  RM S Su p p o r ted-Dev ice List,  ( 2) Cisco  RM S G l o ssar y  o f  Ter m s,  ( 3) List o f  Ser v ices N o t 
Co v er ed,  and ( 4) Sev er ity  and Escal atio n G u idel ines 

 
D ir e ct  S a l e  f r o m  C isco .   If  y o u  h av e p u r ch ased th ese Ser v ices dir ectl y  f r o m  Cisco ,  th is do cu m ent is 
inco r p o r ated into  y o u r  M aster  Ser v ices A gr eem ent ( M SA ) o r  eq u iv al ent ser v ices agr eem ent ex ecu ted 
b etw een y o u  and Cisco . In th e ev ent o f  a co nf l ict b etw een th e M SA  and th is Ser v ice descr ip tio n th is Ser v ice 
descr ip tio n sh al l  p r ev ail . 
 
S a l e s v ia  A u t h o r iz e d  Re se l l e r . If  y o u  h av e p u r ch ased th ese Ser v ices th r o u gh  a Cisco  A u th o r iz ed Resel l er ,  
th is do cu m ent is f o r  inf o r m atio nal  p u r p o ses o nl y ;  it is no t a co ntr act b etw een y o u  and Cisco .  Th e co ntr act,  if  
any ,  go v er ning th e p r o v isio n o f  th is Ser v ice is th e o ne b etw een y o u  and y o u r  Cisco  A u th o r iz ed Resel l er . 
Y o u r  Cisco  A u th o r iz ed Resel l er  sh o u l d p r o v ide th is do cu m ent to  y o u ,  o r  y o u  can o b tain a co p y  o f  th is and 
o th er  Cisco  ser v ice descr ip tio ns at w w w .cisco .co m / go / ser v icedescr ip tio ns/ . 
 
C isco  I r o n P o r t  H o st e d  E m a il  S e cu r it y : 
 
Th e o b j ectiv e o f  th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  is to  m anage and m o nito r  th e identif ied secu r ity  
co m p o nents o f  th e cu sto m er ’s ( Cu sto m er ) Ir o nPo r t M essaging inf r astr u ctu r e. Th e ser v ice acts o n m al icio u s 
sp am  and e-m ail  v ir u s activ ity  p r o v iding th e Cu sto m er  w ith  24x 7 incident h andl ing,  anal y sis and r esp o nse o n 
a dedicated M essaging Secu r ity  inf r astr u ctu r e h o sted in Cisco  datacenter s.   
 
Incident Management f o r  C is co  Ir o nP o r t H o s ted E mail  S ecu r ity : 
Incident Management is the process used by the C isco R emote Management S erv ices f or 
S ecurity ( R MS )  S ecurity O perations C enter ( S O C )  to identif y incidents and restore serv ice or 
remediate decl ared incidents as q uick l y as possibl e.  T he C isco S O C  w il l  proactiv el y monitor f or 
k ey ev ents and threshol ds on IronP ort email  appl iances in the datacenter to support the 
C ustomer’ s Messaging S ecurity inf rastructure.  Additional l y, the C ustomer may decl are an 
incident by contacting the C isco R MS  S erv ice D esk , communicating v ia tel ephone or the C isco 
R MS  W eb P ortal . For priority incidents, such as missing email s, the inabil ity to send or receiv e e-
mail , receiv ing spam or degraded perf ormance in receiv ing email s, restoration of  serv ice may 
inv ol v e impl ementing temporary w ork -arounds w hil e the root cause is establ ished and mitigated. 
 
U pon automatic detection or manual  submission of  an incident ( Incident)  to the C isco R MS  
S erv ice D esk , an Incident T ick et is created. T he C isco R MS  S erv ice D esk  w il l  coordinate w ith the 
C isco S O C  during the l if espan of  the decl ared Incident. T he C isco R MS  S erv ice D esk  is 
ul timatel y responsibl e f or coordinating the management of  the Incident, w hich incl udes 
communicating w ith the C ustomer throughout the Incident management process.  T his 
communication al so incl udes notif ication to the C ustomer that the Incident has been resol v ed or 
remediated.  
 
Ex am p l e o f  an incident and th e asso ciated r eso l u tio n b y  th e Cisco  SO C Su p p o r t Team : 

Incident: Cu sto m er ’s em ail  adm inistr ato r  cal l s into  th e Cisco  RM S Ser v ice Desk  to  r ep o r t th at sev er al  
u ser s ar e r eceiv ing sp am  and th en ask s if  th is can b e co r r ected.   

Reso l u tio n: Cisco  RM S Ser v ice Desk  r eco r ds th e detail s o f  th e issu e and o p ens an Incident 
Tick et f o r  th e Cisco  SO C.  Th e Cisco  SO C engineer  m ay  r eco m m end th at th e Cu sto m er ’s 
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em ail  adm inistr ato r  sends instr u ctio ns to  th eir  u ser  co m m u nity  to  su b m it p er ceiv ed sp am  
m essages dir ectl y  to  Ir o nPo r t’s Sender b ase th r o u gh  a “ m issed sp am ”  su b m issio n p l u g-in in 
th eir  em ail  ap p l icatio n o r  th r o u gh  em ail  f o r w ar d.  Th e Cisco  SO C engineer  m ay  al so  access 
th e Ir o nPo r t em ail  ap p l iance and anal y z e th e co nf igu r atio n to  deter m ine if  any  sp am  settings 
need to  b e adj u sted.  If  so ,  th e Cisco  SO C engineer  w il l  r eco m m end a co nf igu r atio n ch ange to  
th e Ir o nPo r t em ail  ap p l iance.   

 
 
I n cid e n t  D e t e ct io n :  
Cisco ’s Ir o nPo r t Ho sted Em ail  Secu r ity  m o nito r ing sy stem  indicates a f au l t co nditio n w as decl ar ed o r  a 
p er f o r m ance th r esh o l d w as ex ceeded w h ich  h as tr igger ed an incident   
A ctiv ities: 

• M o nito r  ( 24x 7x 365) m anageab l e el em ents o f  th e Cu sto m er ’s Ir o nPo r t M essaging inf r astr u ctu r e 
 

• Per f o r m  o ngo ing Har dw ar e,  O p er ating Sy stem  and Secu r ity  Ser v ice incident m o nito r ing ( r e: 
al er ting) o n th e Ir o nPo r t em ail  ap p l iances o f  th e Cu sto m er ’s Ir o nPo r t M essaging inf r astr u ctu r e 

 
• Har dw ar e incidents: Fail u r e,  cap acity  er r o r s,  p air ing f ail u r es,  RA M  u til iz atio n 
• O p er atio n Sy stem  incidents: Q u ar antine cap acity ,  Q u ar antine m essaging,  ap p l icatio n 

f ail u r es,  k ey  ex p ir atio n,  DN S co nnectiv ity ,  LDA P co nnectiv ity ,  w o r k  q u eu e m essaging,  
engine f ail u r es 

• Secu r ity  Ser v ice incidents: A nti-V ir u s engine f ail u r e,  A nti-V ir u s u p date f ail u r e,  A nti-
V ir u s engine tim e o u ts,  m al f o r m ed m essages,  q u ar antine cap acity ,  A nti-Sp am  engine 
f ail u r e,  A nti-Sp am  u p date f ail u r e 

 
• Detect incidents 

 
• Co r r el ate incidents w h er e ap p l icab l e 

 
Del iv er ab l e( s): 

• Co nf ir m ed incidents l o gged in th e Cisco  RM S Co nf igu r atio n M anagem ent Datab ase ( CM DB ) 
 
 
I n cid e n t  Re co r d in g : 
Cisco ’s Ir o nPo r t Ho sted Em ail  Secu r ity  tick eting sy stem  cap tu r es al ar m  /  ev ent /  co r r el atio n data,  enr ich es 
w ith  r el ev ant Co nf igu r atio n Item  ( CI) inf o r m atio n and cr eates incident tick et 
A ctiv ities: 

• Enr ich  al ar m  inf o r m atio n w ith  r el ev ant CI inf o r m atio n f r o m  th e Cisco  RM S CM DB  
 

Del iv er ab l e( s): 
• Cr eate incident Tick et 
 
• Po st incident Tick et o nl ine v ia th e Cisco  Po r tal  f o r  th e Cu sto m er  to  v iew  al l  tick et h andl ing detail s 

and m il esto nes 
 
I n cid e n t  C o m m u n ica t io n  ( E -n o t if ica t io n )  

Cisco ’s Ir o nPo r t Ho sted Em ail  Secu r ity  no tif icatio n sy stem  w il l  el ectr o nical l y  no tif y  ( e-no tif y ) designated 
Cu sto m er  co ntacts f o r  new  Incidents o r  m il esto nes ach iev ed du r ing th e Incident M anagem ent p r o cess.  E-
no tif icatio ns ar e sent to  any  em ail  addr ess o r  em ail -cap ab l e m o b il e dev ice and w il l  incl u de th e Incident 
Tick et nu m b er .  Th e Cu sto m er  can al w ay s v iew  Incident statu s and detail ed inf o r m atio n v ia th e Cisco  w eb  
p o r tal . 
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A u to m ated el ectr o nic no tif icatio n ( e-no tif icatio n) to  sp ecif ic Cu sto m er  co ntact( s) b ased o n Cu sto m er ’s 
no tif icatio n r eq u ir em ents as agr eed o n du r ing th e Ser v ice A ctiv atio n p r o cess.  
A ctiv ities: 

• M atch  cu sto m er ’s no tif icatio n p r o f il e w ith  Incident Tick et m il esto nes 
 

Del iv er ab l e( s): 
• Per f o r m  e-no tif icatio n o f  Incident Tick ets p er  Cu sto m er ’s no tif icatio n p r o f il e w ith in th e M ean Tim e 

To  N o tif y  ( M TTN ) Ser v ice Lev el  O b j ectiv e ( SLO ) go al  o f  15 m inu tes. 
 
• Lo g e-no tif icatio n r eco r ds in th e Incident Tick et 

 
I n cid e n t  P r io r it y  a n d  C l a ssif ica t io n  

Incidents w il l  b e m anaged acco r ding to  th e Sev er ity  l ev el  as deter m ined b y  Cisco  acco r ding to  its IT 
Inf r astr u ctu r e Lib r ar y  ( ITIL) ser v ice su p p o r t f r am ew o r k .  Incident Sev er ity  l ev el  dep ends o n a v ar iety  o f  
f acto r s incl u ding p r e-def ined Incident Tick eting attr ib u tes su ch  as b u siness im p act and b u siness u r gency .  
Incident Sev er ity  l ev el  w il l  deter m ine th e Incident Pr io r ity  l ev el  set b y  th e Cisco  RM S Ser v ice Desk  o n a p er -
incident b asis.   
A ctiv ities: 

• Ev al u ate Incident Sev er ity  and p r io r itiz e al l  Incidents into  Pr io r ity  1 ( P1),  Pr io r ity  2 ( P2) and Pr io r ity  
3 ( P3) Incident catego r ies 

 
• Cl assif y  Incidents into  Fau l t o r  Per f o r m ance Incident catego r ies as ap p r o p r iate 

 
 
Del iv er ab l e( s): 

• Pr o p er l y  p r io r itiz ed Incidents b ased o n Incident Tick eting attr ib u tes 
 
• Pr o p er l y  cl assif ied Incident b ased o n th e Incident Tick eting attr ib u tes 

 
I n cid e n t  I n v e st ig a t io n  a n d  D ia g n o sis 

Cisco  SO C engineer s u til iz e Incident Rem ediatio n p r o cedu r es to  co l l ect any  additio nal  data r eq u ir ed to  f u l l y  
diagno se and m atch  th e Incident to  a k no w n er r o r  in th e Cisco  RM S Kno w l edge B ase ( KB ).  Cisco  SO C 
engineer s w il l  w o r k  to  q u ick l y  iso l ate th e r o o t cau se o f  th e Incident. O nce r o o t cau se iso l atio n h as o ccu r r ed,  
Cisco  SO C engineer s w il l  u p date th e Incident Tick et w ith  inf o r m atio n r el ated to  r o o t cau se iso l atio n and th en 
p r o ceed to  th e Incident r eso l u tio n and r esto r atio n p h ase. 
A ctiv ities: 

• Initial  inv estigatio n o f  Incident b y  a Tier -2 Cisco  SO C engineer  
 
• Co l l ect additio nal  data to  p r o p er l y  diagno se r o o t cau se o f  th e Incident 
 
• A ttem p t to  m atch  Incident to  a k no w n er r o r  in th e Cisco  RM S Kno w l edge B ase ( KB ) 

 
Del iv er ab l e( s): 

• B egin inv estigatio n activ ities w ith in M ean Tim e To  Inv estigate ( M TTInv ) SLO  o f  30  m inu tes 
 
• Iso l ate th e Ro o t Cau se o f  th e Incident w ith in M ean Tim e To  Iso l ate ( M TTIso ) SLO  o f  90  m inu tes 
 
• U p date Incident Tick et w ith  r o o t cau se iso l atio n inf o r m atio n f o r  Incidents 
 
• Per f o r m  e-no tif icatio n f o r  th is Incident Tick et ev ent m il esto ne ( if  r eq u ested b y  th e Cu sto m er ) 
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I n cid e n t  Re so l u t io n  a n d  Re st o r a t io n  

Cisco  SO C engineer s u til iz e Incident Rem ediatio n p r o cedu r es and w o r k  to  r esto r e ser v ices w ith in agr eed 
ser v ice l ev el s,  initiating any  Req u ests f o r  Ch ange ( RFCs) as needed f o r  r esto r atio n. 
A f ter  th e Incident h as b een iso l ated do w n to  its r o o t cau se,  Cisco  SO C engineer s w il l  w o r k  to  r eso l v e th e 
Incident. Reso l u tio n is co m p l ete w h en f u nctio nal ity  is r esto r ed to  th e af f ected Ir o nPo r t em ail  ap p l iance( s) 
Th e r eso l u tio n p r o cess incl u des any  actio n th e Cisco  SO C r eq u ir es to  r esto r e f u nctio nal ity  to  a Ir o nPo r t 
em ail  ap p l iance o n th e Cu sto m er ’s M essaging Secu r ity  inf r astr u ctu r e. 
Th e Cisco  SO C w il l  u til iz e w o r k -ar o u nd so l u tio ns to  r esto r e al l  o r  p ar tial  f u nctio nal ity  w h en f u l l  f u nctio nal ity  
canno t b e r esto r ed w ith in co m m itted tim ef r am es as def ined in th e Ser v ice Lev el  M anagem ent sectio n o f  th is 
do cu m ent.  W h en a w o r k -ar o u nd is u til iz ed,  th e Incident w il l  co ntinu e to  r em ain o p en and w il l  b e w o r k ed b y  
Cisco  SO C engineer s u ntil  r eso l v ed,  in acco r dance w ith  th e p r io r ity  l ev el  o f  th e Incident. 
Incident r eso l u tio n and r esto r atio n m ay  incl u de Cisco  SO C engineer s w o r k ing dir ectl y  w ith  th e Cu sto m er ’s 
M essaging Secu r ity  inf r astr u ctu r e team  ( incl u ding em ail  o r  netw o r k  adm inistr ato r s) to  r eso l v e Incidents o n 
th e Ir o nPo r t em ail  ap p l iances o n th e cu sto m er ’s M essaging Secu r ity  inf r astr u ctu r e.  Th e Cu sto m er  is 
u l tim atel y  r esp o nsib l e f o r  any  p atch ing o f  inf ected h o sts o n th eir  netw o r k  if  it is deter m ined th at is th e r o o t 
cau se o f  th e decl ar ed Incident. 
Sh o u l d th e Cisco  SO C r eq u ir e a co nf igu r atio n ch ange in an Ir o nPo r t em ail  ap p l iance to  r eso l v e an issu e o r  
im p l em ent a w o r k -ar o u nd,  th e Cisco  SO C w il l  f o l l o w  th e Ch ange M anagem ent Pr o cess estab l ish ed w ith  th e 
Cu sto m er . 
A ctiv ities: 

• Reso l v e decl ar ed Incidents o n Ir o nPo r t em ail  ap p l iances 
 

• Su b m it,  w h en needed,  a Cisco -r eco m m ended Req u est Fo r  Ch ange ( RFC) in acco r dance w ith  th e 
Ch ange M anagem ent Pr o cess estab l ish ed w ith  th e Cu sto m er  to  r eso l v e a Incident ( incl u ding 
im p l em enting a tem p o r ar y  w o r k -ar o u nd) 

 
• Initiate th e Reactiv e Pr o b l em  M anagem ent p r o cess if  no  Kno w n Er r o r  ex ists in th e Cisco  RM S 

Kno w l edge B ase ( KB )  
 

• U p date Incident Tick et to  incl u de no tes detail ing Incident r eso l u tio n  
 

• Per f o r m  e-no tif icatio n f o r  Incident Tick et m il esto nes,  if  r eq u ested b y  th e Cu sto m er  
 
Del iv er ab l e( s): 

• U p dated Incident Tick et w ith  r eso l u tio n o r  r eco m m endatio n detail s o n th e decl ar ed Incident 
 
• If  needed,  initiate Cisco -r eco m m ended Req u est f o r  Ch ange ( RFC) to  r eso l v e th e Incident o r  

im p l em ent a tem p o r ar y  w o r k -ar o u nd as deter m ined b y  Cisco  SO C engineer s 
 

• Reso l v e Incident w ith in th e M ean Tim e To  Reso l v e ( M TTR) Ser v ice Lev el  O b j ectiv e ( SLO ) 
acco r ding to  p r io r ity  l ev el .  See tab l e in Ser v ice Lev el  M anagem ent sectio n o f  th is do cu m ent f o r  
detail s. 

 
 

I n cid e n t  E sca l a t io n s 
Escal atio ns o f  Incident w il l  b e p r im ar il y  dr iv en b y  el ap sed tim e against Ser v ice Lev el  O b j ectiv es ( SLO s) 
ensu r ing ef f ectiv e r o u ting o f  Incidents to  ap p r o p r iate Cisco  SO C tech nical  r eso u r ces as r eq u ir ed.  A  
Cu sto m er  m ay  r eq u est escal atio n o f  an Incident Tick et at any  tim e v ia th e Cisco  Rem o te M anagem ent p o r tal  
o r  Tel ep h o ne cal l  to  th e Cisco  RM S Ser v ice Desk .  Th e Cisco  SO C w il l  r ef er  Incidents to  th e Cu sto m er  as 
needed and escal ate th e Incident w ith  th e Cu sto m er  w ith in th e Cu sto m er ’s def ined escal atio n gu idel ines 
u ntil  th e Incident is r eso l v ed. 
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A ctiv ities: 
• Handl ing o f  th e Incident b y  ap p r o p r iate l ev el  Cisco  SO C tech nical  r eso u r ces  
 
• Escal atio n o f  th e Incident as ap p r o p r iate in th e Cisco  SO C o r  w ith  th e Cu sto m er  p er  th e 

estab l ish ed escal atio n p r o cedu r es 
 
Del iv er ab l e( s): 

• U p dated Incident Tick et to  incl u de escal atio n no tes 
  
• Incidents r eso l v ed o r  r em ediated in acco r dance w ith  al l  def ined SLO  tar gets f o r  th e Cisco  Ir o nPo r t 

Ho sted Em ail  Secu r ity  ser v ice o f f er ing ( see Ser v ice Lev el  M anagem ent sectio n o f  th is do cu m ent 
f o r  SLO s) 

 
• Per f o r m  e-no tif icatio n f o r  Incident Tick et ev ent m il esto ne,  if  r eq u ested b y  th e Cu sto m er  

 
Ex am p l e: 

• Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  m o nito r ing sy stem  au to m atical l y  detects an incident w ith  th e 
Ir o nPo r t em ail  ap p l iance. Th e Cisco  RM S Ser v ice Desk  initial l y  h andl es th e Incident and r o u tes th e 
Pr io r ity  1 ( P1) Incident Tick et to  th e Cisco  SO C f o r  anal y sis.   Fo r  th is P1 Incident,  a Cisco  SO C 
engineer  m ay  deter m ine at any  tim e du r ing th e 4 h o u r  M TTR SLO  th at th e Incident needs to  b e 
escal ated.  Th e P1 Incident tick et is th en escal ated w ith in th e Cisco  SO C to  f o cu s a h igh er  l ev el  o f  
attentio n and m anagem ent o v er sigh t o n th e incident to  ensu r e th e 4 h o u r  M TTR SLO  is m et. 

 
I n cid e n t  C l o su r e  

O nce th e Cisco  SO C decl ar es an Incident r eso l v ed and v er if ied,  th e Incident w il l  b e cl o sed.  In th e ev ent th at 
th e Incident r eo ccu r s,  a new  Incident Tick et w il l  b e cr eated to  accu r atel y  r ef l ect th e r ecu r r ing natu r e o f  th e 
Incident and aid in th e identif icatio n o f  Pr o b l em s.  Dep ending o n f r eq u ency ,  r ecu r r ing Incidents m ay  tr igger  
th e Reactiv e Pr o b l em  M anagem ent p r o cess th at m ay  incl u de a Cisco -r eco m m ended Req u est Fo r  Ch ange 
( RFC) to  r eso l v e th e r ecu r r ing Incident. 
A ny  au th o r iz ed Cu sto m er  agent m ay  al so  p r o activ el y  r eq u est Incident Tick et cl o su r e v ia th e Po r tal  o r  
Tel ep h o ne.  Th e Cisco  SO C w il l  w o r k  in co nj u nctio n w ith  th e Cisco  RM S Ser v ice Desk  to  cl o se th e Incident 
Tick et o r  f o l l o w  u p  w ith  th e Cu sto m er  f o r  m o r e inf o r m atio n as needed. 
A ctiv ities: 

• Co nf ir m  Incident is r eso l v ed w ith  th e Cu sto m er  
 
• If  Incident r eo ccu r s,  dep ending o n f r eq u ency  and attr ib u tes o f  th e Incident,  initiate th e Reactiv e 

Pr o b l em  M anagem ent p r o cess w h ich  m ay  incl u de a Cisco -r eco m m ended RFC to  r eso l v e r ecu r r ing 
Incident 

 
Del iv er ab l e( s): 

• U p date Incident Tick et to  incl u de no tes detail ing th e r easo n f o r  cl o sing th e Incident 
 
• Cl o se th e Incident Tick et 

 
• Per f o r m  e-no tif icatio n f o r  Incident Tick et ev ent m il esto ne,  if  r eq u ested b y  th e Cu sto m er . 
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P r o b l e m  M a n a g e m e n t  f o r  C isco  I r o n P o r t  H o st e d  E m a il  S e cu r it y  S e r v ice  
Th e go al  o f  Pr o b l em  M anagem ent is to  m inim iz e th e adv er se im p act o f  Incidents r esu l ting f r o m  er r o r s in th e 
Cu sto m er ’s netw o r k  b y  del iv er ing a sy stem atic ap p r o ach  f o r  diagno sing th e r o o t cau ses o f  Incidents and 
p r ev enting th eir  r eo ccu r r ence b y  r eco m m ending th e el im inatio n o f  th e u nder l y ing er r o r s w h enev er  p o ssib l e.  
To  ach iev e th is go al ,  Cisco  SO C engineer s w il l  endeav o r  to  diagno se th e r o o t cau se o f  Incidents and th en 
p r o p o se actio ns to  im p r o v e o r  co r r ect th e situ atio n. 
Re a ct iv e  P r o b l e m  M a n a g e m e n t  

Reactiv e p r o b l em  m anagem ent descr ib es th e p r o b l em  m anagem ent p r o cesses th at p r im ar il y  su p p o r t 
incident m anagem ent. Th ese p r o cesses ar e initiated w h en an incident canno t b e m atch ed to  a k no w n er r o r . 
A  p r o b l em  is decl ar ed f o r  th e p u r p o se o f  tr ack ing th e activ ities th at l ead to  identif y ing a r o o t cau se and a 
r eso l u tio n to  th e incident’s u nder l y ing er r o r . Th e p r o cess co ncl u des w h en a k no w n er r o r ,  incl u ding its r o o t 
cau se and r eso l u tio n,  h as b een identif ied and r eco r ded in th e k no w n er r o r  datab ase. Th e k no w n er r o r  w il l  
th en b e u sed to  r eso l v e and cl o se al l  asso ciated o p en and f u tu r e incidents. 
A ctiv ities: 

• U til iz e Pr o b l em  M anagem ent p r o cedu r es to  co l l ect additio nal  data r eq u ir ed to  anal y z e th e r o o t 
cau se 

 
• U til iz e er r o r  data,  tech nical  ex p er tise,  and p r o du ct and dev el o p m ent r eso u r ces ( if  needed) to  iso l ate 

a r o o t cau se f o r  th e er r o r  
 

• Do cu m ent r eco m m ended r em ediatio n and r eso l u tio n p r o cedu r es in th e Cisco  Kno w n Er r o r  
Datab ase and assist Incident M anagem ent team  in th e r eso l u tio n o f  th e u nder l y ing er r o r ( s) th at 
cau sed th e incident 

 
• Er r o r  is cl o sed and h anded b ack  to  th e Incident M anagem ent team  f o r  any  f u r th er  Incident 

M anagem ent activ ity  
 
Del iv er ab l e( s): 

• A id Incident M anagem ent r eso u r ces to  m eet M TTR SLO  acco r ding to  p r io r ity  l ev el .  See tab l e in 
Ser v ice Lev el  M anagem ent sectio n o f  th is do cu m ent f o r  detail s. 

 
• Keep  th e Cisco  Kno w n Er r o r  Datab ase accu r ate and u p -to -date 

 
 

Ex am p l e: 
• A  Cu sto m er ’s em ail  adm inistr ato r  r ep o r ts th at th eir  u ser s ar e h av ing tr o u b l e r eceiv ing cer tain ty p es 

o f  attach m ents.  A f ter  initial  inv estigatio n o f  th e incident and an u nsu ccessf u l  sear ch  o f  th e Kno w n 
Er r o r  Datab ase,  a Cisco  SO C Incident M anagem ent engineer  o p ens a p r o b l em  m anagem ent tick et.  
A  Cisco  SO C Pr o b l em  M anagem ent engineer  inv estigates f u r th er  and deter m ines th at th e 
attach m ents ar e b eing r em o v ed b y  co ntent f il ter ing.  Th e Cisco  SO C Pr o b l em  M anagem ent 
engineer  th en r eco m m ends to  th e Cu sto m er ’s em ail  adm inistr ato r  th at a Req u est f o r  Ch ange tick et 
b e o p ened to  u p date th e co ntent f il ter  o n th e Ir o nPo r t em ail  ap p l iance to  al l o w  th e del iv er y  o f  
em ail s w ith  sp ecif ic attach m ents. 

 
 
P r o a ct iv e  P r o b l e m  M a n a g e m e n t  

Pr o activ e Pr o b l em  M anagem ent m inim iz es th e o ccu r r ence o r  l im its th e adv er se im p act o f  f u tu r e incidents.  
Th e Cisco  SO C engineer s w il l  anal y z e Incident tr ends to  identif y  p atter ns and sy stem ic co nditio ns. In th e 
ev ent a tr end is detected,  th e r esu l ts w il l  b e intr o du ced into  th e Pr o b l em  M anagem ent p r o cess. Th e Cisco  
SO C engineer s anal y z e dif f er ent data sets b ased u p o n a v ar iety  o f  tr igger s th at w o u l d indicate th at an 
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Ir o nPo r t em ail  ap p l iance sh o u l d b e f u r th er  ev al u ated.  N o t al l  th e af o r em entio ned tr igger s ar e necessar il y  
indicativ e o f  a p r o b l em  r eq u ir ing r eso l u tio n. 
A ctiv ities: 

• Identif y  r ecu r r ing Incidents and r ef er  to  Incident M anagem ent f o r  r eso l u tio n 
 
• A nal y z e tr ends f o r  Incidents o n Ir o nPo r t em ail  ap p l iances 

 
• M o nito r  th e r eso l u tio n o f  Incidents o n Ir o nPo r t em ail  ap p l iances 

 
• Do cu m ent ap p l icab l e er r o r ,  r em ediatio n,  r eco v er y ,  and r eso l u tio n inf o r m atio n in th e Cisco  

Kno w l edge B ase 
 
Del iv er ab l es: 

• Redu ce th e nu m b er  o f  er r o r s in th e Cu sto m er ’s m essaging secu r ity  inf r astr u ctu r e o v er  tim e 
 

Ex am p l e: 
 

• Du r ing th e p r o activ e Pr o b l em  M anagem ent p r o cess a Cisco  SO C Pr o b l em  M anagem ent engineer  
no tices th at o ne o f  th e sp am  q u ar antines o n th e Ir o nPo r t em ail  ap p l iance is r o u tinel y  near  its 
cap acity .  Th e Cisco  SO C engineer  th en r eco m m ends to  th e Cu sto m er ’s em ail  adm inistr ato r  to  
eith er  incr ease th e siz e o f  th e q u ar antine o r  r edu ce its r etentio n p er io d.  If  accep ted b y  th e 
Cu sto m er ’s em ail  adm inistr ato r ,  a Req u est f o r  Ch ange ( RFC) tick et is o p ened f o r  th e r eq u ir ed 
ch ange to  b e ex ecu ted. 
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C h a n g e  M a n a g e m e n t  f o r  C isco  I r o n P o r t  H o st e d  E m a il  S e cu r it y  S e r v ice  
Ch ange M anagem ent is th e p r o cess u sed b y  th e Cisco  SO C to  ap p l y  standar diz ed m eth o ds and p r o cedu r es 
f o r  au th o r iz ing,  do cu m enting,  and p er f o r m ing al l  ch anges.  Th e o b j ectiv e o f  Ch ange M anagem ent is to  m ak e 
necessar y  Cisco -r eco m m ended and Cu sto m er -r eq u ested ch anges in an ef f icient and acco u ntab l e m anner ,  
u til iz ing standar d p r o cesses.  Th e f o l l o w ing tab l e detail s Cisco -r eco m m ended and Cu sto m er -r eq u ested 
ch anges th at ar e ap p l icab l e to  th e M anaged M essaging Secu r ity  ser v ice. 
 

Cisco-re com m e n d e d  Ch a n g e s 
 Ch a n g e s re q u ire d  T o:  Ca t e g ory Ch a n g e  d e scrip t ion  
Reso l v e an Incident o r  im p l em ent a w o r k -ar o u nd f o r  
an Incident Ch ange 

Lo gical  o r  Ph y sical  ch ange to  a 
Ir o nPo r t em ail  ap p l iance 
so f tw ar e o r  h ar dw ar e 
co nf igu r atio n 

Resp o nd to  a cr itical  v u l ner ab il ity  o r  th r eat dir ected 
at entitl ed Ir o nPo r t em ail  ap p l iances Ch ange Lo gical  ch ange to  a Ir o nPo r t 

em ail  ap p l iance co nf igu r atio n 
Reso l v e a Kno w n Er r o r  identif ied du r ing th e Pr o b l em  
M anagem ent p r o cess Ch ange 

Lo gical  o r  Ph y sical  ch ange to  a 
Ir o nPo r t em ail  ap p l iance 
so f tw ar e co nf igu r atio n 

So f tw ar e u p date to  a entitl ed Ir o nPo r t 
em ail  ap p l iance Ch ange 

Lo gical  ch ange to  a Ir o nPo r t 
em ail  ap p l iance so f tw ar e 
co nf igu r atio n 

Ph y sical l y  A dd o r  Del ete o f  a entitl ed Ir o nPo r t em ail  
ap p l iance 

A dd o r  
Del ete 

Ph y sical l y  add o r  del ete a 
Ir o nPo r t em ail  ap p l iance 

Cu st om e r-re q u e st e d  Ch a n g e s 
 Ch a n g e s re q u ire d  T o:  Ca t e g ory Ch a n g e  d e scrip t ion  
Ch ange l o gical  f u nctio nal ity   Ch ange 

Lo gical  ch ange to  a entitl ed 
Ir o nPo r t em ail  ap p l iance 
so f tw ar e co nf igu r atio n 

�
� � � �� � � � 	 
 � � �� � 
 � � � � �� 	 � �� � � � � � �� � 
 � � � � � � �
 	 � � �� � � � �� �� 	 � � � �	 � �� � � � � � 
 � � � �� � � � �� � �
� 	 � � � � � � � � �� � �� � �� � � � � � 	 � � � �� � � � 	 �� � 	 � � 	 � � �� � 	 � � � � � 	 � � � �� � � � � � � �� � � � � � 
 � � � � �� � � � � �� � � � �
� � � � � �� � � � � � 	 � � � �� � � � � � � �� � � 	 � � � � � � �� � � � �� � � �� � � � 	 
 � � �	 � �� �� � � � �� � �� � � � �� � � � � � � 

 
 
C h a n g e  O r ig in a t io n  

Th e f ir st step  in initiating th e Ch ange M anagem ent p r o cess is th e o r iginatio n o f  a Req u est f o r  Ch ange 
( RFC).  Fo r  th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  ser v ice,  RFCs m ay  o r iginate f r o m  tw o  catego r ies: 
Cisco -r eco m m ended ch anges and Cu sto m er -r eq u ested ch anges. Th ese ch anges ar e su m m ar iz ed in th e 
tab l e ab o v e. 
 
A ctiv ities: 

• A  Req u est f o r  Ch ange ( RFC) Tick et is initiated b y  Cisco  o r  th e Cu sto m er  v ia th e Po r tal  
• Th e Req u est f o r  Ch ange ( RFC) Tick et is catego r iz ed as descr ib ed in th e tab l e ab o v e.   
• Th e Cu sto m er  tr ack s th e p r o gr ess o f  th e RFC tick et th r o u gh o u t its l if ecy cl e. 

Del iv er ab l e( s): 
• Cr eatio n o f  a Req u est f o r  Ch ange ( RFC) Tick et o n th e Cisco  Po r tal  f o r  th e Cu sto m er  to  v iew  

 
C isco -Re co m m e n d e d  C h a n g e s  
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Cisco -r eco m m ended ch anges o r iginate f r o m  th e Cisco  SO C engineer s. B ef o r e ex ecu ting a Cisco -
r eco m m ended ch ange,  th e Cisco  SO C ch ange assignee w il l  ev al u ate th e ch ange and m ak e a 
r eco m m endatio n to  th e Cu sto m er  th at w il l  incl u de detail s r egar ding th e cr itical ity  and tim ef r am e f o r  
im p l em entatio n o f  th e ch ange. Th e Cisco  SO C ch ange assignee w il l  no t ex ecu te a ch ange u ntil  th e 
Cu sto m er  h as au th o r iz ed o r  p r e-au th o r iz ed th e ch ange to  b e m ade. 
A ctiv ities: 

• Co m m u nicate to  th e Cu sto m er  th e cr itical ity  and tim ef r am e asso ciated to  th e ch ange 
 
• O b tain Cu sto m er  ap p r o v al  f o r  ex ecu ting th e ch ange 

 
• Fo l l o w  estab l ish ed Ch ange M anagem ent p r o cess incl u ding u p dating al l  activ ities in th e Ch ange 

Tick et 
 
Del iv er ab l es: 

• Rel ease ch anges in th e Cu sto m er ’s m essaging secu r ity  inf r astr u ctu r e w ith in M ean Tim e to  
Co m p l ete ( M TTC) Ser v ice Lev el  O b j ectiv es 

 
C isco -r e co m m e n d e d  ch a n g e s r e q u ir e d  t o  r e so l v e  a n  in cid e n t  o r  im p l e m e n t  a  w o r k -a r o u n d  

Du r ing th e co u r se o f  th e Incident m anagem ent p r o cess,  th e Cisco  SO C engineer s m ay  need to  m ak e 
ch anges to  Ir o nPo r t em ail  ap p l iances in o r der  to  r eso l v e Incidents.  Th ese ch anges ar e ty p ical l y  l o gical  
ch anges to  th e Ir o nPo r t em ail  ap p l iance co nf igu r atio ns f o r  th e p u r p o se o f  tr o u b l esh o o ting and im p l em enting 
tem p o r ar y  w o r k ar o u nds.  
Ch anges r eq u ir ed to  r eso l v e Incidents ar e im p l em ented as needed b y  th e Cisco  SO C engineer s in 
acco r dance w ith  agr eed u p o n Ch ange M anagem ent p r o cesses estab l ish ed w ith  th e Cu sto m er .    
A ctiv ities: 

• Lo gical  co nf igu r atio n ch anges to  im p l em ent a tem p o r ar y  w o r k -ar o u nd o r  aid in tr o u b l esh o o ting an 
Incident du r ing th e Incident M anagem ent p r o cess 

 
• Lo gical  co nf igu r atio n ch anges to  ap p l y  so f tw ar e u p dates du r ing th e Incident M anagem ent p r o cess 

o r  th e no r m al  ser v ice su p p o r t activ ities asso ciated to  th e M anaged M essaging Secu r ity  ser v ice and 
th e entitl ed Ir o nPo r t em ail  ap p l iance( s) 

 
• Co m m u nicate to  th e Cu sto m er  th e cr itical ity  and tim ef r am e asso ciated to  th e ch ange 

 
• O b tain Cu sto m er  ap p r o v al  f o r  ex ecu ting th e ch ange 

 
• Fo l l o w  estab l ish ed Ch ange M anagem ent p r o cess incl u ding u p dating al l  activ ities in th e Ch ange 

Tick et 
 
Ex am p l e: 
 

• A C ustomer’ s email  administrator cal l s in to the C isco R MS  S erv ice D esk  to report an 
Incident inv ol v ing missing email  messages.  A C isco S O C  engineer determines that the 
IronP ort email  appl iance is bl ock ing l egitimate e-mail  traf f ic on the C ustomer’ s netw ork  
due to sender mail  transf er agent ( MT A)  S enderbase R eputation S core.  T he C isco S O C  
engineer recommends a conf iguration change to the IronP ort email  appl iance to al w ays 
e-mail  f rom that MT A ( or domain) . 

 
 

C isco -r e co m m e n d e d  C h a n g e s t o  r e sp o n d  t o  a  cr it ica l  V u l n e r a b il it y  o r  T h r e a t  d ir e ct e d  a t  t h e  I r o n P o r t  
e m a il  a p p l ia n ce ( s)  

Cisco  r eco gniz es th at cer tain cr itical  v u l ner ab il ities h av e th e cap ab il ity  to  degr ade a Cu sto m er ’s em ail  
sy stem  and sev er el y  l im it em ail  ser v ices.  A s new  v u l ner ab il ities ar e r el eased o r  th r eats b eco m e k no w n,  th e 
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Cisco  SO C w il l  ev al u ate th e sev er ity  and p o tential  im p act to  th e Ir o nPo r t em ail  ap p l iance( s). If  th e 
v u l ner ab il ity  o r  th r eat is j u dged b y  th e Cisco  SO C to  b e cr itical  w ith  r esp ect to  Cu sto m er  saf egu ar ds,  o r  th e 
Cu sto m er ’s Ir o nPo r t em ail  ap p l iances ar e im p acted b y  th e v u l ner ab il ity ,  th e Cisco  SO C w il l  r eco m m end 
ch anges to  co r r ect th e issu e and/ o r  m itigate th e th r eat.  If  r eq u ested b y  th e Cu sto m er ,  ch anges w il l  b e 
ex ecu ted acco r ding to  th e p r io r ities and ter m s co ntained in Cu sto m er -Req u ested Ch ange sectio n o f  th is 
ser v ice descr ip tio n. 
Ch anges to  addr ess cr itical  v u l ner ab il ities w il l  b e p er f o r m ed at th e ear l iest p o ssib l e tim e,  in co o r dinatio n w ith  
th e Cu sto m er  and th e agr eed u p o n Ch ange M anagem ent p r o cesses estab l ish ed b etw een Cisco  and th e 
Cu sto m er .   
A ctiv ities: 

• Lo gical  co nf igu r atio n ch anges to  r esp o nd to  a cr itical  v u l ner ab il ity  o r  th r eat identif ied b y  th e Cisco  
SO C and dir ected at th e Ir o nPo r t em ail  ap p l iance( s) 

 
• Co m m u nicate to  th e Cu sto m er  th e cr itical ity  and tim ef r am e asso ciated to  th e r eco m m ended 

ch ange 
 

• O b tain Cu sto m er  ap p r o v al  f o r  ex ecu ting th e ch ange 
 

• Fo l l o w  estab l ish ed Ch ange M anagem ent p r o cess incl u ding u p dating al l  activ ities in th e Ch ange 
Tick et 

 
Ex am p l e: 
 

• A  Cisco  secu r ity  adv iso r y  is r el eased to  th e p u b l ic detail ing v u l ner ab il ity  o n a p ar ticu l ar  m o del  and 
v er sio n o f  th e Ir o nPo r t em ail  ap p l iance. Th e Cisco  SO C initiates an RFC and co o r dinates w ith  th e 
Cu sto m er ’s em ail  adm inistr ato r  to  ap p l y  th e A sy ncO S h o t p atch  to  th e Ir o nPo r t em ail  ap p l iance( s) 
to  m itigate th e th r eat o f  a su ccessf u l  ex p l o it. 

 
C isco -r e co m m e n d e d  C h a n g e s t o  a d d r e ss K n o w n  E r r o r s id e n t if ie d  d u r in g  t h e  P r o b l e m  M a n a g e m e n t  
p r o ce ss 

Du r ing th e co u r se o f  th e Pr o b l em  M anagem ent p r o cess,  th e Cisco  SO C engineer s m ay  r eco m m end 
ch anges to  th e Ir o nPo r t em ail  ap p l iance in o r der  to  r eso l v e an u nder l y ing er r o r  w h o se r o o t cau se w as 
identif ied and l o gged in to  th e Cisco  Kno w n Er r o r  Datab ase.  
Ch anges r eq u ir ed to  r eso l v e k no w n er r o r s ar e im p l em ented as needed b y  th e Cisco  SO C engineer s in 
acco r dance w ith  agr eed u p o n Ch ange M anagem ent p r o cesses estab l ish ed b etw een Cisco  and th e 
Cu sto m er .   
A ctiv ities: 

• Lo gical  co nf igu r atio n ch anges to  th e Ir o nPo r t em ail  ap p l iance( s) to  r eso l v e a k no w n er r o r  identif ied 
du r ing th e Pr o b l em  M anagem ent p r o cess 

• Co m m u nicate w ith  th e Cu sto m er  th e cr itical ity  and tim ef r am e asso ciated to  th e ch ange 
• O b tain Cu sto m er  ap p r o v al  f o r  ex ecu ting th e ch ange 
• Fo l l o w  estab l ish ed Ch ange M anagem ent p r o cess incl u ding u p dating al l  activ ities in th e Ch ange 

Tick et 
Ex am p l e: 

• Du r ing th e p r o activ e Pr o b l em  M anagem ent p r o cess a Cisco  SO C engineer  no tices th at o ne o f  th e 
sp am  q u ar antines is r o u tinel y  near  its cap acity .  Th e Cisco  SO C engineer  th en r eco m m ends to  th e 
Cu sto m er  to  eith er  incr ease th e siz e o f  th e q u ar antine o r  r edu ce its r etentio n p er io d.  Th e Cisco  
SO C engineer  th en initiates an RFC to  m ak e th e necessar y  ch anges to  th e Cu sto m er ' s Ir o nPo r t 
em ail  ap p l iance to  al l ev iate th e q u ar antine cap acity  issu e. 
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C isco -r e co m m e n d e d  so f t w a r e  u p d a t e  t o  I r o n P o r t  e m a il  a p p l ia n ce s 

Cisco  SO C engineer s m ay  r eco m m end so f tw ar e u p dates to  im p r o v e o r  enh ance th e f eatu r es and 
f u nctio nal ities o f  th e Ir o nPo r t em ail  ap p l iances as a no r m al  co u r se o f  del iv er ing th e Cisco  Ir o nPo r t Ho sted 
Em ail  Secu r ity  ser v ice.  So f tw ar e u p dates m ay  incl u de A sy ncO S u p gr ades as w el l  as h o t p atch es and b u g 
f ix es. 
A ctiv ities: 

• Lo gical  so f tw ar e u p gr ades to  th e Ir o nPo r t em ail  ap p l iance( s) 
• Co m m u nicate w ith  th e Cu sto m er  th e cr itical ity  and tim ef r am e asso ciated to  th e ch ange 
• O b tain Cu sto m er  ap p r o v al  f o r  ex ecu ting th e ch ange 
• Fo l l o w  estab l ish ed Ch ange M anagem ent p r o cess incl u ding u p dating al l  activ ities in th e Ch ange 

Tick et 
Ex am p l e: 

• Cisco  p u b l ish es th e l atest r el ease o f  th e Ir o nPo r t A sy ncO S so f tw ar e.  A  Cisco  SO C engineer  th en 
initiates an RFC to  m ak e th e necessar y  ch anges to  th e Cu sto m er ' s Ir o nPo r t em ail  ap p l iance to  
enh ance th e f eatu r es and f u nctio nal ity  o f  th e Ir o nPo r t em ail  ap p l iance( s). 

 
  

C isco -r e co m m e n d e d  P h y sica l  A d d  o r  D e l e t e  o f  I r o n P o r t  e m a il  a p p l ia n ce ( s)  

Th r o u gh o u t th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  ser v ice ter m ,  Cisco  SO C engineer s m ay  r eco m m end 
p h y sical  additio ns o r  del etio ns o f  Ir o nPo r t em ail  ap p l iances as a no r m al  co u r se o f  del iv er ing th e Cisco  
Ir o nPo r t Ho sted Em ail  Secu r ity  ser v ice.  Th is ty p e o f  ch ange w o u l d no r m al l y  b e asso ciated to  situ atio ns 
w h er e a Cu sto m er ’s em ail  m essaging cap acity  r eq u ir em ents ch ange du e to  a Cu sto m er ’s b u siness needs. 
A ctiv ities: 

• Ph y sical  adds o r  del etes o f  Ir o nPo r t em ail  ap p l iance( s) 
• Co m m u nicate w ith  th e Cu sto m er  th e cr itical ity  and tim ef r am e asso ciated to  th e ch ange 
• O b tain Cu sto m er  ap p r o v al  f o r  ex ecu ting th e ch ange 
• Fo l l o w  estab l ish ed Ch ange M anagem ent p r o cess incl u ding u p dating al l  activ ities in th e Ch ange 

Tick et 
Ex am p l e: 

• Cisco  SO C Pr o b l em  M anagem ent engineer s deter m ine th at th e cu r r ent dep l o y m ent o f  Ir o nPo r t 
em ail  ap p l iances ar e no  l o nger  o p tim al l y  m eeting th e needs o f  th e Cu sto m er  in r egar ds to  th e 
sco p e o f  th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  ser v ice o f f er ing.  Th e Cisco  SO C Pr o b l em  
M anagem ent engineer  th en initiates an RFC to  ev al u ate th e cu r r ent Ir o nPo r t em ail  ap p l iance 
dep l o y m ent o n th e Cu sto m er ’s netw o r k  and,  if  needed,  an escal atio n to  Cisco  Ir o nPo r t ser v ice 
activ atio n r eso u r ces to  ex ecu te th e RFC f o r  an u p gr ade to  th e Ir o nPo r t em ail  ap p l iances cu r r entl y  
dep l o y ed o n th e Cu sto m er ’s m essaging secu r ity  inf r astr u ctu r e. 

 
 

 
C u st o m e r -Re q u e st e d  C h a n g e s 

Cu sto m er -r eq u ested ch anges ar e ch anges th at o r iginate w ith  th e Cu sto m er .  Th e Cu sto m er  u ses th e Cisco  
Po r tal  to  su b m it Cu sto m er  Req u ests f o r  Ch anges ( RFCs).  Th is w il l  au to m atical l y  initiate th e Ch ange 
M anagem ent p r o cess. Th e Cu sto m er  can al so  cal l  th e Cisco  RM S Ser v ice Desk  and descr ib e th e RFC o v er  
th e p h o ne.  Th e Cisco  RM S Ser v ice Desk  w il l  m ak e th e initial  ev al u atio n o f  th e RFC and co o r dinate w ith  th e 
Cisco  SO C Ch ange M anager  in co m p l iance w ith  th e agr eed u p o n Ch ange M anagem ent p r o cess estab l ish ed 
b etw een Cisco  and th e Cu sto m er .    
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Th e sp ecif ics o f  th e Ch ange M anagem ent Pr o cess ar e o u tl ined and r ev iew ed w ith  th e Cu sto m er  du r ing th e 
Ser v ice A ctiv atio n p h ase.  A l l  ch ange r eq u ests w il l  h av e an asso ciated M ean Tim e to  Co m p l ete ( M TTC) 
Ser v ice Lev el  O b j ectiv e to  ex ecu te th e ch ange.  See Ser v ice Lev el  M anagem ent sectio n o f  th is do cu m ent 
f o r  detail s o n al l  Ser v ice Lev el  O b j ectiv es ( SLO s).  
Th e Cisco  SO C Ch ange M anager  ev al u ates th e p o tential  im p act o f  Cu sto m er -r eq u ested ch anges and w il l  
deter m ine if  a Cisco  SO C engineer  w il l  need to  discu ss th e im p l icatio ns o f  a r eq u ested ch ange w ith  th e 
Cu sto m er . If  th e Cisco  SO C Ch ange M anager  deter m ines th at th e ch ange r eq u ir es additio nal  inf o r m atio n,  
p l anning,  dil igence o r  testing,  th e Cisco  SO C Ch ange M anager  m ay  co o r dinate th e Cisco  SO C Ch ange 
A dv iso r y  B o ar d ( CA B ) w h ich  m ay ,  in th eir  discr etio n,  r ef u se th e Cu sto m er -r eq u ested ch ange if  th ey  
deter m ine th at th e ch ange m ay  adv er sel y  af f ect th e f u nctio nal ity  o f  th e Ir o nPo r t em ail  ap p l iance o r  disr u p t 
th e Cu sto m er ’s b u siness. Th e Cisco  SO C Ch ange M anager  w il l  h av e r esp o nsib il ity  f o r  co m m u nicating 
accep tance o r  r ej ectio n o f  th e Req u est f o r  Ch ange ( RFC) to  th e Cu sto m er . 
A ctiv ities: 

• Cisco  RM S Ser v ice Desk  m ak es initial  ev al u atio n o f  th e RFC and co o r dinates w ith  th e Cisco  SO C 
Ch ange M anager  

 
• Cisco  SO C Ch ange M anager  cl assif ies th e ch ange into  Pr io r ity  1 ( P1),  Pr io r ity  2 ( P2) and Pr io r ity  3 

( P3) Incident catego r ies. 
 

• Cisco  SO C Ch ange M anager  m ay  co o r dinate w ith  th e Cisco  SO C Ch ange A dv iso r y  B o ar d ( CA B ) 
as needed to  deter m ine th e l ev el -o f -ef f o r t and b u siness r isk  asso ciated to  th e ch ange r eq u est as 
def ined in th e IT Inf r astr u ctu r e Lib r ar y  ( ITIL) Ch ange M anagem ent f r am ew o r k  u nder  th e f o l l o w ing 
ch ange catego r ies: Pr io r ity  1 ( P1),  Pr io r ity  2 ( P2) and Pr io r ity  3 ( P3) Incident catego r ies. 

 
• Cisco  SO C Ch ange M anager  o r  Cisco  SO C Ch ange A ssignee co m m u nicates w ith  th e Cu sto m er  

r egar ding th e cr itical ity  and tim ef r am e asso ciated to  th e ch ange in acco r dance w ith  th e ch ange 
attr ib u tes  

 
• Cisco  SO C Ch ange M anager  o b tains ap p r o v al  f r o m  th e Cu sto m er  f o r  ex ecu ting th e ch ange 

 
• Cisco  SO C f o l l o w s th e estab l ish ed Ch ange M anagem ent p r o cess incl u ding u p dating al l  activ ities in 

th e Ch ange Tick et 
 
C u st o m e r -r e q u e st e d  L o g ica l  C h a n g e  
A  Lo gical  Ch ange incl u des ch anges to  so f tw ar e o n Ir o nPo r t em ail  ap p l iances.  Th e Cisco  SO C Ch ange 
M anager  w il l  h av e th e r esp o nsib il ity  o f  deter m ining th e l ev el -o f -ef f o r t to  su p p o r t th e Lo gical  Ch ange r eq u est 
p er  th e sp ecif ic detail s o f  th e RFC.  
Th e Cu sto m er  w il l  b e entitl ed to  a set am o u nt o f  Ch ange M anagem ent activ ity  o n a m o nth l y  b asis b ased o n 
a f o r m u l a inv o l v ing th e siz e o f  th eir  U ser  co m m u nity ,  th e nu m b er  o f  entitl ed Ir o nPo r t em ail  ap p l iance( s) o n 
th e Cu sto m er ’s Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  inf r astr u ctu r e,  and th eir  b u siness needs. 
A ctiv ities: 

• Cisco  SO C Ch ange M anager  ev al u ates th e Cu sto m er ’s Req u est Fo r  Ch ange ( RFC) and 
catego r iz es th e RFC into  Pr io r ity  1 ( P1),  Pr io r ity  2 ( P2) and Pr io r ity  3 ( P3) Incident catego r ies. 

 
• Cisco  SO C Ch ange M anager  o r  Ch ange A ssignee co o r dinates w ith  th e Cu sto m er  acco r ding to  th e 

Ch ange M anagem ent p r o cess estab l ish ed w ith  th e Cu sto m er  
 

• Cu sto m er  r eq u est co nf igu r e th e Ir o nPo r t em ail  ap p l iance to  accep t m ail  f o r  additio nal  do m ains. 
 
Del iv er ab l es: 

• Co m p l ete th e Cu sto m er -r eq u ested RFC w ith in th e M ean Tim e To  Co m p l ete ( M TTC) Ser v ice SLO  
acco r ding to  p r io r ity  l ev el .  See tab l e in Ser v ice Lev el  M anagem ent sectio n o f  th is do cu m ent f o r  
detail s.  

 
Ex am p l e: 
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• Th e Cu sto m er ’s em ail  adm inistr ato r  is dep l o y ing a m ail  ser v er  ( gr o u p w ar e) in th eir  netw o r k  and 
w ants to  ensu r e th at th is p ar ticu l ar  em ail  tr af f ic is no t go ing to  b e b l o ck ed b y  th e Ir o nPo r t em ail  
ap p l iance. Th e Cu sto m er ’s em ail  adm inistr ato r  su b m its a RFC o n th e Cisco  W eb  Po r tal  and 
instr u cts th e Cisco  SO C to  u p date th e Ir o nPo r t em ail  ap p l iance co nf igu r atio n to  incl u de a r el ay  l ist 
to  al w ay s al l o w  th is p ar ticu l ar  em ail  tr af f ic f r o m  th is sp ecif ic m ail  ser v er . 

 
 

 
 

E x e cu t in g  ch a n g e s 

A f ter  ch anges ar e ex ecu ted,  th e Cisco  SO C w il l  no tif y  th e Cu sto m er  th at th e ch ange h as b een ex ecu ted. 
O nce th e Cu sto m er  accep ts th e ch ange,  th e Tick et w il l  b e cl o sed.  Th e statu s o f  ch anges can b e v iew ed o n 
th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  W eb  Po r tal . 
A ctiv ities: 

• M aintain a tick et h isto r y  o f  ch anges v isib l e th r o u gh  th e Po r tal  
 
• Ev al u ate ch ange r eq u ests 

 
• A u th o r iz e and sch edu l e ch ange r eq u ests 

 
• Co o r dinate ch anges 

 
• U p date W eb  Po r tal  ch ange tick ets to  incl u de ch ange statu s 

 
• Rev iew  and cl o se ch ange r eq u ests 

 
Del iv er ab l e( s): 

• Ex ecu ted ch ange 
 

• Ch ange Tick et u p dated w ith  detail ed no tes and v iew ab l e o n th e Cisco  W eb  Po r tal  
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S e r v i c e  L e v e l  M a n a g e m e n t  f o r  C i s c o  I r o n P o r t  H o s t e d  E m a i l  S e c u r i t y  

S e rv ice  L e v e l  O b j e ct iv e s1 ( S L O s)  f or Cisco I ron P ort  H ost e d  E m a il  S e cu rit y 
SLO Name SLO D et ai l  SLO T ar g et s 

M ean  T i me T o  No t i f y  ( M T T N)  
No t i f y  C u st o mer  o f  al l  Ser v i c e 
I mp ac t i n g 2 I n c i d en t s w i t h i n  X  

mi n u t es 
1 5  M i n u t es 

M ean  T i me T o  I n v est i g at e 
( M T T I n v )  

I n v est i g at e I n c i d en t s w i t h i n  X  
mi n u t es 3 0  M i n u t es 

M ean  T i me T o  I so l at e ( M T T I so )  I so l at e r o o t  c au se o f  al l  I n c i d en t s 
w i t h i n  X  mi n u t es 9 0  M i n u t es 

M ean  T i me T o  R eso l v e ( M T T R )  R eso l v e al l  I n c i d en t s w i t h i n  X  
h o u r s 

P r i o r i t y  1  ( P 1 )  w i t h i n  4  H o u r s 
P r i o r i t y  2  ( P 2 )  w i t h i n  2 4  H o u r s 
P r i o r i t y  3  ( P 3 )  w i t h i n  7 2  H o u r s 

M ean  T i me T o  C o mp l et e 
( M T T C ) 3 

C o mp l et e C u st o mer -i n i t i at ed  
Ser v i c e R eq u est s w i t h i n  X  h o u r s 

Lo g i c al  P r i o r i t y  2  ( P 2 )  w i t h i n  2 4  
H o u r s 

 

Lo g i c al  P r i o r i t y  3  ( P 3 )  w i t h i n  7 2  
H o u r s 

 
P h y si c al  mo v es h an d l ed  o n  c ase-

b y -c ase w i t h  C u st o mer  
 
1
 All Service Level Objectives (SLO) goals are established  to p rovid e op eration al ben chm ark s f or the C isco I ron p ort services on  
a “ com m ercially  reason able ef f ort”  basis. 
2 An  P riority  1  I n cid en t tick et w ill be d eclared  “ Service I m p actin g”  if  gen erated  f rom  an  alarm  listed  in  the T able “ Service 
I m p actin g Alarm s”  below . 
3  P riority  1  I n cid en ts on  an  en titled  M an aged  C om p on en t w here the M an aged  C om p on en t is u n available an d  severely  
d isru p tin g /  im p actin g the C u stom er’ s bu sin ess.  C isco an d  the C u stom er w ill com m it an y  n ecessary  resou rces 24 x 7  u n til the 
I n cid en t is resolved  /  rem ed iated   
P riority  2 I n cid en ts on  an  en titled  M an aged  C om p on en t w here the M an aged  C om p on en t is u n available or its f u n ction ality  is 
severely  d egrad ed  an d  C u stom er’ s bu sin ess is m od erately  d isru p ted .  C isco an d  the C u stom er w ill com m it f u ll-tim e resou rces 
d u rin g n orm al bu sin ess hou rs M on d ay  throu gh F rid ay  to resolve /  rem ed iate the I n cid en t  
P riority  3  I n cid en ts on  an  en titled  M an aged  C om p on en t w here the M an aged  C om p on en t is u n available or its f u n ction ality  is 
m od erately  d egrad ed  an d  C u stom er’ s bu sin ess is m in im ally  d isru p ted .  C isco an d  the C u stom er are w illin g to com m it resou rces 
as available d u rin g n orm al bu sin ess hou rs to resolve /  rem ed iate the I n cid en t an d  restore service to satisf actory  levels.    
All C u stom er-req u ested  R F C s associated  to the C isco I ron p ort H osted  M essagin g Secu rity  service are,  by  d ef au lt,  classif ied  as 
either P riority  2 w ith a M T T C  target of  24  hou rs or P riority  3  w ith a M T T C  target of  7 2 hou rs.   
An y  C u stom er-req u ested  R F C ’ s that are con sid ered  by  the C u stom er as “ em ergen cy ”  or “ u rgen t”  R F C s w ill be treated  on  a 
com m ercially  reason able ef f ort basis by  the C isco SOC  an d  w ill d ep en d  on  C isco SOC  en gin eer availability  at the tim e of  
su bm ittal.  T he M T T C  SLO target w ou ld  be to com p lete the em ergen cy  R F C  w ithin  4  hou rs lik e a P riority  1  classif ied  in cid en t. 
*  P 1  in cid en ts related  to hard w are rep lacem en t w ill be ex em p ted  f rom  the n orm al 4  H ou r P 1  SLO.  T hese in cid en ts w ill still be 
P 1  in cid en ts,  an d  n orm ally  rep lacem en t is m ad e w ithin  24  hou rs (or 1  bu sin ess d ay ). Ship m en ts d elivered  to C u stom er' s site 
the n ex t bu sin ess d ay  by  1 0 : 3 0  am  local tim e (secon d  bu sin ess d ay  if  ship p ed  on  Su n d ay  or U S holid ay ).  T his m ay  vary  f or 
in tern ation al ship m en ts. 
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S e r v i c e  I m p a c t i n g  A l a r m s  
Service Impacting Alarms  A l a r m  D e t a i l  
E m a i l  R o u n d  T r i p  T h i s  a l a r m  n e e d s  t o  b e  c o r r e l a t e d  a c r o s s  a l l  o f  t h e  e m a i l  

s e c u r i t y  a p p l i a n c e s .  
r e s o u r c e C o n s e r v a t i o n M o d e  T R A P -T Y P E  T h i s  a l a r m  n e e d s  t o  b e  c o r r e l a t e d  a c r o s s  a l l  o f  t h e  e m a i l  

s e c u r i t y  a p p l i a n c e s .  
S M T P  P o r t  M o n i t o r i n g  T h i s  a l a r m  n e e d s  t o  b e  c o r r e l a t e d  a c r o s s  a l l  o f  t h e  e m a i l  

s e c u r i t y  a p p l i a n c e s .  
M s g s  I n  W o r k  Q u e u e  T h i s  a l a r m  n e e d s  t o  b e  c o r r e l a t e d  a c r o s s  a l l  o f  t h e  e m a i l  

s e c u r i t y  a p p l i a n c e s .  
 
 
C u st o m e r  Re sp o n sib il it ie s f o r  C isco  I r o n P o r t  H o st e d  E m a il  S e cu r it y  
S e r v ice  A ct iv a t io n  
To  ensu r e th at Cisco  is enab l ed to  p r o v ide Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  Ser v ices f o r  Ir o nPo r t em ail  
ap p l iances,  Cisco  r eq u ir es th e Cu sto m er  to : 

• A ssign a p r o j ect m anager  to  r ep r esent th e Cu sto m er  du r ing th e ser v ice activ atio n p h ase 
• A ssign a tech nical  l ead th at w il l  assist Cisco  w ith  estab l ish ing th e netw o r k  access r eq u ir ed f o r  

r em o te m anagem ent o f  th e Ir o nPo r t em ail  ap p l iances 
• Su p p l y  al l  r eq u ir ed inf o r m atio n co ntained in th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  

Ser v ice A ctiv atio n Kit ( SA K) p r o v ided du r ing th e ser v ice activ atio n p h ase.  
 

C o n n e ct iv it y  a n d  N e t w o r k  A cce ss 
• Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  w il l  co nf igu r e th e ser v ice to  del iv er  th e cl eaned 

em ail  str eam  to  a cu sto m er -sp ecif ied M X  r eco r d destinatio n o n th e Cu sto m er  p r em ise.  
 
• Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  is del iv er ed u sing sp ecif ic p o r ts and p r o to co l s. Th e Cu sto m er  

w il l  o p en u p  th e r eq u ir ed p o r ts and p r o to co l s to  enab l e Cisco  Rem o te M anagem ent Ser v ices f o r  
Secu r ity  to  co l l ect th e data f o r  al l  Ir o nPo r t em ail  ap p l iances entitl ed u nder  th e Cisco  Ir o nPo r t 
Ho sted Em ail  Secu r ity  ser v ice. 

 
• To  ensu r e th at th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  can p r o v ide Cisco  Ir o nPo r t 

Ho sted Em ail  Secu r ity ,  th e Cisco  SO C r eq u ir es th e Cu sto m er  to  p r o v ide Cisco  SO C engineer s w ith  
f u l l  r ead/ w r ite access u sing netw o r k  m anagem ent p r o to co l s th at incl u de enab l ing f u l l  adm inistr ativ e 
p r iv il eges ( r e: adm inistr ativ e access) to  al l  Ir o nPo r t em ail  ap p l iances entitl ed u nder  Cisco  Ir o nPo r t 
Ho sted Em ail  Secu r ity  ser v ice. 
 

O p e r a t io n s S u p p o r t  
• A  Cu sto m er  co ntact w il l  b e assigned f o r  th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  ser v ice to  assist 

Cisco  SO C engineer s and su p p o r t p er so nnel  w ith  tech nical  and no n-tech nical  tr o u b l esh o o ting and 
adm inistr ativ e task s as no r m al  co u r se o f  actio n f o r  del iv er ing th e Cisco  Ir o nPo r t Ho sted Em ail  
Secu r ity  ser v ice.  

 
• Cu sto m er  is r esp o nsib l e f o r  assigning a Pr o cess M anager  th at w il l  r ev iew  and co o r dinate th e 

ap p r o v al  o f  ch anges in th e no r m al  co u r se o f  p r o v iding th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  
ser v ice. 
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I r o n P o r t  e m a il  a p p l ia n ce s 
• Th e Cu sto m er  m u st agr ee to  al l o w  Cisco  to  r etain and p u b l ish  aggr egate statistics and m etr ics f o r  

no n-identif iab l e tr ending anal y sis 
 
 
C o m m u n ica t io n s a n d  C h a n g e  M a n a g e m e n t  

• Cisco  tak es a co -m anagem ent ap p r o ach  to  Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  al l o w ing th e 
Cu sto m er  and o th er  Cu sto m er -ap p r o v ed v endo r s to  r etain access to  Cu sto m er ’s Ir o nPo r t em ail  
ap p l iances. B ecau se m u l tip l e p ar ties m ay  b e ab l e to  m ak e ch anges to  th e m anaged Ir o nPo r t em ail  
ap p l iances dep l o y ed in th e Cu sto m er ’s m anaged m essaging secu r ity  inf r astr u ctu r e,  th e Cisco  SO C 
r eq u ir es th at any o ne w ith  access to  th e Cu sto m er ’s Ir o nPo r t em ail  ap p l iances f o l l o w  a co nsistent 
and do cu m ented Ch ange M anagem ent Pr o cess. Th is p r o cess w il l  b e r ev iew ed and agr eed u p o n 
p r io r  to  co m p l etio n o f  th e ser v ice activ atio n p h ase. 

 
• Th e Cu sto m er  is r esp o nsib l e f o r  u p dating th e Cisco  SO C w ith  cu r r ent data w ith  r esp ect to  th e 

Cu sto m er  inf o r m atio n as w el l  as al l  Ir o nPo r t em ail  ap p l iances,  as needed,  v ia th e Po r tal  
 

• Th e Cu sto m er  is r esp o nsib l e f o r  th e tim el y  del iv er y  o f  inf o r m atio n r eq u ir ed f o r  co nf igu r atio n o f  
Ir o nPo r t em ail  ap p l iances and Cu sto m er  inf o r m atio n ( incl u ding no tif icatio n p r o cedu r es) 

 
• Th e Cu sto m er  sh o u l d no tif y  th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  Ser v ice Desk  at 

l east 72 h o u r s in adv ance o f  any  sch edu l ed m aintenance w indo w s 
 

• Th e Cu sto m er  m aintains so l e r esp o nsib il ity  f o r  inf o r m ing Cisco  o f  Cu sto m er  em p l o y ee statu s 
ch anges 

 
• Th e Cu sto m er  is r esp o nsib l e f o r  p r o v iding and m aintaining a l ist o f  Cu sto m er  em p l o y ees au th o r iz ed 

to  r eq u est o r  su b m it Req u est f o r  Ch anges ( RFCs) to  th e Cisco  Rem o te M anagem ent Ser v ices f o r  
Secu r ity  Ser v ice Desk  

 
• Th e Cu sto m er  is r esp o nsib l e f o r  p r o v iding and m aintaining an escal atio n p ath  w ith in th e 

Cu sto m er ’s em p l o y ee b ase 
 

• Th e Cu sto m er  is r esp o nsib l e f o r  end-u ser  tr aining o f  th e Cisco  W eb  Po r tal .   
 
 
 
T r a n sit io n  M a n a g e m e n t  f o r  C isco  I r o n P o r t  H o st e d  E m a il  S e cu r it y  
Th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  Tr ansitio n M anagem ent p h ase u ses a Ser v ice A ctiv atio n p r o cess 
in w h ich  Cisco  p r ep ar es th e Cu sto m er ’s M essaging Secu r ity  inf r astr u ctu r e f o r  Cisco  r em o te m anagem ent. 
U sing o u r  p r o v en Ser v ice A ctiv atio n m eth o do l o gy  enab l es an ef f icient and l o w -im p act ef f o r t o f  enab l ing th e 
Cu sto m er ’s M essaging Secu r ity  inf r astr u ctu r e to  r eceiv e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  
m anagem ent ser v ices.  Th is f r am ew o r k  incl u des: 

• Disco v er ing th e Ir o nPo r t em ail  ap p l iances o n th e m essaging secu r ity  inf r astr u ctu r e 
 
• Pl anning th e tr ansitio n f r o m  ser v ice activ atio n p h ase to  f u l l  l if ecy cl e m anagem ent 

 
D isco v e r in g  t h e  M a n a g e d  M e ssa g in g  S e cu r it y  I n f r a st r u ct u r e  
Disco v er ing th e Cisco  Ir o nPo r t Ho sted Em ail  Secu r ity  Inf r astr u ctu r e p h ase incl u des th e p r e-im p l em entatio n 
activ ities th at p r o v ide Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  w ith  a h igh -l ev el  u nder standing o f  
th e Cu sto m er ’s b u siness and m essaging secu r ity  inf r astr u ctu r e needs. Th is assists th e Cisco  Rem o te 
M anagem ent Ser v ices f o r  Secu r ity  team  in h av ing an accu r ate u nder standing o f  th e Cu sto m er ’s 
r eq u ir em ents b ef o r e th e p l anning and im p l em entatio n p r o cesses b egin. 
A ctiv ities: 

• Identif y  k ey  Cu sto m er  p ar ticip ants and setu p  initial  k ick -o f f  m eeting 



Page 17 o f  18 
 

Co ntr o l l ed Do c. # 3420 91 V er : 1.1 Last M o dif ied:3/ 10 / 20 0 9 9:47:41 A M  CISCO  CO N FIDEN TIA L 
 Cisco _ Ir o nPo r t_ Ho sted_ M essaging_ Ser v ice[ 1] .do c  

 
• Hav e initial  engagem ent w ith  th e Cu sto m er  

 
 
T r a n sit io n  t o  C isco  I r o n P o r t  H o st e d  E m a il  S e cu r it y  A ct iv a t io n  
Pl anning th e tr ansitio n p h ase p r ep ar es b o th  th e Cu sto m er  and Cisco  Rem o te M anagem ent Ser v ices f o r  
Secu r ity  f o r  a sm o o th  m anagem ent tr ansitio n.  Th is p h ase inv o l v es co l l ecting and v al idating al l  tech nical  
detail s r eq u ir ed to  enab l e r em o te m essaging secu r ity  inf r astr u ctu r e m anagem ent,  ensu r ing th at th e 
Cu sto m er  h as a cl ear  u nder standing o f  ser v ice f eatu r es,  and estab l ish ing j o int inter actio n m eth o ds.  
A ct iv it ie s: 

• Estab l ish  k ey  r el atio nsh ip s w ith  th e Cu sto m er  
 
• W o r k  w ith  th e Cu sto m er  to  dev el o p  an im p l em entatio n p l an 

 
• Cisco  Ir o nPo r t Sy stem  Engineer  ( SE) to  gath er  al l  r eq u ir ed Cu sto m er  inf o r m atio n v ia th e Ser v ice 

A ctiv atio n Kit ( SA K) 
 

• Cisco  Ir o nPo r t Sy stem  Engineer  ( SE) to  gath er  th e r eq u ir ed Ir o nPo r t em ail  ap p l iance inf o r m atio n 
v ia th e Ser v ice A ctiv atio n Kit ( SA K) 

 
• Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  ser v ice activ atio n r eso u r ces enter  al l  r eq u ir ed 

Ser v ice A ctiv atio n Kit ( SA K) inf o r m atio n into  th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  
Co nf igu r atio n M anagem ent Datab ase ( CM DB ) 

 
• Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  ser v ice activ atio n r eso u r ces to  w o r k  w ith  th e 

Cu sto m er  to  def ine an escal atio n p l an f o r  th e Cisco  SO C and th e Cu sto m er  
 

• Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  and th e Cu sto m er  al ign o n th e Ch ange 
M anagem ent Pr o cess th at w il l  b e f o l l o w ed 

 
  

 
Del iv er ab l e( s): 

• Co m p l eted Ser v ice A ctiv atio n Kit ( SA K) 
 

 
 
I m p l e m e n t in g  M a n a g e m e n t  O p e r a t io n s f o r  C isco  I r o n P o r t  H o st e d  E m a il  S e cu r it y  

Im p l em enting m anagem ent o p er atio ns p h ase inv o l v es ex ecu ting th e im p l em entatio n p l an.  To  p r o v ide a 
singl e p o int o f  co ntact to  ap p l y  o ngo ing f o cu s o n estab l ish ed tim el ines and co m m itm ents,  Cisco  Rem o te 
M anagem ent Ser v ices f o r  Secu r ity  w il l  ap p o int a designated p r o j ect co o r dinato r . 
Du r ing th is p h ase,  Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  w il l  estab l ish  m anagem ent co nnectiv ity  
and ensu r e th e Cu sto m er  co ntacts ar e aw ar e o f  h o w  to  inter act w ith  th e Cisco  Rem o te M anagem ent 
Ser v ices f o r  Secu r ity  Ser v ice Desk  and Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  SO C du r ing 
del iv er y  o f  ser v ices.  
A ct iv it ie s: 

• Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  ser v ice activ atio n r eso u r ces and a Cisco  Ir o nPo r t 
Sy stem  Engineer  ( SE) w il l  r ev iew  th e co nf igu r atio n o f  al l  Ir o nPo r t em ail  ap p l iances to  ensu r e 
r eadiness f o r  r em o te m anagem ent 
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• Cisco  Ir o nPo r t Sy stem  Engineer  and Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  ser v ice 
activ atio n r eso u r ces w il l  w o r k  w ith  th e Cu sto m er  o n any  initial  m anagem ent co nf igu r atio n issu es 
and/ o r  ch anges r eq u ir ed f o r  su ccessf u l  m anagem ent o f  th e Ir o nPo r t em ail  ap p l iances 

 
• B egin o ngo ing Incident m o nito r ing o f  Ir o nPo r t em ail  ap p l iances 

 
Del iv er ab l e( s): 

• Estab l ish  Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  Po r tal  access and v er if y  Ir o nPo r t em ail  
ap p l iances inv ento r y  

 
• Pu b l ish  sch edu l ed ser v ice activ atio n ev ents v ia no tes in th e m aster  Ser v ice A ctiv atio n Tick et 

v iew ab l e o n th e Po r tal  
  

• Su p p l y  tr aining m ater ial s to  th e p r im ar y  Cu sto m er  co ntacts f o r  th e Cisco  Ir o nPo r t Ho sted Em ail  
Secu r ity  ser v ice o n h o w  to  u se th e Cisco  Po r tal  

 
• Pr o v ide th e Cu sto m er  w ith  a co m p l ete inv ento r y  o f  Ir o nPo r t em ail  ap p l iances p u b l ish ed o n th e 

Po r tal  
 

• Rem o te M anagem ent Co nnectiv ity  instal l ed and v er if ied 
 

• Co nf igu r e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  m anagem ent p l atf o r m ( s) to  b ack u p  th e 
co nf igu r atio n o f  al l  entitl ed Ir o nPo r t em ail  ap p l iances o n th e Cu sto m er ’s Cisco  Ir o nPo r t Ho sted 
Em ail  Secu r ity  inf r astr u ctu r e.  Th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  m anagem ent 
p l atf o r m  w il l  r etr iev e co nf igu r atio n b ack u p s o f  th e entitl ed Ir o nPo r t em ail  ap p l iances 4 tim es p er  day  
and sto r e th em  in a secu r e l o catio n in th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  
m anagem ent p l atf o r m  f o r  u p  to  o ne y ear  

 
• Per f o r m  gap  anal y sis b etw een Ir o nPo r t em ail  ap p l iances inv ento r y  and w h at is o n th e o r iginal  

Pu r ch ase O r der ,  r eso l v ing any  discr ep ancies 
 
A s necessar y ,  f o r  Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  to  p er f o r m  its r esp o nsib il ities as stated 
in th is Ser v ice Descr ip tio n,  Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  w il l  m aintain an inf o r m atio n 
r ep o sito r y  o f  data in th e Cisco  Rem o te M anagem ent Ser v ices f o r  Secu r ity  Co nf igu r atio n M anagem ent 
Datab ase ( CM DB ) w ith  r esp ect to  th e Cu sto m er  and entitl ed Ir o nPo r t em ail  ap p l iances. 
 
-EN D- 
 
 


