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default routes downloadable access lists
defining equal cost routes  10-42 configuring  24-11
definition of 10-42 converting netmask expressions 24-15
device ID, including in messages 16-8 DSCP bits 1-18
DHCP dynamic NAT
configuring 12-4 See NAT
monitoring
interface lease 30-2
IP addresses 30-2 E
server 30-2 ECMP 10-42
statistics ~ 30-3 Edit DHCP Relay Agent Settings dialog box 12-3
services  12-1 description 12-3
statistics  30-3 fields 12-3
transparent firewall ~ 20-8 prerequisites  12-3
DHCP relay restrictions  12-3
overview 12-1 Edit DHCP Server dialog box 12-6
DHCP Relay - Add/Edit DHCP Server dialog box 12-3 description  12-6
description 12-3,12-4 fields 12-6
fields 12-4 Edit OSPF Interface Authentication dialog box 10-16
restrictions  12-3 description  10-16
DHCP Relay panel fields 10-16
description  12-1 Edit OSPF Interface Properties dialog box 10-18
fields 12-2 fields 10-18
prerequisites  12-1 Edit OSPF Process Advanced Properties dialog box 10-8
restrictions  12-1 description  10-8
DHCP Server panel 12-4 fields 10-8
description  12-4 Edit PIM Protocol dialog box 11-10
fields 12-5 description 11-10
DHCP services 12-1,13-1 fields 11-10
digital certificates 17-1 EIGRP 20-8
DMZ, definition 1-1 enrolling
DNS certificate  17-2
application inspection, enabling  23-27 ESMTP
inspection application inspection, enabling 23-27
about 23-6 established command

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Configuration Guide
[ IN-4 | 0L-16645-01 |



maximum rules 1-7
security level requirements  8-1
EtherChannel, backplane
load-balancing 4-14
overview 4-14
Ethernet
MTU 8-2,85
EtherType access list
applying in both directions 20-8
compatibilty with extended access lists  20-2
implicit deny 20-2
MPLS, allowing 20-9
supported EtherTypes 20-8
exporting a certificate 17-14

external filtering server 25-7

failover groups
about 13-23
adding 13-24
editing 13-24
monitoring  29-8
reset  29-10

filtering
benefits of 25-7
maximum rules 1-7
overview 25-1
rules 25-8
security level requirements
servers supported 25-2
URLs 25-2

Filtering panel 10-13
benefits 10-13
description 10-13

Index W

F fields 10-14
failover restrictions  10-13
criteria  13-16, 13-22 fingerprint
defining standby IP addresses 13-14,13-15 certificate 17-2
enable 13-20 firewall mode
enabling Active/Standby 13-11 configuring 18-1
enabling Stateful Failover 13-12 overview 18-1
graphs  29-4 viewing 2-14
in multiple context mode 13-20 Flash memory
key 13-12,13-20 overview 4-16
make active  29-4 partitions 4-16
make standby  29-4 size 1-4
monitoring  29-1 fragments 1-13
PISA 26-7 FTP
reload standby 29-4 application inspection
reset 29-4,29-8 enabling 23-27
stateful  13-3 viewing 23-60, 23-62, 23-69, 23-70, 23-76, 23-77, 23-85,
Stateful Failover 13-21 23-88, 23-95, 23-98, 23-101, 23-105, 23-107, 23-108, 23-112
stateless  13-3 filtering option  25-10
status  29-1 FTP inspection
switch configuration 4-14 about  23-8
trunk  4-14 configuring 23-8
Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Configuration Guide
I oL-16645-01 .m



W Index

G

gateways

MGCP application inspection  23-103

maximum connections 1-5

maximum rules 1-7
HTTP inspection

configuring 23-13

global addresses HTTPS
guidelines  21-15 filtering option  25-10
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SNMP

application inspection

enabling 23-28
viewing 23-118
MIBs 15-10
overview 15-10
traps 15-22
software
version 2-14
source quench, ICMP message 15-8
SPAN session 4-2
specifications 1-1
spoofing, preventing  26-12
SQLNET
application inspection, enabling 23-28
SSH
maximum rules 1-7
stateful application inspection 23-58
Stateful Failover 13-3
enabling 13-12
Logical Updates Statistics  29-7, 29-9
settings  13-21
stateful inspection
overview 1-17
stateless failover 13-3
Static Group panel 11-6
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editing DN  17-10
enrollment settings 17-8
request CRL  17-8
trustpoint name  17-7
trustpoint export panel 17-14
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