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Manager 8.6 via the Cisco Unified Border Element 8.6 using SIP
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Introduction

Service Providrs today, such aT&T, are offering alternative methods to connect to the PSTN via their IP network. Most of these services
utilize SIP as the primary signaling method and a centralized IP to TDM gateway to provideamd offnet services. AZLT IP Toll Free is

a SP offering that allows connection to the PSTN and may offer the end customer a viable alternative to traditional RSt wianeither
Analog or T1 lines.A demarcation device between these services and customer owned servioasiserded. The Cisco Unified Border
Element provides demarcation, security, interworking and session management services.

X  This applicationnote describes how to configure a Cisco Unified Communications Ma@ER€O UCM)8.6 with a Cisco Unified
Border Bement (CSCOUBE) 8.6 for connectivity WR $7 7 1V -FRe73IRPArank servicdhe deployment model covered in this
application note is CPE (CISCO UCM 8.6 / CISCO UBE 8.6) to PSTN (AT&T IFnedi SIP).$7 7TV , 3-Fde@adides
inbound call servie only (PSTN to CPE).Outbound calls (CPE to PSTNicluding emergency 911 callste not
supported.

X 7HVWLQJ ZDV SHUIRUPHG LQ D FmFéelia plahfahd Sl Rabieseke vesifigdR Ke@features verified are: Basic
Call, DNIS trarglations, CodedNegdiation, Transfer Connect (8YY trafies), Intrasite Transfers, Intrasite Conferencing, Fax using
G711lulaw (passhrough) and Fax using T.38 (G3 and SG3 speeds)

x  The Cisco Unified Border Element configuration detailed in this documeasidbon a lab environment with a simple-gilain used to
ensure proper interoperability between AT&T SIP network and Cisco Unified Communications. The configuration described in this
document details the important commands to have enabled for interdipetatiie successful and care must be taken, by the network
administrator deploying CUBE in a production environment, to ensure these commands are set perpsatredliring
interoperating to AT&T SIP network.

X  This Application Note uses the CiscoZBIntegrated Services Router (ISR) G2 to run CISCO UBE feature set however other Cisco
voice gateways are also an option to use since CISCO UBE implementation does not depend on the platform. Here isca list of C
platforms capable of CISCO UBE funatiality:

Cisco 3900 Series Integrated Services Routers
Cisco 2900 Series Integrated Services Routers
Cisco 2800 Series Integrated Services Routers
Cisco 3800 Series Integrated Services Routers
Cisco AS5350XM Universal Gateway

Cisco AS5400XM Universal Gateway

Cisco 1861 Intgrated Services Router

Cisco 881 Integrated Services Router

Cisco 888 Integrated Services Router

Cisco IAD880 Series Integrated Access Devices
Cisco 1AD2430 Integrated Access Device

x  Consult your Cisco representatifee the correct 10S image and for the specific application and Device Unit License and Feature
License requirements for all your Cisco Unified Communications Manager with Cisco Unified Border Element components.
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http://www.cisco.com/en/US/products/hw/gatecont/ps887/ps5321/index.html

Network Topology

Figure 1. Basic Call Setup

Note:  The Cisco Unified Border Element depicted in Figure 1 is not an AT&T managed device. Itis recommended that the group
responsible for the administration, management and configuration of the Cisco Unified Communications, MEstag@anage and
configure the Cisco Unified Border Element.

For Cisco supported deployment strategies using Cisco UBE, refer to the Cisco Unified Communications SRND Based on Cisco
Unified Communications Manager 8.x:

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/8x/uc8x.html
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System Components

Hardware Requirements

x  Cisco Integrated Service Router G2. This solution was tested with C3925 but this applictgiapplies to any ISR platforms. Refer
to the following links provided in the Introduction section of this document for more information on ISR platforms:

X Packet Voice Data Module (PVDM). You will need to install DSP modules (PVDM) on an ISR platfpomrequire MTP,
Transcoding or Conference Bridge resources for codecs other than G.711. DSPs are not required for basic calls. Rulieiwghe fo
link for system required DSP calculator.

http://www.cisco.com/cgbin/Support/DSP/cisco_dsp_calc.pl

x  Cisco MCS 7800 Series server to run Cisco Unified Communication Manager (CISCO UCM)

o Cisco IP Phones. This sion was tested witB971, 7975, 797 and 7962 phones, but any Cisco IP Phone model supporting
RFC2833 can be used)

x  Cisco MCS 7800 Series server to run Cisco Unity Connection (CUC).

x  Cisco I0S gateway (only needed if fax, analog phones or TDM systentsiaterconnect). This component may be an H.323, SIP or
0*&3 JDWHzZD\ WKH SURWRFRO LV RSWLRQDO DQG WKH FKRLFH LV O X BateayWR W
Configuration section for details.

Software Requirements

x  Cisoo Unified Communication Manager Enterprise (Cisco UCM) Release 8.6. This solution was tested with 8.6%2.28960
certification document covers all Cisco UCM 8.6 Enterprise and Business Edition 6000 8.6 maintenance releases.

x  Cisco Urified Border Eement Release 8\ith I0S versionl5.1.3 release. This configuration was tested with C3@0@ersalk9
mz.SPA.1513.T4.bin.

x  Cisco Unity Connection (CUC) Release 8.5. This solution was tested with 8.5.1:20000
x Cisco I0S Gateway (H'DM) version: 12.4or later.

x The documented CISCO UBE configuration can be supported with the following I0S featulieé $6MCE, SP SERVICES
ADVANCED |P SERVICESADVANCED ENTERPRISE SERVICESNT VOICE/VIDEO, IPIP GW, TDMIP GWINT
VOICE/VIDEO, IPIPGW, TDMIP GW AESUNIVERSE

x  Consult your Cisco representative for the correct I0S ineagkfor the specific application and Device Unit License and Feature
License requirements for all your Cisco Unified Communications components. For reference, please follow this link:

http://www.cisco.com/en/US/prod/collateral/voicesw/ps6790/gatecont/ps5640/order_guide_c07_462222.htm

© 2013 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 4 of 69


http://www.cisco.com/cgi-bin/Support/DSP/cisco_dsp_calc.pl
javascript:history.back()
javascript:history.back()
javascript:history.back()
javascript:history.back()
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosresult.cgi?get_crypto=&data_from=&hardware_name=2821&software_name=INT%20VOICE%2FVIDEO%2C%20IPIP%20GW%2C%20TDMIP%20GW&release_name=12.4.20T&majorRel=12.4&state=:RL:HW:SW&type=Early%20Deployment
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosplanner.cgi?get_crypto=&data_from=&hardware_name=&software_name=INT%20VOICE%2FVIDEO%2C%20IPIPGW%2C%20TDMIP%20GW%20AES&release_name=12.4.20T&majorRel=12.4&state=:RL:SW&type=Early%20Deployment
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosplanner.cgi?get_crypto=&data_from=&hardware_name=&software_name=INT%20VOICE%2FVIDEO%2C%20IPIPGW%2C%20TDMIP%20GW%20AES&release_name=12.4.20T&majorRel=12.4&state=:RL:SW&type=Early%20Deployment
http://www.cisco.com/en/US/prod/collateral/voicesw/ps6790/gatecont/ps5640/order_guide_c07_462222.html

Features
Features Supported
x  Basic Call using G.729 or G.711ulaw
x  Calling Party Number Presentation and Restriction
X  AT&T Transfer Connect (8YY)
X Intra-site Call Transfer
X Intra-site Conference, see caveat section for details.
x Faxusing T.38
x Fax over G.711See Caveat section for details)
x Incoming DNIS Translation and Routing
Features Not Supported
x CUCM/CUBE Codec negotiation of G.726

© 2013 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 5 of 69



Caveats

Configuration considerations

X  When using G.729 between AT&T IP Tditee and CisctdBE/CiscoUCM SIP trunk it is required to configure a Conference Bridge
(CFB) resource on CUBE in order for Cisco Unified Communications Manager IP phone to initiatevaayieanference between
G.729 media engboints. See configuration section for details.

x Itis recommended to haveranscoder resource if the customer network will support more than one codec. (See configuration section
for details)

x  Cisco Unified IP phones using SIP as the registration protocollif®])? does not support G.729 with annex B. This current SIP line
sidH VXSSRUW FDXVHV IDLOHG FDOO DWWHPSWV ZKHQ &,6&2 8%( LV VHW IRU FRGH
IURP WKH SUHIHUHQFH FRGHF OLVW DQG RQO\ HQDEOH 33 U "~ 6HH FRQILJXUDYV

x AT&T IP Toll-Freeservice may dér g729 annexB during a call and g729 no annexB during another call, if this occurs during transfer
call or conference call the service will fail due to incompatible codec negotiation. In order to avoid this situatiommeeretthe
customer only advege the codec g729r8 (g729 annexB=no) within the volass codec setting in Cisco UBE to avoid this caveat.

x  SIP Profiles on the CISCO UBE may also be employed to advertise desired RTP payload packet size. (See configuraiii®n for deta

X Incoming SIP INVTE from AT&T IP Toll-Free contains SDP withlast of preferredcodecs (e.g. G29as first priority G.711as
second priority an€@726as third priority. CiscoUCM 8.6 SIP trunk willselect the codeitis configured for even if it is not the first
priority codec in the incoming SDP with lower bandwidth. Thus, if the Cisco UCM trunk is set for G.7{@afzending on region
relationship codec settinghd the incoming SDP has G.729 as the first priority codec, the Cisco UCM will return G711 agitegref
codec in its 18X/200 Ok response and the call is negotiated using GFdd configuration section for detaildVith Cisco UCM9.0,
this limitation was addressed and Cisco UCM now honors the incoming codec preference list regardless of di® codezu
preference order setting.

x Fax Pasghrough: Upspeed to G.711 is not supported with Cisco Unified Communications Manager. If T.38 is not an option Fax over
G.711 will be required. Deploying Fax over G.711 will require specific dial peer confiyusdhat apply to the fax GW and Cisco
Unified Border Element. See the Cisco Fax Configuration section for details.

x ADR/RNA (Alternate Destination Routing on Rildp-Answer): AT&T IP Toll Free ADR RNA features could not be tested in this
test lab enviroment for this document. If neededl&T will assist customers to confirm invocation of ADR RNA feature during an
IPTF call in the Production environmentPer AT&T, ADR RNA should work in the Production environment.
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Configuration

Cisco I0S version

c3825_CUBE#sh ver

Cisco 10S Software, 3800 Software (C38®BVENTERPRISEK9_IVSM), Version 12.4(22
)T, RELEASE SOFTWARE (fc1)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 19862008 by Cisco Systems, Inc.

Compiled Fri 160ct-08 06:43 by pod_rel_team

ROM: System Bootstrap, Version 12.3(11r)T2, RELEASE SOFTWARE (fcl)

c3825_CUBE uptime is 2 weeks, 1 day, 3 hours, 37 minutes
System returned to ROM by powen
System image file is "flasb3825adventerprisek9_ivsmz.12422YB4.bin"

This pioduct contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use gption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, retuthis product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 3825 (revision 1.1) with 487423K/36864K bytes of memory.
Processor board ID FTX1025A25D

2 Gigabit Ethernet interfaces

1 Virtual Private Network (VPN) Module

DRAM configuration is 64 bits wide with parity enabled.

479K bytes of NVRAM.

62720K bytes oATA System CompactFlash (Read/Write)

Configuration register is 0x2102
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Configuring Cisco Unified Border Element (CUBE)

Critical commands are marked bold with footnote and description at bottom of the page

UCM-ISRG2ATT#sh run

Building configuration...

Current configuration : 10346 bytes

!
! Last configuration change at 14:38:25 PST Wed Feb 20 2013

I NVRAM config last updated at 19:11:03 PST Tue Feb 5 2013

version 15.1

service timestamps debug datetime msec
service timestamps log datetimesec

no service passwosencryption

service sequenesumbers

|

hostname UCMSRG2ATT

1

bootstartmarker

boot system flash:c39@@niversalk9mz.SPA.1513.T4.bin
bootendmarker

1

!

cardtypetl 11

no logging queudimit

logging buffered 20000000

logging persistent filesize 20000000

no logging ratdimit

no logging console

enable secret 5 $1$4jgu$npIJCRdswNO47pZhBy3fhi/
enable password cisco

1

no aaa newnodel

clock timezone PST8 0

no networkclock-participate slot 1
!

no ipvé6 cef

ip sourceroute

no ip ef
!

ip domain name yourdomain.com
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multilink bundlename authenticated
|
isdn switchtype primaryni
|
voice-card 0
dspfarm
dsp services dspfarm
|
voice-card 1
dspfarm
|
voice service voip
addresshiding?
no supplementgrservice sip movetemporarily
allow-connections sip to sip
redirect ip2ip
fax protocol t38 Isredundancy 0 hsredundancy 0 fallback passthrough g711ulaw
h323
sip
headerpassing
error -passthru®
midcall-signaling passthrif
assertedd pai
early-offer forced
privacy-policy passthru
g729 annexball”
|
voice class coded®
codec preference 1 g729r8 bytes 30
codec preference 2 g711lulaw
codec preference 3 g726r32
|

voice class siprofiles 4

request INVITE sdgheader AudieAttribute nodify "a=ptime:20" "a=ptime:@"
response ANY sdiheader AudieAttribute modify "a=ptime:20" "a=ptime:30"
!

license udi pid C3968PE100/K9 sn FOC14400CH4
hw-module pvdm 0/0
1

|
archive
log config

! This commad enables DSP farming, allowing DSP resources to register to Cisco Unified CM as MTP, CFB or Transcoder devices

2 Enables IP addressing hiding between the private network (CUCM side) and the public network (AFSSIdE)

3 This command enables CUBESs lzaké-to-IP voice communication feature.

* This command enables T.38 fax at a global level, meaning all Volpekab not configured for a specific fax protocol will utilize this setting.

If T.38 protocolshouldbe applied to indvidual digieersonlythiV FRPPDQG PXVW EH GLVDEOHG XVLQJ WKH 3QR’
configure the command under the appropriate piars

5 This command allows for SIP error messages to-flassigh eneto-end without modification through CUBE.

% This command must be enablat a global level to maintain integrity of SIP signaling between AT&T network and Cisco Unified CM across
CUBE.

" This command allows CUBE to negotiate all flavors of G729 codec and must be configured in order to inteematagsly

across$ 7 7 IBVOIP services. The command can be enabled either globally, such as in this example, orpétHid)l EDVLV XVLQJ W
class sip g729 annexb OO~ FRPPDQG

8 This command enables multiple codec support and performs codec filtering required forictmmegerability between AT&T SIP network

and Cisco Unified CM.
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hidekeys
username Cisco password 0 cisco
!
redundancy
!
!
controller T1 1/0
pri-group timeslots 224
1

controller T1 1/1
|

ﬁo ip ftp passive
|

translationrule 1

|

|

!

interface GigabitEthernet0/0
description Connaion to UC Interop lab network
ip address 172.20.110.158 255.255.255.0
duplex auto

speed auto

|

interface GigabitEtheet0/1

descrption connection to ATT Network
ip address 99.136.103.65 255.255.255.0
duplex auto

speed auto

|

interface GigabitEthernet0/2

no ip address

shutdown

duplex auto

speed auto

|

interface Serial1/0:23

no ip address

encapsulation hdlc

isdn switch-type primaryni

isdn incomingvoice voice

no cdp enable

|

ip defaultgateway 172.20.43.1

ip forward-protocol nd

|

no ip pim dmfallback

ip http server

ip http accesslass 23

ip http authentication local

ip http secureserver

ip http timeoutpolicy idle 60 life 86400 requests 10000
|

ip dns server vievgroup DNS

ip route 0.0.0.0 0.0.0.0 172.20.43

ip route 172.20.0.0 255.255.0.0 172.20.110.1

ip route 172.30.0.0 255.255.0.0 172.20.43.1

ip route 207.242.225.20255.255.255.255 99.136.103.70
ip route 207.242.225.210 255.255.255.255 99.136.103.70
|
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nls resptimeout 1
cpd crid 1

!

!

controlplane

!

!

voice-port 0/0/0

1

voice-port 0/0/1
!

voice-port 0/0/2

!

voice-port 0/0/3

!

voice-port 1/0:23
|

no ccmmanager fax protocol cisco
ccmmanager musion-hold

|

mgcp

no mgcp packageapability respackage
no mgcppackagecapability fxrpackage
mgcp fax t38 ecm

|

mgcp profile default

1

!

dial-peer voice 1999 voip

description outgoing call to AT&T facing AT&T network
destinatiorpattern 1T

session protocdipv2

sesfon target ipv4:207.242.225.210
incoming calleenumber 1T
voice-class sip assertad pai
voice-class sip privacyolicy passthru
voice-class sip earbpffer forced
dtmf-relay rtpnte

no vad
|
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dial-peer voice 41530 voip

description inconmig call fom AT&T facing Cisco UCM IPPBX
destinatiorpattern 0000041530.....

session protocol sipv2

session target ipv4:172.20.43.184

voice-class codec ¥

voiceclass sip assertedd pai'!

voice-class sip privacyolicy passthru

voice-class sip profles

dtmf-relay rtp-nte'®

fax-relay sg3to-g3

fax rate 14400

fax protocol t38 version 0 Isredundancy 0 hsredundancy 0 fallback noné*
no vad

|

dial-peer voice 41531 voip

description incoming calkém AT&T facing Cisco UCM IPPBX
session protocdipv2

incoming calleehumber 0000041530.....

voice-class codec 4

voiceclass sip assertdd pai

voiceclass sip privacyolicy passthru

voice<class sip profiles 2

dtmf-relay rtpnte

fax-relay sg3to-g3

fax rate 14400

fax protocol t38 version 0deedundancy) hsredundancy 0 fallbackone
no vad

|

dial-peer voice 41532 voip

description incoming call from AT&T facin@isco UCM IPPBX- used for G711
shutdown

destinatiorpattern 0000041530.....

session protocol sipv2

session target ipv4:172.28.454

voice-class sip assertad pai

voice-class sip privacyolicy passthru

voice-class sip profiles 2

dtmf-relay rtpnte

playoutdelay nominal 80

playoutdelay mode fixed

codec g711ulaw

fax-relay sg3to-g3

fax rate 14400

no vad
1

dial-peer wice 41533 voip
description incoming call from AT&T facin@isco UCM IPPBX- used for G711
shutdown

° This command sets the SIP server targeirfooming calls to Cisco UCM

9 This command assigns the voidass codec list that is to be supported for calls terminating to thipebal
M This command enables theA@serted D feature for calls terminating to this dipéer

2 This command enables the SIP profiles feature for calls matching thisegial

13 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matchid@gtpeer

14 This command enal#¢38 fax protocol for calls terminating on the dpser
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session protocol sipv2
incoming callednumber 0000041530.....
voice-class sip assertdd pai
voice-class sip privacyolicy passthru
voice-class siporofiles 2
dtmf-relay rtpnte
playoutdelay nominal 80
playoutdelay mode fixed
codec g711lulaw

fax-relay sg3to-g3

fax rate 14400

no vad

|

sip-ua

no remoteparty-id

retry invite 2

1

1

1

gatekeeper

shutdown

1

1

line con 0

exectimeout 0 0

line aux 0

line vty 0 4

exectimeout 15 0

password cisco

login

transport input all

!

scheduler allocate 20000 1000
end
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Configuring the Cisco Unified Communications Manager

Cisco Unified Communications Manager version
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CISCO UCM Regions

(1of3
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CISCO UCM Regions (2 of 3)
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CISCO UCM Regions (3 of 3)
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Device Pool (List)
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Device Pool *Default

(1 of 4)
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Device Pool +Default (2 of 4)
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Device Pool +Default (3 of 4)
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