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Introduction  

Service Providers today, such as AT&T , are offering alternative methods to connect to the PSTN via their IP network.  Most of these services 
utilize SIP as the primary signaling method and a centralized IP to TDM gateway to provide on-net and off-net services.  AT&T IP Toll Free is 
a SP offering that allows connection to the PSTN and may offer the end customer a viable alternative to traditional PSTN connectivity via either 
Analog or T1 lines.  A demarcation device between these services and customer owned services is recommended.  The Cisco Unified Border 
Element provides demarcation, security, interworking and session management services. 

�x This application note describes how to configure a Cisco Unified Communications Manager (CISCO UCM) 8.6 with a Cisco Unified 
Border Element (CISCO UBE) 8.6 for connectivity �W�R���$�7�	�7�¶�V���,�3���7�R�O�O-Free SIP trunk service. The deployment model covered in this 
application note is CPE (CISCO UCM 8.6 / CISCO UBE 8.6) to PSTN (AT&T IP toll-free SIP). �$�7�	�7�¶�V���,�3���7�R�O�O-Free provides 
inbound call service only (PSTN to CPE).   Outbound calls (CPE to PSTN), including emergency 911 calls, are not 
supported. 

�x �7�H�V�W�L�Q�J���Z�D�V���S�H�U�I�R�U�P�H�G���L�Q���D�F�F�R�U�G�D�Q�F�H���W�R���$�7�	�7�¶�V���,�3���7�R�O�O-Free test plan and all features were verified. Key features verified are: Basic 
Call, DNIS translations, Codec Negotiation, Transfer Connect (8YY transfer), Intra-site Transfers, Intra-site Conferencing, Fax using 
G711ulaw (pass-through) and Fax using T.38 (G3 and SG3 speeds) 

�x The Cisco Unified Border Element configuration detailed in this document is based on a lab environment with a simple dial-plan used to 
ensure proper interoperability between AT&T SIP network and Cisco Unified Communications. The configuration described in this 
document details the important commands to have enabled for interoperability to be successful and care must be taken, by the network 
administrator deploying CUBE in a production environment, to ensure these commands are set per each dial-peer requiring 
interoperating to AT&T SIP network. 

�x This Application Note uses the Cisco 3925 Integrated Services Router (ISR) G2 to run CISCO UBE feature set however other Cisco 
voice gateways are also an option to use since CISCO UBE implementation does not depend on the platform.  Here is a list of Cisco 
platforms capable of CISCO UBE functionality:  

  Cisco 3900 Series Integrated Services Routers 
Cisco 2900 Series Integrated Services Routers  
Cisco 2800 Series Integrated Services Routers 
Cisco 3800 Series Integrated Services Routers  
Cisco AS5350XM Universal Gateway 
Cisco AS5400XM Universal Gateway 
Cisco 1861 Integrated Services Router 
Cisco 881 Integrated Services Router 
Cisco 888 Integrated Services Router 
Cisco IAD880 Series Integrated Access Devices 
Cisco IAD2430 Integrated Access Device 

  
�x Consult your Cisco representative for the correct IOS image and for the specific application and Device Unit License and Feature 

License requirements for all your Cisco Unified Communications Manager with Cisco Unified Border Element components. 

 

http://www.cisco.com/en/US/products/ps10536/index.html
http://www.cisco.com/en/US/products/ps10537/index.html
http://www.cisco.com/en/US/products/ps5854/index.html
http://www.cisco.com/en/US/products/ps5855/index.html
http://www.cisco.com/en/US/products/ps6268/index.html
http://www.cisco.com/en/US/products/ps6269/index.html
http://www.cisco.com/en/US/products/ps8321/index.html
http://www.cisco.com/en/US/products/ps9556/index.html
http://www.cisco.com/en/US/products/ps9566/index.html
http://www.cisco.com/en/US/products/ps9572/index.html
http://www.cisco.com/en/US/products/hw/gatecont/ps887/ps5321/index.html
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Network Topology  

Figure 1.   Basic Call Setup 

 

 

Note: The Cisco Unified Border Element depicted in Figure 1 is not an AT&T managed device.  It is recommended that the group 
responsible for the administration, management and configuration of the Cisco Unified Communications Manager, also manage and 
configure the Cisco Unified Border Element. 

For Cisco supported deployment strategies using Cisco UBE, refer to the Cisco Unified Communications SRND Based on Cisco 
Unified Communications Manager 8.x: 
 
 http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/8x/uc8x.html 
 

 

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/8x/uc8x.html
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System Components  

Hardware Requirements  

�x Cisco Integrated Service Router G2.  This solution was tested with C3925 but this application note applies to any ISR platforms.  Refer 
to the following links provided in the Introduction section of this document for more information on ISR platforms: 

�x Packet Voice Data Module (PVDM). You will need to install DSP modules (PVDM) on an ISR platform if you require MTP, 
Transcoding or Conference Bridge resources for codecs other than G.711. DSPs are not required for basic calls.  Follow the following 
link for system required DSP calculator.  

        http://www.cisco.com/cgi-bin/Support/DSP/cisco_dsp_calc.pl 

 

�x Cisco MCS 7800 Series server to run Cisco Unified Communication Manager (CISCO UCM) 
 

o Cisco IP Phones.  This solution was tested with 9971, 7975, 7971 and 7962 phones, but any Cisco IP Phone model supporting 
RFC2833 can be used) 

�x Cisco MCS 7800 Series server to run Cisco Unity Connection (CUC).  

�x Cisco IOS gateway (only needed if fax, analog phones or TDM systems are to interconnect).  This component may be an H.323, SIP or 
�0�*�&�3���J�D�W�H�Z�D�\�����W�K�H���S�U�R�W�R�F�R�O���L�V���R�S�W�L�R�Q�D�O���D�Q�G���W�K�H���F�K�R�L�F�H���L�V���O�H�I�W���X�S���W�R���W�K�H���F�X�V�W�R�P�H�U�¶�V���Q�H�W�Z�R�U�N���G�H�V�L�J�Q�������3�O�H�D�V�H���U�H�I�H�U���W�R���W�K�H���,�2�6���)ax Gateway 
Configuration section for details. 

 

Software Requirements  

�x Cisco Unified Communication Manager Enterprise (Cisco UCM) Release 8.6.  This solution was tested with 8.6.2.21900-5.  This 
certification document covers all Cisco UCM 8.6 Enterprise and Business Edition 6000 8.6 maintenance releases.   

�x Cisco Unified Border Element Release 8.6 with IOS version 15.1.3T release.  This configuration was tested with C3900-universalk9-
mz.SPA.151-3.T4.bin. 

�x Cisco Unity Connection (CUC) Release 8.5.  This solution was tested with 8.5.1.10000-206 

�x Cisco IOS Gateway (IP-TDM) version: 12.4 or later. 

�x The documented CISCO UBE configuration can be supported with the following IOS feature sets: IP VOICE, SP SERVICES, 
ADVANCED IP SERVICES, ADVANCED ENTERPRISE SERVICES, INT VOICE/VIDEO, IPIP GW, TDMIP GW,INT 
VOICE/VIDEO, IPIPGW, TDMIP GW AES, UNIVERSE 

�x Consult your Cisco representative for the correct IOS image and for the specific application and Device Unit License and Feature 
License requirements for all your Cisco Unified Communications components.  For reference, please follow this link: 

  http://www.cisco.com/en/US/prod/collateral/voicesw/ps6790/gatecont/ps5640/order_guide_c07_462222.html 

http://www.cisco.com/cgi-bin/Support/DSP/cisco_dsp_calc.pl
javascript:history.back()
javascript:history.back()
javascript:history.back()
javascript:history.back()
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosresult.cgi?get_crypto=&data_from=&hardware_name=2821&software_name=INT%20VOICE%2FVIDEO%2C%20IPIP%20GW%2C%20TDMIP%20GW&release_name=12.4.20T&majorRel=12.4&state=:RL:HW:SW&type=Early%20Deployment
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosplanner.cgi?get_crypto=&data_from=&hardware_name=&software_name=INT%20VOICE%2FVIDEO%2C%20IPIPGW%2C%20TDMIP%20GW%20AES&release_name=12.4.20T&majorRel=12.4&state=:RL:SW&type=Early%20Deployment
http://www.cisco.com/cgi-bin/Software/Iosplanner/Planner-tool/iosplanner.cgi?get_crypto=&data_from=&hardware_name=&software_name=INT%20VOICE%2FVIDEO%2C%20IPIPGW%2C%20TDMIP%20GW%20AES&release_name=12.4.20T&majorRel=12.4&state=:RL:SW&type=Early%20Deployment
http://www.cisco.com/en/US/prod/collateral/voicesw/ps6790/gatecont/ps5640/order_guide_c07_462222.html
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Features  

Features Supported  

�x Basic Call using G.729 or G.711ulaw 

�x Calling Party Number Presentation and Restriction 

�x AT&T Transfer Connect (8YY) 

�x Intra-site Call Transfer 

�x Intra-site Conference, see caveat section for details. 

�x Fax using T.38 

�x Fax over G.711 (See Caveat section for details) 

�x Incoming DNIS Translation and Routing 

Features Not Supported  

�x CUCM/CUBE Codec negotiation of G.726 
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Caveats  

Configuration considerations  

 
�x When using G.729 between AT&T IP Toll-Free and Cisco UBE/Cisco UCM SIP trunk,  it is required to configure a Conference Bridge 

(CFB) resource on CUBE in order for Cisco Unified Communications Manager IP phone to initiate a three-way conference between 
G.729 media end-points. See configuration section for details. 

�x It is recommended to have a transcoder resource if the customer network will support more than one codec. (See configuration section 
for details) 

�x Cisco Unified IP phones using SIP as the registration protocol (SIP-line), does not support G.729 with annex B. This current SIP line 
sid�H���V�X�S�S�R�U�W���F�D�X�V�H�V���I�D�L�O�H�G���F�D�O�O���D�W�W�H�P�S�W�V���Z�K�H�Q���&�,�6�&�2���8�%�(���L�V���V�H�W���I�R�U���F�R�G�H�F���´�J�������E�U���´���Q�H�J�R�W�L�D�W�L�R�Q�����:�R�U�N�D�U�R�X�Q�G���L�V���W�R���U�H�P�R�Y�H���³�J�������E�U���´��
�I�U�R�P���W�K�H���S�U�H�I�H�U�H�Q�F�H���F�R�G�H�F���O�L�V�W���D�Q�G���R�Q�O�\���H�Q�D�E�O�H���³�J�������U���´�������6�H�H���F�R�Q�I�L�J�X�U�D�W�L�R�Q���V�H�F�W�L�R�Q���I�R�U���G�H�W�D�L�O�V�� 

�x AT&T IP Toll-Free service may offer g729 annexB during a call and g729 no annexB during another call, if this occurs during transfer 
call or conference call the service will fail due to incompatible codec negotiation. In order to avoid this situation we recommend the 
customer only advertise the codec g729r8 (g729 annexB=no) within the voice-class codec setting in Cisco UBE to avoid this caveat. 

�x SIP Profiles on the CISCO UBE may also be employed to advertise desired RTP payload packet size.  (See configuration for details) 

�x Incoming SIP INVITE from AT&T IP Toll-Free contains SDP with a list of preferred codecs (e.g. G.729 as first priority, G.711 as 
second priority and G726 as third priority).  Cisco UCM 8.6 SIP trunk will select the codec it is configured for even if it is not the first 
priority codec in the incoming SDP with lower bandwidth.  Thus, if the Cisco UCM trunk is set for G.711ulaw (depending on region 
relationship codec setting) and the incoming SDP has G.729 as the first priority codec, the Cisco UCM will return G711 as its preferred 
codec in its 18X/200 Ok response and the call is negotiated using G711.  (See configuration section for details).  With Cisco UCM 9.0,  
this limitation was addressed and Cisco UCM now honors the incoming codec preference list regardless of its own audio codec 
preference order setting. 

�x Fax Pass-through: Upspeed to G.711 is not supported with Cisco Unified Communications Manager. If T.38 is not an option Fax over 
G.711 will be required. Deploying Fax over G.711 will require specific dial peer configurations that apply to the fax GW and Cisco 
Unified Border Element. See the Cisco Fax Configuration section for details. 

�x ADR/RNA (Alternate Destination Routing on Ring-No-Answer):   AT&T IP Toll Free ADR RNA features could not be tested in this 
test lab environment for this document.  If needed, AT&T will assist customers to confirm invocation of ADR RNA feature during an 
IPTF call in the Production environment. .  Per AT&T, ADR RNA should work in the Production environment. 
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Configuration  

Cisco IOS version  

c3825_CUBE#sh ver 
Cisco IOS Software, 3800 Software (C3825-ADVENTERPRISEK9_IVS-M), Version 12.4(22 
)T, RELEASE SOFTWARE (fc1) 
Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2008 by Cisco Systems, Inc. 
Compiled Fri 10-Oct-08 06:43 by prod_rel_team 
 
ROM: System Bootstrap, Version 12.3(11r)T2, RELEASE SOFTWARE (fc1) 
 
c3825_CUBE uptime is 2 weeks, 1 day, 3 hours, 37 minutes 
System returned to ROM by power-on 
System image file is "flash:c3825-adventerprisek9_ivs-mz.124-22.YB4.bin" 
 
 
This product contains cryptographic features and is subject to United 
States and local country laws governing import, export, transfer and 
use. Delivery of Cisco cryptographic products does not imply 
third-party authority to import, export, distribute or use encryption. 
Importers, exporters, distributors and users are responsible for 
compliance with U.S. and local country laws. By using this product you 
agree to comply with applicable laws and regulations. If you are unable 
to comply with U.S. and local laws, return this product immediately. 
 
A summary of U.S. laws governing Cisco cryptographic products may be found at: 
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html 
 
If you require further assistance please contact us by sending email to 
export@cisco.com. 
 
Cisco 3825 (revision 1.1) with 487423K/36864K bytes of memory. 
Processor board ID FTX1025A25D 
2 Gigabit Ethernet interfaces 
1 Virtual Private Network (VPN) Module 
DRAM configuration is 64 bits wide with parity enabled. 
479K bytes of NVRAM. 
62720K bytes of ATA System CompactFlash (Read/Write) 
 
Configuration register is 0x2102 
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Configuring Cisco Unified Border Element (CUBE)   

Critical commands are marked bold with footnote and description at bottom of the page 

 
 
UCM-ISRG2-ATT#sh run 
 
Building configuration... 
 
 
 
 
 
 
 
Current configuration : 10346 bytes 
 
! 
 
! Last configuration change at 14:38:25 PST Wed Feb 20 2013 
 
! NVRAM config last updated at 19:11:03 PST Tue Feb 5 2013 
 
! 
 
version 15.1 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
service sequence-numbers 
! 
hostname UCM-ISRG2-ATT 
! 
boot-start-marker 
boot system flash:c3900-universalk9-mz.SPA.151-3.T4.bin 
boot-end-marker 
! 
! 
card type t1 1 1 
no logging queue-limit  
logging buffered 20000000 
logging persistent filesize 20000000 
no logging rate-limit  
no logging console 
enable secret 5 $1$4jgu$npJCRdswNO47pZhBy3fbi/ 
enable password cisco 
! 
no aaa new-model 
clock timezone PST -8 0 
no network-clock-participate slot 1 
! 
no ipv6 cef 
ip source-route 
 
no ip cef 
! 
ip domain name yourdomain.com 
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multilink bundle-name authenticated 
! 
isdn switch-type primary-ni 
! 
voice-card 0 
 dspfarm 
 dsp services dspfarm1 
! 
voice-card 1 
 dspfarm 
! 
voice service voip 
 address-hiding2 
no supplementary-service sip moved-temporarily 
 allow-connections sip to sip3 
 redirect ip2ip 
 fax protocol t38 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw4   
 h323 
 sip 
   header-passing  
  error -passthru5 
  midcall-signaling passthru6 
  asserted-id pai 
  early-offer forced 
  privacy-policy passthru 
  g729 annexb-all7 
! 
voice class codec 48 
 codec preference 1 g729r8 bytes 30 
 codec preference 2 g711ulaw 
 codec preference 3 g726r32 
! 
voice class sip-profiles 4 
 request INVITE sdp-header Audio-Attribute modify "a=ptime:20" "a=ptime:30" 
 response ANY sdp-header Audio-Attribute modify "a=ptime:20" "a=ptime:30" 
! 
! 
license udi pid C3900-SPE100/K9 sn FOC14400CH4 
hw-module pvdm 0/0 
! 
! 
archive 
 log config 

                                                                 
1 This command enables DSP farming, allowing DSP resources to register to Cisco Unified CM as MTP, CFB or Transcoder devices 
2 Enables IP addressing hiding between the private network (CUCM side) and the public network (AT&T IPTF side) 
3 This command enables CUBEs basic IP-to-IP voice communication feature. 
4 This command enables T.38 fax at a global level, meaning all VoIP dial-peers not configured for a specific fax protocol will utilize this setting. 
If T.38 protocol should be applied to indvidual dial-peers only thi�V���F�R�P�P�D�Q�G���P�X�V�W���E�H���G�L�V�D�E�O�H�G���X�V�L�Q�J���W�K�H���³�Q�R�´���I�R�U�P���R�I���W�K�H���F�R�P�P�D�Q�G���D�Q�G��
configure the command under the appropriate dial-peers 
5 This command allows for SIP error messages to pass-through end-to-end without modification through CUBE. 
6 This command must be enabled at a global level to maintain integrity of SIP signaling between  AT&T network and Cisco Unified CM across 
CUBE. 
7 This command allows CUBE to negotiate all flavors of G729 codec and must be configured in order to interoperate seamlessly 
across �$�7�	�7�¶�V BVOIP services. The command can be enabled either globally, such as in  this example, or per dial-�S�H�H�U���E�D�V�L�V���X�V�L�Q�J���W�K�H���³�Y�R�L�F�H-
class sip g729 annexb-�D�O�O�´���F�R�P�P�D�Q�G�� 
8 This command enables multiple codec support and performs codec filtering required for correct interoperability between AT&T SIP network 
and Cisco Unified CM. 
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  hidekeys 
username Cisco password 0 cisco 
! 
redundancy 
! 
! 
controller T1 1/0 
 pri-group timeslots 1-24 
! 
controller T1 1/1 
! 
no ip ftp passive 
! 
translation-rule 1 
! 
! 
! 
interface GigabitEthernet0/0 
 description Connection to UC Interop lab network 
 ip address 172.20.110.158 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface GigabitEthernet0/1 
 description connection to ATT Network 
 ip address 99.136.103.65 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface GigabitEthernet0/2 
 no ip address 
 shutdown 
 duplex auto 
 speed auto 
! 
interface Serial1/0:23 
 no ip address 
 encapsulation hdlc 
 isdn switch-type primary-ni 
 isdn incoming-voice voice 
 no cdp enable 
! 
ip default-gateway 172.20.43.1 
ip forward-protocol nd 
! 
no ip pim dm-fallback 
ip http server 
ip http access-class 23 
ip http authentication local 
ip http secure-server 
ip http timeout-policy idle 60 life 86400 requests 10000 
! 
ip dns server view-group DNS 
ip route 0.0.0.0 0.0.0.0 172.20.43.1 
ip route 172.20.0.0 255.255.0.0 172.20.110.1 
ip route 172.30.0.0 255.255.0.0 172.20.43.1 
ip route 207.242.225.200 255.255.255.255 99.136.103.70 
ip route 207.242.225.210 255.255.255.255 99.136.103.70 
! 
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nls resp-timeout 1 
cpd cr-id 1 
! 
! 
control-plane 
! 
! 
voice-port 0/0/0 
! 
voice-port 0/0/1 
! 
 
voice-port 0/0/2 
! 
voice-port 0/0/3 
! 
voice-port 1/0:23 
! 
no ccm-manager fax protocol cisco 
ccm-manager music-on-hold 
! 
mgcp 
no mgcp package-capability res-package 
no mgcp package-capability fxr-package 
mgcp fax t38 ecm 
! 
mgcp profile default 
! 
! 
dial-peer voice 1999 voip 
 description outgoing call to AT&T facing AT&T network 
 destination-pattern 1T 
 session protocol sipv2 
 session target ipv4:207.242.225.210 
 incoming called-number 1T 
 voice-class sip asserted-id pai 
 voice-class sip privacy-policy passthru 
 voice-class sip early-offer forced 
 dtmf-relay rtp-nte 
no vad 
! 
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dial-peer voice 41530 voip 
 description incoming call from AT&T facing Cisco UCM IPPBX 
 destination-pattern 0000041530..... 
 session protocol sipv2 
 session target ipv4:172.20.43.1549 
 voice-class codec 410 
 voice-class sip asserted-id pai11 
 voice-class sip privacy-policy passthru 
 voice-class sip profiles 212 
 dtmf-relay rtp -nte13 
 fax-relay sg3-to-g3 
 fax rate 14400 
 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none14 
 no vad 
! 
dial-peer voice 41531 voip 
 description incoming call from AT&T facing Cisco UCM IPPBX 
 session protocol sipv2 
 incoming called-number 0000041530..... 
 voice-class codec 4 
 voice-class sip asserted-id pai 
 voice-class sip privacy-policy passthru 
voice-class sip profiles 2 
 dtmf-relay rtp-nte 
 fax-relay sg3-to-g3 
 fax rate 14400 
 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none 
 no vad 
! 
dial-peer voice 41532 voip 
 description incoming call from AT&T facing Cisco UCM IPPBX - used for G711 
 shutdown 
 destination-pattern 0000041530..... 
 session protocol sipv2 
 session target ipv4:172.20.43.154 
 voice-class sip asserted-id pai 
 voice-class sip privacy-policy passthru 
 voice-class sip profiles 2 
 dtmf-relay rtp-nte 
 playout-delay nominal 80 
 playout-delay mode fixed 
 codec g711ulaw 
 fax-relay sg3-to-g3 
 fax rate 14400 
 no vad 
! 
 
 
dial-peer voice 41533 voip 
 description incoming call from AT&T facing Cisco UCM IPPBX - used for G711 
 shutdown 

                                                                 
9 This command sets the SIP server target for incoming calls to Cisco UCM 
10  This command assigns the voice-class codec list that is to be supported for calls terminating to this dial-peer 
11 This command enables the P-Asserted-ID feature for calls terminating to this dial-peer 
12 This command enables the SIP profiles feature for calls matching this dial-peer 
13 This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer 
14 This command enables t38 fax protocol for calls terminating on the dial-peer 
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 session protocol sipv2 
 incoming called-number 0000041530..... 
 voice-class sip asserted-id pai 
 voice-class sip privacy-policy passthru 
 voice-class sip profiles 2 
 dtmf-relay rtp-nte 
 playout-delay nominal 80 
 playout-delay mode fixed 
 codec g711ulaw 
 fax-relay sg3-to-g3 
 fax rate 14400 
 no vad 
! 
sip-ua 
 no remote-party-id 
 retry invite 2 
! 
! 
! 
gatekeeper 
 shutdown 
! 
! 
line con 0 
 exec-timeout 0 0 
line aux 0 
line vty 0 4 
 exec-timeout 15 0 
 
 password cisco 
 login 
 transport input all 
! 
scheduler allocate 20000 1000 
end 
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Configuring the Cisco Unified Communications Manager  

Cisco Unified Communications Manager version 
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CISCO UCM Regions  

(1 of 3) 
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CISCO UCM Regions (2 of 3) 
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CISCO UCM Regions (3 of 3) 
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Device Pool (List) 
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Device Pool �± Default  

(1 of 4) 
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Device Pool �± Default (2 of 4) 
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Device Pool �± Default (3 of 4) 

 

 
 
 
 
 
 
 
 
 
 


































































































