Service Overview

Cisco Wireless LAN Performance and Security Assessment Service

Take a Comprehensive Approach to Assessing Your Wireless Infrastructure

Challenge

Wireless technology performance has improved in critical areas such
as security and deployment options and is rapidly approaching the
performance of wired networks. Consequently, enterprises have begun
deploying wireless more pervasively throughout their organizations, not
simply for business travelers and in-building mobile workers, but for the
entire organization to access mission-critical applications.

Changes to the network are often a response to a change in business,

Increase the confidentiality, integrity, and and for many organizations an increase in mission-critical activity over
availability of your WLAN network:

! Align your security and performance
goals with your WLAN business
objectives access offers numerous benefits that facilitate collaboration, provide
Uncover vulnerabilities and deviations

from best practices in your WLAN ] ) ] B )
security policies and operation same time, these services are being utilized by a greater variety of

their wireless network has made performance and security paramount.
The introduction of mobility services such as voice, video, and guest

greater access to information, and increase responsiveness. But at the

Identify and prioritize remediation heterogeneous client devices, making it more important than ever to
opportunities . .
i periodically assess network security and performance.

Solution

Cisco and our Wireless LAN Specialized Partners offer a broad portfolio of end-to-end services that help you take full
advantage of the scalability, flexibility, and reliability of the Cisco Unified Wireless Network solution. These services
are based on proven methodologies for planning and deploying a variety of secure voice and data wireless network
solutions, technologies, and strategies. This knowledge has been gained through years of experience designing and
deploying some of the worldOs most complex enteprise-level wireless networks. Cisco Wireless LAN Specialized
Partners bring application expertise to help deliver a secure enterprise mobility solution with a low total cost of
ownership.

The Cisco Wireless LAN Performance and Security Assessment Service includes five types of network analysis:

! Coverage analysis measures the actual signal coverage of the wireless LAN

! Interference analysis identifies the overall level of interference and specific sources that might adversely affect
performance

I Traffic pattern analysis helps you understand network utilization, reporting accuracy, and how efficiently your
network is running

! Wireless device analysis compares your device configuration with Cisco leading practices
! Security analysis identifies areas of vulnerability and makes recommendations for improvement

Upon completion of the analysis, the wireless LAN expert responsible for this service conducts an interactive review
of the findings, addresses questions, and provides guidance based on proven methodologies and leading wireless
LAN practices. This exchange helps align your business and technical expectations with your deployment.
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This assessment is performed by wireless experts who draw on their extensive wireless experience in architectural
design and radio frequency (RF) engineering. This expertise is supported by a combination of best-in-class tools,
methodologies, and superior access to Cisco product development engineers to help you make the most of the
sophisticated performance and security features included in your Cisco Unified Wireless Network.

By taking a comprehensive approach to assessing the wireless infrastructure, this service helps your organization
satisfy users by improving the performance and security of your network. At the same time it helps with compliance
requirements by reducing threats to the confidentiality, integrity, and availability of business information.

Benefits

The Cisco Wireless LAN Performance and Security Assessment Service provides an analysis of your current network
and an understanding of the steps that will be required to address gaps and strengthen the security state of your
wireless network.

In addition, this service helps you to:
! Effectively evolve your wireless LAN network to respond to the changing business environment based on your

business and technical requirements

! Compare your wireless network architecture to your organizational security policies and industry-
recommended security practices

! Gain software and network stability recommendations

! Optimize your RF environment to support optimal performance for client devices and mission-critical business
applications

I Improve your staffOs understanding of mobility technology requirements through structured knowledge transfer

Why Cisco Services

Cisco Services make networks, applications, and the people who use them work better together.

Today, the network is a strategic platform in a world that demands better integration between people, information,
and ideas. The network works better when services, together with products, create solutions aligned with business
needs and opportunities.

The unique Cisco Lifecycle approach to services defines the requisite activities at each phase of the network lifecycle
to help ensure service excellence. With a collaborative delivery methodology that joins the forces of Cisco, our skilled
network of partners, and our customers, we achieve the best results.

Availability and Ordering

Cisco Wireless LAN Performance and Security Assessment Service is available through Cisco and authorized Cisco
partners globally. Details might vary by region.

For More Information

For more information about Cisco Wireless LAN Services, visit www.cisco.com/go/wirelesslanservices or contact your

local account representative.

For more information about the Cisco Unified Wireless Network, visit www.cisco.com/go/unifiedwireless.
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