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Cisco DDoS Multidevice Manager 
(MDM) 1.0 

Product Overview
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Agenda

• Product Overview 
Consolidated information

Synchronization of Configuration

Resolving configuration conflicts

Sub-Zones handling

• Walk through main screens

• Technical Specification
Software architecture

Communication channels

Installation
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Product Overview

• The DDoS MultiDevice Manager 1.0(MDM) is a 
software product that enables monitoring, 
management and reporting of several Cisco 
Guards and Detectors in a customer network

• The MDM provides a coherent and consolidated 
view of attack information, both in real-time and 
as detailed reports

• The MDM 1.0 runs on a Linux Server and needs to 
be installed on a server owned and operated by 
the customer

• MDM 1.0 requires R5.1(5) on the Guard and 
Detector devices
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Product Overview  (Cont.)

• The MDM GUI is based on the Web Based Management GUI 
that is currently available on the Guard and Detector 
devices

• The attack information like size, type and other 
characteristics are aggregated across devices 
and displayed on a single screen using a web 
based interface

• The MDM also supports the distribution of basic zone level 
configuration from a master device to a set of other 
devices (guards, detectors) on the network

• Consolidation is done on counters, rates , graphs, attack 
reports, events log and zone status across all devices.
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Product Overview
MDM Deployment Example

Sample MDM Deployment in a Network with Cisco Guards, Detectors
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Consolidated Information

• The MDM gives the user the ability to monitor all DDOS detection and 
mitigation actions in its network from a WEB GUI: all zones that are 
under detection, all zone that are under attack, all mitigation actions.

• When a zone is being protected by several Guards all information
regarding the zone is consolidated to one view.

• Consolidated information includes:
Aggregate zone state in all devices (e.g. indicates whether all Guard 
detected the attack or subset)
Aggregating all dynamic filters across all devices to one list
Aggregating all log events from all devices to one log file sorted by 
time in devices level and zone level
Aggregating counters and rates (e.g. malicious traffic and legitimate 
traffic across all Guards─counters aggregation does not include 
for Detectors) 
Generating attack reports that consolidate information from 
all Guards. 
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Synchronization of Configuration

• The MDM distributes configuration to all devices by 
overwriting devices’ zone configuration with the master zone 
configuration (including all zone attributes)– this process is 
called synchronization.

• The synchronization can be triggered automatically by the 
following events:

Before user-initiate protection

Each time learning results are accepted by the user

Configuration change  (Configuration through the MDM)

• Synchronization can be also triggered manually from 
the menu

• Synchronization is not done on an active zone 
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Synchronization of Configuration (Cont.)

• The user can choose to disable the automatic 
synchronization:

To avoid overwriting Global thresholds in scenarios where 
different Guards protecting the same zone see different portion 
of the traffic

When multiple Detectors are used and the zone has on each 
Detector a different remote-guards list
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Resolving Conflicts in Configuration

• The MDM assume that all zones are defined and configured 
through the MDM and that each zone has a master device.

• Zone which were not defined by the MDM are not presented 
till a conflict resolution is preformed

• Conflict resolution process in the MDM list all:
Zones that reside only on the devices and not on the MDM db (or the 
MDM device list for that zone)

Zones that reside in the db as defined on specific devices but do not 
appear on those devices (or some of them)

Zones that are missing from the master device as defined in the db 
(a private case of the second conflict but more severe than the 
general case)

Or any combination of the above
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Resolving Conflicts in Configuration (Cont.)

• Each conflict has possible resolution options. For 
example: 

Zone that resides only on MDM db can be created on the 
devices it is missing from or removed from the db.

• One exception is the Sub-Zones (next slide)
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Sub-Zones

• The Guard creates a sub-zone when it activates zone 
protection for a partial zone (a zone that does not include the 
complete IP address range of the source zone)

• The main use for sub-zone is when detector detect attack only 
on specific address in a subnet zones – it initiate protection 
only for the attacked address. 

• MDM treats this zones differently:
They can be viewed by MDM although not defined through it

The conflict resolution does not take them into account.

Their association to devices is not saved in the MDM db

No master is defined (the MDM uses temporarily chosen master to 
display configuration)
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Walk through Main Screens

• Network summary screen

• Device List Screen

• Create zone screen

• Zone home page

• Attack Report screen

• Conflict Resolution screen
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Network Summery screen
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Network Summery screen (cont.)

• Display all zones that are currently under attack in 
the entire network, sorted according attack start 
time (most recent in the top)

• For each zone it display basic statistics 
(number of dynamic filters, traffic statistics)

• Clicking on a zone line links you to the zone 
home page
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Device List screen
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Device List screen (Cont.)

• Display all devices that reside on the MDM database 
(defined manually by the user)

• Display utilization information on each device

• Device type (whether the device is a Guard or Detector) is 
retrieved at the first connection

• Device states: 
Initializing – while initiating connection (frequent during upgrade)

Establish – connection established with device (most common state)

Disconnected – Fail to create session with device

Suspended – User disabled communication with the device

• Clicking on device enables to change device parameters
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Create zone screen
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Create zone screen (Cont.)

• The user should choose in which devices the zone 
should be created

• Choosing the devices for a zone depends on 
various parameters: 

The network architecture (e.g. whether the attack traffic will arrive to 
several Guards)

The expected attack capacity (if attacks larger than 1G are expected 
than several Guards should be used)

Load sharing scheme (each guard can protect concurrently on 
30 zones)

• One of the devices must be chosen as a master device

• If there is a detector in the device list the Detector 
must be the master
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Zone home page
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Zone home page (cont.)

• Zone status bar – the status is displayed as 
<Guards aggregated states> /<Detectors aggregate states>  

If the zone is active only on subset of the Guards or Detectors then 
the state contains “(S)” to indicate only subset of the devices are in 
that state
A state combination that is erroneous, where some of the Guards 
are under attack and other in learning state, is marked with 
exclamation mark 

• The rate graphs contains three lines:
The received traffic as seen in the master Detector (blue line). There is 
not rate/counters aggregation across Detectors if several Detectors 
are defined.
Legitimate traffic aggregated across all Guards (green line)
Malicious traffic aggregated across all Guards (read line)
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Zone Home page (Cont.)

• Dynamic filters are aggregated across all devices

• Events are aggregated across all devices
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Attack Report Screen
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Attack Report Screen (cont.)

• The attack report list all Guards that participate in 
detection and mitigation of the zone attack

• Attack counters/rates statistics is aggregated 
across all Guards

• All mitigation actions are aggregated across 
all Guards
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Conflict Resolution Screen
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Conflict Resolution Screen (Cont.)

• The conflicts are grouped according to 
the conflict type

• Only zones with conflicts appears

• Sub zones are ignored
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Technical Specifications

• Software Architecture

• Communication Channels

• Installation
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Software Architecture (cont.)

• Communication between back-end and devices is over SSL
• Logs event are sent over UDP (syslog port) from all devices 

to the MDM
• The Agent (AKA RA) on the Device is part of the MDM (can be 

upgraded by the MDM with no need for version upgrade in the 
device). The Device image only contains an upgradeable 
agent stub.

• The MDM database is a “thin” database. Holds the list of 
known devices and for each zone the list of devices it is was 
defined on. Does not hold zones configuration.

• The displayed zone configuration in the MDM is the zone 
configuration as defined in the master. The zone configuration 
in the master device is distributed to the other devices in the 
zone device list.
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MDM Communication Channels

• Open ports to the MDM 
https (443/tcp) – for WEB GUI clients

SSH (22/tcp) – Key exchange with the devices

Syslog (514/udp) – MDM log consolidation functionality

• Open ports from the MDM
Device Remote Agent (1334/tcp)

NTP (if installed)

TACACS  (if installed)
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Installation

• HW requirements: 
minimum: CPU 1GHz, RAM  512M,  hard disk 2G 
Recommended: CPU 2GHz, RAM 1GB,  hard disk 2G 

• Server Software requirement: 
RedHat Enterprise Linux version 3 and 4 
“Clean” machine – no mySQL, no tomcat installed

• Device Software Requirements: R5.1(5) or later
• Device should be configured in the MDM and for each device 

the user should initiate a key exchange between the MDM and 
the device (through the MDM GUI)

• Conflict resolution is required after installation to integrate 
already defined zones
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