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PROTECTION FOR THE CISCO CATALYST 6500 SERIES SWITCHES
AGAINST DENIAL-OF-SERVICE ATTACKS

Denial-of-service (DoS) attacks continue to be a se  rious threat to enterprise and service provider net works. They can disrupt
mission-critical services, prevent data transfer be tween devices, and decrease overall productivity. T he Cisco ® Catalyst © 6500
Series Supervisor Engine 32 and Supervisor Engine 7 20 include hardware-based mechanisms that can effec  tively protect
against DoS attacks on the Cisco Catalyst 6500 Seri  es switches.

This paper assumes the reader is familiar withotséc forwarding operation of the Cisco Catalyd®Series and does not review those details.
This paper will leave a reader with a good undediteg of all DoS mitigation mechanisms availabletioa Cisco Catalyst 6500 Series as of Cisco
Catalyst OS Release 8.4 and Cisco‘I@8ftware Release 12.2(18)SXE1. Additional inforiratan be found in the Cisco 10S Software 12.2SX
DoS protection configuration guide at:

http://www.cisco.com/en/US/products/hw/switches@products_configuration_guide_chapter09186a008843.htmi

INTRODUCTION

Denial of service has become a growing concerreaally when considering the associated costs df s attack. DoS attacks can decrease the
performance of networked devices, disconnect tecde from the network, and cause system crashbenWetwork services are unavailable,
enterprises and service providers suffer the lbgsamluctivity and sales.

The objective of a DoS attack is to deprive a wsarganization access to services or resourcesWébsite is compromised by a DoS attack,
millions of users could be denied access to thee BibS attacks do not typically result in intrusmrthe illegal theft of information. Instead of
providing access to unauthorized users, DoS ateakgause much aggravation and cost to the tewgtmer by preventing authorized access.
Distributed DoS (DDoS) attacks amplify DoS attackthat a multitude of compromised systems cootdima flood targets with attack packets,
thereby causing denial of service for users otangeted systems.

Common forms of DoS attacks include “SYN flood elt&” “land attacks,” “smurf attacks,” viruses, amdrms. Some of these attacks can be hard
to defend against because DoS packets may looltleklie normal packets. However, while these Dat&icks all exploit various system and
network vulnerabilities, they are similar in theyathey spread and impact the network infrastructMiast DoS attacks rely on spoofing and
flooding techniques. Intrinsic network impacts imt# the resource exhaustion of the media’s bantiveipacity, switch forwarding capacity, or
switch CPU capacity. Understanding common attackors and network impact are key elements to dépdpgffective DoS mitigation techniques.

DOS PROTECTION FOR THE CISCO CATALYST 6500 SERIES

Because DoS attacks can be extremely costly artdudgge to internetworking environments, netwonksst be proactively designed and
configured with preventative means to counteraeséhattacks. This paper introduces the mechanigailalale on the Cisco Catalyst 6500 Series
switches to mitigate the threat of DoS attacks.&emabled, these features minimize the potentidD&S attacks to impact the switch and network
devices. The goal of these features is to maximée/ork availability in the context of a DoS attack
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The Cisco Catalyst 6500 Series offers several nmesims that allow DoS protection. Crucial to thisprotection and mitigation process is the
inherent separation of the Cisco Catalyst 6500eSeatata-plane and control- and management-plaffie:tdata-plane traffic is typically hardware-
switched and does not affect control-plane traffantrol-plane traffic needs to be processed byaRe. This paper distinguishes between DoS
attacks targeted at end systems, which impactitetsindirectly, and DoS attacks targeted at thigch itself. DoS attacks through the switch can
be mitigated using data-plane DoS protection meisha DoS attacks directed at the switch can bigatéd using control- and management-plane
DoS protection mechanism.

Available mechanisms to counteract DoS attacksediurther categorized into the following generitigation mechanisms:

« Data-plane protection

¢ Control- and management-plane protection
* DoS detection

« Specialized DoS protection

It is important to note that the supervisor endd@S mitigation mechanisms listed in this paperramelware-based features unless noted otherwise:
turning any of these features on will not impaet prerformance of the switch itself. So not onlysitiee Cisco Catalyst 6500 Series mitigate DoS
attacks, it also protects against line-rate Do&clit with its superior hardware-based architecssean example of line-rate DoS attack mitigation,
consider a DoS attack with Internet Control MessRgeocol (ICMP) echo requests destined to thecew@PU, and a control-plane policy that

limits ICMP traffic destined to the CPU in the oraé 100 Kbps. No matter how much ICMP traffic isstined to the switch CPU (100 Kbps, 1
Mbps, 1 Gbps, 10 Gbps, etc.), the CPU utilizatiemains constant with no more than 100 Kbps of IGMFic reaching the CPU and the rest of

the traffic being dropped in hardware.

DATA-PLANE PROTECTION

Because most traffic travels through the data plaieimportant to make sure that valid userficajets its fair share of the switch data-plane
capacity. A DoS attack could directly or indirecitigpact the switch’s data-plane resources by flogdliegitimate or unnecessary traffic,

hence depleting the finite hardware resources. &ttaloks can make the network unavailable to Iegite users or critical traffic and may include
the following symptoms:

* Abnormal bandwidth utilization and link saturation
« Forwarding capacity saturation
* Port buffer overflow

Content Addressable Memory (CAM) table overflow
« Indiscriminate drops of incoming and outgoing paske

The Cisco Catalyst 6500 Series supports robustsaoifing and anti-flooding techniques to mitigBS attacks that directly or indirectly affect
the data plane.

Anti-Spoofing Mechanisms

To protect against DoS attacks targeted at thebtigelf or at hosts, it is important to restpotssible attack vectors. This can be done through
source-address verification mechanisms validatiegraffic originator such that attackers cannet sfgoofed source addresses. Administrators
should also restrict network access to alloweditrahd applications only. Anti-spoofing mechanisptegy an important role in preventing DoS
attacks. Dynamic Host Configuration Protocol (DH@&®poping, Dynamic Address Resolution Protocol (ARBpection, and IP Source Guard
provide anti-spoofing protection and man-in-the-dfédattack prevention in the Layer 2 access ldyeicast Reverse Path Forwarding check and
access-lists mechanisms can be deployed with rforpeance cost throughout the network.
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Anti-Spoofing and Man-in-the-Middle Attack Prevention in the Access Layer

Figure 1 shows how deploying DHCP Snooping, Dynaff® Inspection (DAI), and IP Source Guard in theess layer can prevent man-in-the-
middle attacks. A malicious user (Host D) triesaatd as a DHCP server to redirect all network teaffrough itself by specifying a wrong default
gateway. Another possibility is to release all tRli@sses on the network by sending DHCP releassages to all clients on one or multiple
subnets and therefore prevent legitimate usersdesa network. Enabling DHCP Snooping on the svétops these types of attacks and allows the
creation of a binding table listing IP address tA@®laddress bindings per source interface. The saatieious user (Host D) tries to poison the
switch’s ARP cache and intercept all the traffienfrHost A by declaring itself the gateway. Enabldwl stops this type of attack by comparing
incoming traffic on untrusted ports with informatistored in the DHCP Snooping binding table. Thmesenalicious user (Host D) tries to carry out
a DoS attack using Host A’s source IP to carryattiack. Enabling IP Source Guard stops this typattatk by comparing incoming source IP
address on untrusted ports with the source IP addtered in the DHCP Snooping binding table fpadicular incoming interface.

Figure 1. Man-in-the-Middle Attack Prevention with DHCP Snooping, Dynamic ARP Inspection, and IP Source Guard
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DHCP Snooping verifies DHCP transactions and protects agairgedHCP servers. DHCP Snooping uses the concéptstéd and untrusted
ports to filter the DHCP packets that are receivgdhe switch. Servers and relay ports should Idigered as trusted, while client ports should be
set to untrusted. Any DHCP server-to-client replgssage coming from untrusted ports is dropped. ilbisdes messages such as DHCPOFFER,
DHCPACK, and DHCPNAK.

Aside from verifying DHCP transactions, DHCP Snampalso forms the basis for other security featsueh as IP Source Guard and DAl by
building a table of authorized IP and MAC addregsarsinterface that can be checked against to atalittaffic coming in from untrusted ports.
Additional DoS protection can also be obtained MithCP Snooping by rate limiting incoming DHCP resjiseand enabling the DHCP option 82
to offer port-to-port DHCP isolation.
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Dynamic ARP Inspection (DAI) prevents ARP spoofing and man-in-the-middle akaulhere an attacker could send forged ARP pa¢fats
example, gratuitous ARPS) carrying a bogus IP/MA@iimg in the payload to a host or to the defaategvay. This attack would “poison” the

ARP table of the target device. The DAI featureiioepts all ARP requests and replies on the uetlysdrts and uses the binding information

that is built by the DHCP Snooping feature to weARP packets have valid IP-to-MAC bindings. IP tsakat have static addresses assigned and
do not use DHCP, such as servers, are supported sisitic ARP access control lists (ACLs). Violatexbts can be logged, and the attacker port
can be error disabled.

Additionally, DAI also helps in the prevention obB attacks by limiting the number of incoming AR#s second on an interface.

IP Source Guard prevents IP spoofing by forwarding only packet tave a source address consistent with the DHEBNg table. The IP
Source Guard function can be performed at linebmgtdynamically maintaining per-port ACLs (PACLs3sed on DHCP bindings, so no

rate limiting is required. IP Source Guard secateBHCP-allocated IP addresses, and all othediifesses may be supported through static
bindings.

In Cisco Catalyst OS, the DHCP Snooping and DAluess are software mechanisms supported on alhggpeengines. In Cisco 10S Software,
they are supported on Cisco Catalyst 6500 Seripsr8isor Engine 2, Supervisor Engine 32 and Supenkngine 720. On Supervisor Engine 32
and Supervisor Engine 720 running Catalyst OSgeaiaprate limiter can also be turned on to corttrelrate of DHCP traffic and incoming ARP
packets bound to the CPU (see Table 1), which ges/for another level of DoS protection when corabiwith the platform-independent software
DHCP and ARP rate limiter.

IP Source Guard can only be supported on forwardimgines that have inherent PACL hardware supfgiwtefore it is supported only on the
Cisco Catalyst 6500 Series Supervisor Engine 32Sanervisor Engine 720.

The minimum software release for DHCP Snooping@Adliis Cisco Catalyst OS Release 8.3 and Cisco $0fware Release 12.2(18)SXE. The
minimum software release for IP Source Guard is@€Gatalyst OS 8.3 (only Catalyst OS support today)

Anti-Spoofing Throughout the Network

Unicast Reverse Path Forwarding (URPFHiscards packets that lack a consistent souregldifess, such as spoofed IP source addressesicreate
by malicious users to intercept valuable data. Téasure uses Cisco Express Forwarding tablesrifyvbat the source addresses and the interfaces
on which packets were received are consistenttvétforwarding tables on the supervisor engine uhthe packet be received from reverse path
routes, the packet is forwarded. If there is n@rse path route on the interface on which the gagée received, the packet fails the URPF check
and is discarded.

The Cisco Catalyst 6500 Series Supervisor Engifgupervisor Engine 32, and Supervisor Engine 7ppat URPF in hardware. In Layer 3
networks with multiple equal-cost paths, traffiorfr an individual source can enter the switch onentioan one interface. The Supervisor Engine 32
and Supervisor Engine 720 support multiple retuatih pJRPF checks in hardware, with up to two parali¢hs for all prefixes in the routing table,
and up to six parallel paths for prefixes reactedugh any four user-configurable RPF interfaceigso However, URPF should be applied with
caution on Supervisor Engine 2 because Supervisging 2 allows only one single return-path checkandware and when URPF is enabled on a
Supervisor Engine 2, its Cisco Express Forwardaidet capacity is halved.

URPF can be deployed throughout the campus at laaedbased performance rates. Aside from beingfaiesft anti-spoofing solution, URPF can
also be used effectively in combination with statiotes pointing to NullO adjacencies to drop teafifom specific hosts or networks. NullO
Forwarding Information Base (FIB) adjacencies catuin be distributed automatically with internabB (iBGP) to quickly drop packets from
infected hosts (also known as remotely triggeredHiiiole filtering).

More information on remotely triggered blackholéefiing is available atttp://www.cisco.com/warp/public/732/Tech/secudyés/blackhole.pdf
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Access Control Lists

ACLs determine whether particular packets shoulébbgarded or dropped by the switch. More generagcurity ACLs can be used to protect
against source address spoofing or to restrictortaccess to only legitimate sources, networkd,aoplications. For example, ACLs should be
used to deny private address space at the ingiéise lternet and perform some filtering in thenpaus such that packets can only originate from
customer-assigned addresses. ACLs should alsodoetaisleny unused multicast addresses, to prewdltitast DoS attacks. Another interesting
example is that of MAC ACLs which could be usedlémy packets with invalid IP versions.

ACLs can be used to react to DoS attacks: ACLsbeaan efficient mechanism for dropping the DoS ptkrior to reaching their intended target.
When the switch is used in conjunction with a Cisttcusion detection system (IDS) module, ACLs atso be installed dynamically as a response
to the detection of the attack by the sensing engin

The Cisco Catalyst 6500 Series supports the foligwwypes of security ACLs:

» Router ACLs (RACLs) provide access control for routed traffic. RACLs applied to a VLAN interface or routed port.
« VLAN ACLs (VACLSs) provide access control for bridged and routeditra¥ ACLs are applied to VLANS.
» Port-Based ACLs (PACLS) provide access control for bridged and routeditral®ACLSs are applied to a physical Layer 2 swipcint.

All Cisco Catalyst 6500 Series supervisor enginggert RACLs and VACLs. However, PACLs are only poted on the Catalyst 6500 Series
Supervisor Engine 32 and Supervisor Engine 720 Gisgo Catalyst 6500 Series Policy Feature CaRIFEB] type is supported in Catalyst OS
only as of Catalyst OS 8.3). The PFC3B and PFC3BiXlvide for enhanced hardware ACL capacity, angettfor hardware access control
entries (ACESs) statistics. When access lists ats@) it is highly recommended to double checkhtdrelware ACL resources utilization because
exceeding the hardware capacity could cause saftswitching.

More information on Cisco Catalyst 6500 Series A@Lavailable athttp://www.cisco.com/warp/public/cc/pd/si/casi/c@6ftech/65acl_wp.pdf

Managing Resource Saturation

One of the most important factors in DoS mitigati®nestricting access to network resources soah@tuser or device cannot deplete all the
hardware resources and forwarding capacity. Toodars administrator should ensure that only legitartraffic can traverse the network, and in the
right proportions. Mechanisms to restrict accessetwvork resources include the previously menticaitspoofing mechanisms. Other very
effective mechanisms limit the amount of hardwasources in use by different sources. The follovgiection emphasizes QoS and Port Security
as ways to limit bandwidth usage and CAM usagesparce on the switch.

Quality of Service

QoS policers can be used to limit the amount dfitrallowed through a switch on a per-source, fi@w, or per-port basis. In this manner, QoS can
continue to minimize data path congestion and ptdtigh-priority, mission-critical data, and timersitive applications such as voice and video
traffic, should a DoS attack be initiated agaihst $witch.

Another integral part of QoS is priority queuingleaadge re-marking. Traffic should be marked atibtsvork edge in bulk or using QoS policies
such that high-priority traffic and low-priorityatific can be treated differently at queuing stroesuthroughout the network. One application is
“scavenger” class queuing, where excess trafficasked to a low priority such that upstream netwagkices can prioritize critical traffic more
effectively; there is no penalty assigned to leggtie traffic flows that exceed a certain threstaddie from re-marking. Only sustained, abnormal
streams generated simultaneously by one or muhipsts are subject to aggressive dropping. Whesilgesit is preferable to mark down out-of-
profile traffic to a lower-priority threshold in ¢hsame queue, so that the possibility of out-ofisage traffic is avoided. Figure 2 shows how excess
traffic is classified on downstream devices as snger-class traffic, and how that traffic is thesigned to the lowest-priority queue as opposed to
regular, gold, and voice traffic which go in diféeit queues and are thus not affected by scavetagsrcaffic.
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Figure 2. Scavenger-Class Queuing on the Cisco Catalyst 6500 Series
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All Cisco Catalyst 6500 Series supervisor enginggert QoS policers. However, granular user-baatsllimiting (UBRL), extended QoS ACL

hardware capacity, and egress QoS aggregate po#iceionly supported on the Supervisor 32 and Sigeer720. Queuing and buffer capacity is a
property of the line card on which ports reside englot a property of the supervisor engine itself.

The following paper provides in-depth queuing anéfdy information for the Cisco Catalyst 6500 Ssrie

http://www.cisco.com/warp/public/cc/pd/si/casi/c@6@rodlit/buffe_wp.pdf

Port Security

Port Security mitigates against Layer 2 MAC addtabte overflow attacks (also known as CAM overflowhich exhaust switch hardware CAM
tables by bombarding the switch with random MACraddes, so that new host MACs are flooded in theark, thus potentially slowing network
performance and increasing CPU load on clientsharsts. Port Security can limit the number of MAGIs$ses learned on a particular port. Using
this feature, hosts cannot overload the CAM tabfi#is more than the configured amount of MAC addesdsr their port.

CONTROL PLANE AND MANAGEMENT PLANE PROTECTION
The vast majority of traffic generally travels thgh the router via the data plane; however, théchvwirocessor and the route processor must
manage certain packets. These packets will bereeféo as control-plane packets for the remainfiéhieodocument.

The switch processor and route processor arealrfic system operations. To protect the switclostml plane effectively, it is first important to
profile the CPU traffic to better understand whighes of packets should be allowed to reach the @Rlhow critical each of these packet types
are. Packets bound to the CPU include usual coptanle and management-plane traffic. Examples c suaffic include:

* Routing protocol packets—Border Gateway Protocol RB@®pen Shortest Path First (OSPF), Enhanceddn®ateway Routing Protocol
(EIGRP), Intermediate System-to-Intermediate Sygi&#S), etc.

¢ First Hop Redundancy Protocol packets—Hot Standhyté&dProtocol (HSRP), Gateway Load Balancing Pit@@LBP), Virtual Router
Redundancy Protocol (VRRP)

« Multicast control packets—Internet Group Managenfotocol (IGMP), Protocol Independent Multicast\NIp|l etc.

« Remote access and management traffic—Simple Netilarkagement Protocol (SNMP), Network Time ProtoddT'R), Telnet, Secure Shell
(SSH) Protocol, Trivial File Transfer Protocol (T etc.
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Monitoring and troubleshooting traffic—Internet CmitMessage Protocol (ICMP), Traceroute, etc.
Address Resolution Protocol (ARP)

Layer 2 protocols—Spanning Tree Protocol, Cisco @iscy Protocol, VLAN Trunking Protocol (VTP), Linkggregation Control Protocol
(LACP), Port Aggregation Protocol (PaGP), Unidirecal Link Detection Protocol (UDLD), 802.1x, etc.

Some data-plane traffic may have to be processedfiware as well. This type of traffic is refertedas data-plane “punt” traffic. Examples of

software-processed data-plane packets include:

Packets with IP options

Packets with time-to-live (TTL) field equal to 1

Packets for which destination prefix cannot be fbimthe routing table, also referred to as “FIBsi
Packets that require ACL logging

Packets that cannot be switched in hardware be@ansa-hardware-supported feature is applied t@éo&et

Packets that are not classified by the hardwar@l@alk, Internetwork Packet Exchange [IPX] in isco Catalyst 6500 Series Supervisor
Engine 32 and Supervisor Engine 720, etc.

A DoS attack targeting the Cisco Catalyst 6500e3ervhich can be perpetrated either inadvertemtipaiciously, typically involves high rates of
traffic destined to the switch or route processgelf. This can result in the following symptoms:

High CPU utilization on the route processor or stviprocessor

Route Flaps due to loss of routing protocol updatdseepalives

Unstable Layer 2 topology

Slow or unresponsive interactive sessions withctiramand-line interface (CLI)
Processor resource exhaustion such as memory #iedsbu

Indiscriminate drops of incoming packets

Several features address the need to protect titeotplane, ultimately helping to ensure netwaidbdity, reachability, and packet delivery. Figure
3 depicts a Cisco Catalyst 6500 Series, its twotiMyker Switching Feature Card (MSFC) processard, the mechanisms available on the Catalyst
6500 Serieso protect the switch processor and route processainst DoS attacks. Specifically, the Cisco @at&#500 Series supports a layered
defense with control-plane policing (CoPP) and spaase route processor CPU rate limiters. TheRC@Rture applies to traffic going to the route
processor control-plane interface. CoPP is apptigthrdware on a per-forwarding-engine basis (CBatalyst 6500 Series Policy Feature Card
[PFC] and Distributed Forwarding Card [DFC]). Theesial-case CPU rate limiters are platform-depende limiters applied in hardware to

traffic going to the switch processor or route @EsDr.
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Figure 3. Control-Plane and Management-Plane DoS Protection with Control Plane Policing and Special-Case Rate Limiters
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Control-Plane Policing

Control-plane policing (CoPP) allows filtering arate-limiting of traffic sent to the route processbhis CoPP capability is achieved by using
existing QoS policers and applying these to a meerface, the “control-plane” interface. This ifiég@e is attached to the route processor (see the
control-plane interface in Figure 3). As a resaltontrol-plane policy protects traffic inboundthe route processor CPU (CoPP only affects input
packets, not output packets), and it can thus ptedeS traffic from congesting the route processBlJ.

CoPP configured policies depend heavily on theornst environment and where the switch is usedignethvironment. For example, an
enterprise access-layer switch and an enterprigesedtch may run different protocols and the expgcPU load for a given common protocol
will be different in these two environments. Thédwing methodology can be used to determine thbetrCoPP policies for a given switch:

1. Determine the classification scheme for your nekwenumerate the known types of traffic that actleegoute processor and divide them into
categories (classes). Examples of categories indndExterior Gateway Protocol (EGP) class, InteBateway Protocol (IGP) class,
management class, reporting class, monitoring ctagieal application class, undesirable classl default class.

2. Classify traffic going to the route processor CRlihg ACLs. For each category identified in steplifferent types of traffic can be further
categorized using granular access control entries.
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3. Review Identified traffic, adjust ClassificatiomaApply liberal CoPP policies for each class afftc. It is essential to apply a corresponding
policing action for each class, because the Cistal@st 6500 Series will ignore a class that dadshave a corresponding policing action. If
the traffic in a given class should not be ratdtioh, configure a transmit policing conform-actiwith a high rate and a policing exceed-action
of drop (for example “police 31500000 conform-anticansmit exceed-action drop”). Alternatively, babnform-action and exceed-action
could be set to transmit, but doing so will all@écatdefault policer as opposed to a dedicatedgyolith its own hardware counters.

4. Narrow the ACL permit statements to only allow kmoauthorized source addresses

5. Refine CoPP policies based on CoPP and software @gDRters. On the Cisco Catalyst 6500 Series,dih@rastrator can use the following
commands to collect these statistehpw pol i cy-map control -pl ane [input class <class_nane>], show nls gos
ip, show access-1list.

The Cisco Catalyst 6500 Series supports CoPP ofupervisor Engine 32 and Supervisor Engine 72@mdware starting with Cisco 10S
Software Release 12.2(18)SXD1. CoPP is actualljieppt two different levels on the Cisco Catal§500 Series. The first level is the hardware-
based forwarding engine mitigation, and the sedewel is the software CoPP. Forwarding enginepargrammed with the same global CoPP
policy even though they each police traffic indegiamtly, so the route processor CPU could ultimabelypresented N times the configured traffic
rate, where N denotes the number of forwardingregj{active PFCs and DFCs) present in a Ciscoy3ath00 Series chassis. In Figure 3, after
each forwarding engine has independently mitigatéde-rate attack in hardware, CoPP is enforcesbftware at interrupt level to make sure that
only the exact rate configured in the control-plaoécy is processed by the route processor. Thsilsl be taken into account when configuring a
control-plane policer.

The administrator should be aware that CoPP ofibeo Catalyst 6500 Series is not enforced in hardwnless Multilayer Switching (MLS) QoS
is enabled globally: if the “mls qos” global comndaime interface (CLI) is not entered, CoPP willywork in software. CoPP is supported in
hardware for unicast IPv4 and IPv6 traffic. It @ supported in hardware for multicast and broadcafic. However, CoPP software protection
should still be used to mitigate multicast and dio@est DoS attacks targeted at the route proced¥dr Ose software CoPP in conjunction with
other hardware-based mechanisms such as multiPastr&te limiters, access-list, and traffic stormteol to provide robust protection against line-
rate multicast and broadcast DoS attacks (seeseekibn). Note also that hardware and software Qe not apply to ARP traffic. An ARP
policing mechanism (see Routing Protocol and ARKcirg Mechanism section) should be applied instead

The following is a configuration example of CoPP thee reporting class of traffic such as ICMPslfiist essential to use the “mls qos” CLI to
allow hardware CoPP DoS mitigation. Access-list elags-maps should then be defined to match theP @&ffic. The following CoPP policy-
map limits reporting traffic to 100 Kbps. After tpelicy-map is applied to the control-plane intedavith theser vi ce- pol i cy i nput
command, ICMP traffic to the route processor idtiehto 100 Kbps in hardware.

Router(config)# mls gos

Router(config)# access-list 101 permit icmp any any

Router(config)# class-map reporting
Router(config-cmap)# match access-group 101

Router(config)# policy-map control-plane-policy
Router(config-pmap)# class reporting
Router(config-pmap-c)# police 100000 conform-action transmit exceed-action drop
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Router(config)# control-plane
Router(config-cp)# service-policy input control-plane-policy

More platform-independent CoPP information candamfi at:

http://www.cisco.com/en/US/prod/collateral/iosswpeb537/ps6586/ps6642/prod_white_paper0900aecdBedhtml

Built-In “Special-Case” CPU Rate Limiters

In addition to CoPP, the Cisco Catalyst 6500 SeSigservisor Engine 32 and Supervisor Engine 720t platform-specific, hardware-based rate
limiters for special networking scenarios resentDoS attacks. These hardware CPU rate limitersalted “special-case” rate limiters because
they cover a specific predefined set of IPv4, IRuticast, and multicast DoS scenarios. These Defasios identify special cases where traffic
needs to be processed by the switch processouts popocessor CPU. Examples include multicastierédf which a destination prefix cannot be
found in the routing table, dropped traffic thaeds to be processed by the CPU to send an ICMRwchmable back to the source, and special packet
types that cannot be identified with an access list

The special-case rate limiters do not provide #meslevel of granularity as CoPP and are thus edfyeaseful for cases where hardware CoPP
cannot be used to classify particular types ofittabuch special packet types include packets With equal to 1, packets that fail the maximum
transmission unit (MTU) check, packets with IP ©p8, and IP packets with errors. Other examplé3o& scenarios not covered by CoPP include
CPU protection against line-rate attacks using icagt packets, and switch processor CPU protecioPP and special-case rate limiters should be
used in conjunction. However, the administratorustidoe aware that the special-case rate limitelsowerride the hardware CoPP policy for
packets matching the rate limiters criteria. Tisatis shown in Figure 4, if traffic matches a sglezase rate limiter, it is never compared agaimst
hardware CoPP policy. It will only be compared agathe software CoPP policy. Therefore, it isragig recommended to disable the “Cisco
Express Forwarding Receive” rate limiter when usdaPP (see explanation for “Cisco Express Forwar&aceive” in Table 1). The Cisco

Express Forwarding Receive rate limiter is disaligdiefault and can be easily disabled by issuiegrto mls rate-limit unicast cef

receive” command.

Figure 4. Control-Plane Policing and Special-Case Rate Limiters Interaction: Special-Case Rate Limiters Override CoPP in Hardware
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The Cisco Catalyst 6500 Series Supervisor Enginen82Supervisor Engine 720 forwarding engines pi@\i0 hardware registers to be used for
special-case rate limiters. Eight of these reggstee present in the Layer 3 forwarding enginetaindof these registers are present in the Layer 2
forwarding engine. The registers are assignedfastacome, first-serve basis and some rate limitdrare one register. Should all registers be used,
the only means to configure another special-casdinaiter is to free one register. It is recommetido use all ten special-case rate limiter hardwar
resources available. These are supported in albéila Catalyst OS and Cisco 10S Software relefmethe Supervisor Engine 720 and Supervisor

Engine 32. However, some rate limiters have bede@dver time. An exhaustive list of special-cade limiters can be obtained by issuing the
show m's rate-1imt command.

The following output shows all rate limiters avaie as of Cisco I0S Software Release 12.2(18)SX#th @efault settings):
Router#sh mls rate-limit

Sharing Codes: S - static, D — dynamic
Codes dynamic sharing: H - owner (head) of the group, g - guest of the group
Rate Limiter Type  Status Packets/s Burst Sharing

MCAST NON RPF Off -
MCAST DFLT ADJ On 100000 100 Not sharing
MCAST DIRECT CON Off -
ACL BRIDGED IN Off - -
ACL BRIDGED OUT Off -
IP FEATURES Off - -
ACL VACL LOG On 2000 1 Not sharing
CEF RECEIVE Off - -
CEF GLEAN Off - -

MCAST PARTIAL SC On 100000 100 Not sharing
IP RPF FAILURE On 100 10 Group:0 S
TTL FAILURE Off - - -
ICMP UNREAC. NO-ROUTE On 100 10 Group:0 S
ICMP UNREAC. ACL-DROP On 100 10 Group:0 S

ICMP REDIRECT Off -
MTU FAILURE Off - -
MCAST IP OPTION Off -
UCAST IP OPTION Off - -
LAYER_2 PDU Off -
LAYER_2 PT Off - -
IP ERRORS On 100 10 Group:0 S
CAPTURE PKT Off - -
MCAST IGMP  Off - -
MCAST IPv6 DIRECT CON Off -
MCAST IPv6 ROUTE CNTL Off
MCAST IPv6 *G M BRIDG  Off -
MCAST IPv6 SG BRIDGE Off
MCAST IPv6 DFLT DROP Off -
MCAST IPv6 SECOND. DR Off
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MCAST IPv6 *G BRIDGE Off - - -
MCAST IPv6 MLD Off - - -

Tables 1-4 provide a list of hardware-based ratédrs available on the Cisco Catalyst 6500 Seigservisor Engine 32 and Supervisor Engine
720. This list may evolve over time as new casesdantified and it does not include IPv6 multicage limiters for simplicity reasons. The tables
break down features into the following categorigscast (Table 1), multicast (Table 2), all (TaB)eand Layer 2 (Table 4) as is the case in the
special-case rate limiter Cisco I0S CLI. The foliogvexample shows the special-case rate limitersiuicture. It also shows how to configure the
TTL failure rate limiter to limit TTL 1 packets gug to the route processor CPU at 10 packets penddpps). Just like hardware CoPP, the Layer
3 special-case rate limiters are applied on a @evdrding engine basis. So packets failing the Theck will be rate limited at 10 pps per
forwarding engine and the aggregate rate preseéotéte CPU could thus be more than 10 pps. Howewee that Layer 2 special-case rate limiters
are applied globally.

Router(config)#mls rate-limit ?
all Rate Limiting for both Unicast and Multicast packets
layer2 layer2 protocol cases
multicast Rate limiting for Multicast packets
unicast Rate limiting for Unicast packets
Router(config)#mls rate-limit all ttl-failure 10

The “unicast” rate limiter category cannot rateitimulticast traffic and vice-versa. The “all” cgtay affects both unicast and multicast packets.
The “layer2” rate limiter category uses Layer 2dveare rate limiter resources (as opposed to otitegories which share eight Layer 3 rate limiter
registers). Layer 2 rate limiters do not work ie thuncated fabric-switching mode: that is, theyndbwork in a system that has a mix of fabric-
enabled and traditional, non-fabric-enabled linelsar if the system has classic line cards andrméant Cisco Catalyst 6500 Series Supervisor
Engine 720s.

Tables 1-4 should help you understand which speaisg rate limiter is right for your network. Higdiited special-case rate limiters should be
used in most environments and you should not ussetthat do not apply to your environment. For eparrif VACL log is not used in your
network, do not enable the VACL log special-case liaiter (Instead, you should disable it sincis ienabled by default). This would waste a
hardware rate limiter and would not serve any psepo

Table 1.  Unicast Special-Case Rate Limiters

Rate Limiter Default Description

Ingress ACL Bridged Packets OFF Limits packets punted to the route processor CPU because of an Ingress/Egress ACL bridge
result. Ingress/Egress ACL rate limiters can be used independently. However, if both rate
limiters are turned on, they must share the same value and are limited in aggregate. Examples
of ACL bridged packets include packets hitting ACEs with the “log” keyword, packets requiring

Egress ACL Bridged Packets special ACL features, and unsupported hardware packet types such as IPX and AppleTalk.
When a CoPP policy is present, it is better to disable the Ingress ACL bridged rate limiter
because these may overlap.

Cisco Express Forwarding OFF Rate limits all packets that contain any route processor IP address as the destination address.

Receive cases It is better to use CoPP than to use this rate limiter; do not use both mechanisms in
conjunction.

Cisco Express Forwarding OFF Limits traffic that is punted to the CPU when no ARP entry exists for the destination host,

Glean Cases and the CPU thus needs to ARP for a next hop. Note that this does not affect ARP traffic but

just traffic that requires address resolution.
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Rate Limiter

IP Features

ICMP Redirect

ICMP Unreachable—no route
ICMP Unreachable—ACL drop
IP Errors

IP RPF Failures

IP Options

VACL Log

Capture Packet

Table 2. Multicast Special-Case Rate Limiters

Default
OFF

OFF

ON
100 pps

OFF

ON
2000 pps

OFF

Rate Limiter Default
Multicast Partial-SC ON
100000 pps

Multicast Default Adjacency ON

100000 pps
Multicast Non-RPF OFF
Multicast IP Options OFF

Description

Limits traffic requiring special software feature processing. Software features include
Authentication proxy, IPSec, and Inspection in the Native implementation. Note that the Cisco
Catalyst OS feature rate limiter is used to rate limit dotlx, DHCP, and ARP Inspection traffic.
Do not use this rate limiter unless you are using one of these features.

Limits traffic requiring generation of ICMP redirect messages. ICMP redirect packets are sent
back to the originating hosts to advertise optimal routes.

Limits traffic requiring generation of ICMP unreachable messages due to FIB miss, ACL drop,
or RPF failure. The IP Error rate limiter limits bad IP traffic with invalid length or checksums
that needs to be sent to the route processor for further processing.

All four rate limiters share a single hardware rate limiter and should any of these rate limiters be
enabled, all the rate limiters in this group will share the same value and state (ON/ON/ON/ON).

Packets with IP Options are sent to the CPU for further processing. This special-case rate
limiter limits unicast packets with IP Options punted to the CPU. This option is only supported
on the Cisco Catalyst 6500 Series policy feature cards 3B and 3BXL (PFC3B, PFC3BXL).

Limits packets punted to the CPU because of VLAN ACL logging. VACLs are processed in
hardware, but the logging function is done by the route processor. This rate limiter is enabled
by default. Do not use this rate limiter unless VACL Log is configured.

Limits packets punted to the CPU because of Optimized ACL Logging (OAL).

Description

Some multicast flows can be partially software switched if special processing is required. It

is desirable to rate limit these flows destined to the Multilayer Switching Feature Card (MSFC).
Note that this rate limiter uses a special register that is not accounted for in the available ten
hardware registers and it is applied globally, not on a per-forwarding-engine basis.

Limits traffic requiring special software processing because of an FIB miss (for example, if
multicast traffic does not match an entry in the hardware mroute table).
Same as unicast RPF Failure rate limiter, but applies to multicast traffic.

Same as unicast IP Options rate limiter, but applies to multicast traffic. This option is only
supported on the Cisco Catalyst 6500 Series PFC3B and PFC3BXL.

Table 3.  Unicast and Multicast (“All") Special-Case Rate Limiters

Rate Limiter Default
TTL Failure OFF
MTU Failure OFF

Description

Limits packets punted to the route processor CPU because of a time-to-live (TTL) check failure. Do not
use this rate limiter in conjunction with Layer 2 multicast in a system with the Cisco Catalyst 6500 Series
PFC3A. Doing so would break multicast bridging.

Limits packets that are punted to the route processor CPU because of to maximum transmission unit
(MTU) failure. Do not use this rate limiter in conjunction with Layer 2 multicast in a system with the Cisco
Catalyst 6500 Series PFC3A.
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Table 4. Layer 2 Special-Case Rate Limiters

Rate Limiter Default Description

L2 PDU OFF Limits Layer 2 control protocol data unit (PDU) packets destined for the switch processor. That includes
bridge protocol data units (BPDUs), VTP, UDLD, PagP, and LACP. Being too aggressive with the rate
limiter could have adverse effects on the Layer 2 network stability. This rate limiter is not supported when
the switch is in the truncated fabric-switching mode*.

L2 Protocol Tunneling OFF Limits Layer 2 protocol tunneled PDUs destined for the switch processor (Cisco Discovery Protocol,
Spanning Tree Protocol, and VTP). This rate limiter is not supported when the switch is in the truncated
fabric-switching mode (See footnote).

Multicast IGMP OFF Limits IGMP control messages sent to the CPU for IGMP snooping. This rate limiter should be used when
IGMP Snooping is enabled: a switch with IGMP Snooping enabled will listen for IGMP messages to
optimize the flow of multicast traffic at Layer 2. This rate limiter is not supported when the switch is in the
truncated fabric-switching (See footnote).

*  Mix of fabric enabled and classic/non-fabric eleblinecards or if the system has classic linesartl redundant Cisco Catalyst 6500 Series Supervis

Engine 720s.
Selective Packet Discard
Selective Packet Discard (SPD) is a software mashato manage the process-level input queues orothte processor. The goal of SPD is to
provide priority to routing protocol packets antiet critical control packets (high-precedence ptckéth IP precedence set to 6 or 7) during
periods of process-level queue congestion. SPDiges\special headroom in the process-level queauthése important packets. SPD is enabled by
default on the Cisco Catalyst 6500 Series. Theultgfmocess-level queue size is 74 and the defemsltiroom size that accommodates special high-
priority control-plane packets is 100 on the CabB500 Series. Where software CoPP operateseattipt level to prioritize important traffic, SPD
adds another level of software prioritization a& ghrocess level.

For more information on Selective Packet Discatéage visit
http://www.cisco.com/en/US/products/hw/routers/g8péoducts_tech note09186a008012fb87.shtml

ACLs and QoS
Access-list and QoS features are covered in det#ile data plane DoS protection sections. Themteifes should be used for DoS mitigation cases
that cannot be managed by CoPP and CPU rate lsnker example, a MAC ACL can be used to drop ridtraffic.

Routing Protocol and ARP Policing Mechanisms

Malicious users may try to overwhelm the route pesor CPU with control packets such as routingopator ARP packets. These special control
packets can be hardware rate limited using a Glstalyst 6500 Series specific routing protocol ARP policing mechanism configurable with
themls gos protocolcommand. The routing protocols supported inclutfe BGP, LDP, OSPF, I1S-IS, IGRP, and EIGRP. Fong{a, the
following rate limits ARP packets in hardware at(®B® bps.

Router(config)#mls gos protocol arp police 32000

Note, however, that although this throttling medbaneffectively protects the route processor CPalrag such attacks as line-rate ARP attacks,
this mechanism does not only police routing proemd ARP packets to the switch. It also policafit through the box and is less granular than
CoPP.

This policing mechanism shares the root configaratiith a policing-avoidance mechanism. The potjeiivoidance mechanism lets the
aforementioned routing protocol and ARP packets lorough the network when these particular packegtsh a QoS policer. This function can be
configured using thenls gos protocol <protocol> pass-througlcommand.

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 14 of 18


http://www.cisco.com/en/US/products/hw/routers/ps167/products_tech_note09186a008012fb87.shtml

Traffic Storm Control

A traffic storm occurs when packets flood the LAiXgating excessive traffic and degrading networkopmance. The traffic storm control feature
prevents LAN ports from being disrupted by a br@asticmulticast, or unicast traffic storm on phykinterfaces from either network configuration
mistakes, or from malicious users issuing a Do&ckttTraffic storm control (also called broadcagimession) monitors incoming traffic levels
over a 1-second traffic storm control interval atidring the interval, compares the traffic levethwthe traffic storm control level configured. The
traffic storm control level is a percentage of thial available bandwidth of the port. For examplafiguring broadcast suppression on interface
Gigabit 1/1 to a level of 20 percent will limit dfoadcast control-plane traffic such as ARP retp&HCP requests, and other broadcast traffic to
a combined amount of 200 Mbps on interface Gightit This is achieved using the following command:

Router(config)#int GigabitEthernet 1/1
Router(config-if)# storm-control broadcast level 20

The Cisco Catalyst 6500 Series applies trafficrstoontrol at the port ASIC level. Thus, unicast ltinast, and broadcast suppression is a property
of the line card itself, not the supervisor engiBach port has a single traffic storm control letelt is used for all types of traffic (unicast,
multicast, and broadcast). Though broadcast sugipresoes not differentiate between good and baddwast traffic, it can be configured to
combat effectively against line-rate broadcast Rti&cks.

Directed Broadcast

IP directed broadcast traffic is traffic directedain IP address that specifies “all hosts” on amjisubnet. A single copy of a directed broadcast
address is routed to the target network wheregvéntually broadcasted. IP directed broadcastgiacke dropped by default on the Cisco Catalyst
6500 Series, so that DoS attacks cannot explaitvihinerability. For example, “smurf” attacks explhe use of ICMP directed broadcast packets.
In this attack, the perpetrator sends an IP pingegcho my message back to me”) request to a bes@dadress within the receiving site. The ping
packet is broadcast to all hosts within the recgj\site's local network. The packet contains a é$pad’ source address, which is the intended
address of the recipient of this DoS attack. Eamst that receives the ping will reply to the spaodeurce address. The result will be lots of ping
replies flooding back to the innocent, spoofed hiéshe flood is great enough, the spoofed hod#itivai longer be able to receive or distinguish

real traffic.

If needed, IP directed broadcast can be enabledpamticular VLAN or physical interface with theénface-levelp directed-broadcastcommand.
When enabled, IP directed-broadcast packets aragedmat the process level by the route processbeidefault mode. To enable the hardware
switching of the IP directed broadcast, usertteip directed-broadcastcommand. ACLs should also be deployed to prowvidehér security. The
ACLs can be configured to only allow the expectedrses of the directed broadcast.

Cisco Express Forwarding

The Cisco Catalyst 6500 Series Supervisor Engifgipervisor Engine 32, and Supervisor 720 use ibeoE&xpress Forwarding technology to
help ensure that hardware routing tables are ptgmlitzased on topology information before any usdfi¢ flows through the switch. This
architecture helps ensure that data packets acegsed in hardware.

The Cisco Express Forwarding-based architectusapsrior to flow- or cache-based architectures witee first few packets of all new flows have
to be forwarded to the CPU until a hardware cactieyés created. This is especially true when aegivith certain worms. A worm is a self-
contained program that can propagate itself thraygtems or networks. One spreading strategy edoais random scanning, where the worm
operates by selecting random IP addresses to filmrable hosts to infect. On flow-based systewensing random address spaces is CPU-
intensive and could easily result in flow cacherfioer. When the flow cache is full, all new flowswve to be software-switched. This is in contrast
with Cisco Express Forwarding switching, where igidecisions are topology-based and thus do ruetrtte on the number of existing switched
flows.
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DOS ATTACK DETECTION

While mitigation mechanisms are needed, it is afgmortant to make sure that data can be collectédentify these attacks and that mechanisms
are in place to trigger appropriate actions wheeatig anomalous behavior. NetFlow, SNMP, Captang, SPAN are amongst the most important
DoS attack detection mechanisms.

NetFlow

NetFlow is one of the most efficient ways to def@o6 attacks. It is a technology that providesbiiisy into the traffic traversing a given switch.
The NetFlow data can provide flow information sashsource and destination IP address, protocalce@nd destination port, and incoming
interface. It also provides statistics on the nuntfg@ackets seen for that given flow. NetFlow ebtilus be used to detect DoS and DDoS attacks,
trace back attacks, and to characterize the switcéaffic profile. NetFlow records can be sent péically to NetFlow collectors which can store
and analyze the NetFlow data.

The Cisco Catalyst 6500 Series supports NetFlomanmdware. The Cisco Catalyst 6500 Series PolicyFe&ard 3A and 3B (PFC3A and PFC3B)
can keep track of up to 128,000 flows at a giveretin hardware. The PFC3BXL can scale to up to@Bbrecorded flows. On the Cisco Catalyst
6500 Series, the hardware NetFlow table can alassbd for feature hardware acceleration.

SNMP

It is important to monitor the critical switch resoes to make sure that they are not overwhelnmszhuse this could indicate a DoS attack. For
example, the CPU utilization could be monitored &NMP traps could be sent to a network managensemeisas an early warning sign of a
possible DoS attack. Other critical resources ttchvinclude the memory utilization, the link utditon, drop counters, ternary content addressable
memory (TCAM) resource utilization, the total numbéflows traversing the switch, and syslog messadhese resources could be monitored and
retrieved on a central management station throdg¥iiS and SNMP traps or other proper action shoeltalken when abnormal behaviors are
seen. The Cisco Catalyst 6500 Series supports SMaigton 1 (SNMPv1), SNMPv2, and SNMPv3 (autheniizatind encryption).

VACL Capture and Switched Port Analyzer

Should a possible DoS attack be detected, it isiplesto capture complete traffic flows and seresthpackets to a sniffer or a special appliance for
complete packet payload analysis. The two feafomegiding this port mirroring ability are Switch&wbrt Analyzer (SPAN) and VLAN ACL

(VACL) Capture. The SPAN function provides the daifity to send a copy of all traffic traversing avgn physical port or VLAN to a sniffer.
Different types of SPAN exist: SPAN is local to theitch, Remote SPAN (RSPAN) sends a copy of tfficrto a remote Layer 2 destination, and
Encapsulated Remote SPAN (ERSPAN) sends a cofhedfdffic to a remote Layer 3 destination usingeg& routing encapsulation (GRE).

VACL Capture works locally on a given switch andjgplied to a VLAN or a set of VLANs. One advantageising VACL capture over SPAN is
that ACEs can be used to specify which exact traffiould be sent to a sniffer. VACL capture presenty relevant traffic to the sniffer.

SPECIALIZED DENIAL OF SERVICE PROTECTION

This section will highlight some characteristicloé main services modules that provide advancesl [potection. Services modules can offer the
same level of security as separate security apg@awith the added benefit of providing an integplegolution that takes advantage of the
underlying Cisco Catalyst 6500 Series infrastruetur

Firewall Services Module

The Cisco Catalyst 6500 Series Firewall Servicesllio (FWSM) is a high-speed, application-awarenfak that provides stateful inspection and
advanced DoS protection with features such as F@agatd, FragGuard, DNS Guard, and TCP Intercep.FWSM can be deployed in both
transparent (Layer 2) or routed (Layer 3) mode @ardbe virtualized into multiple logical firewallsjth each security context having its own
security policies and administration rules.
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Cisco Traffic Anomaly Detector Module and Cisco Guad Module

The Cisco Guard and Traffic Anomaly Detector modwes used to monitor traffic flows and mitigate @attacks that can flood networks and
servers with unneeded traffic. The Cisco TraffimAraly Detector passively monitors the network tedffoking for abnormal behavior that could
indicate DDoS attacks. When an attack is identjfibd Cisco Traffic Anomaly Detector alerts thed@i$uard, providing information on which
destination is being attacked. All the traffic diestl to that destination, both legitimate and nialis, is dynamically diverted to the Cisco Guard
and is then subject to multiple levels of analgsid counter measures resulting in the removal ditioas traffic and the forwarding of legitimate
traffic to the destination.

Intrusion Detection System Services Module

The Cisco Catalyst 6500 Series Intrusion Detecigstem Services Module (IDSM) monitors the netwoakfic and compares the packet payload
against well-known attack signatures. Should aachktbe detected, the IDSM can instruct the switctake proper action against these attack
packets such as dropping the DoS packets with egsadist. The Cisco Catalyst 6500 Series IDSM2ais of the Cisco Intrusion Prevention
System, providing the ability to analyze, identifassify, and stop threats including worms, spyward adware, network viruses, and application
abuse.

Network Analysis Module

The Cisco Network Analysis Module (NAM) for the @btst 6500 Series gives network managers visihifity the network by providing

integrated traffic-monitoring services. Such segsinclude capture capability, switch health patamseport-level, application-level, hosts, and
conversations traffic statistics, and network-bassstices such as QoS and voice over IP (VoIP).dikeo NAM can be used to detect DoS attacks
or to profile an attack after it has been detected.
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