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Customer Case Study

State Street Corporation Banks on a High-Availabili  ty
MPLS Network

EXECUTIVE SUMMARY State Street Corporation built an “enabling” networ k to dramatically improve
availability while extending voice and other innova tive services enterprise wide.

CUSTOMER NAME

e State Street Corporation
Boston, Massachusetts, United States

INDUSTRY

¢ Financial Services
BUSINESS CHALLENGE

* Improve network availability
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¢ Consolidate and simplify
network topology

* Create a foundation for extending voice
and video applications enterprise-wide

NETWORK SOLUTION
¢ Deployed redundant dual-carrier network

¢ Changed core network from hub-and-
spoke model to any-to-any topology

* Extended IP Communications
capabilities company-wide using Cisco
3800 Series integrated services routers

BUSINESS VALUE

* Reduced global telecom expenses
by 40 percent

¢ Increased network management BUSINESS CHALLENGE
roductivity by approximately 68 percent . . .
2 e ey el With $10.1 trillion in assets under custody as eEBmber 31, 2005, State Street Corporation

with 34 percent fewer staff members
« Dramatically increased is recognized as the leading servicer of U.S. nidtuils and pension plans. The company is
network availability also the leading institutional investment managehe United States with $1.4 trillion under
management as of December 31, 2005. Founded indri®Readquartered in Boston,
Massachusetts, State Street now employs more th@0@ people in 26 countries and
100 geographic markets worldwide.
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State Street’s network must support clients’ inmesit strategies globally. During the 1990s, aseS3#aiteet experienced rapid growth, its existing
network was extended numerous times to keep upteaiy spanning more than 100 financial markeestwadrk nodes were located in more
than 60 offices around the world and supported rtfzae 500 client connections. Many network extemsioad been built without considering
futures scalability and as a result, the network difficult to manage.

In addition to serving clients and business pasiniie network also supports many different businests within State Street—all of which
facilitate portions of time-sensitive trade settéts. Ensuring timely settlement depends on netaeaiability. Unfortunately, the existing
network infrastructure suffered from frequent parfance problems that affected availability. Whenddo Bither assumed responsibility as
State Street’s senior vice president of integragtsvork solutions in 2003, he faced a tremendoafiage.

“Availability means everything to our business, dhe existing network was not delivering it,” sa@ither. “We wanted to deploy a network
architecture that would ensure high availabilitg @tso help us control costs, improve our end Usemeriences, and allow us to deploy voice
and video.”

State Street reevaluated its entire network arctuite and strategy, deciding to consolidate its@arelationships, outsource network installation
and management, and build a network foundatiothferfuture. One requirement for the new network thias it be based on equipment from
Cisco Systenfs

“Deploying a Cisco network was a criteria becauseus companies’ strong relationship,” says Biti#¥e choose partners who can ensure that
we are able to maintain the highest level of atbdlityt and efficiency, and Cisco is one of thosetpars. We also choose service providers on
that basis.” In 18 months, State Street completeghaprehensive network re-construction and migritem a single-carrier Frame Relay global
network to a fully managed dual-carrier network.

NETWORK SOLUTION

State Street chose dual, managed Multiprotocol Latitching (MPLS) WAN services from AT&T and MCb tmeet its global connectivity
network requirements. Both carriers support appnaxély equal volumes of network traffic, and eachdpable of carrying 100 percent of
the traffic in the event of a failure in the otteenietwork. The two service providers are respoadii monitoring service-level agreement
(SLA) compliance.

With the WAN decision made, Bither and his teard,bg Steve J. White, vice president of network ragiing for State Street, began working
on a comprehensive core network strategy. The redwark architecture creates a solid infrastructatandation that scales to support advanced
services, such as security, wireless, voice, addoviThe network is also designed to enable a t@pleanfrastructure deployment process across
all State Street locations. White's team definedssindard service models for State Street officeseight standard service models for client
organizations. Each service model includes SLAd@rthat are based on the different requirementtseodffices and client institutions.
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State Street’s remote offices are connected tdMRPES WAN using Cisco 7200 Series routers or Cisatayst 3750 Series switches, depending
on the specific needs of the remote office. The BRUAN is fully meshed, enabling any-to-any connattiacross the infrastructure, including
primary data center connectivity.

The company’s core network is deployed in eighadanters around the world, where the company’cgtiens and systems are centralized for
distribution. The core network is built on dual @iCatalyst 6509 or 6513 switches connected byligdhernet links. The Catalyst 6500 Series
switches are configured for delivering high avaiigpwith redundant switch fabric modules, dualvper supplies, and redundant supervisor
engines with subsecond failover.

Elements of State Street Corporation’s High-Availab ility Network
¢ Dual-carrier, managed fully meshed MPLS network

¢ Both carriers capable of carrying 100 percent of traffic

e Carrier-based SLA compliance monitoring and reporting

¢ Cisco Catalyst 6500 series switches with redundant switch fabric modules, dual power supplies, and redundant supervisor engines with
subsecond failover

* QoS deployed for voice and data using Low-Latency Queuing techniques

* Cisco 3800 and 2800 series integrated services routers configured with Hot Standby Routing Protocol (HSRP) and Survivable Remote Site
Telephony (SRST)

The core network connects to a distribution-layetmork, which is also built using Cisco Catalys08%eries switches. State Street chose Cisco
Catalyst 6500 Series switches for its network axtager as well. Using Catalyst 6500 Series swidheall network layers allows State Street to
pursue a network model that facilitates a netwednsentation topology and allows it to separatécatibusiness applications from user assistance
applications. Internet connectivity is providedvarious service providers around the world, tertiigpat Cisco 7200 Series routers over a
separate network in each data center.

“The Cisco Catalyst 6500 Series switch is a supszhnical solution that can scale easily—simply dplacing line cards rather than by having to
change chassis,” says White. “The ability to séam 32 to 720 Gbps in the same backplane andersdme chassis is impressive. We expect this
switch to be a 10-year platform and to be in owiremment for a long time.”

A secondary objective of deploying a new netwofkastructure was to reduce communication costsingu2002, State Street had evaluated IP
telephony technology to support a small remoteceféind chose a Cisco voice over IP (VolIP) solutiothe succeeding three years, the company
continued to deploy a Cisco VolIP solution for eaelw office that it opened. With a new network foation that was now capable of supporting
voice companywide, and with the required qualitgeifvice (QoS), Bither and White had a compellingihess case for deploying an enhanced
Cisco IP Communications solution.
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As Figure 1 illustrates, State Street deployed €@allManager systems in its data centers to peowe@htralized call processing features company-
wide and eliminate the need to deploy separatafibranch exchange (PBX) systems in each remfite.dfh addition to significantly reducing or
avoiding PBX licensing and maintenance costs, eénéd CallManager systems greatly simplify managmExisting PBX systems are integrated
with the CallManager environment through Cisco Camivation Media Modules (CMMs)—Catalyst 6500 Seliies cards that provide flexible,
high-density T1 and E1 gateways. With the CMMs{eS&treet can connect its existing time divisiortiplexing (TDM) network and provide
connectivity to the public telephone system whilking advantage of innovative new IP Communicatgsiations.

Figure 1. Centralized Call Processing Extends Advanced IP Communication Solutions to Remote Offices
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In addition to supporting employees and institugiloclients, State Street supports business parametsraders through numerous internal contact
centers that provide investment manager servigdg,desks, access to financial business unitsaasidtance with other critical business processes.
The company’s goal is to support call center agardand the world, giving clients “with the sun’cass to trading staff and assistance.

“To achieve that goal, we layer IP Communicatioagabilities on our core infrastructure,” says Whit¥e chose Cisco CallManager and Cisco
IP Contact Center to deploy an innovative IP-basedact center over our new network.” Cisco IP @on€enter provides State Street with
intelligent contact routing, call treatment, andfiga IP telephony capabilities across a distribueavironment. It transparently integrates inbound,
outbound, Web collaboration, and email communiceatitiile enabling State Street to preserve its itneests in interactive voice response and
other existing call center technology.

“The Cisco 3800 integrated services routers provide compact, resilient capacity for PSTN capabilities, as well
as support audio conferencing. In the future, we pl an to standardize on the Cisco 3845 Integrated Serv  ices
Router for small to medium-sized offices.”

—Steve J. White, Vice President for Network Engineering, State Street Corporation
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State Street is extending IP Communications saistio remote offices using dual Cisco 3800 Sentegjrated services routers. These routers are
ideally suited to remote offices with a range oblagation needs. They support business telephodycantact center agent connectivity through

a centralized CallManager cluster. As shown in Féd) the Cisco 3800 Series integrated servicger®provide gateway connectivity to public
switched telephone network (PSTN) providers usit@EL primary rate interfaces (PRIs) and analogigorexchange office ports to central office
trunks for overflow and 911 emergency servicesdme locations, the Cisco Unity Express Module jplew auto attendant capabilities.

This versatile routing platform usually is connekte a Cisco Catalyst 3750 series Switch, whickuihes Power over Ethernet features to power
Cisco IP phones. Each Cisco 3800 Series Integ@gedices Router is configured with Hot Standby RauProtocol (HSRP) and Survivable
Remote Site Telephony (SRST) features that wilb leglsure business continuity, allowing voice serticcontinue in the event of a WAN failure.
The routers are also equipped with Cisco High-Ogrisktension Modules. These modules allow connggtilirectly to the PSTN in the event of

a router failure or building power outage. If povilost in the facility, there would still be seakanalog phones capable of placing and receiving
PSTN calls. The Cisco 3800 Series integrated seswiguters are managed by State Street and codrmaate Ethernet to a carrier-managed edge
device, which connects to the MPLS network.

Figure 2. Remote Office Dual SRST Gateway Detail. Each Remote Office That Relies on Voice Services Over the WAN Uses a
Dual Router Configuration for Maximum Availability.
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“The Cisco 3800 integrated services routers proeimapact, resilient capacity for PSTN capabiliteswell as support audio conferencing,”
says White. “In the future, we plan to standardinehe Cisco 3845 Integrated Services Router fallsno medium-sized offices.” Currently the
Cisco 3800 Series routers are deployed in Rye Bridel York; Los Angeles, California; and London.giand. For offices where voice is not a
requirement, State Street deploys Cisco 2800 Sengers.
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With voice running over the WAN and future plans deploying video applications, State Street beaéfom the QoS features inherent in

its MPLS WAN services to prioritize voice over ledslay-sensitive network traffic. The company calketadvantage of basic MPLS traffic
management features and standard queuing mechasisohsas Low-Latency Queuing for voice. Voice coliraffic is marked as Media
Gateway Control Protocol and H.323 control traffifiile data applications are routed according ésslbased, weighted fair queuing markers.

PRODUCT LIST
« Cisco Catalyst 6500 and 3750 Series switches
Cisco 7200 Series routers

Cisco 3800 and 2800 Series integrated servicesnmut
Cisco CallManager and Cisco IP Contact Center
« Cisco NetFlow Collection Engine

BUSINESS VALUE
State Street deployed its regional data centersranrd than 65 offices within 18 months—without algpemn. Today the company has completed
migration of approximately 90 percent of its cl€rdites over the MPLS WAN.

“By aligning people, processes, and network pragludth a disciplined approach to network designhaee dramatically reduced network
complexity,” says Bither. “Our first-time succesga on changes has increased from 67 to 98 pektenthave improved productivity by
approximately 68 percent with 34 percent fewelf stefmbers.”

With the dual-carrier, MPLS WAN, State Street hagegienced dramatic improvement in network avalighiBy moving from a hub-and-spoke
topology to an any-to-any model, the company hdsged the demands on its regional data centersraatnled remote sites to more easily access
and use distributed, high-performance applicatamt services.

“The new topology has also enhanced our disasteivery capabilities,” says White. “Because location longer rely on a specific hub, they're
able to automatically route around a potentialifgiland access applications without human inteimen?e extended that model to our client
network, so client traffic will be carried on a see extranet, which allows them to route to angwfdata centers. If an event occurs that disrupts
part of the network, we can recover these clientsraatically if necessary.”

From the deployment of the new Cisco network an@dhmunications solutions, Bither also reportsdauction of the company’s global telecom
expenses by 40 percent. Now with a powerful sergigented network infrastructure in place, State&thas many plans for systematically
deploying new capabilities.

“From a business viewpoint and a technology advance ment perspective, we believe that Cisco networking
solutions provide us with the enhanced features tha t we were looking for. They delivered ease of use f  or
our employees, enhanced our disaster recovery capabilit ies, significantly improved network reliability, an d

allowed us to consolidate our call-processing archi tecture and control costs.”

—Gordon H. Bither, Senior Vice President, Integrated Network Solutions, State Street Corporation
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NEXT STEPS

“Our goal is to implement a global QoS strategR@®6,” says White. “Although we have deployed Qo&étwork locations that support voice
traffic, we are moving toward a completely traféingineered environment that will allow us to man@ggfic with more granularity instead of
just adding bandwidth.”

Currently White and his team are using the Ciscti-& Collection Engine to provide data for makingffic-engineering decisions as they
prepare to add video applications to the networkdavelop their network-wide QoS strategy. Otheeptial projects include implementing
unified messaging and adding wireless capabilities.

“From a business viewpoint and a technology advaece perspective, we believe that Cisco networkinlgtions provide us with the enhanced
features that we were looking for,” says Bitherh&¥ delivered ease of use for our employees, erldamar disaster recovery capabilities,
significantly improved network reliability, and aWed us to consolidate our call-processing architecand control costs.”

FOR MORE INFORMATION

To learn more about Cisco routing solutions, visitp://www.cisco.com/go/routing

To learn more about Cisco switching solutions,tvigitp://www.cisco.com/go/switching

To learn more about Cisco IP Communications sahstiisit: http://www.cisco.com/go/ipc

To learn more about State Street Corporation \isifr://www.statestreet.com

This customer story is based on information proditg State Street Corporation and describes hotwp#rgicular organization benefits from the
deployment of Cisco products. Many factors may tamributed to the results and benefits descriliést;o does not guarantee comparable results
elsewhere.

CISCO PROVIDES THIS PUBLICATION AS IS WITHOUT WARRATY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUING
THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNES FOR A PARTICULAR PURPOSE. Some jurisdictions ad allow
disclaimer of express or implied warranties, themethis disclaimer may not apply to you.
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