Preface

This guide describes how to install the CiscoWorks 1130 Wireless LAN Solution
Engine (WLSE). It also describes configuration and maintenance tasks for the
CiscoWorks 1105 and CiscoWorks 1130 WLSEs and provides technical
specifications for the CiscoWorks 1130 WLSE.

This guide consists of the following chapters and appendixes:

Cisco 90-Day Limited Hardware Warranty Terms

Preface

Product Overview

Installing the CiscoWorks 1130 Wireless LAN Solution Engine
Configuring the Wireless LAN Solution Engine

Administering the Wireless LAN Solution Engine
Troubleshooting

Using CLI Commands

Technical Specifications
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W Audience

Audience

This guide is intended primarily for system administrators who are responsible for
installing and configuring internetworking equipment, and are familiar with Cisco
I0S software.

A

Warning  Only trained and qualified personnel should be allowed to install, replace, or
service this equipment.

Conventions

This document uses the following conventions:

Item Convention
Commands and keywords boldface font
Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter boldface screen font
Variables you enter italic screen font

Menu items and button names boldface font

Selecting a menu item in paragraphs Option>Network Preferences

Note  Means reader take note. Notes contain helpful suggestions or references to
material not covered in the publication.

Caution  Means reader be careful. In this situation, you might do something that could
result in equipment damage or loss of data.
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Warning

Waarschuwing

Conventions W

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause
bodily injury. Before you work on any equipment, be aware of the hazards
involved with electrical circuitry and be familiar with standard practices for
preventing accidents. To see translations of the warnings that appear in this
publication, refer to the translated safety warnings that accompanied this
device.

Note: SAVE THESE INSTRUCTIONS

Note: This documentation is to be used in conjunction with the specific
product installation guide that shipped with the product. Please refer to the
Installation Guide, Configuration Guide, or other enclosed additional
documentation for further details.

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die
lichamelijk letsel kan veroorzaken. Voordat u aan enige apparatuur gaat
werken, dient u zich bewust te zijn van de bij elektrische schakelingen
betrokken risico's en dient u op de hoogte te zijn van de standaard praktijken
om ongelukken te voorkomen. Voor een vertaling van de waarschuwingen die
in deze publicatie verschijnen, dient u de vertaalde
veiligheidswaarschuwingen te raadplegen die bij dit apparaat worden
geleverd.

Opmerking BEWAAR DEZE INSTRUCTIES.

Opmerking Deze documentatie dient gebruikt te worden in combinatie met de
installatiehandleiding voor het specifieke product die bij het product wordt
geleverd. Raadpleeg de installatiehandleiding, configuratiehandleiding of
andere verdere ingesloten documentatie voor meer informatie.
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Varoitus  TARKEITA TURVALLISUUTEEN LITTYVIA OHJEITA

Tama varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa
ruumiinvammaan. Ennen kuin tyéskentelet minkaén laitteiston parissa, ota
selvaa sdhkokytkentdihin liittyvista vaaroista ja tavanomaisista
onnettomuuksien ehkiisykeinoista. Tassa asiakirjassa esitettyjen varoitusten
kdadnnokset loydat laitteen mukana toimitetuista ohjeista.

Huomautus SAILYTA NAMA OHJEET

Huomautus Tama asiakirja on tarkoitettu kaytettiavaksi yhdessi tuotteen
mukana tulleen asennusoppaan kanssa. Katso lisédtietoja asennusoppaasta,
kokoonpano-oppaasta ja muista mukana toimitetuista asiakirjoista.

Attention IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une
situation pouvant causer des blessures ou des dommages corporels. Avant de
travailler sur un équipement, soyez conscient des dangers posés par les
circuits électriques et familiarisez-vous avec les procédures couramment
utilisées pour éviter les accidents. Pour prendre connaissance des
traductions d'avertissements figurant dans cette publication, consultez les
consignes de sécurité traduites qui accompagnent cet appareil.

Remarque CONSERVEZ CES INFORMATIONS

Remarque Cette documentation doit étre utilisée avec le guide spécifique
d'installation du produit qui accompagne ce dernier. Veuillez vous reporter au
Guide d'installation, au Guide de configuration, ou a toute autre
documentation jointe pour de plus amples renseignements.
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Warnung

Figyelem!

Conventions W

WICHTIGE SICHERHEITSANWEISUNGEN

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die
zu einer Korperverletzung fiihren konnte. Bevor Sie mit der Arbeit an
irgendeinem Gerét beginnen, seien Sie sich der mit elektrischen
Stromkreisen verbundenen Gefahren und der Standardpraktiken zur
Vermeidung von Unfillen bewusst. Ubersetzungen der in dieser
Veroffentlichung enthaltenen Warnhinweise sind im Lieferumfang des Gerits
enthalten.

Hinweis BEWAHREN SIE DIESE SICHERHEITSANWEISUNGEN AUF

Hinweis Dieses Handbuch ist zum Gebrauch in Verbindung mit dem
Installationshandbuch fiir Ihr Gerit bestimmt, das dem Gerit beiliegt.
Entnehmen Sie bitte alle weiteren Informationen dem Handbuch
(Installations- oder Konfigurationshandbuch o. A.) fiir Ihr spezifisches Gerit.

FONTOS BIZTONSAGI ELOiRASOK

Ez a figyelmezetd jel veszélyre utal. Sériilésveszélyt rejtdo helyzethen van.
Mielott barmely berendezésen munkat végezte, legyen figyelemmel az
elektromos aramkorok okozta kockazatokra, és ismerkedjen meg a szokasos
balesetvédelmi eljarasokkal. A kiadvanyban szerepld figyelmeztetések
forditasa a keésziilékhez mellékelt biztonsagi figyelmeztetések kozott
talalhate.

Megjegyzés ORIZZE MEG EZEKET AZ UTASITASOKAT!

Megjegyzés Ezt a dokumentaciot a késziilekhez mellékelt iizembe helyezési
atmutatéval egyiitt kell hasznalni. Tovabbi tudnivalok a mellékelt Uzembe
helyezési atmutatoban (Installation Guide), Konfiguraciés atmutatoban
(Configuration Guide) vagy mas dokumentumban talalhatok.

[ 78-15458-01

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine g




Preface |

I Conventions

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe
causare infortuni alle persone. Prima di intervenire su qualsiasi
apparecchiatura, occorre essere al corrente dei pericoli relativi ai circuiti
elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Per le traduzioni delle avvertenze riportate in questo documento, vedere le
avvertenze di sicurezza che accompagnano questo dispositivo.

Nota CONSERVARE QUESTE ISTRUZIONI

Nota La presente documentazione va usata congiuntamente alla guida di
installazione specifica spedita con il prodotto. Per maggiori informazioni,
consultare la Guida all'installazione, la Guida alla configurazione o altra
documentazione acclusa.

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette varselssymbolet betyr fare. Du befinner deg i en situasjon som kan
forarsake personskade. For du utferer arbeid med utstyret, bar du veere
oppmerksom pa farene som er forbundet med elektriske kretssystemer, og du
bar veere kjent med vanlig praksis for a unnga ulykker. For a se oversettelser
av advarslene i denne publikasjonen, se de oversatte sikkerhetsvarslene som
felger med denne enheten.

Merk TA VARE PA DISSE INSTRUKSJONENE

Merk Denne dokumentasjonen skal brukes i forbindelse med den spesifikke
installasjonsveiledningen som fulgte med produktet. Vennligst se
installasjonsveiledningen, konfigureringsveiledningen eller annen vedlagt
tilleggsdokumentasjon for detaljer.

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine
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Aviso

jAdvertencia!

Conventions

INSTRUCOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. 0 utilizador encontra-se numa
situacao que podera ser causadora de lesdes corporais. Antes de iniciar a
utilizacao de qualquer equipamento, tenha em atencao os perigos envolvidos
no manuseamento de circuitos eléctricos e familiarize-se com as praticas
habituais de prevencéao de acidentes. Para ver traducdes dos avisos incluidos
nesta publicacao, consulte os avisos de seguranca traduzidos que
acompanham este dispositivo.

Nota GUARDE ESTAS INSTRUGOES

Nota Esta documentacio destina-se a ser utilizada em conjunto com o
manual de instalacao incluido com o produto especifico. Consulte o manual
de instalacao, o manual de configuracao ou outra documentacéao adicional
inclusa, para obter mais informacaes.

INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica.
Antes de manipular cualquier equipo, considere los riesgos de la corriente
eléctrica y familiaricese con los procedimientos estandar de prevencion de
accidentes. Vea las traducciones de las advertencias que acompaiian a este
dispositivo.

Nota GUARDE ESTAS INSTRUCCIONES

Nota Esta documentacion esta pensada para ser utilizada con la guia de
instalacion del producto que lo acompaia. Si necesita mas detalles, consulte
la Guia de instalacion, la Guia de configuracion o cualquier documentacion
adicional adjunta.
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Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan
leda till personskada. Innan du utfor arbete pa nagon utrustning maste du vara
medveten om farorna med elkretsar och kéanna till vanliga forfaranden for att
forebygga olyckor. Se dverséattningarna av de varningsmeddelanden som finns
i denna publikation, och se de dversatta sikerhetsvarningarna som medféljer
denna anordning.

0BS! SPARA DESSA ANVISNINGAR

0BS! Denna dokumentation ska anvandas i samband med den specifika
produktinstallationshandbok som medféljde produkten. Se
installationshandboken, konfigurationshandboken eller annan bifogad
ytterligare dokumentation for narmare detaljer.

Mpenynpexpexne BAXKHbIE CBEOEHWA MO BE3OMACHOCTH

OTOT CUMBOJT NPEQYNPEXAAET O HAJIMYMKU ONacHOCTU. [Mpu HenpaBUsbHbIX
LEeViCTBMAX BO3MOXHO MnosyyeHue Tpaem. Mepepn Havanom paboTsl ¢ 1lo6biM
obopynoBaHWeM HeobXoOMMO 03HAKOMUTLCA C CUTYaLMAMMU, B KOTOPbIX
BO3MOXXHO MOpakeHue a51eKTPOTOKOM, M CO CTaHOAPTHbIMU OeUCTBUAMM OJ1A
NPenoTBpaLLeHnsa HecYacTHbIX cryyaeB. MepeBefeHHbIN TEKCT
NPeanynpeXxaeHnin CopepXXUTCA B COOTBETCTBYHOLLLEM AOKYMEHTE,
MOCTaBSIAEMOM BMECTE C YCTPOWCTBOM.

Mpumeuanne  COXPAHANTE 3TY MHCTPYKLMIO

MpumevaHne  OTa MHCTPYKLMA O0MKHA UCMONb30BaTbCA BMECTE C
PYKOBOACTBOM MO YCTAHOBKE KOHKPETHOMO U3OenuA, BXOAALLUM B KOMMSIEKT
nocTtaesku. [OnonHuTesNbHbIe CBEAEHUA CM. B PYKOBOACTBE MO YyCTAHOBKE,
PYKOBO[CTBE MO HACTPOWKE U APYror AOKYMEeHTaLLUW, NocTaBnAeMon ¢
nsgenuem.
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Product Documentation

S

Note

We sometimes update the printed and electronic documentation after original
publication. Therefore, you should review the documentation on Cisco.com for
any updates.

On Cisco.com, WLSE documentation is located at Products and Services >
Network Management CiscoWorks > CiscoWorks Wireless LAN Solution
Engine.

[ 78-15458-01

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine g




Preface |

I Product Documentation

You can access WLSE online help by clicking the Help button in the top right
corner of the screen or by selecting an option and then clicking the Help button.
You can access the user guide from the online help by clicking View PDF.

The following product documentation is available for the WLSE:

Document Title

Description

Release Notes for the CiscoWorks Wireless
LAN Solution Engine

Describes new features, documentation updates, known
and resolved problems, information on obtaining
documentation, and information on obtaining technical
assistance. Available in the following formats:

¢ On Cisco.com at Products and Services > Network
Management CiscoWorks > CiscoWorks Wireless
LAN Solution Engine > Technical
Documentation.

e PDF on the WLSE Recovery CD.

User Guide for the CiscoWorks Wireless
LAN Solution Engine

Describes WLSE features and provides instructions for
using it. Available in the following formats:

e From the WLSE online help.
¢ PDF on the WLSE Recovery CD-ROM.

¢ On Cisco.com at Products and Services > Network
Management CiscoWorks > CiscoWorks Wireless
LAN Solution Engine > Technical
Documentation.

e Printed document available by order.

Supported Device Table for the Wireless
LAN Solution Engine

Lists devices supported at the time the product was
released. Available on Cisco.com at Products and
Services > Network Management CiscoWorks >
CiscoWorks Wireless LAN Solution Engine >
Technical Documentation.

Troubleshooting and FAQs for the
CiscoWorks Wireless LAN Solution Engine

Contains troubleshooting hints WLSE and FAQs for the
WLSE. Available on Cisco.com at Products and
Services > Network Management CiscoWorks >
CiscoWorks Wireless LAN Solution Engine > Alerts
and Troubleshooting.

i Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine
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Document Title

Description

Installation and Configuration Guide for
the CiscoWorks Wireless LAN Solution
Engine

Describes how to install and configure the WLSE.
Available in the following formats:

¢ PDF on the WLSE Recovery CD-ROM.

¢ On Cisco.com at Products and Services > Network
Management CiscoWorks > CiscoWorks Wireless
LAN Solution Engine > Technical
Documentation.

e Printed document available by order.

Quick Start Guide for the CiscoWorks 1130
Wireless LAN Solution Engine

Helps you get the WLSE installed and ready to use as
quickly as possible. Available in the following formats:

e Printed document shipped with the WLSE.
¢ PDF on the WLSE Recovery CD-ROM.

¢ On Cisco.com at Products and Services > Network
Management CiscoWorks > CiscoWorks Wireless
LAN Solution Engine > Technical
Documentation.

Regulatory Compliance and Safety
Information for the CiscoWorks 1130
Wireless LAN Solution Engine

Provides regulatory compliance and safety information
for the WLSE. Available in the following formats:

¢ Printed document shipped with the WLSE.
e PDF on the WLSE Recovery CD-ROM.

¢ On Cisco.com at Products and Services > Network
Management CiscoWorks > CiscoWorks Wireless
LAN Solution Engine > Product Literature.

Integrating Cisco Applications with
CiscoWorks Management Connection

Provides information about adding a link to the WLSE
from a CiscoWorks server’s navigation tree. On
Cisco.com at Products and Services > Network
Management CiscoWorks > CiscoWorks Wireless
LAN Solution Engine > Technical Documentation.

Developer Guide for the CiscoWorks
Wireless LAN Solution Engine

Development information for the WLSE’s XML
application programming interface (API). On Cisco.com
at Products and Services > Network Management
CiscoWorks > CiscoWorks Wireless LAN Solution
Engine > Technical Documentation.
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Obtaining Documentation

Cisco provides several ways to obtain documentation, technical assistance, and
other technical resources. These sections explain how to obtain technical
information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation on the World Wide Web at
this URL:

http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

International Cisco web sites can be accessed from this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco
Documentation CD-ROM package, which may have shipped with your product.
The Documentation CD-ROM is updated monthly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.

Registered Cisco.com users can order the Documentation CD-ROM (product
number DOC-CONDOCCD=) through the online Subscription Store:

http://www.cisco.com/go/subscription

Ordering Documentation

You can find instructions for ordering documentation at this URL:

http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine
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Obtaining Documentation

You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product
documentation from the Networking Products MarketPlace:

http://www.cisco.com/en/US/partner/ordering/index.shtml

e Registered Cisco.com users can order the Documentation CD-ROM
(Customer Order Number DOC-CONDOCCD=) through the online
Subscription Store:

http://www.cisco.com/go/subscription

¢ Nonregistered Cisco.com users can order documentation through a local
account representative by calling Cisco Systems Corporate Headquarters
(California, U.S.A.) at 408 526-7208 or, elsewhere in North America, by
calling 800 553-NETS (6387).

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine
| 78-15458-01 .m



http://www.cisco.com/en/US/partner/ordering/index.shtml
http://www.cisco.com/go/subscription

Preface |

I Obtaining Technical Assistance

Documentation Feedback

You can email your comments to bug-doc @cisco.com.

You can submit your comments by mail by using the response card behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco provides Cisco.com, which includes the Cisco Technical Assistance Center
(TAC) Website, as a starting point for all technical assistance. Customers and
partners can obtain online documentation, troubleshooting tips, and sample
configurations from the Cisco TAC website. Cisco.com registered users have
complete access to the technical support resources on the Cisco TAC website,
including TAC tools and utilities.

Cisco.com

Cisco.com offers a suite of interactive, networked services that let you access
Cisco information, networking solutions, services, programs, and resources at any
time, from anywhere in the world.

Cisco.com provides a broad range of features and services to help you with these
tasks:

e Streamline business processes and improve productivity
¢ Resolve technical issues with online support

e Download and test software packages

e Order Cisco learning materials and merchandise

e Register for online skill assessment, training, and certification programs

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine
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To obtain customized information and service, you can self-register on Cisco.com
at this URL:

http://www.cisco.com

Technical Assistance Center

The Cisco TAC is available to all customers who need technical assistance with a
Cisco product, technology, or solution. Two levels of support are available: the
Cisco TAC website and the Cisco TAC Escalation Center. The avenue of support
that you choose depends on the priority of the problem and the conditions stated
in service contracts, when applicable.

We categorize Cisco TAC inquiries according to urgency:

e Priority level 4 (P4)—You need information or assistance concerning Cisco
product capabilities, product installation, or basic product configuration.

e Priority level 3 (P3)—Your network performance is degraded. Network
functionality is noticeably impaired, but most business operations continue.

e Priority level 2 (P2)—Your production network is severely degraded,
affecting significant aspects of business operations. No workaround is
available.

e Priority level 1 (P1)—Your production network is down, and a critical impact
to business operations will occur if service is not restored quickly. No
workaround is available.

Cisco TAC Website

You can use the Cisco TAC website to resolve P3 and P4 issues yourself, saving
both cost and time. The site provides around-the-clock access to online tools,
knowledge bases, and software. To access the Cisco TAC website, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco service contract have
complete access to the technical support resources on the Cisco TAC website.
Some services on the Cisco TAC website require a Cisco.com login ID and
password. If you have a valid service contract but do not have a login ID or
password, go to this URL to register:

http://tools.cisco.com/RPF/register/register.do

[ 78-15458-01
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If you are a Cisco.com registered user, and you cannot resolve your technical
issues by using the Cisco TAC website, you can open a case online at this URL:

http://www.cisco.com/en/US/support/index.html

If you have Internet access, we recommend that you open P3 and P4 cases through
the Cisco TAC website so that you can describe the situation in your own words
and attach any necessary files.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2
issues. These classifications are assigned when severe network degradation
significantly impacts business operations. When you contact the TAC Escalation
Center with a P1 or P2 problem, a Cisco TAC engineer automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country,
go to this URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the
level of Cisco support services to which your company is entitled: for example,
SMARTnet, SMARTnet Onsite, or Network Supported Accounts (NSA). When
you call the center, please have available your service agreement number and your
product serial number.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is
available from various online and printed sources.

e The Cisco Product Catalog describes the networking products offered by
Cisco Systems as well as ordering and customer support services. Access the
Cisco Product Catalog at this URL:

http://www.cisco.com/en/US/products/products_catalog_links_launch.html

¢ Cisco Press publishes a wide range of networking publications. Cisco
suggests these titles for new and experienced users: Internetworking Terms
and Acronyms Dictionary, Internetworking Technology Handbook,

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine
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Internetworking Troubleshooting Guide, and the Internetworking Design
Guide. For current Cisco Press titles and other information, go to Cisco Press
online at this URL:

http://www.ciscopress.com

e Packet magazine is the Cisco monthly periodical that provides industry
professionals with the latest information about the field of networking. You
can access Packet magazine at this URL:

http://www.cisco.com/en/US/about/ac123/ac114/about_cisco_packet_magaz
ine.html

* [0 Magazine is the Cisco monthly periodical that provides business leaders
and decision makers with the latest information about the networking
industry. You can access iQ Magazine at this URL:

http://business.cisco.com/prod/tree.taf%3fasset_id=44699&public_view=tru
e&kbns=1.html

e Internet Protocol Journal is a quarterly journal published by Cisco Systems
for engineering professionals involved in the design, development, and
operation of public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/ac147/about_cisco_the_internet_
protocol_journal.html

¢ Training—Cisco offers world-class networking training, with current
offerings in network training listed at this URL:

http://www.cisco.com/en/US/learning/le31/learning_recommended_training
_list.html

Installation and Configuration Guide for the CiscoWorks Wireless LAN Solution Engine
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