CHAPTER 7

Monitoring Content Security

This chapter describes monitoring content security from ASDM, and includes the following sections:
e Features of the Content Security Tab, page 7-1
e Monitoring Content Security, page 7-2

Features of the Content Security Tab

After you have connected to the CSC SSM, the Content Security tab displays, as shown in Figure 7-1 on
page 7-2. The Content Security tab shows you content security status at a glance, including the
following:

e (CSC SSM Information—Displays the product model number, IP address of the device, version, and
build number of the CSC SSM software.

e Threat Summary—Displays a table summarizing threats detected today, within the last seven days,
and within the last 30 days.

e System Resources Status—Allows you to view CPU and memory usage on the SSM.

¢ Email Scan—Provides a graphical display of the number of e-mail messages scanned and the
number of threats detected in the scanned e-mail.

e Latest CSC Security Events—Lists the last 25 security events that were logged.

Cisco Content Security and Control SSM Administrator Guide
[ oL-13472-03 .m



Chapter 7 Monitoring Content Security |

Bl Monitoring Content Security

Figure 7-1 Content Security Tab
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Click the Help icon to view more details about the information that appears in this window.

Monitoring Content Security

This section describes how to monitor content security, and includes the following topics:

e Monitoring Threats, page 7-3

e Monitoring Live Security Events, page 7-4

e Monitoring Software Updates, page 7-5

e Monitoring Resources, page 7-6

To display the content security monitoring settings for recent threat activity, perform the following steps:

Step 1

Choose Monitoring > Trend Micro Content Security, as shown in Figure 7-2.
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Step2  Choose from the following options:
e Threats—Displays recent threat activity.
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Monitoring Content Security

e Live Security Events—Displays a report of recent security events (content-filtering violations,

spam, virus detection, and spyware detection) for monitored protocols.

e Software Updates—Displays the version and last date and time for updates to content security
scanning components (virus pattern file, scan engine, and spyware or grayware pattern).

¢ Resource Graphs—Displays graphs of CPU usage and memory usage for the SSM.

Figure 7-2 Content Security Monitoring Options in ASDM

Click Threats in the Monitoring pane, as shown in Figure 7-2, to choose up to four categories of threats

To display recent activity, choose one or more of the following categories:

¢ Viruses and other threats detected

e Spyware blocked

e Spam detected (requires the Plus license)

e URL filtering activity and URL blocking activity (requires the Plus license)

For example, if you have the Base license and Plus license, and you choose all four threat types for

monitoring, the graphs appear similar to the example shown in Figure 7-3.
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Figure 7-3 Threat Monitoring Graphs

& Cisco ASDM 5.1 for ASA - 10.2.41.13 - Graph

Cisco ASDM 5.1 for ASA - 10.2.41.13 - Graph

Graph] Table | Graph] Table |

Threats, Viruses detected Threats, URL Filtered, URL Blocked

1 L n n n n n n
VATTATTA AATATYATTATYATTA
VAV UMYV Y Y

bod b od b od b d kb

=10l x|

View:  [Realtime, data every 10 sec x| View:  [Realtime, data every 10 sec

Graph] Table | Graph] Table |

Threats, Spam detected Threats, Spyware blocked

View: Real-time, data every 10 sec j View:

Export Frint Bookmark | Close |

|Rea|—time, data every 10 sec j

Help |

148834

The graphs refresh at frequent intervals (every ten seconds), which allows you to view recent activity at

a glance. For more information, see the online help.

Monitoring Live Security Events

To monitor live security events, perform the following steps:

Step 1
Step 2

Click Live Security Events in the Monitoring pane.

Click View to create a report similar to the example in Figure 7-4.
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Figure 7-4 Live Security Events Report

=10l x|

B% Live Security Events

Filter Incaming Messages

Eilter |

Find Messages

Text: I Fird et

ThreatFilter SubjectFile/lURL ReceiveriHost

0 1 0.2.14.1491
2004/03/06 13:44:27 FPhishTrap citibridexample.comfcholl_stra.as.. 10214191
2008/03M81710:59 Company Prohibited Sites example.com 10214191
2004/03/06 13:44:27 FPhishTrap citibridexample.comfcholl_stra.as.. 10214191
2008/03M81710:59 Company Prohibited Sites example.com 10214191
2004/03/06 13:44:27 FPhishTrap citibridexample.comfcholl_stra.as.. 10214191
2004/03/0917:41:458 Email  Content Filtering kkeke "InterScan Yiruswall Matificatio
2004/03/0917:39:45 Email  Content Filtering outgaing "InterScan Yiruswall Matificatio
2004/03/0917:35:34 Email  Content Filtering Cooot =maidn@example.arg=
200403709 17:24:47 Email  Content Filtering forbidden autgaing "InterScan Yiruswall Matificatio
2004/03/0917:09:57 Email SPAM ittt =ront@example.arg=
2004703509 16:28:40 Email SPAM InterScan VirusWall Motification rooti@example.org
2004/03/0219:37:02 Email  Content Filtering forbidden =maidn@example.arg=
2004/03/0917:41:458 Email  Content Filtering kkeke "InterScan Yiruswall Matificatio
2004/03/0917:39:45 Email  Content Filtering outgaing "InterScan Yiruswall Matificatio
2004/03/0917:35:34 Email  Content Filtering Cooot =maidn@example.arg=
200403709 17:24:47 Email  Content Filtering forbidden autgaing "InterScan Yiruswall Matificatio
2004/03/0917:09:57 Email SPAM ittt =ront@example.arg=
2004703509 16:28:40 Email SPAM InterScan VirusWall Motification rooti@example.org
2004/03/0219:37:02 Email  Content Filtering forbidden =maidn@example.arg=
2004/03/0917:41:458 Email  Content Filtering kkeke "InterScan Yiruswall Matificatio
2004/03/0917:39:45 Email  Content Filtering outgaing "InterScan Yiruswall Matificatio
2004/03/0917:35:34 Email  Content Filtering Cooot =raidn@exarmnple. org=
200403709 17:24:47 Email  Content Filtering forbidden autgaing "InterScan Yiruswall Matificatio
2004/03/0917:09:57 Email SPAM ittt =ront@example.arg=
2004703509 16:28:40 Email SPAM InterScan VirusWall Motification rooti@example.org
2004/03/0219:37:02 Email  Content Filtering forbidden =maidn@example.arg=
2003701501 04:09:53 FTP Spyware: SPYW_TEST_FILE Spyware exe 10.2.15.235
2003001701 01:17:44 ek Spyware: SPYW_TEST_FILE SPYW_Test_Virusd.exe 10.2.14.231
2003701501 04:09:53 FTP Spyware: SPYW_TEST_FILE Spyware exe 10.2.15.235
2003001701 01:17:44 ek Spyware: SPYW_TEST_FILE SPYW_Test_Virusd.exe 10.2.14.231
. | i

Fause Save Events As.. Clear Display Close Help

148814

This report lists events that the CSC SSM detected. The Source column displays “Email” for both SMTP
and POP3 protocols. The horizontal and vertical scroll bars allow you to view additional report content.
Filters at the top of the screen allow you to refine your search for specific events. For more information,
see the online help.

Monitoring Software Updates

To monitor software updates, perform the following steps:

Step 1 Click Software Updates in the Monitoring pane, as shown in Figure 7-5.

The component name, version number, and the date and time that the CSC SSM software was last
updated appears.
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Step 2

Figure 7-5 Software Updates Window
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To display the Scheduled Update window in the CSC SSM console, in the Monitoring > Trend Micro
Content Security > Software Updates window in ASDM, click the Configure Updates link. For an
example, see Figure 2-4 on page 2-5.

The Scheduled Update window allows you to specify the interval at which CSC SSM receives
component updates from the Trend Micro ActiveUpdate server, which can be daily, hourly, or every 15
minutes.

You can also update components on demand via the Manual Update window in the CSC SSM console.
For an example, see Figure 5-1 on page 5-2. For more information about both types of updates, see the
online help.

Monitoring Resources

Step 1

Step 2

To monitor resources, perform the following steps:

Click Resource Graphs in the Monitoring pane. You can monitor two types of resources: CPU usage
and memory. If these resources are being used at almost 100%, you can do one of the following:

e Upgrade to ASA-SSM-20 (if you are currently using ASA-SSM-10).
e Purchase another adaptive security appliance.

To view CPU or memory usage, select the information and click Show Graphs, as shown in Figure 7-6.
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Figure 7-6 Memory Monitoring Graphs
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