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C H A P T E R4

Managing Device Credentials

VFrame requires device credentials for communicating with the devices it 
manages. The following topics provide more information: 

• Understanding Device Credentials, page 4-1

• Working with Device Credentials, page 4-7

• Troubleshooting Device Credentials, page 4-18

• Device Credentials Reference, page 4-19

Understanding Device Credentials
VFrame must know the credentials (such as usernames, passwords, SNMP 
community strings) for any device you want it to manage. These sections explain 
more about device credentials, how VFrame uses them, and provides 
recommendations on how to define and organize them effectively:

• What Are Device Credentials?, page 4-2

• Understanding How VFrame Uses the Device Credential Lists, page 4-3

• Understanding IP Address Patterns, page 4-5

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6
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What Are Device Credentials?
Device credentials are simply the usernames, passwords, and SNMP (version 1 
or 2) community strings required to log into a device and obtain the information 
VFrame requires to discover and manage the device. The username and password 
is the same user account you would use to log into the device’s CLI to perform 
system configuration.

You must configure the correct device credentials for any device you want 
VFrame to manage. VFrame encrypts passwords to keep them safe. As you 
change passwords on managed devices, ensure that you also change them in the 
VFrame credentials list.

VFrame separates credentials into these categories:

• Network—For Ethernet switches. You must define a username and both a user 
EXEC mode and a privileged EXEC (enable) mode password for the device. 
You also must define the SNMP read community string, which is required to 
discover the switch.

• Network Services—For service modules, such as FWSM and CSM, that 
reside in an Ethernet switch. You must define a username and both a user 
EXEC mode and a privileged EXEC (enable) mode password for the service 
module.

• Server—For the LOM managers that will control the servers, and the LOM 
interfaces on the servers:

– LOM Managers—VFrame discovers servers by using a lights-out 
management (LOM) manager, which contains a server inventory and 
identifies the IP addresses for the LOM interfaces on those servers. The 
LOM managers log into the LOM interfaces on the servers and power on 
and power off the servers. You must define the username and password 
required to log into the LOM manager. For more information on LOM 
managers, see LOM Managers, page 3-10.

– LOM—The username and passwords for logging into the LOM 
interfaces on servers. The LOM managers use these credentials.
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• Storage—For storage devices. There are three categories of storage 
credential:

– SNMP—If your storage network contains SAN fabric devices, you must 
define the SNMP read and write community strings for the device. 
VFrame requires both SNMP read and write community strings to 
manage the inventory of the MDS switch.

– NAS—If your storage network contains NAS filers, you must define a 
username and password for the device.

– SAN Manager (Storage Manager)—If you are using storage managers to 
manage storage arrays, you must define the username and password for 
the storage manager. During the VFrame installation, if you selected to 
manage your SAN in storage array mode (through an MDS switch and a 
storage manager), you must configure the storage manager credentials. 
For details, see Storage Array Mode, page 3-7.

Related Topics

• Understanding How VFrame Uses the Device Credential Lists, page 4-3

• Understanding IP Address Patterns, page 4-5

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

Understanding How VFrame Uses the Device Credential Lists
Each category of device credential is a separate list of credentials. When VFrame 
needs the credential for a device, it searches the appropriate list from top to 
bottom looking for a match. Thus, it is important how you arrange your credential 
list.
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This is how VFrame processes a credential list when trying to find the credentials 
for a device:

Step 1 VFrame starts at the top of the credentials list for the appropriate type of device, 
and compares the device’s IP address to the IP address pattern defined for each 
credential. (For more information about the IP address patterns used in 
credentials, see Understanding IP Address Patterns, page 4-5.)

Step 2 For any given entry in the credential list:

• If the device’s IP address does not match the IP address pattern in the 
credential, VFrame moves to the next entry in the list.

• If the device’s IP address does match the IP address pattern in the credential, 
VFrame tries the credential.

– If the credential works, VFrame proceeds with its device management 
task and does not try any other credentials.

– If the credential does not work, and there is a stop flag on the credential 
(Stop in the On Failure field), VFrame issues an error to the job log. If 
the device being processed is the only device in the job, the job fails; 
otherwise, the job continues with the next device.

– If the credential does not work, and there is no stop flag on the 
credential (nothing in the On Failure field), VFrame continues to the next 
entry in the credentials list.

Step 3 If VFrame gets to the end of the credentials list without finding a correct 
credential, VFrame issues an error message to the job log and continues to the 
next device (if there is one).

Related Topics

• What Are Device Credentials?, page 4-2

• Understanding IP Address Patterns, page 4-5

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6
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Understanding IP Address Patterns
When you create a device credential, you must include one or more IP addresses 
of the devices that use the credential. When VFrame searches the credentials list, 
it looks for a match to the IP address of the device it is trying to manage.

Instead of entering credentials for every unique IP address used by your devices, 
you can create IP address patterns or variable expressions. Thus, you can match a 
set of IP addresses with a single credential entry or IP address definition.

These are the ways you can define IP addresses in a credential entry:

• Single IP address—A complete IP address, such as 10.100.30.10.

• IP address with wildcard—An IP address with wildcards used to represent 
any number within an octet. The wildcard is the asterisk (*). For example, 
10.100.10.* matches any address from the 10.100.10.0 to 10.100.10.255 
range.

To create a default credential, one that matches any IP address, you can create 
a credential for the *.*.*.* IP address. Place default credentials last in the 
credential list.

• IP address range—You can specify a range of IP addresses using the [x-y] 
characters, where x is the first value in the range, and y is the last value. For 
example, 10.100.10.[13-15] matches the IP addresses 10.100.10.13, 
10.100.10.14, and 10.100.10.15.

• Combination of wildcards and ranges—You can include both * and [x-y] 
expressions within a single IP address pattern. For example, 10.[10-12].*.*.

Related Topics

• What Are Device Credentials?, page 4-2

• Understanding How VFrame Uses the Device Credential Lists, page 4-3

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6
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Understanding How to Organize a Credentials List and to Use 
Stop Flags

When you add a credential, VFrame places the new credential at the bottom of the 
list. However, this might not be the best placement for the credential you are 
adding. Use the up and down arrow keys to create your desired sequence of 
entries. You can also set stop flags to control whether VFrame tries additional 
entries after a credential fails.

In general, you should organize your credentials list so that more specific 
credentials are at the top of the list, and more general ones are at the bottom of the 
list. This ensures that VFrame will always first try a credential that most closely 
matches a device’s IP address.

Consider the entries shown in Figure 4-1. If VFrame is looking for a credential for 
10.100.90.15, it will use the test1 credential (username admin) because 
10.100.90.15 fits the 10.100.90.[10-20] IP address pattern. If the credential fails, 
VFrame will try the test2 credential (user root) because the IP address also 
matches the 10.100.90.* pattern. However, if that credential fails, VFrame will 
not try any additional credentials because there is a stop flag on the test2 
credential, that is, Stop appears in the On Failure field.

On the other hand, if VFrame is looking for a credential for 10.100.70.8, it will 
first try the test1 credential. If that fails, it will pass by test2 because the IP address 
does not match any IP address pattern defined in test2. Thus, the stop flag will not 
prevent VFrame from continuing down the list to the Default credential, which it 
will also try, because *.*.*.* matches all IP addresses.

Figure 4-1 Example Network CLI Credentials List

1 Stop flag 2 Up and Down buttons
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Now consider the list shown in Figure 4-2, where the test1 and test2 credentials 
are switched. This time when VFrame processes 10.100.90.15, it will try the test2 
credential first. If the test2 credential fails, the test1 credential will not be tried 
because of the stop flag on the test1 credential. In this case, defining 
10.100.90.[10-20] in the test1 credential is pointless, because all IP addresses in 
the 10.100.90.* address space will either succeed using the test2 credential, or 
VFrame will stop looking for another credential.

Figure 4-2 Example Network CLI Credential Reordered

Related Topics

• What Are Device Credentials?, page 4-2

• Understanding How VFrame Uses the Device Credential Lists, page 4-3

• Understanding IP Address Patterns, page 4-5

Working with Device Credentials
These topics describe how to create and manage device credential lists:

• Configuring Device Credentials, page 4-8

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17
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Configuring Device Credentials
The following topics describe how to configure credentials: 

• Configuring Network Credentials, page 4-8

• Configuring Network Services Credentials, page 4-9

• Configuring NAS Credentials, page 4-10

• Configuring SNMP Credentials for SAN Fabric Devices, page 4-11

• Configuring Storage Manager Credentials, page 4-13

• Configuring Server Credentials, page 4-14

Configuring Network Credentials

You must configure CLI and SNMP credentials so that VFrame can communicate 
with Ethernet switches. CLI credentials are required for logging into a switch. The 
SNMP read community string is required for discovering a switch.

Before You Begin

Determine the usernames, passwords, and SNMP read community strings for each 
of the switches that VFrame will manage.

Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select Network. The CLI tab is selected by default.

Step 3 Click New to open the CLI Credentials dialog box for defining the username and 
passwords required to log into the device and enter privileged EXEC (enable) 
mode. For more information on the fields on this dialog box, see CLI Credential 
Dialog Box, page 4-25.
4-8
Cisco VFrame Data Center 1.1 Administration Guide

OL-10400-01



 

Chapter 4      Managing Device Credentials
    Working with Device Credentials
When you finish defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired. See these topics for information on the importance of credential order 
and stop flag usage:

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17

Step 4 Click the SNMPv1n2 tab.

Step 5 Click New to open the SNMPv1n2 Credential dialog box for defining the SNMP 
read community string required to discover the device. For more information on 
the fields on this dialog box, see SNMPv1n2 Credential Dialog Box, page 4-26.

When finished defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired.

Next Step

After you add the credentials, you can discover the Ethernet switch (see 
Discovering Ethernet Switches and Service Modules, page 6-6). 

Related Topics

• Understanding Device Credentials, page 4-1

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

Configuring Network Services Credentials

Network services credentials are the credentials required for logging into service 
modules such as FWSM and CSM. These service modules reside in an Ethernet 
switch. 

Before You Begin

Determine the usernames and passwords for each of the service modules that 
VFrame will manage.
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Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select Network Services. The Network Services CLI tab is selected by default.

Step 3 Click New to open the CLI Credentials dialog box for defining the username and 
passwords required to log into the service module and enter privileged EXEC 
(enable) mode. For more information on the fields on this dialog box, see CLI 
Credential Dialog Box, page 4-25.

When you finish defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired. See these topics for information on the importance of credential order 
and stop flag usage:

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17

Next Step

After you add the credentials, you can discover the Ethernet switch and its service 
modules. (see Discovering Ethernet Switches and Service Modules, page 6-6). 

Related Topics

• Understanding Device Credentials, page 4-1

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

Configuring NAS Credentials

If you are using NAS filers, configure the NAS credentials so that VFrame can 
communicate with them.

Before You Begin

Determine the usernames and passwords for each of the NAS filers that VFrame 
will manage.
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Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select Storage. 

Step 3 Click the NAS tab.

Step 4 Click New to open the NAS Credentials dialog box for defining the username and 
password required to log into the device. For more information on the fields on 
this dialog box, see NAS Credential Dialog Box, page 4-27.

When you finish defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired. See these topics for information on the importance of credential order 
and stop flag usage:

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17

Next Step

After you add the credentials, you can discover the NAS filer and its volumes (see 
Discovering NAS Filers and Their Components, page 6-10).

Related Topics

• Understanding Device Credentials, page 4-1

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

Configuring SNMP Credentials for SAN Fabric Devices

If you are using SAN fabric devices, configure the SNMP credentials so that 
VFrame can communicate with them.
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Before You Begin

Determine the SNMP read and write community strings for each of the MDS 
switches that VFrame will manage.

Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select Storage. 

Step 3 Click the SNMPv1n2 tab.

Step 4 Click New to open the SNMPv1n2 Credential dialog box for defining the SNMP 
read and write community strings that are required for managing the inventory on 
the MDS switch. For more information on the fields on this dialog box, see 
SNMPv1n2 Credential Dialog Box, page 4-26.

When you finish defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired. See these topics for information on the importance of credential order 
and stop flag usage:

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17

Next Step

After you add the credentials, you can discover SAN fabric devices, such as the 
MDS switches in the fabric and the VSANs, target ports in the VSANs, and LUNs 
associated with the target ports (see Discovering SAN Fabric Devices and Their 
Components, page 6-8).

Related Topics

• Understanding Device Credentials, page 4-1

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16
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Configuring Storage Manager Credentials

During initial VFrame configuration after installation if you selected to manage 
your SAN in storage array mode (through an MDS switch and a storage manager), 
you must configure the storage manager credentials so that VFrame can 
communicate with the storage managers. 

Before You Begin

Determine the usernames and passwords for each of the storage managers that 
VFrame will manage.

Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select Storage. 

Step 3 Click the SAN Manager tab.

Step 4 Click New to open the SAN Manager Credentials dialog box for defining the 
username and password required to log into the storage manager. For more 
information on the fields on this dialog box, see SAN Manager Credential Dialog 
Box, page 4-29.

When you finish defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired. See these topics for information on the importance of credential order 
and stop flag usage:

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17

Next Step

After you add the credentials, you can discover storage managers and the LUNs 
and ports associated with them (see Discovering Storage Arrays and Their 
Components Through Storage Managers, page 6-11).
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Related Topics

• Understanding Device Credentials, page 4-1

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

Configuring Server Credentials

You must configure the LOM manager credentials so that VFrame can 
communicate with the LOM managers to run inventory and to power on and power 
off the servers. VFrame controls the power management of the servers through 
LOM managers. You must also configure the LOM interface credentials so that 
the LOM managers can log into the interfaces.

Before You Begin

Determine the usernames and passwords for each of the LOM managers that 
VFrame will use, and for the LOM interfaces on each application, and optionally, 
on each model server.

Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select Servers. The LOM Manager tab is selected by default.

Step 3 On the LOM Manager tab, click New to open the LOM Manager Credentials 
dialog box for defining the username and password required to log into the LOM 
manager. For more information on the fields on this dialog box, see LOM 
Manager Credential Dialog Box, page 4-30.

When you finish defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired. See these topics for information on the importance of credential order 
and stop flag usage:

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17

Step 4 Click the LOM tab.
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Step 5 Click New to open the LOM Credential dialog box for defining the username and 
password required to log into the LOM interfaces on application or model servers. 
For more information on the fields on this dialog box, see LOM Credential Dialog 
Box, page 4-31.

When finished defining the credential, click OK to add it to the end of the 
credential table. Use the up and down arrows to reposition the credential in the list 
as desired.

Next Step

After you add the credentials, you can discover LOM managers and the servers 
they control (see Discovering Servers, page 6-13).

Related Topics

• Understanding Device Credentials, page 4-1

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

Editing or Modifying Device Credentials
If a credential is no longer correct, you can modify it. You can change the IP 
address range, usernames, passwords, or SNMP community strings.

Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select the category and tab that contains the credential you want to modify.

Step 3 Double-click the desired credential. Alternatively, you can select it and click Edit 
or select Edit from the right-click shortcut menu.
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This opens one of these dialog boxes so that you can modify the credential.

• CLI Credential Dialog Box, page 4-25

• SNMPv1n2 Credential Dialog Box, page 4-26

• NAS Credential Dialog Box, page 4-27

• SAN Manager Credential Dialog Box, page 4-29

• LOM Manager Credential Dialog Box, page 4-30

• LOM Credential Dialog Box, page 4-31

After making your modifications, click OK.

Related Topics

• Understanding Device Credentials, page 4-1

• Configuring Device Credentials, page 4-8

• Deleting Device Credentials, page 4-16

Deleting Device Credentials
If you no longer need a credential, you can delete it. Make sure that the credential 
is not needed by any VFrame-managed device.

Procedure

Step 1 Select Tools > Device Credentials to open the Device Credentials tab (see Device 
Credentials Tab, page 4-20). 

Step 2 Select the category and tab that contains the credential you want to delete.

Step 3 Select the credential and click Delete. Alternatively, you can select Delete from 
the right-click shortcut menu.
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Related Topics

• Understanding Device Credentials, page 4-1

• Configuring Device Credentials, page 4-8

• Editing or Modifying Device Credentials, page 4-15

Rearranging the Device Credentials List and Using Stop Flags
The order in which device credentials appear in a credentials list matters. When 
searching for the credential for a specific device, VFrame starts from the top of 
the credentials list and searches down, looking for a credential with an IP address 
pattern that matches the IP address of the device. If the credential does not work, 
VFrame continues to search the list. If a credential matches, a stop flag prevents 
VFrame from trying additional entries in the list in case a credential does not 
work.

For a complete explanation, with examples, of how VFrame processes a 
credentials list and handles credential order and stop flags, read these topics:

• Understanding How VFrame Uses the Device Credential Lists, page 4-3

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

To rearrange the credentials and modify stop flag settings:

• To move a credential up or down in the list, select the credential and click the 
up or down arrows as appropriate (Figure 4-3).

Figure 4-3 Up and Down Buttons for Credentials

1 Stop flag 2 Up and Down buttons
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• To set a stop flag on a credential, select the credential and click Stop Trying 
Credentials (or right-click it and select Stop Trying/Try Additional 
Credentials).

• To remove a stop flag, select a credential that has a stop flag (Stop appears in 
the On Failure field) and click Try Additional Credentials (or right-click it 
and select Stop Trying/Try Additional Credentials).

Related Topics

• Understanding Device Credentials, page 4-1

• Device Credentials Tab, page 4-20

Troubleshooting Device Credentials
These are some problems you might encounter with device credentials and their 
solutions:

• The correct credential is in the credentials list, but VFrame cannot log into a 
device.

• The server credentials are in the list, but VFrame cannot discover the servers.

• VFrame used to be able to log into a device, but now it cannot.

Problem The correct credential is in the credentials list, but VFrame cannot log 
into a device.

Solution First, check that the credential is defined in the correct list. For example, 
FWSM credentials must appear in the Network Services CLI list, not the Network 
CLI list. Next, check to see if there is a stop flag set on a credential above the 
correct credential (that is, Stop appears in the On Failure field). If the IP address 
of the failing device matches the IP address pattern in the credential with the stop 
flag, that flag is preventing VFrame from trying the correct credential. Either 
remove the stop flag, or move the correct credential above the credential with the 
stop flag. If none of these are the problem, carefully check the IP address pattern 
of the credential to ensure that it actually matches the IP address of the failing 
device. Also, check username, password, or SNMP configuration on the device 
itself.
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Problem The server credentials are in the list, but VFrame cannot discover the 
servers.

Solution The credentials list for the Server category contains the credentials for 
the LOM managers, not the servers themselves. The LOM manager is the device 
that manages connections to the servers. Although VFrame can act as a LOM 
manager, you must set it up to do so. You will still have to define VFrame’s LOM 
manager credentials in this list rather than the server credentials. For more 
information, see What Are Device Credentials?, page 4-2.

Problem VFrame used to be able to log into a device, but now it cannot.

Solution Check to see if the passwords or SNMP community strings on the device 
were changed. You must update the credential list in VFrame whenever you 
change passwords or community strings on the devices.

Device Credentials Reference
These topics describe the fields available for managing device credentials and 
reference information on using the various GUI features:

• Device Credentials Tab, page 4-20

• CLI Credential Dialog Box, page 4-25

• SNMPv1n2 Credential Dialog Box, page 4-26

• NAS Credential Dialog Box, page 4-27

• SAN Manager Credential Dialog Box, page 4-29

• LOM Manager Credential Dialog Box, page 4-30

• LOM Credential Dialog Box, page 4-31

• Credentials Shortcut Menu Options, page 4-32
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Device Credentials Tab
Use the Device Credentials tab to define and manage the credentials (such as 
usernames, passwords, SNMP community strings) for the devices you want 
VFrame to manage. You must keep this list up-to-date as you change passwords 
on the devices.

How to Get to This Tab

Select Tools > Device Credentials to open the Device Credentials page.

Related Topics

• Understanding Device Credentials, page 4-1

– What Are Device Credentials?, page 4-2

– Understanding How VFrame Uses the Device Credential Lists, page 4-3

– Understanding IP Address Patterns, page 4-5

– Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Configuring Device Credentials, page 4-8

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17
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Field Reference

Table 4-1 Device Credentials Tab

Element Description

New button Click this button to add a credential to the credentials list displayed in the 
tab below this button. A different dialog box opens for you to enter the 
credential information depending on the type of credential you are defining:

• Network CLI, Network Services CLI—See CLI Credential Dialog Box, 
page 4-25.

• Network SNMPv1n2—See SNMPv1n2 Credential Dialog Box, 
page 4-26.

• Network Services CLI—See CLI Credential Dialog Box, page 4-25.

• LOM Manager—See LOM Manager Credential Dialog Box, page 4-30.

• LOM—See LOM Credential Dialog Box, page 4-31.

• Storage SNMPv1n2 (for SAN fabric devices)—See SNMPv1n2 
Credential Dialog Box, page 4-26.

• NAS—See NAS Credential Dialog Box, page 4-27.

• SAN Managers (Storage Managers)—See SAN Manager Credential 
Dialog Box, page 4-29.

Edit button Click this button to modify the selected credential. 

Delete button Click this button to delete the selected credential. 

Stop Trying 
Credentials, 
Try Additional 
Credentials buttons

Click the Stop Trying Credentials button to add a stop flag to the selected 
row, or the Try Additional Credentials button to remove the stop flag from 
the selected row. If a flag is set on a credential, Stop appears in the On 
Failure field.

For information on how stop flags affect credential processing, see 
Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6.
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Up and Down arrows 
(on the right side of the 
window)

Click the up or down arrows to move the selected row up or down in the 
credentials list. When searching for a device credential, VFrame searches the 
list from top to bottom. Therefore, the order of the credentials is important 
and affects processing. For an explanation of how credential ordering affects 
processing, see Understanding How to Organize a Credentials List and to 
Use Stop Flags, page 4-6.

Categories (left pane) and Associated Credential Tabs (right pane)

When you select a category from the left pane, tabs appear in the right pane. Each tab represents a 
separate credentials list. When searching for device credentials, VFrame only searches the list 
appropriate for the type of device it is accessing, and the type of action it needs to take. The following 
information describes these credential lists and their usage.

The table column headings are explained after the categories.

Network category The credentials required for Ethernet switches:

• CLI tab—Credentials for logging into the device. Define a username and 
both a user EXEC mode and a privileged EXEC (enable) mode password 
for the device.

• SNMPv1n2—The SNMP read community string, which is required to 
discover the switch.

Network Services 
category

The credentials required for Ethernet services modules such as FWSM and 
CSM.

• Network Services CLI—Credentials for logging into the service 
module. Define a username and both a user EXEC mode and a privileged 
EXEC (enable) mode password for the module.

Table 4-1 Device Credentials Tab (continued)

Element Description
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Server category The credentials for the lights-out management (LOM) managers that will 
control the servers.

• LOM Manager—Credentials for logging into the LOM manager. These 
are not the credentials for logging into the servers. The LOM manager 
contains a server inventory and the usernames and passwords required 
to log into the LOM interfaces on the servers to power on and power off 
the servers.

Define the username and password required to log into the LOM 
manager. For more information on LOM managers, see LOM Managers, 
page 3-10.

• LOM—Credentials for logging into the LOM interfaces on servers. 
Define the username and password required for logging into the LOM 
interface. The LOM managers use these credentials.

Storage category The credentials required for the storage devices.

• SNMPv1n2—Credentials for SAN fabric devices. Define the SNMP 
read and write community strings for the device. VFrame requires both 
SNMP read and write community strings to manage the inventory of the 
MDS switch.

• NAS—Credentials for NAS filers. Define a username and password for 
logging into the device.

• SAN Manager—Credentials for storage managers. If you are using 
storage managers to manage storage arrays, define the username and 
password for logging into the storage manager. During the VFrame 
installation, if you selected to manage your SAN in storage array mode 
(through an MDS switch and a storage manager) you must configure the 
storage manager credentials. For details, see Storage Array Mode, 
page 3-7.

Table 4-1 Device Credentials Tab (continued)

Element Description
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Credential Tables (right pane)

The following information describes the table columns for the credential lists. There are essentially 
two types of lists: CLI credentials and SNMP credentials. Most attributes are common to both types of 
lists; differences are noted.

Each row in the table is a separate credential.

Name The name of the credential. This name is a label for your use in identifying 
the purpose of a credential. It is not used when accessing a device.

IP Ranges The IP address patterns defined for this credential. VFrame compares a 
device’s IP address to the IP address patterns in this list to find a match. For 
more information about IP address patterns, see Understanding IP Address 
Patterns, page 4-5.

User The username defined for the credential.

The User field only appears for CLI, Network Services CLI, LOM manager, 
NAS, or SAN Manager (Storage Manager) credentials.

Read Community The SNMP read community string for the credential. Even if the credential 
requires a write community string, only the read string is shown in the table.

The Read Community field only appears for SNMPv1n2 credentials.

On Failure Whether there is a stop flag defined for this credential.

When Stop appears in this field, if VFrame tries to use this credential when 
accessing a specific device and the credential fails, no additional credentials 
are tried. The stop flag takes effect only if VFrame tries the credential, that 
is, if the IP address of the device fits an IP address pattern in the credential.

If the field is blank, VFrame continues to the next credential if the credential 
fails.

Table 4-1 Device Credentials Tab (continued)

Element Description
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CLI Credential Dialog Box
Use the CLI Credential dialog box to create or modify credentials for logging into 
an Ethernet switch or its service modules. 

How to Get to This Dialog Box

When viewing the CLI or Network Services CLI tabs on the Device Credentials 
page (select Tools > Device Credentials):

• Click New to create a new credential.

• Select a credential and click Edit, or double-click on a credential.

Related Topics

• Configuring Network Credentials, page 4-8

• Configuring Network Services Credentials, page 4-9

• Understanding Device Credentials, page 4-1

• Troubleshooting Device Credentials, page 4-18

Field Reference

Table 4-2 CLI Credential Dialog Box

Element Description

Name A name assigned to the credential. This name is to help you identify the 
purpose of a credential. It is not used when accessing a device.

The name must be unique within the credentials list to which you are adding 
the credential.

You cannot modify the name after you create the credential.

IP Ranges A comma-separated list of IP address patterns. When VFrame searches for a 
credential for a device, it compares the device’s IP address to the IP address 
patterns entered here, and uses the credential if there is a match. You can use 
an asterisk (*) as a wildcard to match any number in an octet (for example, 
10.100.10.*), or [x-y] to match a range of numbers (from x to y, for example, 
10-20).

For a more thorough explanation of IP address patterns, see Understanding 
IP Address Patterns, page 4-5.
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SNMPv1n2 Credential Dialog Box
Use the SNMPv1n2 dialog box to create or modify the SNMP community strings 
for Ethernet switches or SAN fabric devices.

How to Get to This Dialog Box

When viewing the SNMPv1n2 tab in the Network or Storage categories on the 
Device Credentials page (select Tools > Device Credentials):

• Click New to create a new credential.

• Select a credential and click Edit, or double-click on a credential.

Related Topics

• Configuring Network Credentials, page 4-8

• Configuring SNMP Credentials for SAN Fabric Devices, page 4-11

• Understanding Device Credentials, page 4-1

• Troubleshooting Device Credentials, page 4-18

User The username configured on the switch.

Password

Confirm Password

The user EXEC mode password configured for the username. Enter the 
password in both fields.

Enable Password

Confirm Enable 
Password

The privileged EXEC (enable) mode password configured on the switch, if 
any. Enter the password in both fields. 

Table 4-2 CLI Credential Dialog Box (continued)

Element Description
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Field Reference

NAS Credential Dialog Box
Use the NAS Credential dialog box to create or modify the NAS filer credentials. 

How to Get to This Dialog Box

When viewing the NAS tab in the Storage category on the Device Credentials 
page (select Tools > Device Credentials):

• Click New to create a new credential.

• Select a credential and click Edit, or double-click on a credential.

Table 4-3 SNMPv1n2 Credential Dialog Box

Element Description

Name A name assigned to the credential. This name is to help you identify the 
purpose of a credential. It is not used when accessing a device.

The name must be unique within the credentials list to which you are adding 
the credential.

You cannot modify the name after you create the credential.

IP Ranges A comma-separated list of IP address patterns. When VFrame searches for a 
credential for a device, it compares the device’s IP address to the IP address 
patterns entered here, and uses the credential if there is a match. You can use 
an asterisk (*) as a wildcard to match any number in an octet (for example, 
10.100.10.*), or [x-y] to match a range of numbers (from x to y, for example, 
10-20).

For a more thorough explanation of IP address patterns, see Understanding 
IP Address Patterns, page 4-5.

Read Community The SNMP read community string. This is used for Ethernet device 
discovery and MDS switch inventory management.

Write Community

(Storage only)

The SNMP write community string. This is required for MDS switch 
inventory management.
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Related Topics

• Configuring NAS Credentials, page 4-10

• Understanding Device Credentials, page 4-1

• Troubleshooting Device Credentials, page 4-18

Field Reference

Table 4-4 NAS Credential Dialog Box

Element Description

Name A name assigned to the credential. This name is to help you identify the 
purpose of a credential. It is not used when accessing a device.

The name must be unique within the credentials list to which you are adding 
the credential.

You cannot modify the name after you create the credential.

IP Ranges A comma-separated list of IP address patterns. When VFrame searches for a 
credential for a device, it compares the device’s IP address to the IP address 
patterns entered here, and uses the credential if there is a match. You can use 
an asterisk (*) as a wildcard to match any number in an octet (for example, 
10.100.10.*), or [x-y] to match a range of numbers (from x to y, for example, 
10-20).

For a more thorough explanation of IP address patterns, see Understanding 
IP Address Patterns, page 4-5.

User (Optional) The username configured on the NAS filer.

Password

Confirm Password

The password configured for the username. Enter the password in both 
fields.
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SAN Manager Credential Dialog Box
Use the SAN Manager Credential dialog box to enter the storage manager 
credentials. 

How to Get to This Dialog Box

When viewing the SAN Manager tab in the Storage category on the Device 
Credentials page (select Tools > Device Credentials):

• Click New to create a new credential.

• Select a credential and click Edit, or double-click on a credential.

Related Topics

• Configuring Storage Manager Credentials, page 4-13

• Understanding Device Credentials, page 4-1

• Troubleshooting Device Credentials, page 4-18

Field Reference

Table 4-5 SAN Manager Credential Dialog Box

Element Description

Name A name assigned to the credential. This name is to help you identify the 
purpose of a credential. It is not used when accessing a device.

The name must be unique within the credentials list to which you are adding 
the credential.

You cannot modify the name after you create the credential.

IP Ranges A comma-separated list of IP address patterns. When VFrame searches for a 
credential for a device, it compares the device’s IP address to the IP address 
patterns entered here, and uses the credential if there is a match. You can use 
an asterisk (*) as a wildcard to match any number in an octet (for example, 
10.100.10.*), or [x-y] to match a range of numbers (from x to y, for example, 
10-20).

For a more thorough explanation of IP address patterns, see Understanding 
IP Address Patterns, page 4-5.

User (Optional) The username configured on the storage manager.
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LOM Manager Credential Dialog Box
Use the LOM Manager Credential dialog box to create or modify the LOM 
manager credentials. 

How to Get to This Dialog Box

When viewing the LOM Manager tab in the Server category on the Device 
Credentials page (select Tools > Device Credentials):

• Click New to create a new credential.

• Select a credential and click Edit, or double-click on a credential.

Related Topics

• Configuring Server Credentials, page 4-14

• Understanding Device Credentials, page 4-1

• Troubleshooting Device Credentials, page 4-18

Field Reference

Password

Confirm Password

The password configured for the username. Enter the password in both 
fields.

Table 4-5 SAN Manager Credential Dialog Box (continued)

Element Description

Table 4-6 LOM Manager Credential Dialog Box

Element Description

Name A name assigned to the credential. This name is to help you identify the 
purpose of a credential. It is not used when accessing a device.

The name must be unique within the credentials list to which you are adding 
the credential.

You cannot modify the name after you create the credential.
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LOM Credential Dialog Box
Use the LOM Credential dialog box to create or modify the credentials for server 
LOM interfaces. You can enter credentials for both application and model servers.

How to Get to This Dialog Box

When viewing the LOM tab in the Server category on the Device Credentials page 
(select Tools > Device Credentials):

• Click New to create a new credential.

• Select a credential and click Edit, or double-click on a credential.

Related Topics

• Configuring Server Credentials, page 4-14

• Understanding Device Credentials, page 4-1

• Troubleshooting Device Credentials, page 4-18

IP Ranges A comma-separated list of IP address patterns. When VFrame searches for a 
credential for a device, it compares the device’s IP address to the IP address 
patterns entered here, and uses the credential if there is a match. You can use 
an asterisk (*) as a wildcard to match any number in an octet (for example, 
10.100.10.*), or [x-y] to match a range of numbers (from x to y, for example, 
10-20).

For a more thorough explanation of IP address patterns, see Understanding 
IP Address Patterns, page 4-5.

User The username configured on the LOM manager.

If you are using VFrame as the LOM manager, the username is macrouser.

Password

Confirm Password

The password configured for the username. Enter the password in both 
fields.

Table 4-6 LOM Manager Credential Dialog Box (continued)

Element Description
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Field Reference

Credentials Shortcut Menu Options
Use the credentials shortcut menu options to perform tasks such as modifying or 
deleting a selected device credential, or adding or removing a stop flag on a 
selected device credential. 

How to Open the Shortcut Menu

Select Tools > Device Credentials to open the Credentials page. Select a 
credential and right-click to display the menu options.

Table 4-7 LOM Credential Dialog Box

Element Description

Name A name assigned to the credential. This name is to help you identify the 
purpose of a credential. It is not used when accessing a device.

The name must be unique within the credentials list to which you are adding 
the credential.

You cannot modify the name after you create the credential.

IP Ranges A comma-separated list of IP address patterns. When VFrame searches for a 
credential for a device, it compares the device’s IP address to the IP address 
patterns entered here, and uses the credential if there is a match. You can use 
an asterisk (*) as a wildcard to match any number in an octet (for example, 
10.100.10.*), or [x-y] to match a range of numbers (from x to y, for example, 
10-20).

For a more thorough explanation of IP address patterns, see Understanding 
IP Address Patterns, page 4-5.

User The username configured on the LOM interface, for example, root.

Password

Confirm Password

The password configured for the username. Enter the password in both 
fields.
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Related Topics

• Understanding Device Credentials, page 4-1

• Understanding How to Organize a Credentials List and to Use Stop Flags, 
page 4-6

• Editing or Modifying Device Credentials, page 4-15

• Deleting Device Credentials, page 4-16

• Rearranging the Device Credentials List and Using Stop Flags, page 4-17

Field Reference

Table 4-8 Device Credentials Shortcut Menu Options

Element Description

Edit Modify the selected credentials. 

Delete Delete the selected credentials. 

Stop Trying/Try 
Additional Credentials

Add or remove the stop flag on the selected credential.

Up arrow Move the row up in the credentials list.

Down arrow Move the row down in the credentials list.
4-33
Cisco VFrame Data Center 1.1 Administration Guide

OL-10400-01



 

Chapter 4      Managing Device Credentials
    Device Credentials Reference
4-34
Cisco VFrame Data Center 1.1 Administration Guide

OL-10400-01


	Managing Device Credentials
	Understanding Device Credentials
	What Are Device Credentials?
	Understanding How VFrame Uses the Device Credential Lists
	Understanding IP Address Patterns
	Understanding How to Organize a Credentials List and to Use Stop Flags

	Working with Device Credentials
	Configuring Device Credentials
	Configuring Network Credentials
	Configuring Network Services Credentials
	Configuring NAS Credentials
	Configuring SNMP Credentials for SAN Fabric Devices
	Configuring Storage Manager Credentials
	Configuring Server Credentials

	Editing or Modifying Device Credentials
	Deleting Device Credentials
	Rearranging the Device Credentials List and Using Stop Flags

	Troubleshooting Device Credentials
	Device Credentials Reference
	Device Credentials Tab
	CLI Credential Dialog Box
	SNMPv1n2 Credential Dialog Box
	NAS Credential Dialog Box
	SAN Manager Credential Dialog Box
	LOM Manager Credential Dialog Box
	LOM Credential Dialog Box
	Credentials Shortcut Menu Options




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


