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C H A P T E R 3

Network Registrar User Interfaces

Cisco CNS Network Registrar provides two Web-based user interfaces (Web UIs) and a command line 
interface (CLI) to manage the DNS, DHCP, TFTP, and Central Configuration Management (CCM) 
servers:

• Web UI for the regional cluster to access local cluster servers

• Web UI for the local clusters

• CLI for the local clusters

• CCM servers that provide the infrastructure to support these interfaces

This chapter describes the Network Registrar user interfaces and the services that the CCM servers 
provide. Read this chapter before starting to configure the Network Registrar servers so that you become 
familiar with each user interface’s capabilities.

Introduction to the Web-based User Interfaces
The Web UI provides granular access to configuration data through user roles and constraints. The Web 
UI granularity is described in the following section.

Supported Web Browsers
The minimum Web browsers supported in Network Registrar are Internet Explorer 5.5 and Netscape 6.2.

Access Security
At installation, you can choose to configure HTTPS to support secure client access to the Web UIs. To 
enable secure communication, you must have the Cisco CNS Network Registrar Communications 
Security Option Release 1.1 installed.

Logging In to the Web UIs
You can log in to the Network Registrar local or regional cluster Web UIs either by HTTPS secure or 
HTTP nonsecure login. After installing Network Registrar, open one of the supported Web browsers and 
specify the login location URL in the browser’s address or netsite field. Login is convenient and provides 
some memory features to increase login speed.
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You can log in using a nonsecure login in two ways:

• On Windows, from the Start menu, Start > Programs > Network Registrar 6.1 > Network 
Registrar 6.1 {local | regional} Web UI, which opens the local or regional cluster Web UI from 
your default Web browser.

• Open the Web browser and go to the website. For example, if default ports were used during the 
installation, the URLs would be http://hostname:8080 for the local cluster Web UI, and 
http://hostname:8090 for the regional cluster Web UI.

This opens the Login page. With a conventional login, the page indicates “Page is not secure” (see 
Figure 3-1); with an SSL-secured login, the page indicates “Page is SSL Secure.”

Note To prepare for an HTTPS-secured login, see the Network Registrar Installation Guide.

Figure 3-1 Login Page for Local and Regional Clusters

Enter your account name and password. The password is case sensitive. Depending on how your browser 
was set up, you might be able to abbreviate the account name and choose it from the drop-down list. If 
the password is stored from a previous login, it might be entered automatically.

To log in, click Login. If this is the first login after installing Network Registrar, an Add Product License 
page appears first (see Figure 3-2 for the local cluster page; the regional cluster page is essentially the 
same). Your license key is printed on the installation CD. Enter it, then click Add License. If the license 
key is valid, you immediately enter the Web UI application pages.

Figure 3-2 Add Product License Page for Local Cluster

To re-enter a previously active session, click Reuse current session. (This option is only available if you 
did not remove the cookie for it in the Web browser.)
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Note If you log in again to a previously active session without clicking Reuse current session, you may have 
two active sessions open, which can cause erratic failures. For example, if your active session was the 
first one after an installation, when you had to enter the license key, you are prompted again for the 
license key indefinitely. To avoid this, either click Reuse current session, or close and re-open the 
browser to initiate a new session.

Changing Passwords
For details on changing your administrator passwords in the local and regional cluster, see the 
“Managing Passwords” section on page 4-5.

Navigating
The Web UI provides a hierarchy of pages based on the functionality you desire and the thread you are 
following as part of your administration tasks. The page hierarchy is never so deep that you can get lost 
in it.

Caution Do not use the Back button of the browser. Always use the Primary or Secondary Navigation bar, or the 
Cancel button on the page to return to a previous page. Using the Back button can cause erratic failures.

An additional single sign-on feature is now available to connect between the regional and local cluster 
Web UIs. Many of the regional cluster Web UI pages include the Go Local icon ( ), which you can 
click to connect to the local cluster associated with the icon. If you have single sign-on privileges to the 
local cluster, the connection takes you to the related local server management page (or a related page for 
failover pair configurations). If you do not have these privileges, the connection takes you to the login 
page for the local cluster. To return to the regional cluster, local cluster pages have the Go Regional icon 
( ) at the top right corner of the page.

Waiting for Page Resolution Before Proceeding
Operations performed in the Web UI, such as resynchronizing or replicating data from server clusters, 
are synchronous operations that do not return control to the browser until the operation in Network 
Registrar is completed. These operations display confirmation messages in blue text when they are 
completed. Also, both the Netscape and IE browsers display a wait cursor while the operation is in 
progress. Unfortunately, the browsers do not prevent you from moving the mouse over another control 
icon and clicking it, in which case the browser session can be irrevocably impaired.

To prevent this, wait for each operation in the Web UI to finish before you begin a new operation. If the 
browser becomes impaired, close the browser, re-open it, then login back in again.
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Committing Changes

Tip You do not actually commit the page entries you make until you click Add... or Modify... on the page. 
You can delete items using the Delete icon ( ). To prevent unwanted deletions, a Confirm Delete page 
appears in many cases so that you have a chance to confirm or cancel the deletion.

Role and Attribute Visibility Settings
The Main Menu page shows the administrative roles assigned to the logged-in administrator. It also 
presents a choice of which visibility you want the configuration attributes to be in the Web UI:

• To view the roles for the administrator, expand the area of the page by clicking the plus sign (+) next 
to the “Show Roles for User” heading. The roles appear in S-expression format. For example, a host 
administrator might show this role:

name=boston-hostadmin-role, role=host-admin, unconstrained=false, read-only=false, 
zones={boston.example.com.}, use-any-range=false, use-any-zone=false, 
use-any-owner=false, edit-owners=false, access-secondary-zones=false, 
access-reverse-zones=false 

This means that this particular host administrator is constrained to the boston.example.com zone, 
has read-write privileges to that zone, cannot administer just any address ranges in it, cannot use just 
any owner or edit owners, and cannot access secondary zones or reverse zones. (For details on how 
to set up these administrator roles, see the “Administrators, Groups, and Roles” section on page 4-1)

Note Superuser privileges override any roles displayed for a superuser administrator.

• To set the attribute visibility settings for this user session only, expand the area of the page by 
clicking the plus sign (+) next to the “Session Attribute Visibility Setting” heading. You can then 
choose Normal or Expert from the drop-down list:

– Normal attribute visibility is appropriate under most conditions and is the default setting.

– Expert attribute visibility exposes a set of attributes that are relevant for fine-tuning or 
troubleshooting the configuration. In most cases, you would accept the default values for these 
reserved attributes and not change them without guidance from the Cisco Technical Assistance 
Center (TAC). These reserved attributes are each marked with a warning icon ( ) on the 
configuration pages.

Displaying and Modifying Attributes
Many of the Web UI pages, such as those for servers, zones, and scopes, include attribute settings that 
correspond to those you can set using the CLI. (When the Web UI attribute name differs from the CLI 
name equivalent, the CLI name appears as a secondary attribute name.) The attributes are categorized 
into groups by their function, with the more prominent attributes listed first and the ones less often used 
for configuration at the bottom of the page.
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You can modify these configuration attribute values and unset those for optional attributes. In many 
cases, these attributes have default values, which are listed under the Default column on the page. The 
explicit value overrides the default one, but the default one is always the fallback. If there is no default 
value, unsetting the explicit value removes all values for that attribute.

Displaying Attribute Help

For contextual help for an attribute, click the name of the attribute to open a help window. This help 
window is a separate browser window and you must close it when finished reading the description.

Attribute Visibility

You can choose one of two visibility settings of these configuration attributes. Normal mode is for 
normal conditions and is the default. Expert mode is reserved for troubleshooting conditions under the 
guidance of the Cisco TAC. In most cases, you do not need to change the default Normal setting. If 
required, you can change the setting on the Main Menu page (see the “Role and Attribute Visibility 
Settings” section on page 3-4).

Help Pages
The Web UI provides a separate window that displays help text for each page. The Help page identifies 
the topic and the application page name. In many cases, you can access a summary page for the topic by 
clicking a Top of Section link at the bottom of the help page. You can navigate through the help pages, 
which provide many links to related topics. To exit the help window, click the Close Window link at the 
bottom.

You can also open a separate context-sensitive help window for many configuration attributes by clicking 
the attribute name. See the “Displaying Attribute Help” section on page 3-5.

Logging Out
You can log out of the Web UI by clicking the Logout link at the top right corner of any application page.

Local Cluster Web UI
The local cluster Web UI provides concurrent access to Network Registrar user and protocol server 
administration and configuration. It provides granular administration across servers with permissions 
you can set on a per element or feature basis. Once you log in to the application, the Main Menu page 
(see Figure 3-3).
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Figure 3-3 Main Menu Page for Local Cluster

The full list of elements possible on the Main Menu page are:

• Administration—Use these pages to manage administrators, groups and roles, encryption keys, 
access control lists, and protocol servers, and view the datastore change logs.

• Zone—Use these pages to manage the lists of forward, reverse, secondary zones, and their resource 
records; and manage zone owners and templates, secondary servers, and zone distributions.

• Host—Use these pages to manage hosts and their addresses.

• Address Space—Use these pages to view the unified address space tree, and manage address blocks, 
subnets and static IP ranges, owners, and regions.

• DHCP—Use these pages to manage the Network Registrar DHCP server. This includes managing 
scopes and associated ranges, reservations and leases, policies and associated options, and client and 
client-class entries.

Local cluster administration begins with Chapter 6, “Maintaining Servers.”

Regional Cluster Web UI
The regional cluster Web UI provides concurrent access to Network Registrar regional and central 
administration tasks. Like the local cluster Web UI, it provides granular administration across servers 
with permissions you can set on a per element or feature basis. Once you log in to the application, the 
Main Menu page (see Figure 3-4).
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Figure 3-4 Main Menu Page for Regional Cluster

The full list of elements possible on the regional cluster Main Menu page are:

• Administration—Use these pages to manage product licenses, administrators, groups and roles, 
owners, regions, and servers, and view the datastore change logs.

• Clusters—Use these pages to manage the local clusters.

• Routers—Use these pages to manage router interface configuration (RIC) servers.

• Replica Data—Use this page to view the replica data of the local clusters on the regional cluster.

• DHCP Configuration—Use these pages to manage virtual private networks (VPNs), DHCP scope 
templates, policies, client-classes, and failover server pairs.

• DNS Configuration—Use these pages to manage DNS zone distributions, forward zones, and 
reverse zones.

• Address Space—Use these pages to manage the address space, address blocks, subnets, address 
types, address destinations; and to check subnet utilization, lease history, and consistency rules.

Regional cluster administration is described in Chapter 5, “Managing the Central Configuration.”

Command Line Interface
Using the Network Registrar CLI (the nrcmd program), you can control your local cluster servers’ 
operations. You can set all configurable options, as well as start and stop the servers. The CLI provides 
for concurrent access, but you should not have more than one CLI session open, because these interfaces 
require a lock on the databases. See the Network Registrar CLI Reference for details.

The nrcmd program for the CLI is located on:

• Windows—In the install-path\bin directory.

• Solaris and Linux—In the install-path/usrbin directory.

On a local cluster, once you are in the appropriate directory, use the following command at the command 
prompt:

nrcmd -C localhost -N admin -P changeme 

• –C is the cluster name

• –N is the username

• –P is the user password (it is advisable to change this default password right away)

(For additional command options, see the Network Registrar CLI Reference.)

To disconnect from the cluster, use the exit command:

nrcmd> exit 
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Tip The CLI operates on a coordinated basis with multiple user logins. If you receive a cluster lock message, 
determine who has the lock and discuss the issue with them. You can override the lock using the 
force-lock command, but not unless you are absolutely sure you would thereby not adversely affect 
someone else’s work.

Central Configuration Management Server
The Central Configuration Management (CCM) servers on the local and regional clusters provide the 
infrastructure for Network Registrar operation and user interfaces. The Web UIs operate with a 
combination of the legacy Network Registrar databases (MCD) and the additional CCM databases. The 
main purpose of the local cluster Web UI infrastructure is to store and propagate data from the user to 
the protocol servers, and from the servers back to the user.

The change set is the fundamental unit of change to a data store. It is used to send incremental changes 
to a replicating server, and it provides an audit log for changes to the data store. Change sets consist of 
lists of change entries that are groups of one or more changes to a single network object. The Web UI 
provides a view of the change sets for each data store.
3-8
Cisco CNS Network Registrar User’s Guide

OL-4363-03


	Network Registrar User Interfaces
	Introduction to the Web-based User Interfaces
	Supported Web Browsers
	Access Security
	Logging In to the Web UIs
	Changing Passwords
	Navigating
	Waiting for Page Resolution Before Proceeding
	Committing Changes
	Role and Attribute Visibility Settings
	Displaying and Modifying Attributes
	Modifying Attributes
	Displaying Attribute Help
	Attribute Visibility

	Help Pages
	Logging Out

	Local Cluster Web UI
	Regional Cluster Web UI
	Command Line Interface
	Central Configuration Management Server



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


