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C H A P T E R14

Data Extraction Engine

CiscoWorks Campus Manager Data Extraction Engine (DEE) is a utility to export 
Campus Manager application data. 

This utility provides servlet and command line access to Campus Manager 
application data (User Tracking, Topology and Discrepancy), and allows you to 
extract data in Extensible Markup Language (XML) format.

This chapter  contains:

• Overview of Data Extraction Engine, page 14-2

• The cmexport Command, page 14-3

• cmexport User Tracking, page 14-8

• cmexport Topology Command, page 14-12

• cmexport Discrepancy Command, page 14-15

• cmexport Manpage, page 14-18

• DEE Developer’s Reference, page 14-21

• Frequently Asked Questions, page 14-39
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Overview of Data Extraction Engine
Data Extraction Engine (DEE) is a utility that provides servlet access to User 
Tracking, Layer 2 topology, and discrepancy data. 

It also includes a command line utility that you can use to fetch user tracking, 
Layer 2 topology, and discrepancy data for devices discovered by Campus 
Manager server. 

This utility supports the following features:

• Generating user tracking data in XML format: 

Allows you to access servlet and command line utilities that can generate user 
tracking data for devices discovered by Campus Manager Server.

• Generating Layer 2 topology data in XML format: 

Allows you to generate the latest Layer 2 topology data including information 
on neighbor devices. Elements in XML file are created at the device level.

• Generating discrepancy data in XML format: 

Allows you to use Campus Manager discrepancy APIs to retrieve latest 
discrepancy data from Campus Manager Server.

• Archiving XML Data: 

Data generated through CLI is archived at the following locations:

where PX_DATADIR is either %NMSROOT%/files folder (on Windows) or 
/var/adm/CSCOpx/files directory (on Solaris). 

Table 14-1 Data Archive Locations

For… Location

User Tracking PX_DATADIR/cmexport/ut/timestamput.xml

Layer 2 Topology PX_DATADIR/cmexport/L2Topology/
timestampL2Topology.xml

Discrepancy PX_DATADIR/cmexport/Discrepancy/
timestampDiscrepancy.xml
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NMSROOT is the directory where you installed Campus Manager; timestamp 
is the time at which the log was written in 
YearMonthDateHourOfDayMinuteSecond format. 

You can also specify a directory to store the output. This utility does not 
delete the files created in the archive. You should delete these files when 
necessary. While generating data through the servlet, the output appears at the 
client terminal.

• Generating user tracking and configuration data in XML format using the 
Servlet:

Allows you to generate and download the user tracking, topology and 
discrepancy XML files using the servlet. 

You must upload a payload XML file, which contains the cmexport and 
utexport command options and CiscoWorks user credentials. 

You should write your own script to invoke the servlet with a payload of this 
XML file. If the credentials are correct and options are valid, the servlet 
returns the exported file in XML format.

The cmexport Command
cmexport is the CiscoWorks Campus Manager command line interface for 
exporting discrepancy and Layer 2 topology data details into XML format. 

Running cmexport Command
This section contains:

• Command Line Syntax, page 14-3

• Commands, page 14-4

Command Line Syntax

The command line syntax of the utility is in the following format:

cmexport command arguments options
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where:

• cmexport is the CiscoWorks Campus Manager command line interface for 
exporting User Tracking, Layer 2 topology, and discrepancy data details into 
XML format. 

• command specifies which core operation is to be performed.

• arguments are the additional parameters required for each core command. 

• options are the optional parameters, which modify the behavior of the specific 
DEE core command. 

The order of the arguments and options are not important. However, you must 
enter the core command immediately after cmexport. 

Commands

Table 14-2 lists the command part of the cmexport syntax.

You must invoke the cmexport command with one of the core commands specified 
in the above table. If you do not specify any core commands, cmexport can only 
execute the -v or -h options:

• Option -v displays the version of the cmexport utility 

• Option -h (or null option) lists the usage information for this utility.

Arguments and Options
This section contains:

• Mandatory Arguments, page 14-5

• Optional Arguments, page 14-6

• Function-Specific Options, page 14-6

Table 14-2 Command Descriptions

Core Command Description

ut Generates User Tracking data in XML format.

l2topology Generates layer 2 topology data in XML format. 

discrepancy Generates discrepancy data in XML format. 
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Mandatory Arguments

The argument that must be specified with all functions is:

• -u userid: Specifies the CiscoWorks userid.

• -p password: Specifies the password for CiscoWorks userid.

If you want to avoid the -p option which will reveal the password in clear text 
in CLI, you must store your userid and password in a file and set a variable 
CMEXPORTFILE which points to this file. 

You must maintain this file and control access permissions to prevent 
unauthorized access. cmexport looks for current working directory if 
CMEXPORTFILE is set only to the file name instead of to the full path.

If you use the -p option, even after setting the CMEXPORTFILE variable, the 
password is taken from the command line instead of from CMEXPORTFILE. 
This is not secure and we recommend that you do not use this option.

You must enter the password in the file in the following format:

userid password

where userid is the CiscoWorks user name given in the command line. The 
delimiter between the userid and password is single blank space. 

You must provide the delimiter if the password is blank. Otherwise, cmexport 
will not validate the password.

The password file can contain multiple entries with different user names. If 
there are duplicate entries the password that matches the first user name is 
considered.

Note If -p password is used, the password is read from the command line 
instead of CMEXPORTFILE. This is not secure and we recommend that 
you do not use this option.
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Optional Arguments

The arguments you can specify with any function are:

• -d debuglevel

Sets the debug level based on which debug information is printed. There are 
two levels of debugging—TRACE and DEBUG. If you do not specify the -d 
option, no logging will occur.

• -l logfile

Logs the results of the cmexport command to the specified log file name. By 
default the command output is displayed in the standard output.

Function-Specific Options

DEE supports the following function-specific option:

-f filename

If used with:

• User Tracking function

Specifies the name of the file to which the user tracking information is to be 
exported. 

• Topology function

Specifies the name of the file to which the layer 2 topology information is to 
be exported.

• Discrepancy function

Specifies the name of the file to which the discrepancy information is to be 
exported.

Accessing Help

Enter the following at a CLI:

• cmexport -h

Displays a list of options for cmexport.
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• cmexport -h 

Displays a list of options for the cmexport command.

On Solaris, you can also enter the following at a CLI:

man cmexport

Uses of cmexport

If you enter:

cmexport ut {–u userid} –p password –host -f filename.xml

User Tracking XML output for host will be generated and it is stored in the file 
filename.xml.

If you want to export the latest topology details for all Layer 2 devices enter:

cmexport L2Topology {–u userid} –p password -f filename.xml

If you want to export the latest discrepancy details, enter:

cmexport Discrepancy {–u userid} –p password -f filename.xml

Notations

The notations followed in describing the command line arguments are explained 
below:

{argument}—Argument is a mandatory parameter.

[argument]—Argument is an optional parameter.

argument—Argument is a variable.

argument 1 | argument 2—Either argument 1 or argument 2 may be specified but 
not both.

Table 14-3 lists the notations part of the cmexport syntax.
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-v—Displays the version of the cmexport utility.

-h—Lists the options available and function of each option.

cmexport User Tracking
This topic describes the cmexport User Tracking command, and the various 
options available to you. It contains the following sections:

• Name, page 14-8

• Synopsis, page 14-8

• Description, page 14-9

• Mandatory Arguments, page 14-9

• Accessing Help, page 14-11

• Examples, page 14-11

Name

cmexport ut: CiscoWorks cmexport user tracking function

Synopsis

cmexport ut: {-u userid} [ -p password ] -host [ host-options ] | -phone [ 
phone-options ] [ options ]

Table 14-4 lists the command part of the cmexport syntax.

Table 14-3 Notations Descriptions

Command Description

ut cmexport ut {-u userid} [ -p password ] -host [ 
host-options ] | -phone [ phone-options ] [ options ] 

l2topology {-u userid} [-p password] [-f filename] 

discrepancy {-u userid} [-p password] [-f filename] 

empty [-v | -h]
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Description

User Tracking (specified by ut) exports the user tracking data into an XML file 
based on a predefined schema.

Mandatory Arguments
The options that must be specified with the cmexport ut function are:

• -u userid: Specifies the CiscoWorks userid.

• -p password: Specifies the password for CiscoWorks userid.

If you want to avoid -p option which will reveal the password in clear text in 
CLI, you must store your userid and password in a file and set a variable 
CMEXPORTFILE which points to this file. 

You must maintain this file and control access permissions to prevent 
unauthorized access. cmexport looks for current working directory if 
CMEXPORTFILE is set only to the file name instead of to the full path. 

Table 14-4 Command Descriptions

Argument Can be one of the Following…

host-options -query queryname

-query queryname -view viewname 

-layout layoutname

-layout layoutname -view viewname

-query queryname -layout layoutname

-query queryname -layout layoutname -view viewname

phone-options -queryPhone queryname

-layoutPhone layoutname

-queryPhone queryname -layoutPhone layoutname

options -f filename

-d debuglevel

-l logfile
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If you use the -p option, even after setting the CMEXPORTFILE variable, the 
password is taken from the command line instead of from CMEXPORTFILE. 
This is not secure and we recommend that you do not use this option.

The password must be provided in the file in the following format:

userid password

where userid is the CiscoWorks user name given in the command line. The 
delimiter between the userid and password is single blank space. 

You must provide the delimiter if the password is blank. Otherwise, cmexport 
will not validate the password. The password file can contain multiple entries 
with different user names. The password that matches the first user name is 
considered in case of duplicate entries.

Note If -p password is used, the password is read from the command line 
instead of CMEXPORTFILE. This is not secure and we recommend that 
you do not use this option.

• -host: Specifies host data to be exported.

• -phone: Specifies phone data to be exported.

Options

The options you can specify with the ut function are:

• -d debuglevel

Sets the debug level based on which debug information is printed. There are 
two levels of debugging—TRACE and DEBUG. If you do not specify the -d 
option, no logging will occur.

• -l logfile

Logs the results of the cmexport command to the specified logfile name. By 
default the command output will be displayed in the standard output.

• -f filename

The file option specifies the filename where the XML output is to be stored. 
If the filename is not specified with -f option, an XML file of the format 
timestamput.xml is stored in the following directory: 
PX_DATADIR/cmexport/ut
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• -view

Specifies the format in which the user tracking XML data is to be presented. 
It supports two optional arguments:

a. switch: User Tracking data are displayed based on the type of switch. 

b. subnet: User Tracking data are displayed based on subnet in which they 
are present.

The -view options are not case sensitive.

• -query queryname

User Tracking host data is exported in XML format for the query provided in 
queryname. This option must be used with the -host argument.

• -layout layoutname

User Tracking host data is exported in XML format for the layout provided in 
layoutname. This option must be used with the -host argument.

• -queryPhone queryname

User Tracking phone data is exported in XML format for the query given in 
queryname. This option must be used with the -phone argument.

• -layoutPhone layoutPhone

User Tracking phone data is exported in XML format for the layout given in 
layoutPhone. This option must be used with the -phone argument.

Accessing Help
Enter the following at a CLI:

• cmexport -h: Displays a list of options for cmexport.

• cmexport ut -h: Displays a list of options for the cmexport ut command.

On Solaris, you can also enter the following at a CLI:

man cmexport

Examples

Considering userid: admin, password: admin, queryname: host1Query, 
layoutname: host1Layout, queryphone: phone1Query, layoutphone: 
phone1Layout, filename: file1.xml, we can have the following:
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cmexport ut -u admin -p admin -host
cmexport ut -u admin -p admin -phone
cmexport ut -u admin -p admin -host -query host1Query -layout all
cmexport ut -u admin -p admin -host -query host1Query -layout 
layoutname
cmexport ut -u admin -p admin -phone -queryPhone phone1Query 
-layoutPhone phone1Layout
cmexport ut -u admin -p admin -host -f file1.xml
cmexport ut -u admin -view switch -host

cmexport Topology Command
This section contains:

• Name, page 14-12

• Synopsis, page 14-12

• Description, page 14-13

• Mandatory Arguments, page 14-13

• Accessing Help, page 14-14

• Examples, page 14-14

Name

cmexport L2Topology: CiscoWorks cmexport layer 2 topology function

Synopsis

cmexport l2topology {-u userid} [ -p password ] [ options ]

where cmexport l2topology -h lists the options available and function of each 
option.

Table 14-5 Command Description

argument can be one of the following…

options -f filename

-d debuglevel

-l logfile
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Description

Layer 2 Topology (specified by l2topology) exports the Layer 2 topology data into 
an XML file based on a predefined schema.

Mandatory Arguments
The options that you must specify with the cmexport L2Topology function are:

• -u userid: Specifies the CiscoWorks userid.

• -p password

Specifies the password for CiscoWorks userid.

If you want to avoid -p option which will reveal the password in clear text in 
CLI, you must store your userid and password in a file and set a variable 
CMEXPORTFILE which points to this file. 

You must maintain this file and control access permissions to prevent 
unauthorized access. cmexport looks for current working directory if 
CMEXPORTFILE is set only to the file name instead of to the full path. 

If you use the -p option, even after setting the CMEXPORTFILE variable, the 
password is taken from the command line instead of from CMEXPORTFILE. 
This is not secure and we recommend that you do not use this option.

The password must be provided in the file in the following format:

userid password

where userid is the CiscoWorks user name given in the command line. The 
delimiter between the userid and password is single blank space. 

You must provide the delimiter if the password is blank. Otherwise, cmexport 
will not validate the password. The password file can contain multiple entries 
with different user names. The password that matches the first user name is 
considered in case of duplicate entries.

Note If -p password is used, the password is read from the command line 
instead of CMEXPORTFILE. This is not secure and we recommend that 
you do not use this option.
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Options

The options you can specify with the layer 2 topology function are:

• -d debuglevel

Sets the debug level based on which debug information is printed. There are 
two levels of debugging—TRACE and DEBUG. If you do not specify the -d 
option, no logging will occur.

• -l logfile

Logs the results of the cmexport command to the specified logfile name. By 
default the command output will be displayed in the standard output.

• -f filename

The file option specifies the filename where the XML output is to be stored. 
If the filename is not specified with -f option an XML file of the format 
timestampL2Topology.xml is stored in the following directory: 
PX_DATADIR/cmexport/L2Topology

Accessing Help
Enter the following at a CLI:

cmexport -h: Displays a list of options for cmexport.

cmexport l2topology -h: Displays a list of options for the cmexport l2topology 
command.

On Solaris, you can also enter the following at a CLI:

man cmexport

Examples

Considering userid: admin, password: admin, filename: file1.xml, you can have 
the following:

cmexport L2Topology -u admin -p admin
cmexport L2Topology -u admin -p admin -f file1.xml
cmexport L2Topology -u admin -l file.log
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cmexport Discrepancy Command
This section contains:

• Name, page 14-15

• Synopsis, page 14-15

• Description, page 14-15

• Mandatory Arguments, page 14-16

• Accessing Help, page 14-17

• Examples, page 14-17

Name

cmexport Discrepancy: CiscoWorks cmexport Discrepancy function.

Synopsis

cmexport discrepancy {-u userid} [ -p password ] [ options ]

where

cmexport discrepancy -help lists the options available and function of each 
option.

Description

Discrepancy (specified by Discrepancy) exports the Discrepancy data into an 
XML file based on a predefined schema.

Table 14-6 Command Description

Argument Can be one of the Following

options -f filename

-d debuglevel

-l logfile
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Mandatory Arguments
The options that you must specify with the cmexport Discrepancy function are:

• -u userid: Specifies the CiscoWorks userid.

• -p password

Specifies the password for CiscoWorks userid.

If you want to avoid -p option which will reveal the password in clear text in 
CLI, you must store your userid and password in a file and set a variable 
CMEXPORTFILE which points to this file. 

You must maintain this file and control access permissions to prevent 
unauthorized access. cmexport looks for current working directory if 
CMEXPORTFILE is set only to the file name instead of to the full path.

If you use the -p option, even after setting the CMEXPORTFILE variable, the 
password is taken from the command line instead of from CMEXPORTFILE. 
This is not secure and we recommend that you do not use this option.

The password must be provided in the file in the following format:

userid password

where userid is the CiscoWorks user name given in the command line. The 
delimiter between the userid and password is single blank space. 

You must provide the delimiter if the password is blank. Otherwise, cmexport 
will not validate the password. The password file can contain multiple entries 
with different user names. The password that matches the first user name is 
considered in case of duplicate entries.

Note If -p password is used, the password is read from the command line 
instead of CMEXPORTFILE. This is not secure and we recommend that 
you do not use this option.
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Options

The options you can specify with the Discrepancy function are:

• -d debuglevel

Sets the debug level based on which debug information is printed. There are 
two levels of debugging—TRACE and DEBUG. If you do not specify the -d 
option, no logging will occur.

• -l logfile

Logs the results of the cmexport command to the specified log file name. By 
default the command output will be displayed in the standard output.

• -f filename

The file option specifies the filename where the XML output is to be stored. 
If the filename is not specified with -f option an XML file of the format 
timestampDiscrepancy.xml is stored in the following directory: 
PX_DATADIR/cmexport/Discrepancy

Accessing Help
Enter the following at a CLI:

cmexport -h: Displays a list of options for cmexport.

cmexport discrepancy -h: Displays a list of options for the cmexport 
discrepancy command.

On Solaris, you can also enter the following at a CLI:

man cmexport

Examples

Considering userid: admin, password:admin, filename: file1.xml, you can have 
the following:

cmexport Discrepancy -u admin -p admin
cmexport Discrepancy -u admin -p admin -f file1.xml
cmexport Discrepancy -u admin -d 2
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cmexport Manpage
This sections contains:

• Command Line Syntax, page 14-18

• Commands, page 14-18

• Arguments and Options, page 14-19

• Accessing Help, page 14-21

Command Line Syntax
The command line syntax of the utility is in the following format:

cmexport command arguments options

where:

• cmexport is the CiscoWorks Campus Manager command line interface for 
exporting User Tracking, Layer 2 topology, and discrepancy data details into 
XML format. 

• command specifies which core operation is to be performed. 

• arguments are the additional parameters required for each core command. 

• options are the optional parameters, which modify the behavior of the specific 
DEE core command. 

The order of the arguments and options is not important. However, you must enter 
the core command immediately after cmexport.

Commands

Table 14-7 lists the command part of the cmexport syntax.

Table 14-7 Command Description

Core Command Description

ut Generates User Tracking data in XML format. 

l2topology Generates Layer 2 topology data in XML format 

discrepancy Generates discrepancy data in XML format 
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You must invoke the cmexport command with one of the core commands specified 
in the above table. If no core command is specified, cmexport can execute the -v 
or -h options only:

• Option -v displays the version of the cmexport utility.

• Option -h (or null option) lists the usage information of this utility.

Arguments and Options
This sections contains:

• Mandatory Arguments, page 14-19

• Function-Specific Options, page 14-20

Mandatory Arguments

The options that must be specified with all functions are:

-u userid: Specifies the CiscoWorks userid.

Optional Arguments

The options you can specify with any function are:

• -p password

Specifies the password for CiscoWorks userid.

If you want to avoid -p option which will reveal the password in clear text in 
CLI, you must store your userid and password in a file and set a variable 
CMEXPORTFILE which points to this file. 

You must maintain this file and control access permissions to prevent 
unauthorized access. cmexport looks for current working directory if 
CMEXPORTFILE is set only to the file name instead of to the full path.

If you use the -p option, even after setting the CMEXPORTFILE variable, the 
password is taken from the command line instead of from CMEXPORTFILE. 
This is not secure and we recommend that you do not use this option.
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The password must be provided in the file in the following format:

userid password

where userid is the CiscoWorks user name given in the command line. The 
delimiter between the userid and password is single blank space.

You must provide the delimiter if the password is blank. Otherwise, cmexport 
will not validate the password. The password file can contain multiple entries 
with different user names. The password that matches the first user name is 
considered in case of duplicate entries.

Note If -p password is used, the password is read from the command line 
instead of CMEXPORTFILE. This is not secure and we recommend that 
you do not use this option.

• -d debuglevel

Sets the debug level based on which debug information is printed. There are 
two levels of debugging—TRACE and DEBUG. If you do not specify the -d 
option, no logging will occur.

• -l logfile

Logs the results of the cmexport command to the specified log file name. By 
default the command output will be displayed in the standard output.

Function-Specific Options

The following function-specific option is supported

-f filename

If used with the: 

• User Tracking function—Specifies the name of the file to which the user 
tracking information is to be exported. 

• Topology function—Specifies the name of the file to which the layer 2 
topology information is to be exported. 

• Discrepancy function—Specifies the name of the file to which the 
discrepancy information is to be exported.
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Accessing Help
Enter the following at a CLI:

• cmexport -h: Displays a list of options for cmexport.

• cmexport command -h: Displays a list of options for the cmexport command.

On Solaris, you can also enter the following at a CLI:

man cmexport

DEE Developer’s Reference
The following are the schemas used for exporting the user tracking data in XML 
format:

• Schema for User Tracking Data, page 14-22

• User Tracking Schema for Switch Data, page 14-24

• User Tracking Schema for Phone Data, page 14-26

• User Tracking Schema for Subnet Data, page 14-27

• Schema for Topology Data, page 14-29

• Schema for Discrepancy Data, page 14-31

• Using Servlet to Export Data from Campus Manager, page 14-32
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Schema for User Tracking Data
<?xml version="1.0" encoding="UTF-8"?>
<!-- Copyright (c) 2003, 2004 Cisco Systems Inc.  All rights reserved. -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified">

<xs:element name="UTDetails">
<xs:complexType>

<xs:sequence>
<xs:element name="CMServer" type="xs:string"/>
<xs:element name="CreatedAt" type="xs:string"/>
<xs:element name="SchemaVersion" type="xs:string"/>
<xs:element name="Heading" type="xs:string"/>
<xs:element name="Query" type="xs:string"/>
<xs:element name="Layout" type="xs:string"/>
<xs:element ref="UTData" minOccurs="0" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>

</xs:element>
<xs:element name="UTData">

<xs:complexType>
<xs:sequence>

<xs:element name="UserName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="MACAddress" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="HostName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="IPAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Subnet" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="IPv6Address" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="PrefixLength" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="Prefix" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="DeviceName" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="Device" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Port" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="PortName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="PortState" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="PortDuplex" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="PortSpeed" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VTPDomain" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLAN" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLANId" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLANType" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="trBRFVLAN" type="xs:string" minOccurs="0" maxOccurs="1"/>
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<xs:element name="SecondaryVlan" type="xs:string" minOccurs="0" 
maxOccurs="1"/>

<xs:element name="Ring" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Bridge" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="LastSeen" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Notes" type="xs:string" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>

</xs:element>
</xs:schema>
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User Tracking Schema for Switch Data
<?xml version="1.0" encoding="UTF-8"?>
<!-- Copyright (c) 2003, 2004 Cisco Systems Inc.  All rights reserved. -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified">

<xs:element name="UTDetails">
<xs:complexType>

<xs:sequence>
<xs:element name="CMServer" type="xs:string"/>
<xs:element name="CreatedAt" type="xs:string"/>
<xs:element name="SchemaVersion" type="xs:string"/>
<xs:element name="Heading" type="xs:string"/>
<xs:element name="Query" type="xs:string"/>
<xs:element name="Layout" type="xs:string"/>
<xs:element ref="SwitchUTData" minOccurs="0" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>

</xs:element>
<xs:element name="SwitchUTData">

<xs:complexType>
<xs:sequence>

<xs:element name="DeviceName" type="xs:string"/>
<xs:element name="DeviceIP" type="xs:string"/>
<xs:element name="UTData" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>

</xs:element>
<xs:element name="UTData">

<xs:complexType>
<xs:sequence>

<xs:element name="UserName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="MACAddress" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="HostName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="IPAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Subnet" type="xs:string" minOccurs="0" maxOccurs="1"/>

                                <xs:element name="IPv6Address" type="xs:string" 
minOccurs="0" maxOccurs="1"/>
                                <xs:element name="PrefixLength" type="xs:string" 
minOccurs="0" maxOccurs="1"/>
                                <xs:element name="Prefix" type="xs:string" minOccurs="0" 
maxOccurs="1"/>

<xs:element name="Port" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="PortName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="PortState" type="xs:string" minOccurs="0" maxOccurs="1"/>
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<xs:element name="PortDuplex" type="xs:string" minOccurs="0" 
maxOccurs="1"/>

<xs:element name="PortSpeed" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VTPDomain" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLAN" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLANId" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLANType" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="trBRFVLAN" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="SecondaryVlan" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="Ring" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Bridge" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="LastSeen" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Notes" type="xs:string" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>

</xs:element>
</xs:schema>
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User Tracking Schema for Phone Data
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified">
  <xs:element name="UTDetails">
    <xs:annotation>
      <xs:documentation>It gives the Phone details</xs:documentation>
    </xs:annotation>
    <xs:complexType>
      <xs:sequence>
        <xs:element name="CMServer" type="xs:string"/>
        <xs:element name="CreatedAt" type="xs:string"/>
        <xs:element name="SchemaVersion" type="xs:string"/>
        <xs:element name="Heading" type="xs:string"/>
        <xs:element name="PhoneQuery" type="xs:string"/>
        <xs:element name="PhoneLayout" type="xs:string"/>
        <xs:element ref="PhoneData" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="PhoneData">
    <xs:complexType>
      <xs:sequence>

 <xs:element name="PhoneNumber" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="MACAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="IPAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="CCMAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="Status" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="PhoneType" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="PhoneDescr" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="DeviceName" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="Device" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="Port" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="PortName" type="xs:string" minOccurs="0" maxOccurs="1"/>
        <xs:element name="LastSeen" type="xs:string" minOccurs="0" maxOccurs="1"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema>
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User Tracking Schema for Subnet Data
<?xml version="1.0" encoding="UTF-8"?>
<!-- Copyright (c) 2003, 2004 Cisco Systems Inc.  All rights reserved. -->
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified">

<xs:element name="UTDetails">
<xs:complexType>

<xs:sequence>
<xs:element name="CMServer" type="xs:string"/>
<xs:element name="CreatedAt" type="xs:string"/>
<xs:element name="SchemaVersion" type="xs:string"/>
<xs:element name="Heading" type="xs:string"/>
<xs:element name="Query" type="xs:string"/>
<xs:element name="Layout" type="xs:string"/>
<xs:element ref="SubnetUTData" minOccurs="0" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>

</xs:element>
<xs:element name="SubnetUTData">

<xs:complexType>
<xs:sequence>

<xs:element name="SubnetId" type="xs:string"/>
<xs:element name="UTData" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>

</xs:element>
<xs:element name="UTData">

<xs:complexType>
<xs:sequence>

<xs:element name="UserName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="MACAddress" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="HostName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="IPAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>

                                <xs:element name="IPv6Address" type="xs:string" 
minOccurs="0" maxOccurs="1"/>
                                <xs:element name="PrefixLength" type="xs:string" 
minOccurs="0" maxOccurs="1"/>
                                <xs:element name="Prefix" type="xs:string" minOccurs="0" 
maxOccurs="1"/>

<xs:element name="DeviceName" type="xs:string" minOccurs="0" 
maxOccurs="1"/>

<xs:element name="Device" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Port" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="PortName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="PortState" type="xs:string" minOccurs="0" maxOccurs="1"/>
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<xs:element name="PortDuplex" type="xs:string" minOccurs="0" 
maxOccurs="1"/>

<xs:element name="PortSpeed" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VTPDomain" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLAN" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLANId" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="VLANType" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="trBRFVLAN" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="SecondaryVlan" type="xs:string" minOccurs="0" 

maxOccurs="1"/>
<xs:element name="Ring" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Bridge" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="LastSeen" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="Notes" type="xs:string" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>

</xs:element>
</xs:schema>
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Schema for Topology Data
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified">
  <xs:element name="CMData">
    <xs:complexType>

<xs:sequence>
        <xs:element name="CMServer" type="xs:string"/>
        <xs:element name="CreatedAt" type="xs:string"/>
        <xs:element name="SchemaVersion" type="xs:string"/>
        <xs:element name="Heading" type="xs:string"/>
        <xs:element ref="Layer2Details" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="Layer2Details">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="Device" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="Device">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="DeviceName" type="xs:string"/>
        <xs:element name="IPAddress" type="xs:string"/>
        <xs:element name="DeviceState">
          <xs:simpleType>
            <xs:restriction base="xs:string">
              <xs:pattern value="Reachable"/>
              <xs:pattern value="UnReachable"/>
            </xs:restriction>
          </xs:simpleType>
        </xs:element>
        <xs:element name="DeviceType" type="xs:string"/>
        <xs:element ref="Neighbors" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="Neighbors">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="Neighbor" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
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  </xs:element>
  <xs:element name="Neighbor">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="NeighborIPAddress" type="xs:string"/>
        <xs:element name="NeighborDeviceType" type="xs:string"/>
        <xs:element name="Link" type="xs:string"/>
        <xs:element name="LocalPort" type="xs:string"/>
        <xs:element name="RemotePort" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
 </xs:element>
</xs:schema>
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Schema for Discrepancy Data
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified">
  <xs:element name="CMData">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="CMServer" type="xs:string"/>
        <xs:element name="CreatedAt" type="xs:string"/>
        <xs:element name="SchemaVersion" type="xs:string"/>
        <xs:element name="Heading" type="xs:string"/>
        <xs:element ref="Discrepancies" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="Discrepancies">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="Discrepancy"  minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="Discrepancy">
    <xs:complexType>
      <xs:sequence>
        <xs:element name="Category" >
          <xs:simpleType>
            <xs:restriction base="xs:string">
              <xs:pattern value="Physical"/>
              <xs:pattern value="Logical"/>
            </xs:restriction>
          </xs:simpleType>
        </xs:element>
        <xs:element name="Details" type="xs:string"/>
        <xs:element name="Type" type="xs:string"/>
        <xs:element name="Severity" >
          <xs:simpleType>
            <xs:restriction base="xs:string">
              <xs:pattern value="High"/>
              <xs:pattern value="Medium"/>
              <xs:pattern value="Low"/>
            </xs:restriction>
          </xs:simpleType>
        </xs:element>
        <xs:element name="Description" type="xs:string"/>
        <xs:element name="FirstFound" type="xs:string"/>
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      </xs:sequence>
    </xs:complexType>
  </xs:element>
</xs:schema> 

Using Servlet to Export Data from Campus Manager
The servlet allows you to access DEE features using simple scripts. You can 
invoke DEE functions by running the script that connects to Campus Manager 
server and retrieves the data.

You can send the commands to export user tracking, topology, and discrepancy 
data (cmexport and utexport) as HTTP or HTTPS requests to a special Campus 
server URL. This URL identifies a servlet that accepts the request and 
authenticates the requesting user's identity and credentials before authorizing the 
information exchange.

• To export User Tracking data, use UTExportServlet.

• To export Discrepancy and Layer 2 Topology data, use CMExportServlet.

• To invoke cmexport and utexport commands, the servlet requires a payload 
file that contains details such as:

– User credentials

– The command you want to execute.

– Optional details such as log and debug options as inputs in XML format.

The servlet then parses the payload file encoded in XML, performs the operations, 
and returns the results in XML format. You must create the payload file to include 
the input details and submit it when you ask for servlet access.

Typically, servlet access is used when you need to use the data export feature from 
a client system. 

To use DEE export features, you can write a script to upload the payload file and 
perform the data export functions. See the following sample scripts: 

• Sample Perl Script to Access the Servlet

• Sample Java Code to Access the Servlet

For example, if you are using the script test.pl, you can invoke the servlet in 
either of these modes:
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• HTTP Mode

• HTTPS Mode

HTTP Mode

• For Discrepancy and Layer 2 topology data export, enter:

perl test.pl 

http://campus-server:1741/campus/servlet/CMExportServlet 
payload.xml

• For User Tracking data export, enter:

perl test.pl http://campus-server:1741/cmapps/UTExportServlet 
payload.xml

HTTPS Mode

• For Discrepancy and Layer 2 topology data export, enter:

perl test.pl https://campus-server/campus/servlet/CMExportServlet 
payload.xml

• For User Tracking data export, enter:

perl test.pl https://campus-server/cmapps/UTExportServlet 
payload.xml
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Sample Perl Script to Access the Servlet
#!/opt/CSCOpx/bin/perl

use LWP::UserAgent;
$| = 1;
$temp = $ARGV[0] ;
$fname = $ARGV[1] ;
if ( -f $fname ) {
open (FILE,"$fname") || die "File open Failed $!";
while ( <FILE> )
{
        $str .= $_ ;
}
close(FILE);
}
url_call($temp);

#-- Activate a CGI:
sub url_call {
    my ($url) = @_;
    my $ua = new LWP::UserAgent;
    $ua->timeout(5000);
    my $hdr = new HTTP::Headers 'Content-Type' => 'text/html';
    my $req = new HTTP::Request ('GET', $url, $hdr);
    $req->content($str);
    my $res = $ua->request($req);
    my $result;
    if ($res->is_error)
       {
        print "ERROR : ", $res->code, " : ", $res->message, "\n";
        $result = '';
       }
    else
       {
        $result = $res->content;
        if($result =~ /Authorization error/)
           {
            print "Authorization error\n";
           }
        else
           {
            print $result ;
           }

       }
}
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Sample Java Code to Access the Servlet 
import java.io.*;
import java.net.URL;
import java.net.HttpURLConnection;
import java.lang.String;
import java.lang.Byte;

class CMExportServletRun {

 static void main (String args[]) 
 {  
     try { 
     URL url = new 
URL("http://localhost:1741/campus/servlet/CMExportServlet");

     String payload = "adminadminut_hostdee.log1"; 

     HttpURLConnection con;
     InputStream is;
     //opens connection to servlet 
     con = (HttpURLConnection)url.openConnection();
     con.setRequestMethod("POST"); 
     con.setRequestProperty("Content-type", "text/xml");
     con.setDoOutput(true);  
     con.setUseCaches(false);

     OutputStream bos = new 
BufferedOutputStream(con.getOutputStream());  
     PrintWriter out = new PrintWriter(bos); 
     out.println(payload);
     out.flush();
     out.close();

     //prints out response from CMExportServlet
     byte [] strBytes=new byte[10];  
     int noOfBytes = 0;
 
     is = con.getInputStream();
   
     BufferedReader bfr = new BufferedReader(new 
InputStreamReader(is)); 
     String str = null ;

      while ( ( str = bfr.readLine()) != null ) {
         System.out.println(str);
      }
     }
     catch (Exception e) {
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        System.out.println(e.toString());
     }
 }
}

Payload File

The payload file is an XML file, which contains inputs required for the DEE 
servlet to process requests for data export. Schema for the payload XML file is 
given in Schema for Payload File.

Table 14-8 describes the elements in the schema.

Table 14-8 Elements in the Schema

Element Description 

username CiscoWorks user name. 

password Password for CiscoWorks username. 

command Command inside this tag can be ut_host, ut_phone, l2topology or 
discrepancy. 

view (Optional) You can use this option when you specify ut_host.

This specifies the presentation of the User Tracking data in the 
hierarchical format with either switch or subnet as the root.

queryname User Tracking host data is exported in XML format for the query provided 
in queryname.

You can use this option when you specify ut_host

layoutname User Tracking host data is exported in XML format for the layout provided 
in layoutname. 

You can use this option when you specify ut_host

queryphone User Tracking phone data is exported in XML format for the query given 
in queryphone. 

You can use this option when you specify ut_phone
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This section also describes:

• Sample Payload File, page 14-37

• Schema for Payload File, page 14-38

Sample Payload File
<payload>
   <username>username</username>
   <password>password</password>
   <command>ut_host</command>

<debug>1</debug>
   <view></view>
</payload>

layoutphone User Tracking phone data is exported in XML format for the layout given 
in layoutPhone. 

You can use this option when you specify ut_phone

debug Optional. Debug messages can be collected only if log file is specified in 
the log option. The debug level could be 1 or 2. You can set the value to:

1—For basic debug information.

2—For detailed debug information.

Table 14-8 Elements in the Schema (continued)

Element Description 
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Schema for Payload File

You can use the following schema for creating the payload file in XML format.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 
elementFormDefault="qualified" attributeFormDefault="unqualified">
   <xs:element name="payload">     
      <xs:complex Type>
         <xs:sequence>
            <xs:element name="username" type="xs:string"/>
            <xs:element name="password" type="xs:string"/>
            <xs:element name="command" type="xs:string"/>
            <xs:element name="view" type="xs:string"/>
            <xs:element name="queryname" type="xs:string"/>
            <xs:element name="layoutname" type="xs:string"/>
            <xs:element name="queryphone" type="xs:string"/>
            <xs:element name="layoutphone" type="xs:string"/>

 <xs:element name="debug" type="xs:string"/>
        </xs:sequence>
      </xs:complex Type>
  </xs:element>
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Frequently Asked Questions
Following is a list of frequently asked questions about Campus Manager DEE:

• Where does DEE collect the Discrepancy information from?, page 14-39

• What is an XSD file?, page 14-39

• How can I make use of the servlet interface?, page 14-40

• How can I get user tracking and Layer 2 topology data for a particular set of 
switches or subnets managed by separate Campus Manager servers?, 
page 14-40

• I do not want to provide the password in the command line as it is insecure. 
Is there a way to provide it in a secure way?, page 14-40

• Where will the XML output file be stored?, page 14-40

• Why am I getting a parse error when trying to parse some of the output files?, 
page 14-41

Q. Where does DEE collect the Discrepancy information from?

A. DEE collects the running Discrepancy data from the latest configuration in 
Campus Manager server.

Q. What is an XSD file?

A. XSD file is an XML based alternative to Document Type Definition (DTD). 
It is based on XML schema which describes the structure of an XML 
document. An XML schema defines the valid building blocks of an XML 
document, similar to a DTD.

An XML Schema:

– Defines elements that can appear in a document.

– Defines attributes that can appear in a document.

– Defines which elements are child elements.

– Defines the order of child elements.

– Defines the number of child elements.
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– Defines whether an element is empty or can include text.

– Defines data types for elements and attributes.

– Defines default and fixed values for elements and attributes. 

For more information, see W3Schools Online Web Tutorials site.

Q. How can I make use of the servlet interface?

A. You must write customized scripts that can connect to the servlet. The 
arguments and options have to be specified in XML format. Details can be 
found in “Using Servlet to Export Data from Campus Manager” section on 
page 14-32.

Q. How can I get user tracking and Layer 2 topology data for a particular set of 
switches or subnets managed by separate Campus Manager servers?

A. No. This feature is not supported.

Q. I do not want to provide the password in the command line as it is insecure. 
Is there a way to provide it in a secure way?

A. Yes. You can create an environment variable CMEXPORTFILE, which points 
to a text file that contains the userid and password list separated by a blank 
space.

Q. Where will the XML output file be stored?

A. The default locations for storing the XML output files are: 

– PX_DATADIR/cmexport/ut/timestamput.xml

– PX_DATADIR/cmexport/l2topology/timestampL2Topology.xml

– PX_DATADIR/cmexport/Discrepancy/timestampDiscrepancy.xml

You can use the -f option to specify an alternative location.
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Q. Why am I getting a parse error when trying to parse some of the output files?

A. A few classes in Optical switches contain special characters with ASCII code 
higher than 160. Most of the XML parsers do not support these characters and 
hence fail to parse them. 

To overcome this, you have to manually search for those elements with 
special characters and append CDATA as given in the example below:

If there is an element

<checksum> ¢Úo </checksum>

Change it to:

<checksum> <![CDATA[¢Úo ]]> </checksum>
14-41
User Guide for Campus Manager 4.0.3

78-17186-01



 

Chapter 14      Data Extraction Engine
Frequently Asked Questions
14-42
User Guide for Campus Manager 4.0.3

78-17186-01


	Data Extraction Engine
	Overview of Data Extraction Engine
	The cmexport Command
	Running cmexport Command
	Arguments and Options
	Mandatory Arguments
	Optional Arguments
	Function-Specific Options


	cmexport User Tracking
	Mandatory Arguments
	Accessing Help

	cmexport Topology Command
	Mandatory Arguments
	Accessing Help

	cmexport Discrepancy Command
	Mandatory Arguments
	Accessing Help

	cmexport Manpage
	Command Line Syntax
	Arguments and Options
	Mandatory Arguments
	Function-Specific Options

	Accessing Help

	DEE Developer’s Reference
	Schema for User Tracking Data
	User Tracking Schema for Switch Data
	User Tracking Schema for Phone Data
	User Tracking Schema for Subnet Data
	Schema for Topology Data
	Schema for Discrepancy Data
	Using Servlet to Export Data from Campus Manager

	Frequently Asked Questions



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


