CHAPTER 1

Getting Started with
CVDM-WebVPNSM 1.1

CiscoView Device Manager for the Cisco WebVPN Services Module
(CVDM-WebVPNSM) is an embedded device manager for setup, configuration,
and monitoring of the WebVPN Services Module (WebVPNSM).
CVDM-WebVPNSM allows you to manage your WebVPNSM (line card number
WS-SVC-WEBVPN-K9) by providing functions for configuring network, public
key infrastructure (PKI), virtual gateway, and virtual context settings.
CVDM-WebVPNSM makes such configuration easier by allowing you to perform
all these operations using one graphical user interface (GUI) tool.

You use wizards and dialog boxes to make your configurations;
CVDM-WebVPNSM then designs best-practice command line interface (CLI)
configurations based on your GUI configurations. You can view the CLI
configurations generated by CVDM-WebVPNSM and deploy them to the device
immediately or save them for future editing.

Note CVDM-WebVPNSM supports the deployment of native Cisco IOS commands
only.

User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module gy

[ oL-8117-01



Chapter1  Getting Started with CVDM-WebVPNSM 1.1

I Key Features of CVDM-WebVPNSM

This chapter contains the following topics:

Key Features of CVDM-WebVPNSM, page 1-2

Starting CVDM-WebVPNSM, page 1-3

Navigating in CVDM-WebVPNSM, page 1-8

Saving Startup Configurations, page 1-20

Editing Preferences, page 1-20

Viewing the Running Configuration Information for the Device, page 1-22
Viewing the Device Transport Log, page 1-22

Refreshing CVDM-WebVPNSM, page 1-22

Delivering CLI Commands to the Device, page 1-23

Key Features of CVDM-WebVPNSM

The following table describes the key features of CVDM-WebVPNSM.

Table 1-1  Key Features

Feature

Description

Setup wizards

CVDM-WebVPNSM provides wizards that simplify complex
configuration tasks, such as setting up a WebVPNSM to operate in
different modes and access private networks, as well as configuring a
group policy for a set of users.

Global settings
configuration

You can configure network, security, and connection policy settings for the
WebVPNSM.

PKI configuration

You can configure the certificate Trustpoints and key pairs used to secure
data transmissions to and from the WebVPNSM.

Virtual gateway
configuration

You can create virtual gateways and configure settings such as the relevant
IP address, assigned port, and associated Secure Socket Layer (SSL) and
TCP policies.
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Starting CVDM-WebVPNSM W

Table 1-1  Key Features (continued)

Feature Description
Virtual context You can create virtual contexts and configure settings such as the default
configuration group policy for a virtual context, its administrative status, and the NAT

address range used by the WebVPNSM to open server connections.

View statistics You can view statistical information about the virtual contexts and group
policies configured on the WebVPNSM.

Starting CVDM-WebVPNSM

Step 1 Open a web browser.

Step2  In your browser, enter the IP address or DNS hostname of the device. The Enter
Network Password dialog box appears (see Figure 1-1), prompting you for your
level 15 credentials.

Figure 1-1  Enter Network Password Dialog Box

Enter Metwork Password 21|
%@ Pleasze tppe your user name and pazsword,
Site: 172.20.28.36
Realm lewel 15 access
Ueer Name I

Password I

[ Save thiz password in vour password list

ak. I Cancel

22499
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Step 3

Step 4
Step 5
Step 6

Enter your username and password for level 15 access. If you do not have level 15
access to the device, CVDM-WebVPNSM will not start.

~
Note If enable password is used for HTTP authentication, use enable password
only.

Click OK. The device home page appears.
Click the CVDM-WebVPNSM link on the device home page.

The CVDM-WebVPNSM splash screen is displayed, and the Password Needed -
Networking dialog box appears (see Figure 1-2).

Figure 1-2  Splash Screen and Password Needed - Networking Dialog Box

(] Cisco¥iew Device Manager - Cisc =]

CiscoView Device Manager

Password Needed - Networking

Site: 172.20.28.36
Realm: level 15 access
The application will b Scheme: hasic
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until you logout of the Liser name: ‘ |
Password:
Copyright © 2003-20C
All rights reserved.
[es || no |
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Step 7

Step 8

Starting CVDM-WebVPNSM W

~

Note  If you do not have Java Plug-in version 1.4.2_06, you will be prompted to
install it. If you are not prompted, go to
http://java.sun.com/products/archive/j2se/1.4.2_06/index.html and install
the Java plug-in.

This website is Copyright © 1994-2005, Sun Microsystems, Inc.

The CVDM-WebVPNSM splash screen must remain open in order for the
application to function properly. Do not close this window until you log out.
CVDM-WebVPNSM will appear in a separate window.

~

Note It may take some time before CVDM-WebVPNSM appears.

In the Password Needed - Networking dialog box, enter your username and
password.

S

Note Ifenable password is used for HTTP authentication, use enable password
only.

Click Yes. The Warning - Security dialog box appears (see Figure 1-3).

[ oL-8117-01
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Figure 1-3  Warning - Security Dialog Box
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Do yau want to trust the signed applet distributed by "Cisco Systems, Ine"?

Fublisher authenticity verified by "WeriSian, Inc."
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Step9  To accept the security certificate and continue, click Yes. A dialog box appears
(see Figure 1-4), prompting you for your username and password.

Figure 1-4  Enter Credentials for <IP Address> Dialog Box (Username and

Password)
Enter Credentials for 1?2.2!].2: x|
%& Enter user name and passward.
U=sername
Paszward

Cancel |

92497

Step10 If SSH is enabled on the device, enter your SSH username and password. If SSH
is not activated on the device, you are prompted to authenticate using Telnet
instead. Follow the prompts to enter your Telnet credentials; the application also
asks if you want to enable SSH on the device. To enable SSH, follow the prompts
provided by the application.
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Step 11

Step 12
Step 13

Starting CVDM-WebVPNSM W

Click OK.

e If enable is not configured on the device, CVDM-WebVPNSM starts. Skip
the remaining steps in this procedure.

e If enable is configured on the device, a dialog box appears (see Figure 1-5),
asking you to enter your enable password.

Figure 1-5  Enter Credentials for <IP Address> Dialog Box (Enable Password)

Enter Credentials for 172.20.: x|

%g Enter enahle password.
Enable Password ||

Cancel |

92498

Enter your enable password.

Click OK. CVDM-WebVPNSM starts.

Installing the Java Plug-in

CVDM-WebVPNSM requires Java Plug-in version 1.4.2_06. The first time you
invoke any Java Plug-in enabled window, you are alerted if the plug-in has not
been installed. CVDM-WebVPNSM prompts you to download and install the
plug-in files, using the installation screens or the procedure displayed. The next
time you start the application, CVDM-WebVPNSM automatically uses the
plug-in. Install the Java Plug-in 1.4.2_06 provided with CVDM-WebVPNSM (not
from any other source).

[ oL-8117-01
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Navigating in CVDM-WebVPNSM

Before you begin using CVDM-WebVPNSM, you must understand the basic
operation of the user interface, including the login procedure and user interface
elements. See the following sections for more information:

e What Does the Home Page Show Me?, page 1-8

¢ What Does the Setup Page Show Me?, page 1-14

¢ Understanding the CVDM-WebVPNSM Desktop, page 1-15
e Understanding the Action Buttons, page 1-19

What Does the Home Page Show Me?

The home page is the first screen that comes up when CVDM-WebVPNSM is
started. It gives a quick overview of the services running on the device and a
snapshot of the overall health of the system (see Figure 1-6).
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Figure 1-6 CVDM-WebVPNSM Home Page Components and Descriptions

[& Ciseo¥iew Deviea Manager for |jie

File  Eclt Wiew Help

Setup Deliver

‘ Refrest

P
L
Help

CISC0 SYSTEMS

[ susancuces_ [

pr———
1.4(1)
4 weeks, 2 days, 5 hours, 45 minutes

Hostname
Software Version:
System Up Time:
Memory: [0 13%  pvRam [ 1%

Last Refresh Time: Wi Jul 13 10:04:33 PDT 2005

Flash; (B 13%

CPU Utiizetion (past 5 mins)
’105 [ ow ssL| 0% TP | 0w

Certificate Expiry

This weel: |INNNONN  Mext Week: [l

o Whigek 4.

Wieek 3

CA Certificates
Walid Certificates: 2[5
Expired Certificates: 0

\/

.

S5L Certificates
Walid Certificates: 2[5
Expired Certificates: 0

(E] Statistics

Active User Sessions:

Active User TCP Connections:
Authertication Failures:

Terminated User Sessians:

Active S5L Connections:

Active SEL Sessions:

Average SSL Connection Rate (past 5 mins):
S5L Handshake Failures (past 5 rmins)

o ocoocoooo

\

&, virtual Contexts

In Service. 1
Ot of Service, &4
WRF Aweare Contexts: o
Mon VRF Aware Contexts: 5

[E2 Certificates

Complete Certificate Chains: 2 G
Incomplete Certificate Chains: 0

BB virtual Gateways

In Service 0 g
Out of Service: 3 @
HTTP Redirects: 0

Connection Palicies

SEL Policies: O
TCP Palicies: O

FAQ [How do | import an SSL certificate €| private key to SSLSM?

=l 6o

|=\evem

> [<15 [ B [Wed JU13 65:57:47 FOT 2005

User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module

[ oL-8117-01

92444




Chapter 1  Getting Started with CVDM-WebVPNSM 1.1 |
M Navigating in CVDM-WebVPNSM
Figure 1-6
Reference Location Description
1 System Overview tab
Hostname Hostname of the WebVPNSM.

Software Version

Current software version running on the
WebVPNSM.

System Up Time

Indicates the amount of time the WebVPNSM has
been running since it was last restarted.

Memory Percentage of system memory currently in use.
NVRAM Percentage of NVRAM currently in use.
Flash Percentage of flash memory currently in use.

Last Refresh Time

Indicates when the WebVPNSM was last refreshed.

CPU Utilization (past 5 mins)

Utilization percentages (based on the past five
minutes) for the following CPUs:

e IOS
e SSL
e TCP
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Figure 1-6
Reference Location Description
2 Certificate Dashboard tab: Certificate Expiry column
This Week Number of certificates (CA and SSL) that will
expire a week from today’s date.
Next Week Number of certificates that will expire two weeks
from today’s date.
Week 3 Number of certificates that will expire three weeks
from today’s date.
Week 4 Number of certificates that will expire four weeks
from today’s date.
Certificate Dashhoard tab: CA Certificates column
Valid Certificates Number of valid CA certificates.
Expired Certificates Number of expired CA certificates.
Certificate Dashboard tab: SSL Certificates column
Valid Certificates Number of valid SSL certificates.
Expired Certificates Number of expired SSL certificates.
User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module
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Figure 1-6
Reference Location Description
3 Service Dashboard tab: Virtual Contexts column

In Service

Number of virtual contexts that are currently in
service.

Out of Service

Number of virtual contexts that are currently out of
service.

VRF Aware Contexts

Number of virtual contexts on which the
VRF-aware DNS feature is enabled.

Non-VRF Aware Contexts

Number of virtual contexts on which the
VRF-aware DNS feature is disabled.

Service Dashboard tab: Virtual Gateways column

In Service

Number of virtual gateways that are currently in
service.

Out of Service

Number of virtual gateways that are currently out of
service.

HTTP Redirects

Number of virtual gateways with HTTP redirects to
a nondefault port.

Service Dashboard tab: Certificates

column

Complete Certificate Chains

Number of proxy services with a complete
certificate chain.

Incomplete Certificate Chains

Number of proxy services with an incomplete
certificate chain.

Service Dashboard tab: Connection

Policies column

SSL Policies

Number of SSL policies configured on the
WebVPNSM.

TCP Policies

Number of TCP policies configured on the
WebVPNSM.

l_ User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module

0L-8117-01



| Chapter1 Getting Started with CVDM-WebVPNSM 1.1
Navigating in CVDM-WebVPNSM W

Figure 1-6

Reference Location Description

4 Connection Dashboard tab
Active User Sessions Number of active user sessions.
Active User TCP Connections |[Number of active user TCP connections.
Authentication Failures Number of authentication failures.
Terminated User Sessions Number of terminated user sessions.
Active SSL Connections Number of active SSL connections.
Active SSL Sessions Number of SSL session IDs currently in use.
Average SSL Connection Rate |The average rate at which SSL connections are
(past 5 mins) being established.
SSL Handshake Failures (past |Number of handshake failures that have occurred in
5 mins) the past 5 minutes.

5 FAQ list and Go button Contains frequently asked questions about using

CVDM-WebVPNSM. Select a question from the
list and click the Go button.
User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module
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What Does the Setup Page Show Me?

The setup page allows you to view information about and configure WebVPNSM
user group policies, virtual gateways, virtual contexts, and certificates. You can
also edit your global settings from the setup page (see Figure 1-7).

Figure 1-7 CVDM-WebVPNSM Setup Page
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Understanding the CVDM-WebVPNSM Desktop

This section describes the main GUI elements of the CVDM-WebVPNSM
application (see Figure 1-8).

Figure 1-8 CVDM-WebVPNSM GUI Elements
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Figure 1-8
Reference Location Description
1 Menu bar Provides File, Edit, View, and Help options.

e File

- File > Save to Startup—Saves the configuration running on
the module and on the service modules as the startup
configuration. For more information, see Saving Startup
Configurations, page 1-20.

- File > Exit—Logs you out of CVDM-WebVPNSM and closes
the application window.

e Edit

— Edit > Preferences...—Displays the Preferences dialog box,
from which you can edit application preferences. See Editing
Preferences, page 1-20 for more information.

e View

— View > Home—Displays the Home page. See What Does the
Home Page Show Me?, page 1-8 for more information.

- View > Setup—Displays the Setup page. See What Does the
Setup Page Show Me?, page 1-14 for more information.

— View > Running Config > WebVPNSM...—Opens the
Running Configuration of WebVPNSM dialog box, which
displays information about the configuration running on the
supervisor or module. See Viewing the Running
Configuration Information for the Device, page 1-22 for
more information.
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Figure 1-8
Reference

Location

Description

1 (continued)

Menu bar
(continued)

View (continued)

- View > Refresh—Collects the most recent module
information and updates the CVDM-WebVPNSM data. See
Refreshing CVDM-WebVPNSM, page 1-22 for more
information.

— View > Transport Log...—Displays the transport log of the
device. The transport log displays all communication
between CVDM-WebVPNSM and the device. See Viewing
the Device Transport Log, page 1-22 for more information.

Help
— Help > Help Topics—Displays online help.

— Help > About CVDM-WebVPNSM...—Displays
CVDM-WebVPNSM version information.

Task bar

Provides the following buttons:

Home—Displays the home page. See What Does the Home Page
Show Me?, page 1-8 for more information on the home page.

Setup—Displays the Setup page for accessing
CVDM-WebVPNSM functions. See What Does the Setup Page
Show Me?, page 1-14 for more information on the Setup page.

Refresh—Collects the most recent module information and
updates CVDM-WebVPNSM data.

Deliver—Opens the Deliver Configuration to Switch/Module(s)
dialog box, from which you can send accumulated CLI commands
to the module. See Delivering CLI Commands to the Device,
page 1-23 for more information.

Help—Displays context-sensitive help.

Page

CVDM-WebVPNSM working area in which you perform tasks.

[ oL-8117-01
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M Navigating in CVDM-WebVPNSM

Figure 1-8
Reference Location Description
4 Status bar Provides the following information:
e Application user and privilege level.
e Icon showing the security level of the connection.
e Time stamp showing the last time CVDM-WebVPNSM collected
data.
Pane One part of a divided page or dialog box.
6 Selector Hierarchy of the groups and objects available in the Setup page that
allows you to access specific functions for a switch or service object.
See Selector, page 1-18 for more information.
7 Left-most Contains buttons on the Setup page that allow you to access
pane WebVPNSM configuration functions.
Selector

The selector is a tree that appears on most Switch and Services pages. Figure 1-9
shows what the selector looks like when folders, subfolders, and objects are
displayed. Not all selectors contain all of these elements.

Figure 1-9  Selector
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Figure 1-9
Reference

Location

Description

1

Selector handle

Click the handle to open and close the
selector, or click the handle and drag it to
resize it.

Group folder

Displays a group of objects. Click the plus
(+) symbol to see the contents of this folder.

Object

Displays the individual entity contained in
the group or subgroup. Click an object to
open the page for that object.

Understanding the Action Buttons

This section describes the action buttons that commonly appear in
CVDM-WebVPNSM dialog boxes and wizards. For a description of the wizard
action buttons, see Table 1-2; for a description of the dialog box action buttons,

see Table 1-3.

Table 1-2  Wizard Action Buttons

Button

Action

Back

Takes you to the previous page.

Next

Takes you to the next page.

Finish

Takes you to the wizard Deliver page.

Cancel

Exits a wizard dialog box without
making any changes.

Help

Displays context-sensitive online help.

[ oL-8117-01
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M Saving Startup Configurations

Table 1-3 Dialog Box Action Buttons

Button Action
OK Saves your changes.
Cancel Exits the dialog box without making

any changes.

Help Displays context-sensitive online help.

S

Note  Some dialog boxes may contain additional buttons not described in this
table.

Saving Startup Configurations

You can save your device configuration as the startup configuration.

Step1  Select File > Save to Startup. A warning dialog box appears, asking if you want
to continue.

Step2  To proceed, click Yes. CVDM-WebVPNSM saves the configuration as your
startup configuration.

Editing Preferences

Step1  Select Edit > Preferences.... The Preferences dialog box appears.

Step2  Edit the appropriate values.

l_ User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module
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Editing Preferences W

GUI Element Action
Show CLI Preview for Select this check box if you want CVDM-WebVPNSM to display the
Wizards check box CLI commands to be delivered to the device after you have completed

a wizard. By default, this check box is deselected.

When this check box is selected, when you click Finish in a wizard,
the Deliver Configuration to the Switch/Module(s) dialog box opens
and displays the CLI commands. For more information, see
Delivering CLI Commands to the Device, page 1-23.

Show CLI Preview on Select this check box if you want CVDM-WebVPNSM to display the
Delivery check box CLI commands to be delivered to the device. By default, this check
box is selected.

When this check box is selected, if you click Deliver, the Deliver
Configuration to Switch/Module(s) dialog box opens and displays the
CLI commands. For more information, see Delivering CLI Commands
to the Device, page 1-23.

Refresh After Delivery Select this check box to automatically refresh CVDM-WebVPNSM
check box after you deliver commands to the device. Refreshing
CVDM-WebVPNSM allows you to obtain the latest service device
information and update the CVDM-WebVPNSM data. By default, this
check box is selected.

When this check box is deselected, when you click Finish in a wizard,
CVDM-WebVPNSM prompts you to optionally refresh the
application after delivering commands to the device. For more
information, see Refreshing CVDM-WebVPNSM, page 1-22.

Confirm before Exiting Select this check box if you want CVDM-WebVPNSM to ask you to
check box confirm that you want to exit the application. By default, this check
box is selected.

When this check box is selected, CVDM-WebVPNSM displays a
dialog box asking you if you want to exit CVDM-WebVPNSM. From
this dialog box, you can select the Always display this dialog box
before exiting check box if you always want CVDM-WebVPNSM to
confirm that you want to exit CVDM-WebVPNSM.

User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module
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Viewing the Running Configuration Information
for the Device

Select View > Running Config > WebVPNSM.... The Running Configuration of
WebVPNSM dialog box appears. Information about the running configuration for
the device is displayed.

You can click the Save to File... button to save this information as a text file.

Viewing the Device Transport Log

Step1  Select View > Transport Log.... A warning dialog box appears.

Step2  To proceed, click OK. The Transport Log dialog box appears, displaying
information about communication between CVDM-WebVPNSM and the device.
You can do the following:

e Click Clear Log to clear the information in the transport log.

¢ Click Save to File... to save the transport log information as a text file.

Refreshing CVDM-WebVPNSM

You can refresh CVDM-WebVPNSM at any time to obtain the latest device
information and update the CVDM-WebVPNSM data.

)
Note  You can specify that CVDM-WebVPNSM automatically refresh after you deliver

commands to the device; see Editing Preferences, page 1-20 for more
information.

User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module
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Step 1

Step 2

Delivering CLI Commands to the Device W

Click Refresh at the top of the window or select View > Refresh from the Menu
bar.

A dialog box appears, asking if you want to proceed with the refresh. To proceed,
click Yes. The most recent device information is collected and is populated in
CVDM-WebVPNSM. If you do not deliver your accumulated commands, they are
not saved by the application.

Delivering CLI Commands to the Device

~

Note

Step 1

Step 2

You must deliver accumulated CLI commands to the device before any changes
you make in CVDM-WebVPNSM will be applied.

Click the Deliver button at the top of the window. The Deliver Configuration to
Switch/Module(s) dialog box appears if you have configured
CVDM-WebVPNSM to display the accumulated CLI commands when you click
the Deliver button (for more information on configuring this option, see Editing
Preferences, page 1-20).

~

Note  The Deliver Configuration to Switch/Module(s) dialog box also appears
when you click the Finish button in a wizard if you have configured
CVDM-WebVPNSM to display the accumulated CLI commands after
you have completed a wizard.

Edit the appropriate values.

GUI Element Action

Window Displays the accumulated CLI commands to be
delivered to the device.

Deliver button Click to send the accumulated CLI commands to the
device.

[ oL-8117-01
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I Delivering CLI Commands to the Device

GUI Element Action

Save to File... button Click to save the CLI commands as a text file.

Close button' Close the dialog box without delivering any CLI
commands.

Deliver Later button? Click to deliver the wizard CLI commands to the
device at a later time.

1. This button is available only in the Deliver Configuration to Switch/Module(s) dialog box that is
displayed after you click Deliver at the top of the window.

2. This button is available only in the Deliver Configuration to Switch/Module(s) dialog box that is
displayed after you click Finish in a wizard.

Note  The Deliver Configuration to Switch/Module(s) dialog box displays all
accumulated CLI commands that will be delivered to the module; therefore, any
previous CLI commands that were not sent to the module are shown in this dialog
box, as well as the CLI commands you have generated in this session.

User Guide for CiscoView Device Manager for the Cisco WebVPN Services Module
| 1-24 | oL-8117-01 |




	Getting Started with CVDM-WebVPNSM 1.1
	Key Features of CVDM-WebVPNSM
	Starting CVDM-WebVPNSM
	Installing the Java Plug-in

	Navigating in CVDM-WebVPNSM
	What Does the Home Page Show Me?
	What Does the Setup Page Show Me?
	Understanding the CVDM-WebVPNSM Desktop
	Selector

	Understanding the Action Buttons

	Saving Startup Configurations
	Editing Preferences
	Viewing the Running Configuration Information for the Device
	Viewing the Device Transport Log
	Refreshing CVDM-WebVPNSM
	Delivering CLI Commands to the Device



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


