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ordered alphabetically. Use the Alphabet Key or your web
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the documentation for a particular command, click on the

command name.

Page Number Designators

HC Cisco IOS XR Interface and Hardware Component
Configuration Guide

IC Cisco IOS XR Addresses and Services Configuration Guide

MCC  Cisco IOS XR Multicast Configuration Guide

MNC  Cisco IOS XR System Monitoring Configuration Guide

MPC  Cisco IOS XR MPLS Configuration Guide

Qc Cisco IOS XR Modular Quality of Service Configuration
Guide

RC Cisco I0S XR Routing Configuration Guide

SC Cisco I0S XR System Security Configuration Guide

SMC  Cisco IOS XR System Management Configuration Guide

VFC Cisco I0S XR Virtual Firewall Command Reference

|

ICMP (Internet Control Message Protocol)

application protocol support
initialization failure
inspection overview
memory failure
packet denied

security, disabling

session established

VFC-121
VFC-322
VFC-126
VFC-323
VFC-322
VEC-277
VEFC-320

MASTER

VFC-320

ICMP Path Jitter operation parameters, list of
ICMP rate limiting 1C-192

IEEE 802.3ad standard  HC-205

IETF DS-TE mode = MPC-103

if preconfiguration submode, ipv4 address
command HC-351

session removed

if submode
See interface command
See interface preconfigure command
bundle id command
controller sonet command HC-429
HC-243
HC-428
HC-185, RC-259
HC-429
HC-241

duplex command
interface command
ipv4 address command
keepalive command
mtu command
HC-211
HC-429

show srp ips interface srp command

speed command HC-244

no shutdown command

pos crc command

srp interface srp request manual-switch

INDEX

MNC-92

HC-211, HC-218, HC-222

HC-404

command HC-404
srp ips request forced-switch command  HC-403,
HC-409, HC-410
srp ips timer command  HC-403
srp ips wtr-timer command ~ HC-403
srp topology-timer command  HC-400
tunnel destination command HC-477
tunnel source command  HC-477
IFIB (Internal Forwarding Information Base) IC-156

Ignore IS-IS
overload bit setting

configuring MPC-140
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http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38srp.html#wpmkr1148310
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38tunl.html#wpmkr1351316
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38tunl.html#wpmkr1355256
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ignore-lsp-errors command

Index

RC-325

IGP (interior gateway protocols)

MPC-4
routing protocols MPC-3
synchronizing with LDP  MPC-11

prefixes

IKE (Internet Key Exchange Security Protocol)

[l Cisco 10S XR Configuration Guide Master Index, Release 3.8

See also IPSec\
Advanced Encryption Standard (AES)
definition ~ SC-80
algorithms
encryption
hash
MD5 (Message Digest 5)
options  SC-83

SHA (Secure Hash Algorithm),
definition SC-80

authentication methods

SC-80

SC-83, SC-96
Call Admission Control (CAC)

limiting CPU resources consumed
Call Admission Control (CAC) definition

configuring

SC-89
SC-89

a banner as a client group attribute for Cisco Easy
VPN Server SC-102

auto-update as a group attribute for the Cisco Easy
VPN Server SC-103

browser-proxy as a client group attribute for the
Cisco Easy VPN Server  SC-105

client group attributes for Cisco Easy VPN
Server SC-102

IKE security association (SA) limit for call
admission control ~ SC-112

ISAKMP group policy attributes
ISAKMP identity = SC-85
policies  SC-95

definition ~ SC-79

DES (Data Encryption Standard)
definition = SC-80

DH (Diffie-Hellman)
IKE policy parameter

SC-97

SC-82

specifying the group identifier ~SC-96

DPD (Dead Peer Detection)
periodic message  SC-93
Easy VPN (Virtual Private Network) features
browser-proxy  SC-91
enabling and disabling SC-93
enabling config-isakmp command mode  SC-95
SC-88

Internet Security Association and Key Management
Protocol (ISAKMP)

definition ~ SC-80
ISAKMP peer description  SC-90

keyring configuration mode enablement

extended authentication

SC-109
keys

See keys, preshared\

mask preshared  SC-86
preshared
SC-82

Oakley Key Exchange Protocol definition

negotiations
SC-80
policies
configuring (example) SC-128
identifying  SC-95
multiple  SC-84
parameters  SC-83
purpose  SC-81
SC-96
Public Key Cryptographic Protocol
Diffie-Hellman  SC-80
public key cryptographic system
RSA (Rivest, Shamir, and Adelman)

requirements

viewing

SC-80

RSA encrypted nonces method  SC-85
RSA signatures method  SC-85

RFC 2408, ISAKMP  SC-80

RSA (Rivest, Shamir, and Adelman)
encrypted nonces  SC-80, SC-82

SC-82

Skeme Key Exchange Protocol

SC-80

signatures

definition

VPN monitoring
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adding an IKE peer description SC-118
clearing a crypto session  SC-90, SC-120

X.509v3 certificates standard ~ SC-81
ILMI, on ATM interfaces HC-43
ILS inspection  VFC-121, VFC-127
immediate threshold violation =~ MNC-119
implicit deny ~MPC-68
inband management interface, MPP

allow command SC-243

definition  SC-240

inband command  SC-243

interface command  SC-243
inbound ACLs VFC-111
inbound connection, telnet  1C-120
indexes, master 2
informational messages  VFC-340
inheritance

configurations (BGP) RC-12

monitoring RC-16
initialization failure =~ VFC-329
inline match commands

content type verification for HTTP
inspection  VFC-142

in Layer 7 HTTP deep packet inspection policy
map VFC-142

strict HTTP for HTTP inspection =~ VFC-143
in-place policy modification
(examples) QC-66
description  QC-20
insertion and removal
see OIR  MNC-5
inspection engines
See application protocol inspection  VFC-119
install activate command SMC-73
install add command SMC-71
install commit command SMC-75
install deactivate command SMC-83
install label command  SMC-88
install log, displaying SMC-54

Index W

install operation command SMC-86
install rollback to command SMC-87

install rollback to committed command SMC-87,
SMC-90

install verify packages command SMC-63, SMC-74
installation

See also software packages

examples SMC-75

preparing for  SMC-60

prerequisites SMC-57

procedures

SDR, operations, concurrent SMC-54
interarea tunnels RC-307
Inter-AS configurations

BGP MPC-387

interprovider VPN MPC-387

L2VPN quality of service =~ MPC-246

supported MPC-387
Inter-AS mode  MPC-233
interface

configuration status change =~ VFC-326

line protocol change of state ~ VFC-325
interface Bundle-Ether command HC-209, HC-214
interface Bundle-POS command HC-206
interface command HC-13, IC-65, RC-379
interface configuration mode

cdp (interface) command SMC-284

interface (track) command SMC-189

line-protocol track command  SMC-190, SMC-193,
SMC-196

interface ID application =~ MPC-213
interface loopback command HC-428
interface POS command HC-222
interface preconfigure command, SMC-244, SMC-246
interface service-gre command  SC-149
interface service-ipsec command  SC-148
interface submode
See also interface command

interface submode, ipv4 address command MCC-59

[ oL-19117-01

Cisco 10S XR Configuration Guide Master Index, Release 3.8 g


http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38ike.html#wpmkr1013375
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38ike.html#wpmkr1011923
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38ike.html#wpmkr1013447
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38ike.html#wpmkr1011487
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38atm.html#wpmkr1166578
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38api.html#wpmkr1098535
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38api.html#wpmkr1083351
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064733
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38rsvp.html#wpmkr1096684
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38mpp.html#wpmkr1005736
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38mpp.html#wpmkr1005511
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38mpp.html#wpmkr1005722
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38mpp.html#wpmkr1005735
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38acl.html#wpmkr1023558
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38host.html#wpmkr1097181
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/general/road/map/bt38abou.html#wpmkr1057693
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38app.html#wpmkr1010808
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38bgp.html#wpmkr1196255
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38bgp.html#wpmkr1094277
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38app.html#wpmkr1009251
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38api.html#wpmkr1070284
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38api.html#wpmkr1070251
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38api.html#wpmkr1070287
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1154781
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1154910
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38alrm.html#wpmkr1232355
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38api.html#wpmkr1076455
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr58361
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152840
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152876
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152943
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152966
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr151162
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152933
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152960
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr75109
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr78871
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr139272
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152837
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152841
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152685
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr57591
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38inst.html#wpmkr152655
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38isis.html#wpmkr1271757
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38v3.html#wpmkr1052466
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38v3.html#wpmkr1052465
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38v2.html#wpmkr1114761
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38v3.html#wpmkr1052464
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38v2.html#wpmkr1114738
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38app.html#wpmkr1009068
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38app.html#wpmkr1009062
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1368207
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1406488
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1368198
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38atm.html#wpmkr1161123
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38cef.html#wpmkr1148823
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38rip.html#wpmkr1010630
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38cdp.html#wpmkr1016960
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38obj.html#wpmkr1049633
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38obj.html#wpmkr1049635
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38obj.html#wpmkr1049646
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38obj.html#wpmkr1049661
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38ucp.html#wpmkr1111238
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38sone.html#wpmkr1101718
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1384589
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38hdwr.html#wpmkr58366
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_management/configuration/guide/yc38hdwr.html#wpmkr58415
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38ipsc.html#wpmkr1011859
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38ipsc.html#wpmkr1011854
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/multicast/configuration/guide/mc38mcst.html#wpmkr1092419

W Index

interface submode, service-policy command HC-408

interface-inheritance disable command MCC-23

interfaces
Link Bundling HC-199
configuring HC-208

link switchover HC-207

values (table) QC-17
QC-18
WRED QC-14

IP router, O-UNI client device

when to use

MPC-212
IP Service Level Agreements

<I_TItalic> See<Default Para Font> IP

prerequisites  HC-200, HC-201 SLA MNC-47
QoS HC-206 [P SLA
tunnel  HC-474 benefits MNC-50
interfaces, IP addresses 1C-187 control protocol  MNC-53
primary, TP address  1C-183 improvements, list of MNC-50
interior routers RC-205 introduction  MNC-47
interprovider VPN, MPLS VPN MPC-387 operation, types of  MNC-52
introduction to CTM 1 performance measurement MNC-51
invert command HC-371 reaction  MNC-54
P responder
addresses about MNC-53
multiple, assigning  IC-187 enabling  MNC-59
primary  1C-183 response time  MNC-53
secondary  1C-187 schedule MNC-54
for ACL with NAT ~ VFC-112 technology ~ MNC-49
options, handling  VFC-279 threshold monitoring MNC-54
IP DSCP (differentiated services code point) value, when vif  MNC-54
touse QC-18 IP Time to Live (TTL) MPC-58
IP fast reroute  RC-307 IPARM conflict resolution  IC-194
IP Fast Reroute RC-363 IPCC (IP Control Channel)
loop-free alternate  RC-363 configuring MPC-142
IP header option error VFC-325 connectivity using O-UNI devices MPC-213
IP Network Security Protocol (IPSec) IPS (Intelligent Protection Switching) HC-401
definition  SC-80 IPSec
IP precedence L2TPv3 MPC-322
default QC-17 mapping MPC-322
edge router function QC-16 over L2TPv3 MPC-322
low-latency queueing (LLQ) QC-14 scenarios MPC-322
overview QC-16 securing tunnels MPC-322
packet classification QC-16 IPSec (IP Network Security Protocol)
QoS features supported QC-17 CAs
reset recommendation  QC-17 implementing with ~ SC-63
ToS field QC-16 implementing without  SC-63
Cisco 10S XR Configuration Guide Master Index, Release 3.8


http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38srp.html#wpmkr1140441
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/multicast/configuration/guide/mc38mcst.html#wpmkr1332922
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1368192
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1368196
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1368195
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1411969
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1412112
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38lbun.html#wpmkr1384812
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38tunl.html#wpmkr1352844
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38net.html#wpmkr1026550
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38net.html#wpmkr1013517
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38ospf.html#wpmkr1172229
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38v3.html#wpmkr1052468
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/limited_availability/38_old.html#wpmkr1241622
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38seri.html#wpmkr1059561
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38net.html#wpmkr1026546
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38net.html#wpmkr1013519
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38net.html#wpmkr1026551
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38acl.html#wpmkr1024012
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38nor.html#wpmkr1048245
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1018216
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38isis.html#wpmkr1287377
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38rib.html#wpmkr1091988
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/routing/configuration/guide/rc38rib.html#wpmkr1091989
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/vfw/configuration/guide/vfc38app.html#wpmkr1009035
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38ike.html#wpmkr1011444
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1018207
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1018162
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1094435
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1004418
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1050005
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1018212
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1018208
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1004419
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1004452
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1018215
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/qos/configuration/guide/qc38clas.html#wpmkr1094433
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38ucp.html#wpmkr1111294
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1144995
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064027
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1075192
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064026
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1144996
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064062
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064031
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064068
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1075191
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064070
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064065
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064066
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064024
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1064067
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/system_monitoring/configuration/guide/oc38ipsla.html#wpmkr1075420
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38rsvp.html#wpmkr1130737
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/addr_serv/configuration/guide/ic38net.html#wpmkr1048744
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38te.html#wpmkr1334575
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38ucp.html#wpmkr1111234
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/interfaces/configuration/guide/hc38srp.html#wpmkr1148403
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38tpv3.html#wpmkr1987296
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38tpv3.html#wpmkr1987299
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38tpv3.html#wpmkr1987302
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38tpv3.html#wpmkr1987298
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/mpls/configuration/guide/gc38tpv3.html#wpmkr1987297
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38cain.html#wpmkr1055157
http://preview.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38cain.html#wpmkr1055155

checkpointing  SC-144
configuring

default path MTU (maximum transmission
unit) SC-192

IPSec failure history table size ~ SC-182
NAT transparency SC-172
crypto access lists  SC-142
cautions, creating SC-183
creating  SC-158
purpose  SC-142
crypto profiles  SC-140
applying to transport  SC-184
applying to tunnel-ipsec interfaces  SC-183
configuring static or dynamic ~ SC-161
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transform sets
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description  SC-142
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description  SC-148

IPSec support for SNMP (Simple Network Management
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description  SC-147
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load balancing and high availability = SC-149

SA idle timers  SC-145
IPSec\
ipsla operation command
ICMP Echo operation = MNC-78
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ICMP Path Jitter operation ~ MNC-93
UDP Echo operation MNC-71
UDP litter operation MNC-63
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description MNC-59
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ICMP Path Echo operation MNC-86
ICMP Path Jitter operation = MNC-94
UDP Echo operation =~ MNC-72
UDRP litter operation MNC-64
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ICMP packet header IC-179
introduction (IPv6 for Cisco IOS XR) IC-165
IS-IS support

multitopology RC-301

single-topology RC-301
multicast address  IC-171
multicast address, figure 1C-170
multicast groups  1C-185
neighbor discovery  IC-175
neighbor redirect message 1C-178
neighbor redirect message, figure I1C-178
neighbor solicitation message, figure 1C-175
packet header IC-171
packet header format, figure IC-172
path MTU discovery IC-174
prefix argument  IC-185
RFC 2460 IC-165
RIB support RC-362
router advertisement method, figure IC-177
routing RC-300

solicited-node multicast address format,
figure IC-171

IPv6 and IPv6 VPN provider edge transport over
MPLS RC-41

IPv6 provider edge multipath RC-42
ISAKMP
See also IKE[ISAKMP
727]
ISAKMP profile
description  SC-86

locally sourced and destined traffic
procedure  SC-121

IS-IS (ignore intermediate system-to-intermediate system)

overload bit setting
defining MPC-107
IS-IS (Intermediate System-to-Intermediate System)
adjacencies, tuning RC-336
attached bit on an instance =~ RC-304
authentication, configuring RC-329

configuration

grouped configuration RC-298
Level 1 or Level 2 routing RC-308
multitopology RC-323
restrictions RC-297
single topology RC-311
configuration, grouped RC-298
configuring authentication ~RC-331
customizing routes RC-341
default routes RC-304
description RC-295
enabling RC-308
enabling multicast-intact RC-346
functional overview RC-298
grouped configuration RC-298
IP fast reroute  RC-351

IS-IS (intermediate system-to-intermediate system)

IP Fast Reroute Loopfree Alternative ~ MPC-106

IS-IS (Intermediate System-to-Intermediate System)

IPv6 routing  RC-300
Level 1 or Level 2 routing, configuration =~ RC-308
LSP flooding
controlling RC-323
lifetime maximum RC-301
limiting RC-300
MPLS LDP IS-IS synchronization RC-344
MPLS TE
description RC-303
multi-instance IS-IS  RC-303
multitopology, configuring RC-323
nonstop forwarding RC-302
configuring RC-327
overload bit
configuring RC-304
on router RC-303
policy attach points
default originate =~ RC-442
inter-area-propagate  RC-443
redistribute  RC-442
priority for prefixes added to RIB  RC-349
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restrictions, configuring  RC-297
set SPF interval RC-339

single topology,configuring RC-311
single topology,IPv6 support RC-301

tagging IS-IS interface routes RC-347

IS-IS address family submode RC-299
IS-IS Overload Bit Avoidance = RC-304

ISP requirements, MPLS L2VPN  MPC-230

ispf command RC-340
is-type command RC-310

K

keepalive command HC-284, HC-300
keepalive timer
description HC-286
monitoring
POS link state HC-285, HC-286
SLARP packets HC-285
key (key chain) command SC-218
key chain command SC-215
key chain management
configuring  SC-215, SC-225
key identifiers SC-217
key string text SC-219
outbound traffic ~ SC-222
description SC-214
end-time SC-214
key lifetime SC-214
key validation =~ SC-220
start-time  SC-214
keychain command RC-128
keychains RC-41
keyring command SC-121
keys, preshared using AAA server\
key-string command  SC-220

Index W

L

12protocol command HC-162, HC-491
L2TPv3

benefits MPC-317

control message hashing MPC-328

dynamic

configuring pseudowires ~MPC-337

sessions MPC-318

[PSec MPC-322

MPLS MPC-317

multipoint tunnel network  MPC-352

operation MPC-316

peer authentication MPC-318

prerequisites MPC-316

services MPC-317

static sessions MPC-318

xconnect support MPC-317
L2TPv3 tunnels RC-42
12transport command HC-162
L2VPN

See Layer 2 VPN
L2VPN, QoS restrictions MPC-246
label advertisement

configuring MPC-21

control  MPC-10

control, LDP MPC-10

prerequisites MPC-21
label bindings

configuring MPC-4

exchanging MPC-4

label-allocation-mode per-ce command RC-120

HC-205

LACP (Link Aggregation Control Protocol)
lawful intercept, implementing ~ SC-229
Layer 2 VPN
configuring
attachment circuit HC-161

Layer 2 protocol tunneling and data
units HC-162
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UDI, locked to SMC-113
license add command SMC-116
license backup command SMC-121
license for user contexts VFC-45, VFC-50
license restore command SMC-122
licensing
See software entitlement
life command
ICMP Echo operation MNC-79
ICMP Path Echo operation = MNC-86
ICMP Path Jitter operation =~ MNC-94
UDP Echo operation =~ MNC-72
UDP Jitter operation ~MNC-64
limit, MAC address
actions MPC-271
configuring MPC-299
line cards
node ID components (XR 12000) SMC-227
removing SMC-244
removing and replacing SMC-243
line command SMC-203
line console command  SMC-206
line default command SMC-206
line protocol, status change =~ VFC-325
line template command SMC-207
line template configuration mode  SMC-203

link bundling, configuring VLAN bundles HC-483

link local address format, figure IC-169
link switchover HC-207
link-local address  IC-169
link-state advertisement (LSA)

OSPFv2 RC-208

OSPFv3 RC-208
list tracking configuration mode

delay command SMC-195

object command SMC-195

type list boolean command  SMC-195
LLQ (low-latency queueing)

See queueing

Index W

LMI HC-171, HC-179, HC-180
Imi-n391dte command HC-173
Imi-n392dce command HC-172
Imi-n392dte command HC-173
Imi-n393dce command HC-172
Imi-n393dte command HC-173
Imi-t392dce command HC-172
LMP message exchange

disabling MPC-155

enabling MPC-153
load balancing, HA data dropped  VFC-337
load-balancing

7-tuple hash algorithm,configuring IC-71

functions IC-56

Layer 3 information = IC-57

Layer 4 information = IC-57

overview IC-56

verification, CEF exact route 1C-73
local and remote TE links

configuring numbered and unnumbered
links MPC-146

local database authentication =~ VFC-66
local label advertisement control, LDP  MPC-10
local label allocation control, LDP MPC-10
local label binding MPC-4
Local Management Interface (LMI) HC-364
Local Packet Transport Services (LPTS)

components [C-156

policers

configuring IC-156

overview IC-156

local reservable bandwidth, how to configure =~ MPC-149

local switching capability descriptors, how to
configure ~MPC-150

log adjacency changes command RC-223
log files, logging levels ~ VFC-237
logging

levels VFC-237

message format  VFC-237
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VFC-236

severity levels  VFC-237

VFC-238

logging buffered command MNC-160, MNC-166

MNC-162

logging console command MNC-167

MNC-5
correlation rules, configuring

logging correlation rules  MNC-5
applying MNC-11, MNC-20, MNC-22
configuring MNC-11

logging correlator apply-rule command
MNC-22

logging correlator buffer

overview

variables

logging command

logging correlation
MNC-42

MNC-20,

MNC-27
logging correlator buffer-size command MNC-28
MNC-12, MNC-15,

buffer settings, modifying

logging correlator rule command
MNC-17

MNC-5
buffer settings, modifying

logging events buffer
MNC-25
logging events buffer-size command MNC-26
MNC-26
MNC-26
logging facility command MNC-162
MNC-164
MNC-164
MNC-162

logging events level command

logging events threshold command

logging history command

logging history size command

logging hostname prefix command

logging monitor command MNC-160
VEC-59

MNC-5

logging source-interface command MNC-163

logging out a user

logging process

logging suppress duplicates command MNC-171

logging trap command MNC-162
log-neighbor-changes command RC-185
log-neighbor-warnings command RC-185
Longest Prefix Resolution IC-195
loopback command HC-424

loopback, naming convention HC-227
loop-free alternate ~ RC-307

loose hop reoptimization ~MPC-112
Ipts pifib hardware police command IC-157
LSP

configuring MPC-166

defining MPC-3

hierarchy MPC-166

MPLS-TE MPC-102

with LDP  MPC-3
LSP flooding

controlling RC-323

lifetime maximum RC-301

limiting RC-300

mesh group configuration RC-301

on specific interfaces RC-300
LSP Path Discovery (LPD) MNC-58
Isp-check-interval command RC-324
Isp-gen-interval command RC-324
Isp-interval command RC-325
Isp-mtu command RC-324
Isp-password command RC-330
Isp-refresh-interval command RC-324

Isr-path command MNC-90

M
MAC (Media Access Control) 1C-41
MAC (message authentication code) SC-223
authentication option  SC-214
cryptographic algorithm procedure  SC-223
mac accounting command HC-160
MAC address
aging MPC-270
flooding MPC-270
forwarding MPC-270
limit actions MPC-271
related parameters MPC-269
source-based learning MPC-270

MPC-271
HC-146, HC-155

withdrawal

mac address command
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mac-accounting command HC-146, HC-147
Mac-in-Mac, Provide Backbone Bridging MPC-235

MAM (maximum allocation model), constraint
characteristics MPC-104

management ethernet interface, configuring HC-238
management plane

MPP feature = SC-242
management-plane command  SC-243
match access-group command  QC-25
match cos command QC-25
match discard-class command QC-25
match dscp command QC-26
match identity command  SC-121
match mpls experimental topmost command  HC-405
match precedence command HC-406, QC-26
match protocol command QC-26
match qos-group command QC-26
match vlan command QC-26
maximum paths command RC-175
maximum-paths command RC-123
maximum-prefix command RC-175
max-lIsp-lifetime command RC-324
MBI (minimum boot image) SMC-236
MDS5 (Message Digest 5)

IKE policy parameter  SC-82
MD5 password authentication

See multicast routing, MSDP (Multicast Source
Discovery Protocol), MD5

mdl string command HC-453
mdl transmit command HC-439, HC-453

MDRR (modified deficit round robin),
description QC-74

MDRR/WRED MPC-354

memory mapping failure =~ VFC-337

merged ACLs  VFC-96

mesh restoration, GMPLS MPC-109
mesh-group command RC-325

Message Digest 5 (MD5) authentication RC-219
message logging

facility types

Index W

(table) MNC-155
syslog server MNC-154
message statistics RC-362
message URL http

/Iwww.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/r
ommon/configuration/guide/rm38.html 11

/Iwww.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/s
ystem_management/command/reference/yr38term.ht
ml#wpl1311395 27

message-digest-key command RC-232
messages
format VFC-237
severity levels VFC-237
understanding  VFC-237
variables VFC-238
metric-style wide command RC-348
metro-zero-accept command RC-381
MFI (MPLS forwarding infrastructure)
control plane  MPC-97
data plane services MPC-97
LDP MPC-97
TE MPC-97
MIB, description ~ SMC-295
mirror location command SMC-103
mirror verify location command SMC-103
mode command HC-444
modified deficit round robin MPC-354
modular service card
see MSC  MNC-3
module number notation SMC-226, SMC-229
monitor map HC-254
MPLS

IPv6 and IPv6 VPN provider edge
transport RC-363, RC-468

LDP IGP synchronization RC-306

MPLS (Multiprotocol Label Switching), encapsulated
packets  SC-149

MPLS forwarding forms MPC-97
MPLS L2VPN
configuration examples MPC-258
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configuring MPC-239

configuring QoS in VLAN mode  MPC-248

high availability = MPC-236

interface or connection, how to configure =~ MPC-239

ISP requirements MPC-230
prerequisites MPC-228
Quality of service (QoS) MPC-235
MPLS Layer 3 VPN
automatic route distinguisher =~ MPC-385
autonomous system  MPC-386
components MPC-381
concepts MPC-381
customer edge router MPC-381
customer router MPC-381
defining MPC-381
distributed routing information =~ MPC-384
FIB MPC-380
implementing MPC-381
major components MPC-385
MPLS forwarding MPC-384
PE router MPC-381
prerequisites MPC-380
provider router MPC-381
restrictions MPC-380
scalability = MPC-382
security MPC-382
topology MPC-381
VPN routing information =~ MPC-384
working MPC-383
MPLS LDP IS-IS synchronization =~ RC-344
mpls ldp sync command RC-345
MPLS LSP monitor (MPLSLM) MNC-58

MPLS TE (Multiprotocol Label Switching traffic
engineering), configuring for OSPFv2  RC-251

MPLS TE forwarding adjacency = RC-307
MPLS TE interarea tunnels RC-307
mpls traffic-eng area command RC-253

mpls traffic-eng command RC-334

mpls traffic-eng multicast-intact command MCC-10

mpls traffic-eng router-id command RC-252

mpls traffic-engineering multicast-intact
command RC-347

MPLS VPN
Inter-AS ASBRs  MPC-386
major components MPC-385
MPLS VPN carrier supporting carrier RC-40
MPLS VPNs over IP tunnels
BGP SSA MPC-353
concepts MPC-352
feature overview MPC-351
multiple tunnel source address MPC-355
prerequisites MPC-352
QoS policy assignment MPC-354
quality of service =~ MPC-354
restrictions MPC-352
task IDs  MPC-352
tunnel types MPC-353
verifying MPC-372
VPN services MPC-352
MPLS-TE
backbone MPC-101
benefits MPC-101
concepts MPC-102
engineering a backbone MPC-102
extensions MPC-102
fast reroute  MPC-106
flooding
thresholds MPC-105
triggers MPC-105
implementation MPC-120
link management module MPC-102
overview MPC-101
path calculation module = MPC-102
prerequisites MPC-100
topology
building MPC-120
tunnels

creating MPC-123
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prerequisites MPC-123
with label switching forwarding MPC-102
with RSVP  MPC-102

MPP (Management Plane Protection) SMC-300

benefits SC-242
control plane protection SC-241
description  SC-239, SC-242
device configuration = SC-243
management interface

inband  SC-240

out-of-band  SC-241
management plane

description  SC-241
peer-filtering option ~ SC-241

MQC (modular QoS command-line interface),
description QC-4

MQC (Modular Quality of Service), configuring with
SRP HC-404

MQC, quality of service =~ MPC-354
MSC MNC-3
MS-CHAP authentication
disabling HC-331
enabling HC-316, HC-317
password, configuring HC-323
ppp HC-285, HC-316, HC-323, HC-331
viewing  HC-318
MSCs (modular services cards)
40-Gbps throughput
license for SMC-116
prerequisites for enabling SMC-117
node ID components SMC-226
removing SMC-244
replacing  SMC-245
mtu command HC-146, HC-147, HC-284, HC-365
multi-area adjacency
configuring RC-270
interface attributes and limitations RC-217
overview RC-217

multi-area-interface command RC-271

Index W

multicast routing

Auto-RP (automatic route processing)
configuring MCC-34
description MCC-13

preventing messages (configuration
example) MCC-71

RP-mapping agent, designating MCC-13
BSR (bootstrap router)
configuring
description MCC-13
Class D IP addresses MCC-6
DR (designated router)
failure
multiaccess segment MCC-11
purpose MCC-11
Generic Routing Encapsulation tunnels MCC-15
Internet Group Management Protocol (IGMP)
description MCC-6
host group addresses MCC-6
versions MCC-6

MFIB (Multicast Forwarding Information
Base) MCC-24

MRIB (Multicast Routing Information
Base) MCC-24

MSDP (Multicast Source Discovery Protocol)
Anycast RP  MCC-68
default peering MCC-58
description = MCC-20

inheriting commands (configuration
example) MCC-71

logical RP  MCC-58
MD5 password authentication, configuring

MD5 password authentication,
description MCC-24

PIM-SM domains, interconnecting MCC-58
source information, controlling MCC-61
multicast domain  MCC-14
Multicast Listener Discovery (MLD)
description MCC-6
Multicast Listener Discovery (MLD)
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versions MCC-6

multicast NSF (multicast nonstop forwarding)
configuring MCC-41
converging and reconnecting MCC-42
high availability = MCC-20
prerequisites MCC-42
timeout values MCC-41

multicast protocol-specific submodes
description MCC-21

IGMP configuration submode
(config-igmp) MCC-22

interface configuration inheritance =~ MCC-22

MLD configuration submode
(config-mld) MCC-22

MSDP configuration submode
(config-msdp) MCC-22

PIM configuration submode
(config-pim-ipv4) MCC-22

multicast QoS (multicast quality of service)
configuring MCC-64
differentiated services MCC-21
overview MCC-21
multitopology routing MCC-16
configuring MCC-53
MYVPN (multicast VPN)
BGP requirements
configuring IPv4 MVPN (example) MCC-73
configuring [IPv6 MVPN (example) MCC-83
configuring MVPN  MCC-45
IGMP VRF instance, specifying MCC-51
multicast distribution tree  MCC-15
multicast VRF forwarding, enabling MCC-46
PIM VREF instance, specifying MCC-49
MVPN extranet routing MCC-16
configuring MCC-55
configuring (example) MCC-95
information about MCC-17
RPF policies in an extranet MCC-19
supported protocols MCC-56
topologies MCC-18

unicast routes, importing MCC-55

MVRF (VPN-specific multicast routing and
forwarding database) MCC-14, MCC-17

PIM (Protocol Independent Multicast)
configuring
description MCC-8
leaf routers MCC-10
multicast-intact MCC-10
restrictions

shared tree, source tree, and shortest path
tree MCC-9

PIM-SM (PIM sparse mode)
configuring MCC-25
description MCC-8
RP MCC-8
PIM-SSM (PIM source-specific multicast mapping )
(S,G) channels MCC-9
configuring MCC-25
datagrams, delivery MCC-9
description MCC-5, MCC-8
IGMPv3 support MCC-9
legacy multicast deployments MCC-28
SSM mapping, restrictions MCC-29

SSM mapping, set of access lists,
configuring MCC-29

SSM mapping, set of sources,
configuring MCC-30

rates per route

(example) MCC-70

calculating MCC-40
RP (rendezvous point)

description MCC-12

manually configuring MCC-12
RPF (Reverse Path Forwarding) MCC-14
RSI (router space infrastructure) MCC-16
static RP, configuring MCC-32

multicast routing configuration mode interfaces, enabling
and disabling MCC-23

multicast rprotocol-specific submodes, [Pv6 multicast
routing (config-mcast-ipv6) MCC-21
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multicast topology RC-305
multicast VPN RC-43
multicast-intact

OSPFv2 RC-216

multicast-routing command MCC-27, MCC-42,
MCC-47

multicast-routing ipv4 command MCC-21
multicast-routing ipv6 command MCC-21
multicast-routing submode
interface all enable command MCC-47
mdt data command MCC-48
mdt default command MCC-48
nsf command MCC-43
vrf command MCC-48
multi-instance IS-IS  RC-303
multilink command HC-340
multilink fragment-size command HC-185, HC-338
multilink Frame Relay bundle interface = HC-185
multilink interleave command HC-340
multiple action set
(examples) QC-101
conditional multiple action set
policer egress markings QC-79
policer ingress markings QC-79
description  QC-78
unconditional multiple action set QC-15
egress markings QC-15
ingress markings QC-15
multiprotocol BGP  RC-33
Multiprotocol Label Switching (MPLS)
LDP IS-IS synchronization = RC-344

Multiprotocol Label Switching control processor
(MPLSCP) HC-285, HC-361

Multiprotocol Label Switching traffic engineering (MPLS
TE), configuring fir IS-IS  RC-333

multitopology
(example) RC-354
configuring RC-323
multitopology routing RC-316
MYVPN (multicast VPN)

Index W

See multicast routing, MVPN (multicast VPN)

naming conventions
loopback HC-227
null interface  HC-227
preconfigure ~ HC-350
NAT
application protocol inspection support ~ VFC-120
destination = VFC-294, VFC-296, VFC-307
IPsin ACLs VFC-112
source  VFC-293, VFC-294, VFC-295, VFC-297
NAT transparency (IPSec) description ~ SC-145

national bits command HC-439, HC-440, HC-447,
HC-460

NBMA networks RC-206
negotiation auto command HC-147, HC-155, HC-158
neighbor address family command RC-299
neighbor command (BFD) HC-67
neighbor command (OSPFv2, OSPFv3) RC-229
neighbor command,enabling RIP  RC-378
neighbor, IPv6  IC-175
neighbors
adjacency (OSPFv2) RC-207
maximum limits (BGP) RC-5
net command RC-309
NetFlow
accounting for IPv4, destination-based HC-259

accounting for IPv4, destination-based HC-274,
HC-278

configuring HC-260
exporter map HC-255
flow exporter map configuration submode HC-256

flow exporter map version configuration
submode HC-256

flow monitor map configuration submode  HC-257
monitor map HC-254

overview HC-251, HC-253

prerequisites ~HC-252
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restrictions HC-253

sampler map HC-254

sampler map configuration submode  HC-257
network command RC-228
Network Admin

description  VFC-49

permissions  VFC-49
network connectivity IC-121

traceroute  IC-117
Network Control Protocols (NCPs) HC-285, HC-361
network stack IPv4 and IPv6  IC-179
Network-Monitor

description ~ VFC-49

permissions  VFC-49
next-hop-self command RC-88
no interface command HC-493
no logging events link-status command MNC-172
no shutdown command

(warning) HC-350
nodes

administrative shutdown SMC-242

reload, shutdown, power cycling SMC-239
router, displaying status SMC-228
SDR, displaying status ~SMC-226

non-owner SDRs
adding nodes to  SMC-19
default configuration SMC-9
description SMC-4

username and password, configuring
(example)

nonstop forwarding HC-207
Nonstop Routing (NSR)

function 1C-202

normalization parameters

packet TTL setting  VFC-279
notes, usage in text 15
notification messages  VFC-340
notifications
error messages  VFC-217
SNMP VFC-217
virtual context change = VFC-217
not-so-stubby area  RC-204
NSF (nonstop forwarding)
enabling graceful restart MPC-66
high-availability = MPC-56
with RSVP  MPC-56
nsf command RC-327
nsf interface-expires command RC-328
nsf interface-timer command RC-328
nsf interval command RC-251
nsf lifetime command MCC-43, RC-328
NSR (non-stop routing)
graceful restart MPC-13
how to define MPC-13
LDP MPC-13
nsr process-failures switchover command  1C-203
nssa command RC-225
NTP
access groups, configuring  SMC-169
associations
broadcast-based, configuring SMC-162
multicast-based, configuring SMC-166
poll-based, configuring SMC-160

SMC-35 authentication, configuring SMC-171

username and password, creating  SMC-29 broadcast client, configuring router as  SMC-163
broadcast server, configuring router as  SMC-164
configuration tasks SMC-159

configuring failover as recovery  1C-203 S
configuring system calendar to update
from SMC-176
feature history SMC-157

DonOt Fragment bit, handling ~ VFC-279 implementing SMC-157

ICMP security, disabling VFC-277 information about  SMC-158

IP options, handling VFC-279 multicast client, configuring router as  SMC-166
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multicast server, configuring router as  SMC-167
peers and servers, configuring SMC-160
prerequisites for implementing  SMC-158
server, configuring router as  SMC-175
services, disabling on interface =~ SMC-172
source IP address, configuring SMC-173
ntp command SMC-173
NTP configuration mode
access-group command SMC-170
authenticate command SMC-172
authentication-key command SMC-172
broadcastdelay command  SMC-165
master command SMC-176
peer command SMC-162
server command SMC-161
source command SMC-175
trusted-key command SMC-172
update-calendar command SMC-178
NTP interface configuration mode
broadcast client command SMC-164
broadcast destination command SMC-165
broadcastdelay command SMC-163
multicast client command SMC-167
multicast destination command SMC-168
null interface
configuring HC-228
displaying HC-229
naming convention HC-227

null0 submode, ipv4 unreachables command HC-232

o

Oakley key exchange protocol
See also IKE[Oakley key exchange protocol
7227
oam ais-rdi command HC-37
oam retry command HC-37
oam-pvc manage command HC-37

object

Index W

association with contexts and domains  VFC-48
description ~ VFC-48

object groups, overview  VFC-97

object tracking
configuration examples SMC-196
configuration tasks  SMC-186
feature history SMC-185
information about SMC-186
interface up down state (example) SMC-197
interface up down state, tracking SMC-186
IP route reachability (example) SMC-197
IP route reachability, tracking SMC-191
line protocol state (example) SMC-197
line protocol state, tracking SMC-188
prerequisites SMC-185
tracked list (example) SMC-198
tracked list, creating SMC-194

OIR MNC-5

OIR (online insertion and removal)
line cards, MSCs and PLIMs SMC-244
switch fabric cards, 16-slot FCC  SMC-246
switch fabric cards, 4-slot FCC  SMC-263
switch fabric cards, 8-slot FCC  SMC-254

operation, IP SLA types MNC-52

optical switches, GMPLS MPC-107

options command HC-262

order of ACL entries VFC-96

OSPF
configuring over IPCC ~ MPC-144
queue tuning parameters RC-220
queue tuning parameters configuration = RC-281

queue tuning parameters configuration
(example) RC-290

ospf area configuration submode
dead-interval command RC-228
default-cost command RC-225
hello interval command RC-228
interface command RC-222

network command RC-228
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nssa command RC-225
range command RC-241
stub command RC-225

ospf area submode

authentication message-digest command RC-238

virtual-link command RC-238
ospf interface configuration submode
log adjacency changes RC-223

log adjacency changes command RC-277
neighbor command RC-229

OSPFv2
multicast-intact RC-305

OSPFv2 (Open Shortest Path First Version 2)

Cisco IOS XR OSPFv3 and OSPFv2
differences RC-201

CLI (command-line interface) inheritance =~ RC-202
configuration
neighbors, nonbroadcast networks RC-226

RC-258
configuration and operation, verifying

RC-207
RC-197
designate router (DR)
RC-221
enabling multicast-intact RC-263
RC-200
instance and router ID  RC-205
LSA

controlling the frequency

sham-links
RC-280
default route
description

RC-207

enabling

functional overview

RC-234

RC-439

default originate  RC-438

RC-438

route authentication methods
key rollover RC-207
MD5 RC-206

RC-206

RC-206

route redistribution

RC-242
description RC-212

sham-link RC-258

Shortest Path First (SPF) throttling
description RC-212

Shortest Path First (SPF)
throttling,configuring

area-out

redistribute

plain text

strategies

configuring

RC-246
RC-246

stub and not-so-stubby area types,
configuring RC-223

supported OSPF network types
NBMA networks RC-206
RC-206

SPF throttling, configuring

point to point networks

virtual link

creating RC-236
transit area RC-209
OSPFv3
graceful restart RC-214

OSPFv3 (Open Shortest Path First Version 3)
Cisco IOS XR OSPFv3 and OSPFv2

differences RC-201
onan OSPFABR — RC-240 CLI inheritance ~ RC-202
types RC-208 . .
configuration
MD henticati RC-2
5 authentication  RC-206 SPF throttling  RC-246
ighb dj RC-207
feIghbots, adgjacency €20 configuration and operation, verifying RC-280
neighbors, nonbroadcast networks, fiouri
configuring RC-226 conhiguring
nonstop forwarding RC-249 graceful restart  RC-255
description  RC-213 default route  RC-207
policy attach points description  RC-197
area-in RC-439 enabling RC-221
functional overview  RC-200
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instance and router ID  RC-205
link-state advertisement (LSA) RC-216
load balancing RC-217
LSA

controlling frequency RC-234

on an OSPF ABR RC-240

types RC-208

neighbors, configuring nonbroadcast
networks RC-226

policy attach points
default originate ~ RC-440
redistribute  RC-438
routes, redistribute  RC-242

SPF (Shortest Path First) throttling
configuring RC-246

stub and not-so-stubby area types,
configuring RC-223

virtual link, description RC-209
ospfv3 area configuration submode
dead-interval command RC-228
default-cost command RC-225
hello interval command RC-228
interface command RC-222
network command RC-228
nssa command RC-225
range command RC-241
stub command RC-225
OSPFv3 Graceful Restart feature
adjacency RC-215
displaying information =~ RC-258
ospfv3 interface configuration submode
log adjacency changes RC-223
neighbor command RC-229
OTN (optical transport network)
defining MPC-211
transport services MPC-212
O-UNI (Optical User Network Interface)
configuring a neighbor MPC-223
configuring a router ID  MPC-223
configuring bandwidth MPC-66

configuring data-links MPC-223
connections
configuring MPC-215
establishing MPC-213
identifying MPC-213
tearing down MPC-219
database requirement MPC-212
N node MPC-212
prerequisites
general MPC-212
how to set up a connection MPC-215
RSVP messages MPC-212
standards MPC-211
verifying MPC-220
O-UNI client devices
ADMs MPC-212
IP routers MPC-212
outbound ACLs VFC-111
out-of-band command  SC-246
out-of-band management interface, MPP
definition = SC-241
output locations, SNMP NMS  VFC-241
output-delay command RC-380
overhead command HC-424
overload bit
configuration RC-304
onrouter RC-303
owner SDRs  SMC-3

Index W

P

P2MDRR (packet-by-packet MDRR),
description QC-74

packet buffer, copying capture buffer VFC-251
packet count command

ICMP Path Jitter operation =~ MNC-94

UDP Jitter operation =~ MNC-63
packet header fields, IPv6  1C-172

packet interval command
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ICMP Path Jitter operation ~MNC-94
UDP Jitter operation ~MNC-64
packet routes, checking IC-121
packet TTL setting  VFC-279
packet validation
mechanism MPC-354
MPLS VPNs over IP tunnels MPC-354
pairing command SMC-14
PAP authentication
defined HC-315
disabling HC-328
enabling HC-316, HC-317, HC-319, HC-320
ppp HC-286, HC-319
refusing HC-328
viewing HC-318
partitioning network, QoS packet marking QC-14
passive targeted hellos, configuring MPC-19
passive-interface command RC-383
password command RC-115
path calculation module, MPLS-TE ~ MPC-102
path command HC-425, HC-432
path discover command MNC-58
path protection, GMPLS
forced reversion procedure MPC-171
LSP MPC-168
path scrambling command HC-429
PCE extensions to OSPFv2 RC-219
PE router
address space  MPC-353
MPLS Layer 3 VPN  MPC-381
PE-CE protocol
configuring MPC-460
peer
alternate pings VFC-334, VFC-335
communication failure ~ VFC-330
heartbeat interval mismatch ~ VFC-333
heartbeats unidirectional ~VFC-333
incompatibility  VFC-329
reachable VFC-332, VFC-335

receive error  VFC-336
replication failure =~ VFC-328, VFC-330
replication in process  VFC-333
state change =~ VFC-336
unreachable VFC-327, VFC-328, VFC-336
peer-filtering option
definition  SC-241
peer keyword
inband interface =~ SC-244
out-of-band interface =~ SC-247
per VRF (VPN routing and forwarding) AAA
procedure  SC-30
server-private command  SC-31
supported VSAs  SC-30
Performance Management (PM)
benefits MNC-200
functional overview = MNC-199
PM entity instance monitoring
enabling MNC-223
overview MNC-205
PM statistics collection templates
creating MNC-201, MNC-218, MNC-228
description MNC-201
disabling MNC-202, MNC-220
enabling MNC-202, MNC-220, MNC-228
TFTP server, configuring MNC-217
PM statistics collection, overview  MNC-200
PM Statistics Collector, description ~MNC-199
PM Statistics Server, description MNC-199
PM threshold monitoring templates
creating MNC-208, MNC-223, MNC-224
disabling MNC-216, MNC-226
enabling MNC-216, MNC-226, MNC-228
PM threshold monitoring, overview = MNC-207
performance measurement, I[P SLA  MNC-51
performance-mgmt apply monitor command MNC-223
performance-mgmt apply statistics command MNC-221

performance-mgmt apply thresholds
command MNC-226
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performance-mgmt resources tftp-server MNC-217
performance-mgmt statistics command MNC-219
performance-mgmt thresholds command MNC-225
persistent interface index, configuring MPC-152
physical terminals
console line template
description  SMC-202
modifying SMC-205
default line template
description  SMC-202
modifying SMC-205

line template configuration mode,
description  SMC-203

line template guidelines SMC-204
PIE (package installation envelope) files
See also software packages
about
copying before installing, about SMC-47
filenames and versions SMC-44
for bug fixes
PIM

See multicast routing, PIM (Protocol Independent
Multicast)

ping
See host services and applications
host services and applications 1C-121
tool IC-117

ping command HC-23, IC-121

placement memory command SMC-146

placement program command SMC-147, SMC-148,
SMC-150, SMC-151

placement program configuration mode
affinity location-set command SMC-147
affinity location-type command SMC-149
affinity program command SMC-150
affinity self command SMC-152

placement reoptimize command  SMC-145
about SMC-142

PLIMs (physical layer interface modules)
node ID components SMC-226

Index W

removing SMC-244
point-to-point networks  RC-206
Point-to-Point protocol

See PPP
poison-reverse command RC-381
police command HC-406, QC-94
policers and shapers, description QC-74
policy map

actions, defining  VFC-166

Layer 7 HTTP deep packet inspection, inline match
commands  VFC-142

overview in application protocol inspection
process  VFC-122

policy map class submode
bandwidth command QC-85
police command QC-94
set cos command QC-34
set discard-class command QC-34
set dscp command QC-33
set precedence command QC-33
set qos-group command  QC-37
set srp-priority command  QC-34
policy map police submode
conform-action command QC-95
exceed-action command QC-89
policy map submode
class command HC-406, HC-407, QC-131
police command HC-406
policy-map command HC-406, QC-29
priority command HC-406, HC-407
set cos command HC-406, HC-407
policy, modifying
attached RC-450
nonattached RC-451
Policy-Based Tunnel Selection (PBTS)
configuring MPC-191
defining MPC-115
dynamic tunnel selection ~MPC-116

figure, implementation ~MPC-116
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functions MPC-116
policy-map command HC-406, QC-29
port for LDAP server VFC-83
port mode, MPLS L2VPN  MPC-247
POS (Packet-over-SONET)
See POS interface
pos crc command HC-99
POS interface
bringingup HC-289
configuring
CRC value

encapsulation type

HC-99, HC-284, HC-293
HC-284

interface encapsulation HC-98, HC-293,

HC-339

keepalive timer
HC-338

MTU HC-99, HC-284, HC-293, HC-307
HC-292
HC-286

HC-284, HC-299, HC-300,

optional parameters
PPP authentication
default settings
CRC HC-284
encapsulation HC-284
keepalive HC-284
mtu  HC-284
Frame Relay encapsulation ~HC-281
HDLC encapsulation
description
HC-284
interface configuration mode

HC-338

interface multilink command

overview

interface command
HC-338, HC-340

interface pos command HC-98, HC-290,
HC-293

PPP encapsulation
description, HC-281
HC-285
subinterfaces, creating with PVCs
PPP
CHAP

authentication

overview

HC-294

HC-315

HC-316, HC-317
HC-321, HC-322

enabling

password, configuring

refusing HC-330

viewing HC-318
default configuration, modfying HC-324, HC-326
interfaces, displaying HC-327
MS-CHAP

disabling  HC-331

disabling HC-331

enabling HC-316, HC-317

password, configuring HC-323
ppp HC-316, HC-361
HC-318

HC-314

viewing
overview
PAP
HC-319, HC-361
HC-328
HC-316, HC-317, HC-319, HC-320
HC-328
HC-318
POS configuration example
POS interface, HC-285
HC-314
serial configuration example
HC-360

ppp authentication command
HC-317, HC-361

ppp chap password command

authentication
disabling
enabling
refusing
viewing

HC-341

prerequisites
HC-342
serial interface

HC-286, HC-315,

HC-322
HC-330
HC-326
ppp max-configure command HC-326
HC-326
HC-326
ppp ms-chap password command HC-323

ppp chap refuse command

ppp max-bad-auth command

ppp max-failure command

ppp max-terminate command

ppp ms-chap refuse command HC-331
ppp multilink minimum-active links command HC-340
HC-328

ppp pap sent-username command  HC-319, HC-320

ppp pap refuse command

ppp timeout authentication command HC-327
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ppp timeout retry command HC-327
preconfiguration

HC-349
HC-347

naming conventions

advantages
directory
HC-350
restriction to physical interface ~ HC-347
prefix filtering MPC-59
IC-10
prefix prioritization
OSPFv2 SPF

prefragmentation

prefix list

1C-57

SC-146
SC-145

dependencies
description
disabling
SC-178
SC-177

service-gre interfaces
service-ipsec interfaces
prerequisites
CDP SMC-282
configuring SDRs  SMC-2
configuring terminals SMC-202

enabling 10 Gbps throughput on Cisco XR 12000
SIP  SMC-119

for adding standby PRP  SMC-276

for enabling 40-Gbps throughput on MSC  SMC-117

for managing router hardware ~ SMC-216
for removing and replacing SFCs (16-slot
CRS-1) SMC-246

for removing and replacing SFCs (4-slot
CRS-1) SMC-263

for removing and replacing SFCs (8-slot
CRS-1) SMC-255

for removing and replacing SFCs and CSCs
(XR-12000) SMC-270

NTP configuration SMC-158

SMC-185
SMC-140

SMC-121

object tracking
process placement
restoring license
SNMP  SMC-29%4
software entitlement SMC-112

preshared key

Index W

RADIUS, setting for VFC-73

TACACS+, setting for VFC-78
preshared keys

using the AAA Server SC-87
Prestandard DS-TE mode  MPC-103

priority command HC-406, HC-407
process placement

SMC-142

SMC-144
configuration examples SMC-152
SMC-144

SMC-141

affinities

affinity hierarchy

configuration tasks
default placement policy
feature history SMC-139
SMC-142

location type affinity, how to create

guidelines
SMC-148
memory use thresholds, how to set  SMC-145
memory use, based on  SMC-143

SMC-140
program affinity, how to create
reoptimize, how to  SMC-145

SMC-140

prerequisites
SMC-149

restrictions
self affinity, how to create ~ SMC-151
SMC-141

processing, ACL compilation process out of
memory  VFC-318

HC-477

when to change

profile command
protection and restoration, GMPLS
end-to-end recovery MPC-109
requirements MPC-110
shared mesh MPC-109
MPC-109
MPC-102

span protection
protocol-based CLI
protocols
SMC-59

Provide Backbone Bridging protocol,
Mac-in-Mac  MPC-235

PRP

downloading, supported

SMC-276
SMC-276

hardware requirements

redundancy slot pairs
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W Index

software requirements SMC-276
standby SMC-276

PVC
ATM interface HC-14
ATM subinterface HC-13, HC-42
POS subinterface  HC-294, HC-296
VP tunnel HC-21

pvc command HC-14

PW (pseudowire)
configuring a bridge domain MPC-274
configuring for L2TPv3  MPC-337

Q

QinAny mode MPC-234
QinQ mode MPC-234
QoS (quality of service)
assigning policies for MPLS VPNs  MPC-354
QoS (Quality of Service)
benefits QC-2
characteristics QC-1
QoS (quality of service)
configuring L2ZVPN  MPC-247
configuring port modes ~MPC-247
QoS (Quality of Service)

congestion mechanisms, policers and
shapers QC-74

features
class-based packet marking QC-13
traffic policing QC-3
traffic shaping QC-3
QoS (quality of service)
MPLS L2VPN  MPC-235
MPLS VPNs over IP tunnels MPC-354
MQC MPC-354
QoS (Quality of Service)
techniques
classification QC-11

congestion avoidance QC-4

congestion management QC-3
packet classification = QC-3
QoS Services on mVPN
configuring conditional markings QC-44
configuring unconditional markings QC-46
description QC-44
example QC-67
queueing
low-latency queuing (LLQ) QC-75
quantum size  QC-74
scheduling mechanism  QC-74
strict priority  QC-75

rack/slot/module notation SMC-226, SMC-229
RADIUS
configuring
dead-server detection  SC-28
UDP ports  SC-24
operation SC-17
RADIUS server
dead-time setting VFC-73
global preshared key setting VFC-73
number of retransmissions, setting ~ VFC-74
server accounting settings, configuring  VFC-89
server overview  VFC-66
timeout setting  VFC-74
radius-server dead-criteria time command  SC-29
radius-server dead-criteria tries command  SC-29
radius-server deadtime command  SC-28
random command HC-263
range command RC-241
RAs (registration authorities)
See CAs[RAs
727)
RAs[CAs (certification authorities)
727]

RAW protocol  IC-203
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RFC 4444, IS-IS Management Information
Base RC-358

RFC 4576, L3VPN  RC-292
RFC 4577, Sham Link RC-292

RFC 4601, motivation for and architecture of
PIM MCC-8

RFC 4724, Graceful Restart Mechanisms for
BGP RC-153

RFC 4750, OSPF Version 2 RC-292

RFC 4811, OSPF  RC-292

RFC 4812, OSPF  RC-292

RFC 4813, OSPF RC-292

RFC 791, Internet Protocol QC-16

RIB
quarantining RC-363
statistics  RC-362

RIB (Routing Information Base)
administrative distance ~ RC-361
data structures in BGP and other protocols
deploying RC-364
description RC-359
examples RC-367
functional overview RC-361
IPv4 and IPv6 support RC-362
monitoring RC-364
prerequisites RC-360

rings (outer and inner) HC-390

RIP (Routing Information Protocol )

global-inbound, policy attach points RC-448

RIP (Routing Information Protocol)
administrative distance RC-376
bandwidth RC-382
benefits RC-375
CIDR RC-374

control or prevent routing updates RC-382

filter network updates RC-382
hop count RC-374

metrics RC-374

policy attach points

default-information originate =~ RC-447

global-inbound RC-448
interface-inbound RC-448
interface-outbound RC-448
redistribute  RC-448
redistribution  RC-376
route policy creation RC-384
route timers RC-375
routing loops  RC-382
routing policy options RC-377
split horizon, enabling [P RC-375
VLSMs (variable-length subnet masks)
WAN link RC-382
RIP v2 supported features RC-374
role, predefined VFC-49
rolling back
about SMC-49
procedure  SMC-87
ROM Monitor mode SMC-41
rommonrevision test HC-140
root message  MNC-6
route dampening  RC-35
route filtering, prefix list IC-10
route policy command IC-63

route policy submode

Index W

RC-374

<I_Italic>See<Default Para Font> route-policy

command RC-49
end-policy command RC-49

route processor management ethernet forwarding IC-56
route redistribution (OSPFv2, OSPFv3) RC-212

route reflectors RC-36
route tags RC-305
route tracking configuration mode
route Ipv4 command SMC-192
vrf command SMC-192
route-policy (BGP) command
bgp neighbor address family submode

route-policy command

creating and attaching to EIGRP Process

defining a route-policy = RC-454
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router rip interface configuration submode RC-384

route-policy configuration submode
set eigrp-metric command RC-176
set rip-metric command RC-385
route-policy pass-all command RC-21
router
node IDs and status, displaying SMC-228
router advertisement message 1C-177
router bgp address family command 1C-64
router bgp address family submode
See also router bgp address family command
router bgp command HC-67, IC-64
router bgp table policy command 1C-64
router eigrp address family configuration submode
default-metric command RC-170
distance command RC-170
log-neighbor-changes command RC-185
log-neighbor-warnings command RC-185
maximum paths command RC-175
maximum-prefix command RC-175
redistribute command RC-183
redistribute maximum-prefix command RC-175
stub command RC-179
timers nsf route-hold command RC-175
router eigrp command RC-170

router eigrp configuration mode, route-policy
command RC-172

router eigrp configuration submode
address-family ipv4 command RC-170
interface command RC-170

router eigrp interface configuration submode
bandwidth-percent command RC-171
holdtime command RC-170
summary-address command RC-173

router hardware
See hardware

router hsrp command  IC-139

router identifier ~RC-4

router igmp command MCC-22, MCC-43, MCC-51

router isis address family submode

attached-bit send command RC-344
default-information originate command RC-342
distance command RC-343

ispf command RC-340

maximum-paths command RC-343
metric-style wide command RC-335

mpls Idp sync command RC-345

mpls traffic-eng command RC-334

mpls traffic-eng multicast-intact command RC-347
mpls traffic-eng router-id command RC-334
redistribute isis command RC-342
single-topology command RC-314

spf prefix-priority command RC-350
spf-interval command RC-340

summary-prefix command RC-343

router isis configuration submode

address-family command RC-314
ignore-Isp-errors command  RC-325
is-type command RC-310

log adjacency changes command RC-337
Isp-check-interval command RC-324
Isp-gen-interval command RC-324
Isp-mtu command RC-324
Isp-password command RC-330
Isp-refresh-interval command RC-324
max-lsp-lifetime command RC-324
net command RC-309

nsf command RC-327

nsf interface-expires command RC-328
nsf interface-timer command RC-328
nsf lifetime command RC-328
set-overload-bit command RC-342

router isis interface address family submode

tag command RC-348

router isis interface configuration submode

address-family command RC-314
circuit-type command RC-314

csnp-interval command  RC-325
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router msdp command
MCC-67

router msdp submode

hello-interval command RC-337
hello-multiplier command RC-337
hello-padding command RC-337
hello-password command RC-331
ipv4 address command RC-313

ipv6 address command RC-313

ipv6 enable command RC-313
Isp-interval command RC-325
mesh-group command RC-325
retransmit-interval command  RC-325

retransmit-throttle-interval command RC-325

router isis interface submode

mesh-group command RC-325

router mld command MCC-22, MCC-43
router mld submode, nsf lifetime command MCC-43
MCC-22, MCC-59, MCC-62,

cache-sa-state command MCC-62
connect-source command MCC-59, MCC-71
default-peer command MCC-59

mesh-group command MCC-59
originator-id command MCC-59

password command MCC-67

peer command MCC-59, MCC-67
remote-as command MCC-59

sa-filter command MCC-62, MCC-71
ttl-threshold command MCC-62, MCC-71

router ospf command RC-222
router ospf command (BFD) HC-69

router ospf configuration submode = RC-222

area command RC-222

authentication command RC-232
message-digest-key command RC-232
mpls traffic-eng area command RC-253
mpls traffic-eng router-id command RC-252
nsf interval command RC-251

router-id command RC-222

summary-prefix command RC-245

Index W

timers lsa group-pacing command RC-236
timers Isa min-interval command RC-235
timers 1sa refresh command RC-235
timers throttle spf command RC-247

router ospfv3 command RC-222

router ospfv3 command (BFD) HC-71

router ospfv3 configuration submode
area command RC-222
router-id command RC-222
summary-prefix command RC-245
timers 1sa group-pacing command RC-236
timers Isa min-interval command RC-235
timers 1sa refresh command RC-235

router pim command MCC-22, MCC-33, MCC-35,
MCC-37, MCC-43, MCC-50, MCC-54

router pim submode
auto-rp candidate-rp command MCC-35
auto-rp mapping-agent command MCC-35
bsr candidate-bsr command MCC-37
bsr candidate-rp command MCC-37
interface command MCC-37
nsf lifetime command MCC-43
rp-address command MCC-50, MCC-52
router rib command RC-367

router rib configuration submode,address-family
command RC-367

router rip command RC-378

router rip configuration submode
auto-summary command RC-380
broadcast-for-v2 command RC-378
interface command RC-379
nsf command RC-380
output-delay command RC-380
timers basic command RC-380

router rip interface configuration submode
metro-zero-accept command  RC-381
passive-interface command RC-383
poison-reverse command RC-381

receive version command RC-379
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send version command RC-379
split-horizon disable command RC-381
router static command RC-475
router static command (BFD) HC-73
route-reflector-client command RC-83
router-id command RC-222
routes
customizing (IS-IS) RC-341
default
IS-IS RC-304
OSPFv2 RC-207
redistribute IS-IS routes (example) RC-354
redistributing (OSPFv2, OSPFv3) RC-242
route-tag support for connected routes  1C-181
routing components
ABRs (area border routers ) RC-204

ASBRs (autonomous system boundary
routers) RC-204

autonomous systems RC-203
backbone area RC-203
designated router (DR) RC-207
interior routers RC-205
not-so-stubby area  RC-204
stub area RC-204
routing domain confederation RC-36
routing policy RC-21

attaching to BGP neighbor RC-454
configuration elements, editing RC-451
defining RC-453
enforcing, BGP RC-21
implementing in

prerequisites RC-394
inbound (example) RC-458
modifying RC-456
modular inbound (example) RC-459
statements

action RC-412

disposition RC-410

elseif RC-413

if RC-412
remark RC-410

RP, preconfiguration directory = HC-347
RPL (routing policy language)

Boolean operators, types RC-413

components RC-400

overview RC-395

policy
Boolean operator precedence  RC-406
configuration basics RC-403
default drop disposition RC-407
definitions RC-403
statement processing RC-408
statements, types RC-410
verification = RC-408

policy attributes
modification RC-406
parameterization RC-404

structure
as-path-set, inline set form RC-397
as-path-set, named set form RC-397
community-set, inline set form  RC-398
community-set, named set form RC-397
extended community set, inline form  RC-398
extended community set, named form RC-398
names RC-396
prefix-set RC-399
sets RC-396

RPs (route processors)

automatic switchover ~SMC-237
manual switchover SMC-238
node id components (CRS-1)  SMC-226
node ID components (XR 12000) SMC-227
process distribution among

See process placement
redundancy status, displaying SMC-231
redundancy, summary of commands SMC-237
reload, redundancy during SMC-237
reloading active RP SMC-240
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RRI (reverse-route injection)
configuring in a crypto profile =~ SC-180
description  SC-150

RSA (Rivest, Shamir, and Adelman)
encrypted nonces

requirements  SC-84, SC-85
keys
configuring manually  SC-106
configuring peers  SC-108
deleting  SC-66
generating  SC-106
signatures  SC-85
requirements  SC-84

RSA encrypted nonces\

RSA keys

RSVP
compliance ~ MPC-55
configuration

graceful restart MPC-66

interface-based graceful restart MPC-66

O-UNILSP MPC-55
Packet dropping MPC-68

tunnel bandwidth, engineering MPC-64

verifying MPC-70

confirming diffserv-TE bandwidth MPC-64

description MPC-53

extensions MPC-55
generalized label request MPC-55
generalized UNI attribute ~ MPC-55
New Error Spec sub-codes MPC-55
UNI session  MPC-55

fault handling MPC-57

filtering ACL-based prefixes MPC-59

graceful restart MPC-56

head node MPC-56

hello messages MPC-58

high availability = MPC-56

implementing MPC-63

message rate limiting MPC-55

node failure =~ MPC-58
overview MPC-55
prerequisites MPC-54
recovery time MPC-58
refresh reduction ~MPC-55
restart time MPC-58
support for graceful restart MPC-55
tail node ~ MPC-56
topology MPC-70
with O-UNI LSP, configuring MPC-55
RSVP nodes
head node = MPC-56
tail node MPC-56
RTSP
application protocol support VFC-121
inspection overview  VFC-127
restrictions VFC-128
rules, maximum in ACL VFC-97
RVSP node failure MPC-58

Index W

S

SA (security association) for IPSec VPN SPA

idle timers

configuring for each crypto profile SC-175

configuring globally SC-174
description  SC-145
lifetimes SC-174
SA messages
default MCC-62
definition =~ MCC-20
SAFI function MPC-353

SAM (Software Authentication Manager)
description  SC-253

sample output  SMC-130

sampler map HC-254

sampler map configuration submode  HC-257
sampler-map command HC-263

SAs (security associations)
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lifetimes non-owner
configuring  SC-96, SC-143 adding nodes to  SMC-19
IKE policy parameter SC-82 default configuration = SMC-9
operation  SC-143 desciption SMC-4
resource limit configuration SC-114 username and password, configuring SMC-35
SAS[IKE (Internet Key Exchange Security Protocol) username and password, creating SMC-29
777 owner SDR  SMC-3
SCCP, inspection ~ VFC-121, VFC-128, VFC-158 process distibution throughout
schedule operation, IP SLA  MNC-54 See process placement
scramble command HC-371 remote login, disabling SMC-32
scratch register test HC-140 removing nodes from (example) SMC-34
SDH (synchronous digital hierarchy) MPC-211 software installation, about SMC-50
sdr command SMC-15, SMC-18, SMC-21, SMC-22, software profile, default SMC-51
SMC-24, SMC-26, SMC-28 secondary addresses, [P I1C-187
SDR configuration mode securing L2TPv3 tunnels using IPSec  MPC-322
location command SMC-16 security context
st sysem Vi3
pair command  SMC-15 removed from system  VFC-327
SDRs (secure domain routers) security ttl command - RC-278
about configuring SMC-3 Security-Admin
access privileges SMC-4 description  VFC-49
adding nodes to (example) SMC-34 permissions  VFC-49
and nodes, removing  SMC-23 self-identity command  SC-121
configuration examples  SMC-33 self-ping over fabric test HC-139
configuration tasks  SMC-12 send version command RC-379
configuring, feature history SMC-1 send-community-ebgp command  RC-90
configuring, prerequisites SMC-2 send-lifetime command  SC-223
create, how to  SMC-12 sequence numbering behavior IC-6
creating (example) SMC-33, SMC-34 serial intfarfa.ce
creating and configuring, restictions SMC-12 configuring
default package profile =~ SMC-9 CRC HCE-370
definition  SMC-3 interface encapsulation ~HC-370
DSDRSC(designated secure domain router shelf [P address and subnet mask  HC-368
controller) SMC-6 keepalive timer HC-378
hardware version info, displaying SMC-216 transmit delay HC-371
hardware version info, displaying data stream, inverting HC-371
(example)  SMC-216 default settings
high availability =~ SMC-10 CRC HC-365
node IDs and status, displaying ~ SMC-226 encapsulation HC-365
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keepalive HC-365
mtu  HC-365
link state HC-360, HC-361, HC-362
payload scrambling, enabling HC-371
PPP encapsulation HC-360
prerequisites HC-356
serial numbers
configured, displaying SMC-224
displaying SMC-224
server-private command  SC-31, SC-35

service models, end-to-end, differentiated service QC-4
service provider edge routers, 6PE  MPC-309
service providers, 6PE ~ MPC-308

service timestamps debug datetime command MNC-167

service timestamps debug uptime command MNC-167
service timestamps disable command MNC-170
service timestamps log datetime command MNC-167
service timestamps log uptime command MNC-167
service-ipsec interface =~ MPC-322

service-location command  SC-148

service-policy command, attaching traffic

policies  QC-30

service-policy command HC-408

Session Initiation Protocol. See SIP  VFC-122, VFC-129
session protection, LDP  MPC-11

HC-406, HC-407, QC-34

QC-34

set cos command
set discard-class command
QC-33

set eigrp-metric command

set dscp command
RC-176
set interface tunnel-ipsec command
SC-144

set precedence command QC-33
QC-37

set rip-metric command RC-385

SC-121

set pfs command

set qos-group command

set security-association idle-time command  SC-162
set security-association lifetime command SC-162
set security-association replay disable

command SC-162

set session-key inbound ah command SC-162

set session-key inbound esp command
set session-key outbound ah command
set session-key outbound esp command
QC-34
set-overload-bit command RC-342

set srp-priority command

MNC-7

severity level definitions

severity level

severity level messages
Level 1 messages
Level 2 messages
Level 3 messages
Level 4 messages
Level 5 messages
Level 6 messages
Level 7 messages
overview
severity levels
VFC-338
VFC-338

alerts

critical
debugging
errors  VFC-339
informational
notifications  VFC
overview
warning

SF (Signal Fail)

MNC-188

VFC-338
VFC-338
VFC-339
VFC-339
VFC-340
VFC-340
VEFC-341

VFC-237

VFC-341

VFC-340
-340
VFC-237
VFC-339
HC-402

SFCs (switch fabric cards)

node ID components (Cisco CRS-1)
node ID components (Cisco XR 12000)

SC-162
SC-162
SC-162

Index W

SMC-227

removing and replacing (16-slot Cisco

CRS-1) SMC-246

removing and replacing (4-slot Cisco

CRS-1) SMC-262

removing and replacing (8-slot Cisco

CRS-1) SMC-254

removing and replacing (Cisco XR

12000) SMC-270

replacing (8-slot Cisco CRS-1)
SMC-259

(example)
SFTP SMC-59
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SHA (Secure Hash Algorithm)
IKE policy parameter  SC-82

RC-258

HC-19

HC-106, HC-430

show atm ilmi-status command HC-45, HC-47

sham-links
shape command

show aps command

show atm vp-tunnel command HC-23
show atm vp-tunnel interface atm command HC-20
show bfd counters command HC-78
show bgp af-group command RC-18
RC-142
RC-141
RC-72
RC-72
show bgp flap-statistics route-policy command
RC-17
RC-16
RC-140

show bgp paths command RC-140

show bgp community command
show bgp count-only command
show bgp flap-statistics command
show bgp flap-statistics reexp command
RC-73
show bgp inheritance command
show bgp neighbor command
show bgp neighbors command
show bgp process detail command RC-142
show bgp reexp command RC-140

show bgp session-group command RC-18

RC-141

HC-212, HC-219
show bundle Bundle-POS command HC-223
SMC-286

SMC-287

SMC-287

show cdp neighbors command SMC-287

SMC-287

IC-124

show bgp summary command

show bundle Bundle-Ether command

show cdp command
show cdp entry command

show cdp interface command

show cdp traffic command
show cinetd services command

SMC-64
show controller sonet command HC-426

show controllers command HC-445, SMC-243

show clock command

show controllers fabric plane all command SMC-248,
SMC-256, SMC-264
show controllers fabric plane command SMC-250,

SMC-257, SMC-267

show crypto session command  SC-90

show diag chassis command SMC-224

show diag command SMC-216, SMC-219

show diags command SC-147

show eigrp accounting command RC-186

show eigrp interfaces command RC-186

show eigrp neighbors command RC-180
EXEC mode RC-187

show eigrp topology command RC-187

show eigrp traffic command RC-187

show environment command SMC-229

show fault manager environment command MNC-245

show fault manager metric process command
(example) MNC-279

show fault manager policy available
command MNC-248

show fault manager policy available command

(example) MNC-279
show fault manager policy registered
command MNC-250

HC-262, HC-275
show flow monitor map command HC-267
SMC-127, SMC-128
SMC-131
show frame-relay Imi command HC-172

SMC-232

SMC-127, SMC-128,

show flow exporter-map command

show fpd package command

show fpd package command (example)

show hw-module fdp command

show hw-module fpd command

SMC-130
show hw-module fpd command (example) SMC-130

show hw-module linecard throughput
command SMC-116, SMC-118, SMC-120

SMC-118, SMC-120

show hw-module subslot command

MCC-44

SMC-62, SMC-95

show install active summary command SMC-74
SMC-79, SMC-95

SMC-63

SMC-87, SMC-88
HC-154, HC-384, SMC-244

HC-478

(example)
SMC-129
show igmp nsf command

show install active command

show install committed command
show install pie-info command
show install rollback command
show interfaces command

show ip route command
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show ip route connected command RC-369
show ipsla statistics aggregated command MNC-70
show ipsla statistics command
ICMP Echo operation =~ MNC-80
ICMP Path Echo operation =~ MNC-87
ICMP Path Jitter operation ~ MNC-95
UDP Echo operation =~ MNC-73
UDP Jitter operation MNC-70
show isis command RC-310
show isis database command RC-326
show isis database-log command RC-326
show isis interface command RC-339
show isis Isp-log command RC-326
show isis mpls command RC-335

show isis mpls traffic-eng adjacency-log
command RC-335

show isis mpls traffic-eng advertisements
command RC-335

show isis neighbors command RC-339

show isis spf-log command RC-341

show isis topology command RC-315

show key chain command SC-216

show lacp bundle Bundle-Ether command HC-212
show lacp bundle Bundle-POS command HC-223
show license backup command SMC-122

show license udi command SMC-115

show line command SMC-210

show logging command MNC-173

show logging correlator buffer all-in-buffer
command MNC-28, MNC-36

show logging correlator buffer correlationID
command MNC-36

show logging correlator buffer rule-name
command MNC-36

show logging correlator info command MNC-28,
MNC-36

show logging correlator rule command MNC-12
show logging correlator ruleset command MNC-14

show logging events buffer all-in-buffer
command MNC-35

show logging events buffer first command MNC-34

Index W

show logging events buffer group command MNC-33
show logging events buffer last command MNC-34
show logging events buffer location command MNC-35
show logging events buffer message command MNC-33

show logging events buffer severity-hi-limit
command MNC-30

show logging events buffer severity-lo-limit
command MNC-30

show logging events buffer timestamp-hi-limit
command MNC-32

show logging events buffer timestamp-lo-limit
command MNC-32

show logging events info command MNC-26
show logging history command MNC-165
show logging location command MNC-173

show logging lower-limit-timestamp
command MNC-173

show logging process command MNC-173
show logging string command MNC-173

show logging upper-limit-timestamp
command MNC-173

show Ipts pifib hardware police command IC-157
show mac accounting command HC-161

show mfib hardware route command MCC-65, MCC-67
show mfib nsf command MCC-44

show mgmt-plane command  SC-243

show mirror command SMC-103

show mld nsf command MCC-44

show mpls forwarding exact-route command IC-73
show mrib nsf command MCC-44

show msdp globals command MCC-59

show msdp peer command MCC-59

show msdp rpf command MCC-59

show ntp associations command SMC-179

show ntp status command SMC-179

show ospf command RC-238

show ospfv3 command RC-238

show pim neighbor command MCC-11

show pim nsf command MCC-44

show placement location command  SMC-148,
SMC-149, SMC-151, SMC-152
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show placement policy global command SMC-145

show placement program command SMC-148,
SMC-149, SMC-151, SMC-152

show placement program command
(example) SMC-153

show platform command SMC-237
administration EXEC mode = SMC-228
EXEC mode SMC-226
show platform command (example) SMC-134
show policy-map interface command QC-31
show ppp interfaces command HC-318, HC-327
show protocols eigrp command RC-187

show radius dead-criteria host command SC-29

show redundancy command SMC-232, SMC-236,
SMC-237, SMC-238, SMC-241

show route command SC-180, SC-186, SC-190
show rpl route-policy command RC-457
show rsi interface all global command SMC-116

show running-config command HC-401, RC-328,
SMC-244

show sampler-map command HC-264

show snmp command SMC-302

show snmp engineid command SMC-302

show snmp group command SMC-302

show snmp host command SMC-305

show snmp users command SMC-303

show snmp view command SMC-303

show srp ips interface srp command HC-404
show system backup command SMC-97, SMC-100
show system verify command SMC-64, SMC-74
show terminal command SMC-210

show user all command SMC-247, SMC-255,
SMC-263, SMC-270

show user group command SMC-247, SMC-255,
SMC-263, SMC-270

show users command SMC-210
show variables boot command SMC-240, SMC-241

show version command HC-154, MCC-32, SMC-95,
SMC-225

show vlan command HC-487

show vlan interface command HC-494

show vlan trunks command HC-219
show vrrp command  IC-218
shutdown command RC-115
signaling

pseudowires MPC-269

VPLS MPC-269
Simple Network Management Protocol

see SNMP MNC-5
simplified IPv6 packet header IC-171
single LAN, process 1C-43
single-topology

command RC-314

configuring (example) RC-354

IPv6 support RC-301

set SPF interval RC-339

SIP, inspection ~ VFC-121, VFC-122, VFC-129,
VFC-151

SIPs (SPA interface processors)
SMC-227
SMC-227

node ID components (CRS-1)
node ID components (XR 12000)
site-of-origin command RC-121
Skeme key exchange protocol
See also IKE[Skeme key exchange protocol
727
Skinny Client Control Protocol. See SCCP  VFC-128

SLARP (Serial Line Address Resolution
Protocol) HC-285, HC-287, HC-360, HC-363

slot number notation SMC-226, SMC-229
SMU (Software Maintenance Update)
about
definition ~SMC-41
SNMP MNC-5
daemon initialization failure =~ VFC-319
memory allocation failure =~ VFC-319
Shadow Table error VFC-326
SNMP (Simple Network Management Protocol)
agent
description SMC-295
packet size, max, configuring  SMC-307
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setting contact, location and serial
number SMC-305

configuration examples SMC-311
configuration procedures SMC-300
context mapping, displaying SMC-311
DSCP values, setting SMC-309
feature history SMC-293
functional overview = SMC-294
get-next-request operation ~ SMC-297
get-request operation  SMC-297
get-response operation SMC-297
IP DSCP value, setting (example) SMC-315
IP precedence value, setting (example) SMC-315
IP precedence, setting  SMC-309
manager, description SMC-294
MIB, description SMC-295
notifications
prerequisites  SMC-294
security models and levels SMC-297
set-request operation SMC-297
SNMPv3
benefits SMC-298
configuring  SMC-300
configuring (example) SMC-311
costs  SMC-299
creating groups (example) SMC-312
creating users (example) SMC-313
creating view (example) SMC-312
engine ID, identifying (example) SMC-311
engine ID, setting (example) SMC-311
user-based security model = SMC-299
verifying groups (example) SMC-312
view-based control model =~ SMC-299
trap notifications
about
configuring SMC-303
configuring (example) SMC-314
operation values, changing SMC-308
trap operation SMC-297

Index W

versions
comparison  SMC-297
overview SMC-296
SNMP, L2TPv3 prerequisite = MPC-316
snmp-server chassis-id command SMC-306
snmp-server contact command  SMC-306
snmp-server enable traps command SMC-304

snmp-server engineid local command SMC-301,
SMC-304

snmp-server group command SMC-301, SMC-304
snmp-server host command SMC-304
snmp-server ipv4 dscp command SMC-310
snmp-server ipv4 precedence command SMC-310
snmp-server location command SMC-306
snmp-server packetsize command SMC-308
snmp-server queue-length command SMC-309
snmp-server trap source command SMC-309
snmp-server trap-timeout command  SMC-309
snmp-server user command  SMC-302, SMC-304
snmp-server view command SMC-301
SNMPv1

See SNMP
SNMPv2c

See SNMP
SNMPv3

See SNMP
soft-reconfiguration inbound always command RC-97
software

active, displaying SMC-225
software entitlement

about

feature history SMC-111

impact when upgrading software ~ SMC-116

information about SMC-112

prerequisites SMC-112

restrictions  SMC-112
software packages

about SMC-40

activating (example) SMC-76
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activating multiple, about SMC-48
activating, about SMC-48
activation, impact of SMC-53

active, displaying (example) SMC-77
adding (example) SMC-75

adding and activating (example) SMC-76
adding and activating, procedure =~ SMC-68
adding to SDR, about = SMC-47
adding, prerequisites for SMC-69
available, summary SMC-41
bundles SMC-43

committed, displaying ~ SMC-79
committing  SMC-79

committing active set, about SMC-49
deactivating and removing SMC-80
deactivation, impact of SMC-53
downgrading, about SMC-52
downloading SMC-59

feature history = SMC-39

for bug fixes

impact of version changes = SMC-53
installing, about SMC-46

managing for SDRs  SMC-10
multishelf system, in  SMC-50
obtaining and placing SMC-58

operation ID, activating by specifying
(example) SMC-76

optional SMC-42
prerequisites, installation =~ SMC-57
procedures
procedures, examples SMC-75
rolling back, about SMC-49
Unicast Routing Core Bundle = SMC-42
upgrading and downgrading, about SMC-49
upgrading, about  SMC-52

solicitation message, IPv6  IC-175

SONET (Synchronous Optical Network)
APS  HC-426
description HC-417

fast reroute (FFR) HC-431

SONET (synchronous optical network), with
O-UNI MPC-212

SONET APS (SONET Automatic Protection
Switching) HC-426

SONET controller
configuring HC-422
frame type HC-423
sonet submode
See controller sonet command
ais-shut command HC-429
clock source command HC-400, HC-423, HC-430
delay trigger command HC-423, HC-432
framing command HC-423
loopback command HC-424
overhead command HC-424
path command HC-425, HC-432
path scrambling command  HC-429
source command HC-261
source NAT  VFC-293, VFC-294, VFC-295, VFC-297
source pool address MPC-355

source-based learning, how to configure MAC
address MPC-294

SPA (shared port adapter)
See also FPDs (field-programmable devices)
images
span protection MPC-109
SPAs (shared port adapters)
See also FPDs (field-programmable devices)
images
node ID components  SMC-227
reloading after FPD upgrade = SMC-127
SPAs (shared port adaptors)
node ID components (XR 12000) SMC-227
Spatial Reuse Protocol (SRP) HC-389
basic configuration HC-399
definition ~HC-389
MQC, configuring HC-404
node, adding to ring HC-408
PLIM, enabling on HC-392
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SPA, enabling on HC-394, HC-396
speed command HC-147, HC-158
spf prefix-priority command RC-350
spf-interval command RC-340
split-horizon disable command RC-381
spoofing attack  VFC-323, VFC-324
spt-threshold infinity command MCC-10
SRLG (shared-risk link group)

configuring MPC-198

example MPC-208
SRLG (Shared-Risk Link Group)

membership of each link, configuring MPC-198

srp interface srp request manual-switch
command HC-404

srp ips request forced-switch command HC-403,
HC-409, HC-410

srp ips timer command HC-403
srp ips wtr-timer command ~ HC-403
srp topology-timer command  HC-400
SSH (Secure Shell) HC-475
client
3DES support  SC-258
configuring SC-262
description  SC-258
server support  SC-258
configuring  SC-258
prerequisites  SC-256
restrictions  SC-256
server SC-257

SFTP (Standard File Transfer Protocol)
description  SC-258

supported versions  SC-255
troubleshooting  SC-263

SSH File Transfer Protocol SMC-59

SSH, version VFC-39

SSL (Secure Socket Layer) HC-475
configuring SC-269
description  SC-267
prerequisites  SC-268

standby PRP, adding SMC-276

Index W

start-time command
ICMP Echo operation MNC-80
ICMP Path Echo operation = MNC-87
ICMP Path Jitter operation ~ MNC-95
UDP Echo operation MNC-73
UDP litter operation ~MNC-65
start-time, key chain management SC-214
static 1C-194
configuring a router to a peer MPC-451
configuring L2TPv3 pseudowires MPC-340
configuring routes MPC-359
defining L2TPv3 sessions MPC-318
point-to-point xconnects ~MPC-242
static IPSec virutal interfaces, configuring SC-186
static router submode
address-family command RC-469
maximum path command RC-476
vif command RC-469
static routes
administrative distance = RC-465
associating with VRF ~ RC-476
configuration between PE-CE routers RC-473
connected RC-465
defined RC-464
floating RC-467
floating configuration =~ RC-472
maximum number of routes RC-475
MPLS layer 3 VPN  RC-465
recursive  RC-466
specified RC-467
statistics command ~MNC-67
storage devices, formatting SMC-243
Stream Control Transmission Protocol (SCTP) IC-203
stub area  RC-204
stub area types, configuring (OSPFv3) RC-223
stub command RC-225
subsystems  VFC-237
summary-address command RC-173

summary-prefix command RC-343
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HC-207
SMC-237
SMC-238

switchover
automatic
manual

SYN cookie

configurational and operational
considerations  VFC-278

VFC-277
SYN flood attack VFC-277

overview

syslog
archiving system logging messages MNC-177
configuring
MNC-165, MNC-180
MNC-163, MNC-180
logging to a remote server MNC-159
MNC-165, MNC-180
MNC-180
MNC-159

current terminal session, enabling logging
for MNC-154

disabling the logging of link-status
messages MNC-172

displaying system logging messages
hostname prefix logging MNC-155
MNC-157

logging buffer
logging history table

logging to the console
mesage destinations

message destinations

MNC-173

logging history table
messages

MNC-156
destinations MNC-153
MNC-151

sending to destinations other than the
console MNC-154

modifying time stamps
MNC-180

archiving

format

MNC-167, MNC-169,

severity levels
MNC-158
MNC-157

command defaults
commands used to control
MNC-158
MNC-155
suppressing duplicate syslog messages
MNC-150
UNIX syslog daemon configuration

definitions
source address logging
MNC-171
system logging process
MNC-155

UNIX system logging facilities MNC-154
system
hardware
See hardware
information, displaying = SMC-225
SMC-225
SMC-99

SMC-98

uptime, displaying
system backup command
system boot-sequence command
system message logging

format VFC-237

overview VFC-236
VEC-237
understanding  VFC-237
VFC-238

severity levels

variables

T

T1 controller

ANSI T1.403 or AT&T TR54016 performance
reports HC-440, HC-456

HC-465
card type, setting HC-441
HC-440, HC-456
HC-439, HC-440
HC-184, HC-189,

BERT, configuring

clock source
default configuration values

DSO timeslots, associating
HC-336, HC-457

HC-440, HC-456
HC-184, HC-189,

frame type

T1 channel group, creating
HC-335, HC-457

T1 configuration mode HC-184, HC-189, HC-335,

HC-456

yellow alarms  HC-440
T1 mode, changing to E1 mode HC-441
T3 controller

cable length, setting HC-439

card type, setting HC-441

clock source

HC-335, HC-446, HC-452
HC-439

configuration prerequisites

configuring
default value
HC-438
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configuring HC-448
BERT HC-463
channelized T3 controller HC-450
clear channel E3 controller HC-444
clear channel T3 controller HC-448
FRF.12 end-to-end fragmentation =~ HC-188
MDL messages HC-439

multilink Frame Relay bundle
interfaces HC-183

frame type HC-439, HC-453
modifying
default E3 controller HC-446
default T3 controller HC-452
T3 mode, changing to E3 mode HC-441
table policy command IC-64
table-policy command RC-76
TACACS+ server
accounting settings, configuring  VFC-87

Cisco Secure Access Control Server
(ACS) VFC-86, VFC-87

dead-time setting  VFC-79
global preshared key setting VFC-78

server authentication settings, configuring  VFC-86

server overview  VFC-66
timeout setting  VFC-79
tag command RC-348
ICMP Echo operation = MNC-82
ICMP Path Echo operation = MNC-90
ICMP Path Jitter operation ~MNC-98
UDP Echo operation =~ MNC-76
tasks
ABF with security ACL  IC-30
access lists, applying  IC-15
DHCP relay agent information IC-103
domain services I1C-121
enabling HSRP  IC-139
enabling IPv6 forward traffic globally IC-185
FTP connections  IC-126
HSRP

Index W

configuring activation delay  IC-147
configuring group attributes  IC-141
enabling ICMP redirect messages IC-149

ICMP rate limiting  IC-192

IP address conflict resolution  IC-196

IPv4 and IPv6 protocol stacks IC-189

IPv6 addresses to individual router interfaces,
assigning  IC-185

network connectivity 1C-120
packet routes  IC-121
pure ACL-based forwarding IC-32
rcp connections  IC-124
router as TFTP server 1C-123
telnet service IC-130
TFTP connections  1C-129
VRRP
verification I1C-218
TCP
connection slot creation ~ VFC-321
connection slot termination ~ VFC-321
TCP (Transmission Control Protocol) IC-203
TCP connection failure ~ VFC-330
TE
class and attributes MPC-104
class mapping MPC-104
description ~MPC-99
technology, IP SLA  MNC-49
telnet service IC-130
template command HC-262
terminal monitor command MNC-161
terminals, physical and virtual
See alsophysical terminals
See alsovirtual terminals
configuration examples SMC-210
configuration prerequisites SMC-202
configuration tasks  SMC-205
feature history SMC-201
information about

monitoring  SMC-209
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tests
control ethernet inactive link HC-139
control ethernet ping HC-139
fabric diagnostic =~ HC-140
fabric multicast diagnosis HC-140
fabric ping HC-139
file system functionality verification test HC-140
rommonrevision HC-140
scratch register HC-140
self-ping over fabric HC-139
TFTP SMC-59
TFTP (Trivial File Transfer Protocol) IC-124
definition IC-119
router configuration 1C-129
server, router configuration IC-123
troubleshooting tips  IC-130
tftp server command IC-124
This is an index marker from the chapter RC-11
This is an Index marker from the Preface RC-9
threshold monitoring, IP SLA MNC-54
threshold type average command MNC-125
threshold type consecutive command MNC-122
threshold type immediate command MNC-120
threshold type xofy command MNC-123
threshold violation types, IP SLA reaction ~MNC-119
throughput
10 Gbps on Cisco XR 12000 SIP  SMC-118
40-Gbps on MSC  SMC-116
timeout command MNC-12
ICMP Echo operation = MNC-82
ICMP Path Echo operation MNC-90
ICMP Path Jitter operation ~ MNC-98
UDP Echo operation =~ MNC-75
UDP Jitter operation ~MNC-68
timers basic command RC-380
timers bgp command RC-54
timers command RC-115
timers Isa group-pacing command RC-236

timers 1sa min-interval command RC-235

timers Isa refresh command RC-235

timers nsf route-hold command RC-175

timeslots command HC-184, HC-189, HC-336, HC-457

TLVs (type-length-value fields) SMC-283
TNA addresses MPC-213
tos command
ICMP Echo operation = MNC-82
ICMP Path Echo operation ~MNC-90
ICMP Path Jitter operation ~MNC-98
UDP Echo operation =~ MNC-75
UDP Jitter operation ~MNC-68
traceroute
See host services and applications
host services and applications
network connectivity IC-121
tool IC-117
track command SMC-187, SMC-194
track configuration mode
delay command SMC-187, SMC-189, SMC-192

interface service-gre command SMC-192,
SMC-195

interface service-ipsec command SMC-192,
SMC-195

type line-protocol state command SMC-188
type route reachability command SMC-191
tracking
See object tracking
traffic class
class-map command QC-11
creating QC-24
major elements QC-11
match commands QC-11
traffic filtering HC-228
traffic policer
committed information rate (CIR) QC-78
peak information rate (PIR) QC-78
purpose  QC-80
single-rate, two color policer QC-78

traffic policers and traffic shapers, use of traffic
descriptor QC-11
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traffic policing
description  QC-78
exceed-action command QC-95
packet marking QC-80
single-rate token bucket QC-82
summary QC-3
traffic policy
attaching to an interface  QC-30
class command QC-13
creating  QC-28
elements QC-13
maximum number of traffic classes QC-13
policy-map command QC-13
purpose  QC-13
traffic shaping
description  QC-76
enabled QC-76
shape average command QC-91
token bucket QC-77
traffic policing, contrasted with ~ QC-83
transmit-delay command HC-371
transparent switchover ~ HC-238
transport udp command HC-262
traps
See SNMP
Trivial File Transfer Protocol (TFTP) SMC-59
Troubleshooting
FPD upgrade  SMC-135

troubleshooting tips

FTP IC-128

rcp  IC-126

TFTP IC-130
TTL

RSVP MPC-58

with graceful restart MPC-58
TTL setting  VFC-279
tunnel attributes MPC-353
tunnel bandwidth

configuring MAM  MPC-64

Index W

configuring RDM  MPC-64
tunnel destination command HC-477
Tunnel EA  MPC-355
Tunnel MA  MPC-355
tunnel source command HC-477
tunnel types

6PE  MPC-309

MPLS VPNs over IP tunnels MPC-353
tunnel vrf (IPSec) command SC-149
type icmp echo command MNC-78
type icmp path-echo command MNC-85
type icmp path-jitter command MNC-93
type udp echo command MNC-71
type udp ipv4 address command MNC-61
type udp jitter command MNC-63

U

UDP
connection slot creation  VFC-320, VFC-321
connection slot deletion  VFC-320, VFC-321
DNS packet  VFC-325
port numbers and key words  VFC-103
UDP (User Datagram Protocol) 1C-203
UDP lJitter operation parameters, list of MNC-62
unnumbered and numbered optical TE tunnels
configuring MPC-161
update groups
BGP configuration RC-23
BGP update generation RC-23
monitor RC-142
update-source command RC-115

upgrade cpuctrlbits command SMC-278

upgrade hw-module fpd command SMC-127, SMC-129
upgrade hw-module fpd command (example) SMC-133

uptime, router, displaying = SMC-225
URL configuration description ~ SC-92
URLs

host access record  VFC-322
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regular expressions  VFC-136

uRPF (Unicast IPv4 and IPv6 Reverse Path
Forwarding) IC-55

use command RC-80
user
displaying information =~ VFC-59
session, clearing  VFC-59
user role
predefined  VFC-49
within a context VFC-48
username command SMC-31
username configuration mode
group command SMC-31
secret command SMC-31

using rcp connections  IC-124

\"/

variables
fields VFC-238
in messages  VFC-238
vc-class
ATM interfaces HC-36, HC-37, HC-39
ATM PVCs HC-41
ATM subinterfaces HC-40
configuring HC-56
creating HC-56
vc-class command  HC-37
verify unicast source reachable-via command IC-70
verifying IP connectivity, CSC
MPLS Layer 3 VPN  MPC-445
MPLS VPN over IP tunnel MPC-368
version v9 command HC-262
versions
hardware and software, displaying = SMC-225
VFI (virtual forwarding instance)
adding under bridge domain MPC-283
associating bridge domain member MPC-286
associating pseudowires MPC-284

attaching pseudowire classes to
pseudowires MPC-288

configuring AToM pseudowires MPC-290
disabling MPC-292
virtual interface
active/standby RPs  HC-229, HC-350
naming convention HC-227, HC-475
null interface definition ~HC-228
switchover HC-227
virtual terminals
default line template
description SMC-202
modifying SMC-205
line template configuration mode
description = SMC-203
line template guidelines SMC-204
user-defined line templates
configuring (example) SMC-212
description = SMC-202
vty pools
configuring (example) SMC-212
creating  SMC-206
default fault manager pool SMC-204
default vty pool SMC-204
description SMC-204
modifying SMC-206
virtualization
configuration (example) VFC-60
configuring  VFC-50
overview VFC-45
virtual-link command  RC-238
VLAN
figure, mode packet flow  MPC-233
mode MPC-232
VLANs
802.1Q frames tagging HC-483
configuring
bundles HC-483
IP address and subnet mask  HC-486
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native VLAN  HC-488 vp-tunnel command HC-19
subinterfaces HC-485 vrf (AAA) command SC-31

displaying vrf (IPSec) command SC-149
VLAN interfaces HC-487, HC-494 vrf (MPP) command SC-246
VLAN trunks HC-487, HC-494 VREF (virtual routing and forwarding)

Layer 2 VPN configuring backbone carrier core =~ MPC-445
attachment circuit, configuring  HC-489, configuring CSC-PE routers MPC-368
HC-490

VRF address family command RC-9
Layer 2 protocol tunneling and data units,
configuring HC-491

Layer 2 VPN support HC-484
MTU inheritance = HC-483

native VLAN description HC-483
overview HC-482

vrf address family submode,export route-target
command RC-101

VRF command RC-9

vrf command (BFD) HC-73

VRF neighbor command RC-9

VRF neighbor address family command RC-9

vif, [P SLA MNC-54

vrf-aware (IPSec) description  SC-149

VRRP (Virtual Router Redundancy Protocol) IC-218
advertisement 1C-212

subinterface overview HC-483
VLAN AC, assigning HC-486
VLAN subinterface, removing HC-492
volatile file system  VFC-250
VP tunnel
configuring HC-18, HC-50
creating HC-18
example HC-57
on ATM interfaces HC-55
VPLS (virtual private LAN services)
attachment circuits MPC-268
defining bridge domain MPC-269
defining signaling MPC-269
Layer 2 VPN, architecture = MPC-268
simulating virtual bridge = MPC-268

customizing 1C-213
description IC-210
enabling IC-216
IP protocol number 1C-213
master virtual router  IC-212
vrrp ipv4 command  IC-216
VRRP Statistics, clearing IC-219
VSAs (vendor-specific attributes)
per VRF AAA  SC-30
supported VSAs  SC-30
vty pool command SMC-208

VPN monitoring vty pool default command SMC-208

enhancements  SC-89 vty pool eem command  SMC-208
per-IKE peer, function  SC-90
summary status  SC-90

VPN services W
L2TPv3 MPC-352
MPLS MPC-352

VPNv4 address family command RC-10

t\l/HP;II:Ie\Tsl an(l;gilgv6 over the IP core using L2TPv3 weight command ~ RC-60

VPNv6 address family command RC-10 withdrawal, MAC address
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wait-to-restore (WTR) HC-401
warning messages VFC-339
wavelength division multiplexing (WDM) HC-390
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enabling MPC-296
fields MPC-298
WRED (weighted random early detection)
average queue size  QC-110
IP Precedence QC-109
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