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Executive Summary
Transformation doesn’t happen overnight. It takes time, commitment, and an understanding of the
operational mission. Today, the Internet of Everything (IoE) is driving transformation by securely extending
the network to the tactical edge and providing the Department of Defense (DoD) unprecedented access,
agility, and capability.

Background
For nearly 30 years, Cisco has worked hand in hand with the DoD in its transformation from a point-topoint world to one that is fully connected. In 1987 it was a Cisco MGS router that became the DoD’s first
widely fielded Internet Protocol (IP) component when it was deployed to connect into the newly established
Defense Data Network.
The collaboration between Cisco and the DoD has grown in the years since. Cisco routers were used to
build out the first Defense-wide enterprise network, interconnecting all bases and establishing what is
today’s DoD Information Network (DoDIN).
As the DoD continued its transformation to a networked force, this mission fabric was extended to deployed
operations. Not only did this interconnect forward-deployed organizations with support elements in the
rear from a communications perspective, it also reduced the need to forward-deploy much of the support
infrastructure, which could now be leveraged via a ‘reach-back’ construct.
Additionally, as the mission fabric continued to grow, the tenants of network-centric warfare began to be
operationalized:
• Tenet 1: A robustly networked force improves information sharing.
• Tenet 2: Information sharing and collaboration enhance the quality of information and shared situational
awareness.
• Tenet 3: Shared situational awareness enables self-synchronization.
• Tenet 4: These, in total, dramatically increase mission effectiveness.
(Alberts, D.S., (2002), Information Age Transformation: Getting to a 21st Century Military, Washington, DC, CCRP Publications.
pp. 7-8. First published 1996.)
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As the mission fabric continued to expand, Cisco routing, switching, unified communications, and security
technologies were the foundation, providing the resiliency and flexibility necessary to transcend both wired
and wireless (SATCOM) infrastructures necessary for global coverage.
Initial tactical deployments were in support of “reachback SATCOM” networks; however, this rapidly evolved
to include theater-wide IP Network deployments, including Voice over Secure IP (VoSIP) for classified voice
communications.
Core Cisco technologies are incorporated in the following solutions to extend tactical communications to the
warfighter.
• The Army’s Warfighter Information Network –Tactical (WIN-T)
• The Air Force’s Theater Deployable Communications (TDC)
• The Navy’s Automated Digital Network System (ADNS)
• The Marine Corps’ Comm On the Move
Extending to tactical networks’ mobile nodes, the following are also connected into the tactical network
leveraging Cisco solutions.
• Airborne assets such as the Navy P3 and TRITON Air Force AWACS, JSTARS, VIP Aircraft, C130s, and
Global Hawk
• Multiple rotary winged assets
Today the DoDIN is a global network interconnecting garrison installations, deployed forces, and mobile
weapon systems, providing a reliable fabric for mission operations, and Cisco continues to provide the
technology to enable secure IP network, cloud, and unified communications services across the DoD.
The current transformation is substantively taking place at the ‘tactical edge’ where tactical data radios,
sensors, and other external data sources — as well as mobile communications devices — are being more
effectively integrated into the underlying IP-based mission fabric.
This integration enables real-time interaction with the devices to not only gather information (i.e., streaming
video and other forms of imagery, alerts, status-change notifications, etc.) but also enables the control of
those devices to optimize performance and impact — often autonomously.
While often considered in the context of the battle space, the integration of “edge” devices can and will also
be incorporated across the garrison — further improving mission effectiveness. The medical and logistics
environments, for example, are replete with sensors and the need for sensors that can monitor, control,
optimize, and automate their unique mission operations. From garrison to tactical edge, as additional
capabilities continue to be integrated throughout the mission fabric, the DoD will continue to adapt and refine
its “Tactics, Techniques and Procedures (TTPs)” necessary to optimize the impact on mission effectiveness.
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The Internet of Everything
Cisco defines the Internet of Everything (IoE) as
bringing together people, processes, data, and
things to make networked connections more
relevant and valuable than ever before — turning
information into actions that create new capabilities,
richer experiences, and unprecedented opportunity
via a network architecture that is securely extended
out to the edge.
The Internet of Everything, however, is bigger
than Cisco — or any company, for that matter. It
will require unprecedented cooperation between
many companies and organizations, as traditional
boundaries shift or are even abolished as
capabilities and technologies continue to converge
and become more interdependent.
With each new person, process, piece of data,
or thing that comes online, the connection
possibilities between all these elements grow
exponentially. The Internet of Everything makes
all these connections more relevant and valuable.
It’s not the act of getting connected — or even
the number of connections — that creates the
value. It’s the outcomes the connections make
possible. This concept has direct applicability to
the Department of Defense.
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“The network is a vital necessity
for every connection in the
Internet of Everything, from
the core to the edge to the
cloud, which means it’s also an
incredible opportunity for Cisco.
We’ve been in the business of
connecting the unconnected
for 30 years, and — thanks
in large part to working so
closely with our customers and
partners around the world —
are uniquely positioned to help
businesses, governments, and
other organizations best position
themselves to maximize the value
and positive benefits they capture
from the Internet of Everything.”
Blog Post
John Chambers, Chairman and CEO, Cisco
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The Internet of Everything (IoE) For Defense
The IoE is driving transformation today by securely extending the network to the edge and providing
unprecedented access, agility, and capability for the Department of Defense.

The Connected Base, Camp, Post or Station
The IoE is already revolutionizing the way our cities operate, creating a more dynamic and adaptable
environment, and bringing citizens new, richer experiences. At the same time, cities are facing budgetary
challenges, battling rising costs, and are equipped with fewer resources.
To combat these challenges, cities like Chicago, Barcelona, and Song Do are leveraging the explosion of
network access and sensor availability. Parking spaces, traffic management, security systems (i.e., video
and lighting, utility systems, and energy management solutions) are now connected to a ubiquitous network
infrastructure (wired and wireless) and are providing actionable data for more efficient municipal operations.
Transitioning from siloed network infrastructures to one that is application friendly and expansive enough to
handle the multitude of sensors and devices is enabling more comprehensive, real-time analytics — driving
significant productivity enhancements and cost savings.
The IoE is already revolutionizing the way cities operate. It will also change how DoD installations operate by
provided more information for better decision-making and cost efficiencies.
• Cisco EnergyWise Suite includes software and services that help measure and manage the energy use
of all the connected devices across distributed operational and data center environments. It is designed
to help cut energy costs across distributed locations by 35 percent and provide 100 percent visibility into
the energy use of every network and data center device.
• Smart street lighting includes cameras, environmental sensors, Wi-Fi connections, and other technology
embedded in light posts. Data is used to monitor public safety, environmental conditions, and lighting
conditions. The system also provides public Wi-Fi access to the broader community.
• Improved asset tracking extends access and visibility throughout the control chain to create an integrated
workflow that promotes improved efficiency, facilitates collaboration, and decreases downtime.
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Intelligence, Surveillance and Reconnaissance (ISR)
Despite the seemingly ubiquitous nature of information available today, two characteristics differentiate
information from intelligence — validation and context. The challenge facing ISR operations is how to validate
and apply context to nearly limitless amounts of information while remaining inside our adversaries’ decision
loop or quickly and efficiently responding to disasters.
While the process of transforming information into intelligence is a complex calculus of study, intuition,
and analysis, one constant underpins the endeavor. ISR organizations must have a reliable, efficient, and
effective network to enable analytical collaboration and reliable transport and dissemination of intelligence.
Today’s ISR architecture is increasingly defined by three mechanical elements — unmanned vehicles, the
sensors they carry, and the network that ties together the ISR and analysis systems. Linked to the machinery
is the human element — intelligence analysts, systems operators, warfighters, and decision makers — who
are often geographically distributed throughout the strategic, operational, and tactical environment.
To ensure this structure can process and capitalize on the speed and volume of available intelligence, the
mission fabric must be able to support a broad spectrum of requirements. This can include balancing the
demands of constrained bandwidth and storage environments with the demands of operators, which range
from text to HD video and high-fidelity sensors, as well as the ability to seamlessly integrate radio frequency
communications from hardened headquarters to austere environments.
Put simply, the mission fabric must be able to reliably enable the demands of the Processing, Exploitation,
and Dissemination (PED) process. The organization with the most reliable, survivable, and agile network (or
mission fabric) will triumph against the challenges of the 21st century. Every element of today’s ISR network
— from unmanned vehicles and autonomous sensors, to the soldier on the battlefield with a personal
handheld decision aid — relies on the network.
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Cisco Mission Fabric Benefits to ISR
Intelligence, communications, and operational execution can no longer be compartmentalized, as today’s
information requires instant analysis, updates, and appropriate action. Cisco is uniquely positioned to
provide this end-to-end mission fabric, from operations and ground control centers to the sensors and
payloads on board manned and unmanned assets. The Cisco Mission Fabric supports the ISR mission by
delivering:
• Ubiquity. It is the only non-siloed, pervasive element that touches every aspect of IT operations, however
remote or distributed.
• Transparency. Network-based services (i.e., voice) can be applied neutrally and non-invasively to any
part of the data center landscape without introducing a proprietary agenda or costly integration overhead.
• Standardization. Promoting and absorbing uniformity at multiple levels allows it to provide wide
interoperability, lower unit costs, and lower barrier to adoption.
• Scalability. The network is inherently federated by design, allowing it to scale seamlessly from one to
millions of nodes with minimal overhead or management impact.
• Flexibility. By adding infrastructure services to the existing network, they immediately become available
across the entire ISR enterprise, avoiding the ‘silo effect’ and constraint of point solutions.
• Security. It allows for a consistent standard on which to build and maintain security verifications, and the
ability to rapidly isolate sources of intrusion.
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The Next Transformation
Over 20 years ago, the DoD envisioned an environment in which shared situational awareness would enable
the self-synchronization necessary to dramatically increase mission effectiveness. Over those years, Cisco
has worked with the DoD to extend the mission fabric from the base/camp/post/station to land, maritime,
and airborne environments.
Today’s battlefield boundaries are consistently harder to define, making the need for agility, resiliency,
and adaptability more critical than ever. As the ‘tactics, techniques and procedures’ necessary to support
this construct continue to evolve and leverage advancements in technology, Cisco will continue to be the
enduring DoD partner, working to further extend, enhance, and secure the mission fabric to enable DoD’s
own “Internet of Everything.”
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