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Champions of Security
Torecognize employees that
exemplify the culture of security, the
Cisco Corporate Security Programs
Organization hosts a biannual
Cisco Security Champion Awards
program. This program acknowledges
selected employees across Cisco
who demonstrate security leader-
ship qualities that have positive
influence on the business. Once
recognized, these employees
become security ambassadors
who extend the reach of security
awareness globally.

The Cisco Security Awareness
Program is widely recognized for its
innovative and compelling internal
security awareness campaign and
security training videos. In 2006, it
received a double-platinum award for
its internal campaign and new training
video, Cisco Security Champions,
from the MarCom Creative Awards
International Competition. Its first
security awareness video, We Are

The Targets, received three industry
awards in the Safety & Security
Training category from the following
video competitions:

- The 2007 New York Festivals:
International Film and Video
Awards (Silver World Medal)

- The 2006 Digital Video International
Competition (Crystal Award) for
outstanding achievement in
digital video

- The 2006 Cine International Awards
Competition (Golden Eagle Award)

Cisco Security Awareness
Creating an effective security culture through awareness

Threats to your company’s information assets have never been so prevalent. An overheard
phone call, stolen laptop, or suspicious download all pose significant security threats.
Yet, such breaches are more common than ever. As we gain access to the technologies
that make us more productive and mobile, such as cell phones, PDAs, laptops, and VPNSs,
vulnerabilities proliferate, putting the enterprise at risk. These vulnerabilities threaten the
safety of corporate data, and are costly to prevent or mitigate. Everyone in the enterprise
suffers. As security threats continue to evolve and attackers become more creative in
defying company security, it's time to get proactive.

Security Awareness Starts with You

Ultimately, it's every employee’s responsibility, from the executive suite to the manufac-
turing floor, to put security first and keep it top of mind. Whether employees are meeting
in the boardroom to discuss corporate strategy, designing a new product, interacting
with customers, or maintaining the buildings, each individual has a part to play in keeping
the enterprise secure. Even small changes in employee behavior can have a significant
positive impact on securing corporate information and assets. Cisco understands this
concept and is doing something unique.




The Cisco Security Awareness Program

At Cisco, we implement a comprehensive internal security awareness program to make
security pervasive, extensive, and unobtrusive. We maintain a “culture of security” that
governs the way we do business and reinforces behavioral changes in employees to protect
the confidentiality, integrity, and availability of intellectual property and information assets
throughout the company. This culture of security extends to our partners, suppliers, and
customers, as well.

Through training, reward programs, and global awareness, Cisco takes a constructive,
proactive approach to security, and it's making a positive difference for our business. Our
efforts are supported by proven products and technologies that offer the highest degrees
of reliability, resiliency, and quality of service.

Instill accountability in people

e ——

We recognize that securing information and protecting resources are paramount to our
success. Even our Code of Business Conduct lists security as a fundamental principle
for all employees to internalize and commit to, as well as a key initiative when setting goals
and objectives for each fiscal year. This unique, positive perception of the importance of
enterprisewide security sets Cisco apart from the rest of the industry.

For Cisco, security is pervasive. It is a big part of who we are and what we do, all day,
every day.

“Because the network is a strategic customer asset,
the protection of its business-critical applications and
resources is a priority.”

John Chambers, Cisco Chairman and Chief Executive Officer

Creating Awareness Through People, Process, and Technology

Making security an integral part of your enterprise’s corporate culture begins with awareness.
The Cisco Security Awareness Program involves technology, process, and, most importantly,
people, the ecosystem of employees, partners, suppliers, and customers that comprise a
business. These three cornerstones make up the foundation of security for any organization.

- People: Raising awareness about how individuals throughout an organization can
prevent security breaches.

- Process: Ensuring security is embedded in and throughout corporate systems and
procedures.

- Technology: Introducing the technologies and IT infrastructure that support intelligent
security practices.
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A holistic security awareness approach helps to make security part of the fabric of a

company’s business processes, embedding it into its information systems and technologies.

Security awareness also serves as a catalyst to modify employee behavior and is an
important component of a progressive organizational culture.

Through the Security Awareness Program, Cisco has made security a comprehensive
undertaking that involves and brings accountability to everyone in the organization. The
program includes many components that help to create a culture of security:

- Awards recognition for employees that demonstrate the highest level of adherence to
security policies and procedures

- Awareness training and education

- Awareness videos and interactive Flash presentations
- E-mail campaigns and giveaways

- Internal presentations and events

- Promotions and collateral

This awareness influences every individual connected to an organization to keep
security top of mind.

“Security is about risk tolerance, an individual's actions and
responsibilities, and applied technology. At Cisco, we are all
accountable for our actions and rewarded for leadership
behaviors that help keep our customers, partners, suppliers,
and ourselves as secure as possible. Awareness and education
are vital for our success.”

John N. Stewart, Cisco Vice President and Chief Security Officer

Leading the Charge in Security Awareness

Cisco is leading the charge in enterprisewide security with its award-winning Security
Awareness Program. By applying the Cisco model and its array of comprehensive security
solutions, you can create a culture of security across your own enterprise to protect it
from existing and emerging threats, both internal and external. In this way, you can reduce
network administration and compliance costs, and significantly improve your ability to
mitigate and prevent risk.

Integrate security into process
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How You Can Create a Culture of Security

Embed security into technology 1

10.

Get buy-in from upper management: Gather the necessary executive-level
support and sponsorship.

Appoint the right person to lead the charge: Dedicate a resource who can sell,
market and communicate.

Conduct extensive research: Understand your audiences and customize your
messages accordingly.

Build relationships: Create strong partnerships, engage influencers, and nurture
your connections.

Create security ambassadors: Develop security awareness evangelists who influence
behavior change.

Identify the right communication vehicles: Look for effective opportunities to share
the security story.

Use credible sources: Feature recognized and trusted people in respected
communication vehicles.

Keep your messages short and simple: Strive for brevity, clarity and repetition for
greatest retention.

Use rewards and recognition: Reward those who go “above and beyond” to affect
positive change.

Make training companywide: Offer relevant training to everyone and encourage
their participation.

Find out how you can benefit from the Cisco approach to security awareness at
http://www.cisco.com/web/about/security/cspo/awareness/index.html.

Access our award-winning videos We are the Targets and Cisco Security Champions at
http://www.cisco.com/web/about/security/cspo/index.html.

Contact a Cisco security awareness expert at infosec-aware@cisco.com.
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