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Cisco ServiceMesh
Capture the Municipal Wireless Opportunity

The Municipal Wireless Mesh Trend

Local governments and public service agencies worldwide are seeking ways to foster economic development, improve depart-
ment collaboration and productivity, break down the digital divide among citizens, and enhance public safety. Service providers can
address this opportunity by helping municipalities deploy wireless broadband networks based on wireless mesh technology. The
Cisco® ServiceMesh solution addresses the needs of both the city and the provider. Cisco ServiceMesh is an integrated, tested,
and manageable end-to-end system that securely and dynamically provisions subscriber access and value-added services
across wireless mesh networks. The solution allows service providers to move quickly from proposal to profitability while working
closely with municipalities and partners.

Given the aggressive growth rates shown in Table 1, itis clear that the municipal wireless mesh trend is real—projected to double
each year through 2009 in the United States alone.

Table 1. 2004-2009 U.S. Spending for Municipal Wireless Networks

2004 2005 2006 2007 2008 2009
Spending ($Millions) $474 $1169 $2355 $4506 $9410 $1,7575
YTY Growth Rate N/A 147% 102% 95% 105% 87%

Source: 2006 Municipal Wireless State of the Market Report (Muniwireless.com)

The Challenge

To run their organizations more effectively, city, state, and federal government agencies are looking for ways to improve com-
munication between workers, applications, and organizations and to promote a stronger, more vibrant community. This vision
constitutes various elements. Better access to communication could improve the engagement between citizens and govern-
ment departments and help to bridge the digital divide. Extending such access to small businesses could also stimulate
desired economic development. And connecting various sources of information could enable better monitoring and decision
making for public safety—Ileading to a safer community.

Cities are finding that wireless mesh technology is a simple and inexpensive solution to this challenge. The technology relies
on the mature 802.11 standard for wireless networking—a stable technology that can cost-effectively deliver high bandwidth
over a large coverage area.

Municipalities are also discovering that collaboration with a service provider for mesh network deployment and operation
is the right way to spend public funds. Expenses are shifted away from capital outlay and staff, network transport costs are
reduced by using the service provider network, and city services can be rapidly deployed on a reliable network.

The economics of the outsourced model are also favorable for service providers, who can extend their geographical reach beyond
their current physical plant and earn new revenues by offering value-added services based on the municipal Wi-Fi network.



Cisco ServiceMesh

Built on the Cisco IP Next-Generation Network (NGN) architecture,
Cisco ServiceMesh is a powerful, self-organizing, self-healing, and
self-configuring end-to-end municipal wireless architecture. Cisco
ServiceMesh combines a superior access network with a fully inte-
grated and intelligent back-end network. Cisco ServiceMesh delivers
a system that is:

- Integrated across all components

- Fully tested for interoperability per specifications

- Hardened for scale and performance in actual deployments

- Documented with best practices for optimal system performance

Cisco ServiceMesh offers service providers a cost-effective, secure
system for deployment of metro-scale outdoor Wi-Fi networks. Simple to
deploy and operate, Cisco ServiceMesh helps service providers to:

- Deploy quickly with reduced integration risks
- Create the right revenue model for each customer group

- Create the right cost model with a converged indoor/outdoor platform
that can connect to existing wireline, cable, and mobile networks

Cisco ServiceMesh incorporates all the primary network elements for
successful service implementation—access and aggregation, control,
core, and client devices and applications (see Figure 1).

Access

The Cisco ServiceMesh design bridges outdoor wireless with other
access networks, providing high-speed, cost-effective wireless connec-
tivity between multiple fixed or mobile networks and clients. The system
manages both indoor and outdoor access points, and monitors all access
points systemwide. Some additional benefits of the system include:

- An intelligent routing algorithm establishes the best path through a mesh
of wireless nodes to a wired gateway, creating a self-configuring, self-
healing network.

- Real-time radio resource management allows the system to detect and
adapt to changes in the airspace in real time.

- Zero touch configuration allows service providers to install the system
quickly with a lower deployment cost and increased network resiliency,
reducing operating expenses overall.

Aggregation

A Cisco IP NGN must aggregate multiple access networks which con-
verge to in order to efficiently utilize network services. The Cisco 7600
Series is the carrier platform of choice for aggregating and delivering
consumer and business data, voice, and video services over a converged
IP NGN. In addition to performing this key convergence function for DSL,
Cable, FTTx, WIMAX and WiFi networks, the aggregation layer of Cisco
ServiceMesh provides:

Figure 1. Cisco ServiceMesh Architecture (click the diagram for more information)



- Real-time communication between lightweight access points and other
wireless LAN controllers to meet aggregation demands for a wireless
mesh network.

- User roaming while maintaining security and quality of service, helping
to ensure that mobility does not compromise performance, reliability, or
privacy.

- Central management and configuration for administrators from a single
location using the Cisco Wireless Control System, which has self-healing
capabilities that reduce troubleshooting and repair time.

Intelligent Edge

Cisco ServiceMesh uses the Service Exchange Framework, features of
the Cisco IP NGN architecture, to control customer access and use of
services without limiting deployable applications. In order to success-
fully deliver services, the network must be truly “session-aware” and
must dynamically identify subscribers, track their actions, and apply
policies to govern quality of service (QoS) and security, with complete
accounting on each session. Cisco ServiceMesh provides these service
control benefits:

- Managed access to the network: Securely authenticates both known and
unknown end-user devices on the network through the Cisco ServiceMesh
portal. Whether free access, prepaid access, subscriptions, or corporate
contract users, Cisco ServiceMesh manages identification and subse-
quent monitoring and enforcement of the agreed service.

- Differentiated services for multiple customer groups: Using the network

to deliver services to multiple customer groups requires that the network
can provision per customer group and per user. The Cisco Intelligent
Services Gateway (ISG) is the next-generation policy enforcement point
(PEP) and policy decision point (PDP) that delivers dynamic per-customer
group and per-user session awareness.

- Service provisioning: One of the critical components of user satisfac-

tion is the ease with which services are initiated, delivered, and billed
for. Cisco ServiceMesh includes all the necessary back-end capability
that has been fully tested for function, interoperability, and performance,
allowing service providers a faster route to market, lower integration and
customization costs, and proven infrastructure for monetization of the
services provisioned.

- Good customer experience: Because wireless mesh networks cater to

the needs of different customer groups that use the network for differ-
ent applications, the network operator needs a way to enforce differenti-
ated services based on end-user identity and applications. The Cisco
Service Control Engine (SCE) is a carrier-grade deep packet inspec-
tion and control appliance that provides visibility into and control over
network traffic, helping ensure that traffic from public safety employees
receives priority over that from other user groups.

“Cisco ServiceMesh is the clear choice that unifies access,
planning tools, subscriber management, OSS support,
mobility VPN services, bandwidth management, subscriber
devices, network infrastructure and other applications
under one comprehensive umbrella,” said Stu Wilson,
vice president of Atria Networks.



Multiservice Core

The Cisco IP Next Generation Network (IP NGN) Multiservice Core lays the
foundation for the network to operate as a service delivery platform. The
Cisco Carrier Routing System (CRS-1) provides unprecedented stability,
reliability, security, performance and service flexibility required for scalable
network convergence. With the carrier-class Cisco CRS-1 at the core of Cisco
ServiceMesh, service providers can confidently extend their existing service
reach to deliver indoor and outdoor wireless services to government, busi-
ness, and residential customers.

Customer

Service providers attempt to provide a good user experience, and

the devices that customers interact with play a big role in this experi-
ence. Cisco offers many wired and wireless customer devices that

are optimized for different environments. Cisco 3200 Series Wire-
less and Mobile Routers are ideal for mobility applications in public
safety and security. For business applications, Cisco offers a portfolio
of integrated services routers that are engineered for secure wire-
speed delivery of concurrent data, voice, video, and wireless services.
For residential applications, Cisco Linksys® offers a wide range of

products that enable a user to enjoy data, voice, video, and music at
home. Cisco also works with silicon providers and device manufactur-
ers through the Cisco Compatible Extensions Program (CCX) to help
ensure that participating products in the network can use advanced
features such as security and power management available in WLAN
and voice-over-1P (VolP) technologies.

Conclusion

Cisco ServiceMesh offers service providers a cost-effective, secure
system for deployment of metro-scale outdoor Wi-Fi networks, combin-
ing a superior access network with a fully integrated back-end network.
Simple to deploy and operate, Cisco ServiceMesh is based on intel-
ligent wireless routing technology and a powerful, self-organizing, self-
healing, and self-configuring end-to-end architecture. This translates
into reduced operating expenses, improved communication and ef-
ficiency for employees, and better service and safety for the community.

For more information, go to
http://www.cisco.com/go/servicemesh.
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