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Wi-Fi Based Real-Time Location Tracking: Solutions and Technology

This white paper provides an overview of Wi-Fi base  d real-time location tracking. It discusses the bus iness problems that
location tracking addresses, introduces the Cisco ® Wireless Location Appliance, provides an overview of the three methods
used to track Wi-Fi devices (closest access point, triangulation, and RF fingerprinting) and discusses the underlying location
tracking approach used by the Cisco Wireless Locati on Appliance.

CHALLENGE

While mobility brings freedom and increased produist to businesses, it also poses challengesiferenterprise. These challenges include:

« Lack of visibility into the location of people aadsets

« Inefficient allocation and use of staff and equipine

« Excessive cost of leasing and purchasing equipioenffset losses and theft

« Unsatisfactory service resulting from long waitéisrand time wasted searching for assets

» Security issues linked to the lack of insight itite location and movement of people and assets

Additional challenges associated with network \i&ih specific to Wi-Fi deployments, include:

¢ Locating rogue wireless LAN (WLAN) access pointsyites, or users that attempt to access or att@cketwork
« Visibility into the WLAN for capacity planning anoshgoing network tuning

« Isolation of WLAN devices for troubleshooting puses

« Locating Wi-Fi devices for asset tracking and sigynolicy enforcement

Location tracking is an essential feature for grises building business-critical wireless netwotkéT staff can identify and track the location
of wireless clients and highly mobile assets, tbay improve the accuracy of WLAN planning and dgpient, optimize ongoing network
performance, enhance wireless security, and impttev@sefulness and value of important busineskcafipns. Location tracking provides
enhanced visibility and control of the air spacdpmg IT staff deploy wireless networks that asesasy to manage and as effective to deploy
as traditional wired networks.

SOLUTION

Cisco Systenfshas revolutionized Wi-Fi networking by providingwvanced location tracking within the WLAN infrastture through the Cisco
Unified Wireless Network. This innovative solutisapports two location tracking options:

* On-demand location tracking that provides visuahtmn tracking of a single device based on a §ipagiery or lookup via the Cisco Wireless
Control System (WCS) with embedded location.

« Simultaneous location tracking of thousands of 8D2vireless devices by adding a Cisco Wireless timgaAppliance in conjunction with a
Cisco WCS.
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Cisco Wireless Location Appliance

The Cisco Wireless Location Appliance, a compoménihe Cisco Unified Wireless Network, is the intty's first location solution that
simultaneously tracks thousands of devices fromctly within the WLAN infrastructure—bringing the ywer of a cost-effective, high-resolution
location solution to critical applications suchhégh-value asset tracking, IT management, andilmtdtased security. This appliance uses
advanced radio frequency (RF) fingerprinting tedbgyp to track wireless devices to within a few mstr increased asset visibility and enhanced
control of the air space.

The Cisco Wireless Location Appliance tackles thallenges associated with tracking thousands eftdiin a Wi-Fi environment. This appliance
tracks any Wi-Fi device, including Wi-Fi clients,i\li active radio frequency identification (RFID)ds, rogue access points, and rogue devices. It
was designed with the following requirements in dnin

« Manageability—The same easy-to-use, browser-based interfacésthsed for the Cisco WCS is also used for theiappé. Moreover, the
location appliance integrates directly into the WNLArchitecture, providing one unified network tormage instead of multiple disparate wireless
networks.

» Scalability—The appliance was built as a dedicated devicesttades to simultaneously track up to 1500 wiretksgces. For greater scalability,
multiple appliances can be managed by the Cisco WCS

« Security—Separation of the network management solution fiteerlocation solution delivers a more secure abdisbarchitecture. Rogue
access points and rogue devices are easily lobgtéite appliance. Rich historical location informat which can be used for audit trails and
regulatory compliance, is recorded.

* Open and standards-based—The appliance has a rich Simple Object Access Bobtextensible Markup Language (SOAP/XML) applioati
programming interface (API) that can be integratéti other business applications that can usedatlon information for a variety of purposes,
including inventory management, streamlining openst and workflow, enabling code blue and Enhar8Ed(E911) services, and enforcing
security policies. The appliance can track anydsats-based 802.11 tag or device. Many Cisco partféer specialized location services that
integrate with the API of the Cisco Wireless LocatAppliance, includingpanGg AeroScout Appear NetworksandG2 Networking

 Cost-effective—The appliance eliminates the need for dedicatedayweeaders and client software by using any Cisiconef’ lightweight
access point. This allows the same Cisco Airomgttiveight access points that are used for datagyaind video to serve as “location readers”
for location tracking. Since these access point® lsabroad coverage range that extends to seuandréd feet, this provides a cost-effective
solution relative to short-range readers that riedat deployed more densely.

« Easy deployment of business applications—Asset tracking, inventory management, location-8aseurity, automated workflow management,
and other new business applications can be eas#griated with the appliance.

¢ Increased accuracy—The appliance uses patent-pending Cisco RF fingeipg technology to determine the location of wéss devices.
It correlates the known RF characteristics of dding) with real-time user information to track migbdevices to within a few meters.

Location Tracking Technology

Before deploying a location tracking solution sitvialuable to understand the various methodolagsed for location tracking. Traditionally,
WLANS have used three different methods for logatirireless users or devices—closest access paarigtriation, and RF fingerprinting. Each
of these methods provides a varying degree of Wivsibility and device location information. The CsWireless Location Appliance uses RF
fingerprinting for location tracking.

Closest Access Point
The closest access point method finds devicesmitte total coverage area of a single access gbiatthe simplest but least accurate way to
locate a device or user.

With the closest access point method, the locdtiaeking system identifies only devices within tb&al coverage area of a single access point,
which can be quite large and include multiple roobsing the closest access point method, IT masagse their network management system
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to search for the user by name, for instance, grieny, “Find Bob” into the search field. After tiqeery has been submitted, the access point that
Bob's device is associated with responds and tmeisiser is “found.”

However, the result might not provide the degreaaniuracy necessary to pinpoint device locations eikample, if an access point covers
(roughly) a 70 square foot area, then the closesiss point method only narrows the location of’Bdievice down to a 4900 square foot area.
This method is even less accurate for greater egeeareas. Depending on a company'’s location remeints, the services that it has deployed,
government regulations, and plans for future sessithis method may be adequate, but in most daisesot sufficient.

Triangulation

Triangulation uses multiple access points to firtkaice based on the received signal strengtheofléivice at each access point. Using algorithms,
the location tracking system determines the intgise point of the device’s signal at each accesstpo identify the device’s most likely location.
Triangulation is more accurate than the closestspoint method, but not as precise as RF finginog.

Using triangulation in a WLAN, an IT administraioitiates a command to find a wireless device acdlbgoes out to all access points on the
network. Each access point that “hears” the desisignal responds to the request with informategarding signal strength. Access points that
fail to hear the device do not respond.

The IT administrator waits an interval to ensura #sach access point has had the opportunity tothealevice and that all access points have had
a chance to report back. The more access poirttsefigond, the greater the accuracy of the firmlltavith the device’s approximate location.

The location tool then draws coverage circles amap around each access point that hears the d&ach.coverage circle defines the boundary
of the signal strength of the access point recgittie signal from the device. If an access poiarsiehe device at —65 dBm, then the network
management system draws a circle defining a —65-dia. If another access point hears the devieématBm, then that coverage circle is
drawn smaller, indicating that the signal streng#s higher. Signal strength information providedelagh access point is factored into the final
determination of the device’s location.

When the location tool finishes recording the infation, it identifies a number of line intersec8oAlgorithms are then used to determine the
most likely location of the device within the irgections. There is a high probability that the aviéh the highest density of intersecting lines is
the correct location.

Triangulation can define a location of 30x30 & square feet), equivalent to approximately wiffiee cubicles. In an area with no walls or
objects that can block a signal, triangulationdsefairly accurate results. With triangulation, @ecy is reduced if the signal is reflected off of
the walls in a room or if the signal has taken iplétpaths before reaching the device. Triangufatioes not take into account the effects that
a building and/or other objects can have on a sigmengulation does not take into account chanastics such as:

« Reflection—A wireless signal’s reflection off of an object.

¢ Attenuation—A physical object’s effect on a signal. The coveragcles on the triangulation map are usuallyguréircles and do not reflect
the effect that walls, glass, and other buildingarials exert on RF. For instance, a wall mighetalwvay —4 dBm of device signal strength.

* Multi-Path—Multiple paths that an RF signal might take to\arat a destination. A signal heard at —65 dBm awyally be well within the
coverage circle, but since it did not take the ndrgict path to the access point, it registershenetdge of the coverage area. Any given spot on
a coverage map can be reached via multiple paths.
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RF Fingerprinting

RF fingerprinting is much more comprehensive thieEangulation and the closest access point methaéedoWith RF fingerprinting, RF prediction

is used to create a grid mapped to a floor plahitizdudes all physical characteristics and acpesdsts in a given area. For finer accuracy, actual
measurements and a calibration can be taken. WatfirRerprinting, real-world data regarding physichjects in a given area is gathered by access
points and compared to the grid to determine tivicdés location to within a few meters. A point argrid can represent an area as small as six
inches. For this reason, RF fingerprinting is thestraccurate location tracking technology.

To determine how the RF signal sounds at eachitotat an enterprise, the RF fingerprinting locatiool must predict how the signal will likely
interact with the building. With RF prediction, facs including reflection, attenuation, and muliitips are calculated. Then, the location tracking
system populates the database with information tabaeh coordinate and how each access point vieatsbordinate from a signal strength
perspective.

Since there can be many reflections and pathsjrigErprinting is computationally intensive with cpatation repeated for every coordinate and
access point on the grid. Many different accesatpanay be able to hear a device from a locationtfpm the grid. Each access point will hear
the device at different signal strengths.

With RF fingerprinting, when a network administnatees to find a wireless device, each accesstpeplies with the signal strength of the devices
it hears—just like in triangulation. However, witliFRngerprinting, the location tracking system takiee information it receives from the access
points and matches it against its database ofitotéihgerprints. When it finds a likely match jstreported.

It is the RF fingerprinting database that sets iR§drprinting apart from triangulation. The RF fargrinting database is comprehensive—it takes
into account the building’s floor plan as well &eauation, reflection, and multiple paths.

The Cisco Wireless Location Appliance uses RF fipgeting technology to track mobile devices tohint a few meters. RF fingerprinting
complies with E911 standards in all 50 states énUhited States.

SUMMARY

To address problems associated with a lack of litgiborganizations need a cost-effective, easyiéploy solution for tracking and managing
thousands of Wi-Fi devices and tags across a yasfdbusiness environments. They also need to gieplubility services that enhance their
business applications and meet regulatory requingsrfer enhanced security, asset visibility, and E6alls. The Cisco Wireless Location
Appliance, a component of the Cisco Unified Wirsld&twork, provides the location resolution andhbilisy required to address these business
needs. This appliance uses RF fingerprinting toena@curately predict the location of a Wi-Fi devicavithin a few meters.

FOR MORE INFORMATION
For more information about the Cisco Wireless LmraAppliance, contact your local account represéve or visit:
http://www.cisco.com/en/US/products/ps6386/indaxlht

For more information about the Cisco Wireless Galrfiiystem (WCS), contact your local account repriegive or visit:
http://www.cisco.com/en/US/products/ps6305/indaxlht

For more information about the Cisco Unified WisdéNetwork, contact your local account represergair visit:
http://www.cisco.com/go/unifiedwireless
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