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Agenda

ÁIOS IPS Overview

ÁTechnical Review

ÁArchitecture

ÁPacket Flow

ÁConfiguration

ÁTroubleshooting

ÁUse Cases

ÁManagement

ÁBest Practices

ÁResources
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Comprehensive Threat Protection for the SDN

Cisco Security 
Agent 

Cisco Security 
Manager

Cisco Catalyst ® 

Service Modules
Cisco Integrated 

Services  Routers

Cisco ASA 5500 
Adaptive Security 

Appliance

Cisco Security

MARSCisco IPS 4200 
Series Sensors

IOS IPS / 
IPS Module

Day Zero Endpoint 
Protection

Branch 
Protection

Converged 
Perimeter 
Protection

Integrated Data 
Center Protection

Server 
Protection

Monitoring, 
Correlation, and 

Response

Policy-Based 
Solution 

Management
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Á Cross-solution feedback 
linkages

Á Common policy management

Á Multivendor event correlation

Á Attack path identification

Á Passive and active 
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Á Cisco Security Agent-IPS 
Collaboration

Á Multivector protections at all 
points in the network and 
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Collaborative

Á Anomaly detection with in-
production learning

Á Network behavioral analysis

Á On-device and network 
event correlation

Á Real-time security posture 
adjustment
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Cisco IPS Product Portfolio
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All-in-One Security for the WAN
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