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CISCO PIX SECURITY APPLIANCE SOFTWARE VERSION 7.0

The market-leading Cisco PIX ® Security Appliance Series delivers
RELEASE HIGHLIGHTS o . .
robust user and application policy enforcement, mul ti-vector
ADVANCED FIREWALL SERVICES attack protection, and secure connectivity services in cost-

* Deep inspection firewall services for HTTP, FTP, effective, easy-to-deploy solutions.
ESMTP, and more

* Instant messaging, peer-to-peer, and tunneling

These purpose-built appliances provide a wealihtefjrated security and
application blocking purp uilt appli provi wi o} urity

. . ) networking services, including:
* Cisco Modular Policy Framework with flow-based

security policies ® Advanced application-aware firewall services
* Virtual firewall services . . . . .
) ® Market-leading voice over IP (VolP) and multimedecurity
* Layer 2 transparent firewall

+ 3G Mobile Wireless security services ® Robust site-to-site and remote-access IPSec VP Nembinity
ROBUST IPSEC VPN SERVICES

* VPN client security posture enforcement

® Award-winning resiliency

* Automatic VPN client software updating ¢ Intelligent networking services

* OSPF dynamic rOUting over VPN tunnels ® Flexible management solutions

HIGH AVAILABILITY SERVICES . .
Ranging from compact, “plug-and-play” desktop appties for small and

home offices to modular gigabit appliances withesigy investment protection
for enterprise and service-provider environments¢@PIX Security
Appliances provide robust security, performance, @fiability for network
environments of all sizes.

* Active/Active failover with asymmetric routing support
* Remote-access and site-to-site VPN stateful failover
* Zero-downtime software upgrades

INTELLIGENT NETWORK SERVICES

* PIM multicast routing

° QUELY Er SR (R ADVANCED FIREWALL SERVICES DELIVER STRONG BUSINESS

- IR PROTECTION AND RICH APPLICATION CONTROL

FLEXIBLE MANAGEMENT SOLUTIONS

e SSHv2 and SNMPv2c Robust Stateful Inspection and Application-Layer Se  curity
« Configuration rollback Cisco PIX Security Appliances integrate a broadyeaof advanced firewall
* Usability enhancements services to protect businesses from the constarad®mof threats on

the Internet and in business network environmekgsa secure foundation,
Cisco PIX Security Appliances provide rich statefidpection firewall
services, tracking the state of all network comroatibns and preventing unauthorized network ac&sitding upon those services, Cisco PIX
Security Appliances deliver strong application lagecurity through intelligent, application-awanspection engines that examine network flows at
Layers 4—7. To defend networks from applicatiorefagttacks and to give businesses more controltbeespplications and protocols used in
their environments, these inspection engines iraaitte extensive application and protocol knowleaige employ security enforcement
technologies that include protocol anomaly detectapplication and protocol state tracking, NetwAddress Translation (NAT) services,
and attack detection and mitigation techniques sscapplication/protocol command filtering, conteatification, and URL deobfuscation. These
inspection engines also give businesses contralingtant messaging, peer-to-peer file sharing,tandeling applications, enabling businesses
to enforce usage policies and free up network battvior legitimate business applications.

All contents are Copyright © 19922005 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 1 of 13



Multi-Vector Attack Protection

Cisco PIX Security Appliances incorporate multi-wgattack protection services to further defendifesses from many popular forms of
attacks, including denial of service (DoS) attadkaymented attacks, replay attacks, and malforpaattet attacks. Using a wealth of advanced
attack protection features such as TCP streamemddg, traffic normalization, DNSGuard, FloodGudrdagGuard, MailGuard, IPVerify, and
TCP intercept, Cisco PIX Security Appliances idgnéind stop a wide range of attacks, and can peorddl-time alerts to administrators.

Flexible Access Control and Powerful Flow-Based Pol icies

Administrators can also easily create custom sicpdlicies using the flexible access control teslbgies provided by Cisco PIX Security
Appliances, including network and service objecugs, user- and group-based policies, and morelib@predefined applications and protocols.
Using the powerful Modular Policy Framework intragd in Cisco PIX Security Appliance Software Vensib0, administrators can define
granular flow- and class-based policies, which gapset of customizable security services, sudhsggection engine policies, quality of service
(QoS) policies, connection timers, and more, tdheaministrator-specified traffic flow or class. Bgmbining these flexible access control and
per-flow/per-class security services, powerfulefiatinspection and application-aware firewall seeg, and multi-vector attack protection services
that Cisco PIX Security Appliances deliver, busgesscan enforce comprehensive security policipsdtect themselves from attack.

MARKET-LEADING VOICE OVER IP SECURITY SERVICES PROT ECT NEXT-GENERATION CONVERGED NETWORKS

Cisco PIX Security Appliances provide market-legdimotection for a wide range of voice over IP (Fpbther multimedia standards. This

allows businesses to securely take advantage ahémy benefits that converged data, voice, andovisdworks provide, including improved
productivity, lower operational costs, and increasempetitive advantage. By combining VPNs and ®uaf Service (QoS) with the advanced
protocol inspection services that Cisco PIX Segukippliances provide for these converged networlgtamdards, businesses can securely extend
voice and multimedia services and the benefits tiadiyer to remote offices, home offices, and mebisers.

Voice over IP and multimedia standards supporte@isgo PIX Security Appliances include H.323 Versih Session Initiation Protocol (SIP),
Cisco Skinny Client Control Protocol (SCCP), Reah& Streaming Protocol (RTSP), and Media Gatewayt@bProtocol (MGCP), helping
businesses secure deployments of a wide rangem@ntiand next-generation Voice over IP and multiimepplications. Cisco PIX Security
Appliances also provide security services for Thteyy Application Programming Interface (TAPI)-basettl Java TAPI (JTAPI)-based
applications when these applications use Compugkphony Interface Quick Buffer Encoding (CTIQBE)the network transport mechanism,
such as the Cisco IP SoftPhone and the Cisco CestBesponse Solution (CRS).

ROBUST IPSEC VPN SERVICES COST-EFFECTIVELY CONNECT NETWORKS AND MOBILE USERS

Using the new full-featured VPN capabilities of €isPIX Security Appliances, businesses can secamipect networks and mobile users
worldwide across low-cost Internet connectionsuohs supported range from standards-based si#etd/PN using the Internet Key Exchange
(IKE) and IP Security (IPSec) VPN standards toitm®vative Cisco Easy VPN remote-access capabkilitand in Cisco PIX Security Appliances
and other Cisco Systems security solutions—suchiseo@0S routers and Cisco VPN 3000 Series ConcentratossoEasy VPN delivers a
uniquely scalable, cost-effective, and easy-to-rgamamote-access VPN architecture that eliminaeperational costs associated with
maintaining the remote-device configurations tyfyceequired by traditional VPN solutions. CiscodyavVPN provides feature-rich remote-access
VPN services, including enforcing VPN client seguposture requirements and performing automatéa/ace updates of Cisco VPN Clients, to
deliver secure, easy-to-manage remote accessporede networks. Cisco PIX Security Appliances gptdata using 56-bit Data Encryption
Standard (DES), 168-bit Triple DES (3DES), or u%®-bit Advanced Encryption Standard (AES) endgyptCertain Cisco PIX Security
Appliance models have integrated hardware VPN ecatbn, delivering highly scalable, high-perforroar’’VPN services.
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AWARD-WINNING RESILIENT ARCHITECTURE PROVIDES MAXIM UM BUSINESS UPTIME

Select Cisco PIX Security Appliance models prowadeard-winning stateful failover services that hefisure resilient network protection for
enterprise network environments. Businesses caloy€isco PIX Security Appliances using either attive/Standby failover design or a

more advanced Active/Active failover design, whattpports complex network environments that regagganmetric routing support. Failover
pairs continuously synchronize their connectiotestend device configuration data, providing an gasynanage high-availability solution.
Synchronization can take place over a high-speeld ténnection, providing another layer of protectinnenabling businesses to geographically
separate the failover pair. In the event of a sysie network failure, network sessions are autorabyi transitioned between appliances, with
complete transparency to users.

INTELLIGENT NETWORKING SERVICES ENABLE SIMPLIFIED D EPLOYMENT AND SEAMLESS NETWORK INTEGRATION

Cisco PIX Security Appliances take advantage ofariban 20 years of Cisco networking leadershipiandvation, and deliver a wide range of
intelligent networking services for seamless indign into today’s diverse network environmentsmaistrators can easily integrate Cisco PIX
Security Appliances into switched network enviromtseby taking advantage of native 802.1g-based VIséiNport. Cisco IP phone deployments
can benefit from the “zero-touch provisioning” sees provided by Cisco PIX Security Appliances, ethihelp the phones automatically register
with the appropriate Cisco CallManager and downlaay additional configuration information and scdre images. Businesses can improve their
overall network resiliency by taking advantagetaf tobust Open Shortest Path First (OSPF) dynasuaiing services provided by Cisco PIX
Security Appliances, which can detect network oegagithin seconds and route around them. Missiditarreal-time enterprise applications,
collaborative computing applications, and streanmmgtimedia services can be securely deliveredgugie comprehensive Protocol Independent
Multicast (PIM)-Sparse Mode v2 and bidirectionaVPouting support provided by Cisco PIX Securityphpnces. Businesses can secure
deployments of next-generation IPv6 networks utiimgadvanced IPv6 security services provided bgdJ®X Security Appliances, while
securing existing IPv4 environments with the sap@iances during the transition toward an IPv6dsfructure.

FLEXIBLE MANAGEMENT SOLUTIONS LOWER OPERATIONAL COS TS

Cisco PIX Security Appliances deliver a wealth offiguration, monitoring, and troubleshooting opgpgiving businesses the flexibility to use
the methods that best meet their needs. Managesoktitons range from centralized, policy-based mgangent tools to integrated, Web-based
management to support for remote-monitoring prdgsoch as Simple Network Management Protocol (SN syslog. Cisco PIX Security
Appliances provide up to 16 levels of customizameinistrative roles, so that businesses can gdmtnistrators and operations personnel the
appropriate level of access to each appliance @mamg-only access, read-only access to the cordigun, network configuration only, or firewall
configuration only, for example). Cisco PIX Securtppliances also include robust Auto Update cdjiads, a set of secure remote-management
services that help ensure that appliance configuratand software images are automatically kegbugate.

Next-Generation Centralized Management Solutions

Cisco PIX Security Appliances running Cisco PIX @&y Appliance Software Version 7.0 can be cehralanaged using the upcoming follow-
up software release to CiscoWorks VPN/Security Manaent Solution (VMS) 2.3. This highly scalablextageneration, three-tiered management
solution includes:

« Comprehensive configuration and software image igamant

< Device hierarchy with “smart rules”-based configioa inheritance

¢ Customizable administrative roles and access pges

« Comprehensive enterprise change management artthgudi

« Intelligent discovery and optimization of secufitylicies and object groups

« “Touchless” software image management for remosed®PIX Security Appliances
« Support for dynamically addressed appliances
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Attack Mitigation and Event Monitoring Solutions

Network-based attacks can be easily and accurnatehfified, managed, and eliminated within comn®ror enterprise environments using

the Cisco Security Monitoring, Analysis, and ResgmB8ystem (CS-MARS) product family. CS-MARS apptesanalyze and correlate security
events, syslog, and NetFlow data from numeroustdpskerver, and network security solutions to heitee actual attack paths and provide
mitigation options, simplifying security incidentamagement for environments where dedicated se@méiysts may not be available.

Cisco also offers the CiscoWorks Security InformatManagement Solution (SIMS), which is well-suifedlarge enterprises and managed
security services providers with dedicated secuanitglysts that require in-depth data collectiorerfisic analysis, audit and compliance, and
reporting for complex, multi-vendor networks.

World-Class Device Management Solutions

The integrated Cisco Adaptive Security Device MandgSDM) provides a world-class Web-based managémeerface that greatly simplifies
the deployment, ongoing configuration, and monitgrdf a single Cisco PIX Security Appliance—withoequiring any software (other than a
standard Web browser and Java plug-in) to be iestain an administrator’s computer. Intelligenugeand VPN wizards provide easy integration
into any network environment, while informative nitoning features, including a dashboard and remétsyslog viewer, provide vital
device/network health status and event monitortryglance.

Alternatively, administrators can remotely configumonitor, and troubleshoot their Cisco PIX Sdgulppliances using a command-line interface
(CLI). Secure CLI access is available using severthods, including Secure Shell (SSHv2) ProtcEBelnet over IPSec, and out-of-band through
a console port.

NEW FEATURES IN CISCO PIX SECURITY APPLIANCE SOFTWA RE VERSION 7.0
Cisco PIX Security Appliance Software Version 7rByides a wealth of new features, including thoseited in Table 1. A complete list of
features is available in the Cisco PIX Security haomce Software Version 7.0 Release Notes.

Table 1. New Features and Benefits

Feature Benefit
Advanced Firewall Services

Cisco Modular Policy Framework ~ * Provides a powerful, highly flexible framework faefining flow- or class-based policies, enabling
administrators to identify a network flow or cldsssed on different conditions, and then apply a set
of customizable services to each flow or class

« Improves control over applications by introducihg &bility to have flow- or class-specific
firewall/inspection policies, QoS policies, connentlimits/timers, and more

Advanced Web Security Services * Debuts new deep inspection services for Web trafffich provide granular control over HTTP
sessions for improved protection from a wide raofy@/eb-based attacks
» Gives businesses precise control over what HTTPwamas or methods can be used on a per-flow
basis (different policy for traffic coming from krnet vs. traffic coming from a staging Web server
to production Web server, for example), thus pririgcbusinesses from a variety of Web-based
attacks, including unauthorized deletion or modificn of Web content

« Delivers a wide range of additional powerful HTTé@rity services, including RFC compliance
enforcement, protocol anomaly detection, prototatestracking, response validation, MIME type
validation and content control, and Uniform Reseudentifier (URI) length enforcement, and more
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Feature

Tunneling Application Control

Security Contexts

Layer 2 Transparent Firewall

FTP Session Command Filtering

Extended Simple Mail Transport
Protocol (ESMTP) E-mail
Inspection Services

3G Mobile Wireless Security
Services

Benefit

Introduces new inspection services to detect atidmgdly block instant messaging, peer-to-peer
file sharing, and other applications tunneling tlglo Web application ports

Blocks popular instant messaging applications siscAOL Instant Messenger, Microsoft
Messenger, and Yahoo Messenger

Stops peer-to-peer file sharing applications sscKaZaA and Gnutella
Thwarts tunneling applications such as GoToMyPC

Enables creation of multiple security contextst(at firewalls) within a single Cisco PIX
Security Appliance, with each context having itswoset of security policies, logical interfaces,
and administrative domains

Supports four licensed levels of security conte&tst0, 20, and 50 (the maximum number
of contexts supported is based on the Cisco PIXi8gAppliance model)

Provides businesses a convenient way of consalglatiultiple firewalls into a single physical
appliance or failover pair, while retaining theldpito separately manage each of these virtual
instances

Enables service providers to deliver resilient itertant firewall services with a pair of redundant
appliances

Supports deployment of a Cisco PIX Security Apglaim a secure Layer 2 bridging mode,
providing rich Layer 2—7 firewall security servides the protected network while remaining
“invisible” to devices on each side of it

Simplifies Cisco PIX Security Appliance deploymemt®xisting network environments by not
requiring businesses to readdress the protectebriet

Supports creation of Layer 2 security perimetergiiprcing administrator defined Ethertype-
based access control policies for Layer 2 netwakit

Builds upon existing FTP inspection services predithy Cisco PIX Security Appliances, including
protocol anomaly detection, protocol state trackMgT/Port Address Translation (PAT) support,
and dynamic port opening and closing, to give adstriators greater control over the use of
numerous FTP commands, enforcing what operatiosis @nd groups can perform within FTP
sessions (such as FTP gets and puts)

Introduces server obfuscation techniques and aaditiattack signatures to further protect FTP
servers from attack

Extends SMTP inspection engine to support ESMT®8Viging security services that include
protocol anomaly detection, protocol state trackangd support for the following new commands
introduced in ESTMP protocol: AUTH, DATA, EHLO, ENR HELO, HELP, MAIL, NOOP,
QUIT, RCPT, RSET, SAML, SEND, SOML, and VRFY

Protects businesses from malicious SMTP and ESTomeands with automatic command filtering

Delivers rich security services for 3G Mobile Wes$ environments that provide packet switched
data services using the General Packet Radio ®ef@PRS) Tunneling Protocol standard (GTP)

Provides advanced GTP inspection services thalehdtbile Wireless providers to have secure
interactions with roaming partners through robitrfng capabilities based on GTP specific
parameters, such as International Mobile Subsctdsattity (IMSI) prefixes and access point name
(APN) values, and more

Note: Thisis a separately licensed feature
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Feature

Sun RPC/NIS+ Inspection Services

Internet Control Message Protocol
(ICMP) Inspection Services

Enhanced TCP Security Engine

Outbound Access Control Lists
(ACLs)

Time-Based ACLs

Enable/Disable Individual
ACL Entries

Improved Websense URL
Filtering Performance

Benefit

Improves support for port-hopping UNIX applicatichsough new stateful inspection and NAT
services for Sun RPC and NIS+ sessions transadtiansise Portmapper v2 or RPCBind v3/v4

Enables secure usage of ICMP for troubleshootimbimproved network performance by
providing state tracking services for ICMP connaasi, as well as providing additional controls
for ICMP error messages

Introduces several new foundational capabilitieassist in detecting protocol and application-layer
attacks

Provides TCP stream reassembly and analysis sernddeelp detect attacks that are spread across
a series of packets

Offers TCP traffic normalization services for adtial techniques to detect attacks, including
advanced flag and option checking, TCP packet cheukverification, detection of data tampering
in retransmitted packets, and more

Delivers improved flexibility for defining accessmrol policies by adding support for outbound
ACLs (in addition to existing inbound ACLS), allavg access controls to be enforced as network
traffic enters or exits an interface

Gives administrators greater control over resouszge by defining when certain ACL entries
are active, with custom time ranges applied tocteteACLSs

Provides a convenient troubleshooting tool thatvedl administrators to test and fine-tune ACLS,

without the need to remove and replace ACL entries

Delivers significantly enhanced scalability for carrent URL filtering lookups with Websense
Enterprise Employee Internet Management (EIM) $ohst

Voice over IP and Multimedia Security Services

T.38 Fax Over IP (FolP)

Gatekeeper Routed Control
Signaling (GKRCS)

Fragmented and Segmented
Multimedia Stream Inspection

MGCP Address Translation Services®

RTSP Address Translation Services *

Enhances H.323 inspection services to include stpmothe T.38 protocol, an ITU standard
that defines how to transmit FolP in real time

Extends H.323 inspection services to support GKRE&ddition to the Direct Call Signaling
method (DCS) method currently supported

Enables Cisco PIX Security Appliances to suppditsignaling messages exchanged directly
between H.323 gatekeepers

Introduces inspection of H.323, SIP, and SCCP-baead and multimedia streams that have

been fragmented or segmented

Builds upon rich MGCP security services provideddigco PIX Security Appliances, adding
NAT/PAT-based address translation services for M@aged connections between media
gateways and call agents or media gateway conftsolle

Delivers NAT-based address translation serviceRf8P media streams for improved support
in diverse networking environments
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Feature Benefit
Robust IPSec VPN Services

VPN Client Security Posture * Introduces the ability to perform VPN client setyiposture checks when a VPN connection attempt
is received, including enforcing usage of authatikest-based security products (such as the Cisco
Security Agent) and verifying their version numbansl status prior to allowing remote users to
access the corporate network

Enforcement

VPN Client Blocking by Operating * Adds the ability to restrict the different types\®N clients (software client, router, VPN 3002,
or Cisco PIX, for example) that are allowed to aectrbased on the type of client, operating
system installed, and version of VPN client sofevar

« Supports restricting or preventing access to nomdiamt VPN clients

System and Type

Automatic VPN Client Software * Introduces support for automatic software updateSisco VPN clients and Cisco VPN 3002

Updates hardware clients, with the ability to trigger upelatvhen VPN connections are established, or
on-demand for currently connected VPN clients

Improved Support for Non-Split » Enables remote-access VPN connections to be tetedime the outside interface of a Cisco PIX

Security Appliance, allowing Internet-destined fiafrom remote-access user VPN tunnels to leave
through the same interface it arrived at (aftaviiall rules, URL filtering policies, and other sdatu
checks have been optionally applied)

Tunneling Remote-Access VPN
Environments

Enhanced VPN NAT Transparency * Further extends support for site-to-site and rerasteess IPSec-based VPNs to network
environments that implement NAT or PAT, such apaits, hotels, wireless hot spots, and
broadband environments

« Adds support for Cisco TCP and User Datagram Pobi@DP) NAT traversal methods as
complementary methods to existing support for EiEA UDP wrapper mechanism for safe
traversal through NAT/PAT boundaries

Native Integration with Popular + Provides convenient method for authenticating VBErsi through native integration with popular
authentication services, including Microsoft Acti@ectory, Microsoft Windows Domains,
Kerberos, Lightweight Directory Access Protocol AB), and RSA SecurlD (without requiring

a separate RADIUS/TACACS+ server to act as anrimdiary)

User Authentication Services

OSPF Dynamic Routing over VPN * Extends comprehensive OSPF dynamic routing serticespport neighbors across IPSec
VPN tunnels, providing improved network reliabilfiyr VPN connected networks

» Supports OSPF reverse-route injection for improvetdvork performance and reliability

Tunnels

Enhanced Spoke-to-Spoke VPN * Improves support for spoke-to-spoke VPN commuricesti when a Cisco PIX Security Appliance

Support is acting as a hub, by allowing VPN traffic to eraed leave through the same interface

Enhanced X.509 Certificate Support * Introduces the ability to manually enroll into X%0ertificate authorities through support for

Public Key Cryptography Standard (PKCS) #10 forethttertificate requests

« Supports manually importing certificates using PK&S and importing certificates with private
keys using PKCS #12

< Enables deployment in environments with a multileestificate authority hierarchy through
support for n-tier certificate chaining

« Extends RSA key support to sizes ranging up to 4086

« Adds support for DSA (Digital Signature Algorithrhsed X.509 certificates with key sizes
ranging up to 1024 bits
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Feature

Cisco 10S Software Certificate
Authority Support

High Availability Services

Active/Active Stateful Failover

VPN Stateful Failover

Improved Failover Transition Times

Zero-Downtime Software Upgrades

Intelligent Networking Services

PIM Multicast Routing

QoS Services

IPv6 Networking

Benefit

Introduces support for online enroliment into tleswcertificate authority in Cisco 10S Software,
a lightweight X.509 certificate authority that silifies the rollout of public key infrastructure
(PKI)-enabled site-to-site VPNs

Provides a complementary solution to award-winr@igro PIX Security Appliance Active/Standby
failover, where both systems in an Active/Activédeer pair actively pass network traffic
simultaneously—effectively doubling the throughpftithe failover pair for bursty network traffic
conditions

Supports bidirectional state sharing between Attigtve failover pair members for support of
advanced network environments with asymmetric noutopologies, allowing flows to enter
through one Cisco PIX Security Appliance and dxibtigh the other, if required

Note: This feature is only available on Unrestricted &adlover-Active/Active models only;

upgrade licenses can be purchased to convert [Eaitogdels to Failover-Active/Active models

Maximizes VPN connection uptime with new Activeisiay stateful failover for VPN connections

Synchronizes all security association state infdionaand session key material between failover
pair members, providing a highly resilient VPN simn

Note: This feature is available on Unrestricted, Failowerd Failover-Active/Active models only

Introduces support for subsecond failover for esrminents using serial-cable-based failover,
and three-second failover for environments usingNH#ased failover, through support for more
granular control over heartbeat/state sharing\aterbetween failover partners

Enables businesses to perform software maintenatesse upgrades on Cisco PIX Security
Appliance failover pairs without affecting netwargtime or connections, through the support
of state sharing between mixed Cisco PIX Securjipllance Software versions (running
Version 7.0(1) or higher)

Streamlines the delivery of multimedia traffic iil@oconferencing, collaborative computing, and
mission-critical real-time enterprise applicatidheough full PIM-Sparse Mode v2 and bidirectional
PIM routing support (based on Cisco I0S multicashhology)

Delivers per-flow, policy-based QoS services, vgitipport for Low-Latency Queuing (LLQ) and
traffic policing for prioritizing latency-sensitiveetwork traffic and limiting bandwidth usage of
administrator-specified applications

Enables businesses to have end-to-end QoS pdiicitseir extended networks

Provides access control and deep inspection fitagalices for native IPv6 network environments
and mixed IPv4/IPv6 network environments throughleitack support

Delivers IPv6-enabled inspection services for agpions based on HTTP, FTP, SMTP, ICMP,
TCP, and UDP

Supports SSHv2, Telnet, HTTP/Secure HTTP (HTTP&),IEMP-based management over IPv6
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Feature

Common Security Level for
Multiple Interfaces

Improved VLAN Capacity

Optional Address Translation
Services

Flexible Management Solutions

Improved SNMP Monitoring

SSHv2 and Secure Copy Protocol
(SCP)

Storage of Multiple Configurations
in Flash Memory

Secure Asset Recovery

Scheduled System Reloads

Benefit

Extends the Cisco PIX Security Appliance interfaeeurity-level concept to allow multiple
interfaces to share a common security level

Simplifies deployment of Cisco PIX Security Appl@s in intranet environments by allowing
administrators to define custom security policistfaffic flowing between interfaces at the
same security level, without any type of automtatfic flow being intrinsically permitted

Increases the number of 802.1q VLAN-based virtotrfaces supported on Cisco PIX Security
Appliances for improved port density on each platfo

Enables businesses to further segment their nesantt different security zones for improved
security

Supports up to 25 VLANs on Cisco PIX 515 and 51®EwWsity Appliances, up to 100 VLANSs on
Cisco PIX 525 Security Appliances, and up to 150Ms on Cisco PIX 535 Security Appliances

Simplifies deployment of Cisco PIX Security Appl@as by eliminating the previous requirement
for address translation policies to be in placet®éllowing network traffic to flow—now, only
hosts and networks that require address translatibneed to have address translation policies
configured

Introduces support for SNMPv2c, providing increagisibility into the status of Cisco PIX
Security Appliances

Provides new services such as 64-bit countersr{fproved monitoring of Gigabit Ethernet
interfaces) and support for bulk MIB data transfers

Adds support for many additional SNMP MIBs, inclagithe SNMPv2 MIB (RFC 1907), the
Interfaces Group MIB (RFCs 1573 and 2233), the IB KRFC 2011), and the Entity MIB
(RFC 2737)

Provides complete visibility into VPN connectiongiwdetailed per-tunnel statistics, including
tunnel uptime, bytes/packets transferred, and ntbreugh support for the Cisco IPSec Flow
Monitoring MIB

Adds support for using SSHv2 to remotely managedCRIX Security Appliances, providing
improved compatibility with third-party SSH tools

Introduces SCP support as another secure methdrhfaferring files, such as configuration and
software images, to and from Cisco PIX Security kges

Enables administrators to perform configuratiodbadtk through the introduction of a new Flash
file system and the ability to store and use midtgonfigurations in Flash

Prevents unauthorized access to sensitive configardata, certificates, and key material stored
on Cisco PIX Security Appliances by automaticalipiwg Flash contents in the event of an asset
recovery/password reset procedure, if preconfigtoedb so

Allows administrators to schedule a reload on &&RIX Security Appliance either at a specific
time or at an offset from the current time, makitngimpler to schedule network downtime and
notify remote-access VPN users of an impendingatbo
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Feature Benefit

Dedicated Out-of-Band Management®
Interface

Enhanced ICMP Ping Services *

CLI Usability Enhancements *
SMTP E-mail Alerts *
Administrative TACACS+ *
Accounting

RADIUS Accounting to Multiple *
Servers

TECHNICAL SPECIFICATIONS

Enables businesses to implement the best pradticsirgy out-of-band management for their Cisco
PIX Security Appliances, as described in the SAREeBrint from Cisco, through the new ability to
designate a specific interface to only act as arobband management interface

Delivers useful new troubleshooting methods throadtied support for IPv6 addresses and
extended ICMP options, including data pattern, itlfriepeat count, datagram size, timeout interval,
verbose output, and sweep range of sizes

Enhances the Cisco PIX Security Appliance CLI @sgrerience by incorporating many popular
Cisco IOS command-line services such as commangbletion, context-sensitive help, and aliasing

Provides a convenient method for alerting admiaistis when critical events are encountered, by
sending e-mail alert messages to administratonrddfe-mail addresses

Introduces the ability to generate TACACS+ auth@tibn, authorization, and accounting (AAA)
records for tracking administrative access to CRE% Security Appliances, as well as tracking all
configuration changes that are made during an ddirative session—complementing the existing
syslog support for administrative logging that @iiX Security Appliances already support

Adds support for sending accounting informatiomntaltiple RADIUS servers simultaneously

Tables 2—4 provide information on compatibilityween Cisco PIX Security Appliances and VPN clielBN products, and certain

cryptographic standards.

Cisco VPN Client Compatibility

Cisco PIX Security Appliances support numerousvgafe- and hardware-based Cisco VPN clients, inoitose listed in Table 2.

Table 2. Compatibility Between Cisco PIX Security Appliances and VPN Clients

Cisco VPN Client

Software IPSec VPN Clients

Supported Software Versions

¢ Cisco VPN Client for Windows, Version 3.6 and later
* Cisco VPN Client for Linux, Version 3.6 and later

¢ Cisco VPN Client for Solaris, Version 3.6 and later

* Cisco VPN Client for Mac OS X, Version 3.6 and tate

Hardware IPSec VPN clients (Cisco Easy VPN Remote) + Cisco VPN 3002 Hardware Client, Version 3.0 anchbig

¢ Cisco I0S Software Easy VPN Remote, Release 1X.2(8)
¢ Cisco PIX Security Appliance Software versions & 6.3
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Cisco Site-to-Site VPN Compatibility
In addition to providing interoperability for malyird-party VPN products, Cisco PIX Security Appiées interoperate with the following
Cisco VPN products for site-to-site VPN connectivit

Table 3. Site-to-Site VPN Compatibility Between Cisco PIX Security Appliances and VPN Products

Cisco VPN Product Supported Software Versions

Cisco 10S Routers Cisco IOS Software Release 12.1(6)T and later

Cisco PIX Security Appliances Cisco PIX Security Appliance Software Version 6)hd later
Cisco VPN 3000 Concentrators Cisco VPN 3000 Concentrator Software Version 3d later

Cryptographic Standards Supported
Cisco PIX Security Appliances support numerous twyggmaphic standards and related third-party pradant services, including:

Table 4. Cryptographic Standards and Products Supported by Cisco PIX Security Appliances

Cryptographic Standards and Products Description
Asymmetric (Public Key) Encryption * RSA public/private key pairs, 512 to 4096 bits
Algorithms * DSA public/private key pairs, 512 to 1024 bits
Symmetric Encryption Algorithms * AES: 128, 192, and 256 bits

* DES: 56 bits

» 3DES: 168 bits
* RC4: 40, 56, 64, and 128 bits

Perfect Forward Secrecy (Diffie-Hellman * Group 1: 768 bits
Key Negotiation) e Group 2: 1024 bits

« Group 5: 1536 bits
« Group 7: 163 bits (Elliptic Curve Diffie-Hellman)

Hash Algorithms » MD5: 128 bits
¢ SHA-1: 160 bits

X.509 Certificate Authorities * Baltimore UniCERT
¢ Cisco I0OS Software

¢ Entrust Authority

« iPlanet/Netscape CMS

« Microsoft Certificate Services
¢« RSA KEON

« VeriSign OnSite

X.509 Certificate Enrollment Methods ¢ Simple Certificate Enrollment Protocol (SCEP)
¢ Manual (PKCS #7 and #10)
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SYSTEM REQUIREMENTS

Table 5 lists system requirements for Cisco PIXuBigcAppliances running Cisco PIX Security Appl@nSoftware Version 7.0.

Table 5. System Requirements

System Requirement Description

Platforms Supported  Cisco PIX 515 Security Appliance
¢ Cisco PIX 515E Security Appliance
« Cisco PIX 525 Security Appliance
¢ Cisco PIX 535 Security Appliance

Minimum RAM Cisco PIX 515/515E Security Appliance

¢ 64 MB on Restricted models
* 128 MB Unrestricted, Failover, and Failover-Actiketive models

Note: This release requires more memory for Cisco PIX/BI5E Security Appliances than
previous software releases—a memory upgrade magdagred

Cisco PIX 525 Security Appliance

¢ 128 MB on Restricted models

¢ 256 MB on Unrestricted, Failover, and Failover A&etiActive models

Cisco PIX 535 Security Appliance

¢ 512 MB on Restricted models

* 1024 MB on Unrestricted, Failover, and Failoveri#etActive models
Minimum Flash Memory + 16 MB

Expansion Cards Supported + Single-port 10/100 Fast Ethernet card
« Four-port 10/100 Fast Ethernet card
 Single-port Gigabit Ethernet multimode (SX) SC card
* VPN Acceleration Card (VAC)
* VPN Acceleration Card+ (VAC+)

PRODUCT ORDERING INFORMATION

Table 6 lists ordering information for the CiscoFBecurity Appliance Software.

Table 6. Ordering Information

Part Number Description

PIX-SW-UPGRADE= Cisco PIX Security Appliance Softe@ane-time upgrade for customers without a cur@sto
SMARTnef support contract

SUPPORT SERVICES
Support services are available from Cisco and Qisetners. Cisco SMARTNet service augments custsonguort resources and provides

anywhere, anytime access to technical resourcés ¢ldine and by telephone), the ability to downlaegdated system software, and hardware
advance replacement.
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ADDITIONAL INFORMATION

For more information, please visit the followingKs:

Cisco PIX Security Appliance Seriggtp://www.cisco.com/go/pix

Cisco Adaptive Security Device Managkttp://www.cisco.com/go/asdm

Cisco Secure ACShttp://www.cisco.com/go/acs

CiscoWorks VMS, Management Center for FirewallsioAupdate Server Software, and Security Monitdip://www.cisco.com/go/vms

SAFE Blueprint from Ciscahttp://www.cisco.com/go/safe

To download the latest Cisco PIX Security Appliatadtware and Cisco Adaptive Security Device Manggéth a valid Cisco.com login), visit:

http://www.cisco.com/cgi-bin/tablebuild.pl/pix
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