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Using Symantec AntiVirus Corporate Edition Workstations 
and Serv ers 1 0 . 2  w ith  Cisco M edia Ex perience  
Engine M X E 3 0 0 0  
INTRODUCTION 
Windows 2003 servers should have virus protection, and the Cisco® Media E x perience 
E ng ine 3000 ( Cisco MX E  3000)  is no ex ception. A lthoug h the installation and conf ig uration of  
S y m antec A ntiV irus Corporate E dition Work stations and S ervers 1 0.2 is easy , a f ew im portant 
steps need to b e tak en. T his docum ent provides inf orm ation ab out the installation and conf ig uration 
of  S y m antec A ntiV irus Corporate E dition Work stations and S ervers 1 0.2 on the Cisco MX E  3000. 
T his paper provides a detailed description of  the S y m antec A ntiV irus Corporate E dition 
Work stations and S ervers 1 0.2 f or use on Cisco MX E  3000 R elease 2.0.0. I t describ es the need f or 
the product, a description of  the product, and product f eatures and f unctions. 

S Y M A NTE C P RODUCT OV E RV IE W  
S y m antec A ntiV irus Corporate E dition Work stations and S ervers 1 0.2 provides com prehensive 
virus prevention, detection, and elim ination f or y our com puter. I t autom atically  f inds and repairs 
inf ected f iles to k eep y our data secure. 

CIS CO S Y S TE M S  S UP P ORT P OL ICY  
Cisco S y stem s® m ak es no warranty  or claim s as to the accuracy  or com pleteness of  this 
docum ent. F urtherm ore, the Cisco T echnical A ssistance Center ( T A C)  is not responsib le f or 
supporting  S y m antec A ntiV irus Corporate E dition Work stations and S ervers 1 0.2. 

P E RF ORM A NCE  
T esting  indicated the f ollowing :  
1 . S y m antec A ntiV irus Corporate E dition Work stations and S ervers 1 0.2 active virus scans do not 

add any  CP U  m em ory  overhead. 
2. D rive scanning  tak es up a lot of  CP U  and is not recom m ended during  video processing . 
3. V irus updates use little CP U , so they  can b e scheduled to run during  low traf f ic. 

RE Q UIRE D H A RDW A RE  A ND S OF TW A RE  L E V E L S  
Cisco hardware levels are not a concern of  S y m antec A ntiV irus Corporate E dition Work stations 
and S ervers 1 0.2;  please ref er to the hardware req uirem ents section of  the S y m antec 
docum entation. S y m antec A ntiV irus Corporate E dition Work stations and S ervers 1 0.2 is tested with 
Cisco MX E  3000 R elease 2.0.0 sof tware. 
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INS TA L L A TION 

Before You Begin 
S y m antec A ntiV irus Corporate E dition Work stations and S ervers 1 0.2 can b e deploy ed in various 
conf ig urations. P lease ref er to S y m antec docum entation f or m ore details. T he steps describ ed here 
assum e that a S y m antec A ntiV irus S erver has already  b een deploy ed and conf ig ured and only  
describ e what is req uired to install S y m antec A ntiV irus Corporate E dition client on 
Cisco MX E  3000. 

I ns t a l l ing t h e S y m a nt ec  A nt iV irus  C orp ora t e E d it ion C l ient  
T o install the S y m antec A ntiV irus Corporate E dition client, com plete the f ollowing :  

● S tart the installation. 
● R un the client setup prog ram . 

T o start the installation:  
S tep 1 .   I nsert the CD  into y our CD -R O M drive. 
S tep 2.   D oub le-click  My  Com puter. 
S tep 3.   D oub le-click  y our Com pact D isc drive. 
S tep 4 .   D oub le-click  the S etup.ex e f older. 
S tep 5 .   Click  I nstall S y m antec A ntiV irus ( F ig ure 1 ) . 
Figure 1.   S y m a n t e c  A n t i V i r u s  W i n d o w  

 
S tep 6 .    Click  I nstall S y m antec A ntiV irus Client ( F ig ure 2) . 
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Figure 2 .   S y m a n t e c  A n t i V i r u s  C l i e n t  In s t a l l a t i o n  

  
S tep 7 .   Click  N ex t ( F ig ure 3) . 
Figure 3 .   S y m a n t e c  A n t i V i r u s  In s t a l l S h i e l d  W i z a r d  

  
S tep 8 .   A ccept the L icense A g reem ent and Click  N ex t ( F ig ure 4 ) . 
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Figure 4 .   S y m a n t e c  A n t i V i r u s  In s t a l l S h i e l d  W i z a r d  

  
S tep 9 .   N ow select the S etup T y pe as " Com plete"  and Click  N ex t ( F ig ure 5 ) . 
Figure 5 .   S y m a n t e c  A n t i V i r u s  S e t u p  T y p e  

  
S tep 1 0.   S elect the N etwork  S etup T y pe as " Manag ed"  and Click  N ex t ( F ig ure 6 ) . 
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Figure 6 .   N e t w o r k  S e t u p  T y p e  

  
S tep 1 1 .   E nter the S y m antec A ntiV irus S erver N am e and Click  N ex t ( F ig ure 7 ) . 
Figure 7 .   S e l e c t i n g  S y m a n t e c  A n t i V i r u s  S e r v e r  N a m e  

  
S tep 1 2.   Click  I nstall ( F ig ure 8 ) . 
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Figure 8 .   In s t a l l i n g  S y m a n t e c  A n t i V i r u s  

  
S tep 1 3.   When the installation ( F ig ure 9 )  is com pleted, click  F inish ( F ig ure 1 0) . 
Figure 9 .   S y m a n t e c  A n t i V i r u s  In s t a l l a t i o n  
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Figure 10 .   In s t a l l a t i o n  C o m p l e t e  

  
S tep 1 4 .   When installation is f inished, it will prom pt y ou to restart ( F ig ure 1 1 ) . 
Figure 11.   In s t a l l e r  In f o r m a t i o n  S c r e e n  S h o t  

  

CONF IG URA TION 
F or norm al operation on Cisco MX E  3000, the def ault setting s f or S y m antec A ntiV irus are f ine. 
T here are two im portant considerations, however. 

S c h ed ul ed  F il e S c a nning C a n N ega t iv el y  A ffec t  t h e S erv er 
T here is a dif f erence b etween the protection S y m antec A ntiV irus of f ers b y  running  in the 
b ack g round and scheduled f ile scanning  of  the entire directory  structure. S cheduled f ile scanning  is 
very  processor-intensive, and it can af f ect video processing  if  it occurs during  hig h-volum e traf f ic. 
T heref ore, it is critical to schedule a com plete f ile scan only  during  the m iddle of  the nig ht or other 
nonpeak  tim es. 
T o restart the antivirus service:  
S tep 1 .   Click  S tart> P rog ram > A dm inistrative T ools> S ervices. 
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S tep 2.   L ocate the S y m antec A ntiV irus service. 
S tep 3.   S top and then restart the antivirus service. 

UNINS TA L L A TION 

U nins t a l l ing S y m a nt ec  A nt iV irus  
I f  y ou need to rem ove S y m antec A ntiV irus f rom  y our com puter, y ou can use the A dd/ R em ove 
P rog ram s option f rom  the Windows Control P anel or the U ninstall S y m antec A ntiV irus option f rom  
the P rog ram s m enu. 
D uring  uninstall, Windows m ay  indicate that it is installing  sof tware. T his is a standard Microsof t 
installation m essag e and can b e disreg arded. 
T o uninstall S y m antec A ntiV irus f rom  the Windows Control P anel:  
S tep 1 .   O n the Windows task b ar, click  S tart >  S etting s >  Control P anel. 
S tep 2.   I n the Control P anel, doub le-click  A dd/ R em ove P rog ram s. 
S tep 3.   I n the list of  currently  installed prog ram s, click  S y m antec A ntiV irus. 
S tep 4 .   I n Windows 2003, click  R em ove. 
S tep 5 .   Click  Y es to conf irm  that y ou want to uninstall the product. 
S tep 6 .   E nter the S y m antec A ntiV irus S erver console password ( F ig ure 1 2) . 
Figure 12 .   U n i n s t a l l  P a s s w o r d  W i n d o w  

  
S tep 7 .   I f  y ou are prom pted f or a restart, then restart the server. 
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