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Using Symantec AntiVirus Corporate Edition Workstations
and Servers 10.2 with Cisco Media Experience
Engine MXE 3000

INTRODUCTION

Windows 2003 servers should have virus protection, and the Cisco® Media Experience

Engine 3000 (Cisco MXE 3000) is no exception. Although the installation and configuration of
Symantec AntiVirus Corporate Edition Workstations and Servers 10.2 is easy, a few important
steps need to be taken. This document provides information about the installation and configuration
of Symantec AntiVirus Corporate Edition Workstations and Servers 10.2 on the Cisco MXE 3000.

This paper provides a detailed description of the Symantec AntiVirus Corporate Edition
Workstations and Servers 10.2 for use on Cisco MXE 3000 Release 2.0.0. It describes the need for
the product, a description of the product, and product features and functions.

SYMANTEC PRODUCT OVERVIEW

Symantec AntiVirus Corporate Edition Workstations and Servers 10.2 provides comprehensive
virus prevention, detection, and elimination for your computer. It automatically finds and repairs
infected files to keep your data secure.

CISCO SYSTEMS SUPPORT POLICY

Cisco Systems® makes no warranty or claims as to the accuracy or completeness of this
document. Furthermore, the Cisco Technical Assistance Center (TAC) is not responsible for
supporting Symantec AntiVirus Corporate Edition Workstations and Servers 10.2.

PERFORMANCE

Testing indicated the following:

1. Symantec AntiVirus Corporate Edition Workstations and Servers 10.2 active virus scans do not
add any CPU memory overhead.

2. Drive scanning takes up a lot of CPU and is not recommended during video processing.

3. Virus updates use little CPU, so they can be scheduled to run during low traffic.

REQUIRED HARDWARE AND SOFTWARE LEVELS

Cisco hardware levels are not a concern of Symantec AntiVirus Corporate Edition Workstations
and Servers 10.2; please refer to the hardware requirements section of the Symantec
documentation. Symantec AntiVirus Corporate Edition Workstations and Servers 10.2 is tested with
Cisco MXE 3000 Release 2.0.0 software.
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INSTALLATION

Before You Begin

Symantec AntiVirus Corporate Edition Workstations and Servers 10.2 can be deployed in various
configurations. Please refer to Symantec documentation for more details. The steps described here
assume that a Symantec AntiVirus Server has already been deployed and configured and only
describe what is required to install Symantec AntiVirus Corporate Edition client on

Cisco MXE 3000.

Installing the Symantec AntiVirus Corporate Edition Client
To install the Symantec AntiVirus Corporate Edition client, complete the following:

o Start the installation.
¢ Run the client setup program.

To start the installation:

Step 1. Insert the CD into your CD-ROM drive.
Step 2. Double-click My Computer.

Step 3. Double-click your Compact Disc drive.
Step 4. Double-click the Setup.exe folder.

Step 5. Click Install Symantec AntiVirus (Figure 1).

Figure 1.  Symantec AntiVirus Window
£ Symantec AntiYirus = =]

Symantec” AntiVirus

Read This First

Provides links to Readme, documertation, tutarials, and support information.

Install Symantec AntiVirus
Installs antivirus protection, management, and reporting components.

Install Other Administrator Tools
Inzstalls advanced management components.

Exit

Step 6. Click Install Symantec AntiVirus Client (Figure 2).
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Figure 2.  Symantec AntiVirus Client Installation
& Symantec Anti¥irus =]

Symantec” AntiVirus

Install Symantec System Center
Installs the management console with antivirus management components.

Install Symantec AntiVirus Server
Installs antivirus protection to management servers,

Install Reporting Server
Installs management components to generate reports and configure alerts.

Install Symantec AntiVirus Client
Installs antivieus protection to clients.

il

Return to Main Menu

, symantec.
Step 7. Click Next (Figure 3).
Figure 3.  Symantec AntiVirus InstallShield Wizard
i'é'a Symantec Anti¥irus - InstallShield Wizard Ei |

welcome to the InstallShield Wizard for
Symantec AntiVirus

The InstallShield® Wizard will inskall Symantec Antivirus on
vour computer. To continue, click Mexk,

WORMIMNG: This program is protecked by copyright law and
international treaties.

= Back

Cancel |

Step 8. Accept the License Agreement and Click Next (Figure 4).
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Figure 4.  Symantec AntiVirus InstallShield Wizard

jii Symantec Anti¥irus - InstallShield Wizard E |
License Agreement

Plzase read the Following license agreement carefully, Symantec ]

STMANTEC SOFTWARE LICENSE AGREEMENT

Symantec AntiVirus Corporate Edition

SYMLMANTEC CORPORATION AWNDADE IT3 SUBSIDIARIES (“3YVLIAWNTEC™ I3
WILLING TO LICEW3E THE SOFTWARE TO ¥OU A3 AN INDIVIDUAL, THE
COLIPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE
SOFTWARE (REFEREWCED BELOW A3 “VOU™ OR “VOUR™ OWLY ON THE
COWDITION THAT YOU ACCEPT AIL OF THE TERLIE OF THIS LICENEE
AOREEEMENT (“LICEM3E AGREEMENT™). READ THE TERLE AND CONDITIONS

ST MTTTA T TATILTOT A SITTTRATLTT AL TTITTTIT T 7 T T TTOTLTS MTTT S T T T T A T

" 1 accept the terms in the license agreement:

™ I do not accept the terms in the license agreement

Imstallshield

< Back I Mexk = I Zancel

Step 9. Now select the Setup Type as "Complete" and Click Next (Figure 5).

Figure 5.  Symantec AntiVirus Setup Type

fii Symantec Anti¥irus - InstallShield Wizard | %] |

Setup Type

Choose the setup bype that best suits wour needs, , SYInaIlteC ™

Flease select a setup type.

All program features will be installed, This option requires the mosk
disk space to install.

Choose which program Features wou want installed and where they
will be installed. Recommended For advanced users.,

Imstallshield
< Back I Mext = I Cancel |
Step 10. Select the Network Setup Type as "Managed" and Click Next (Figure 6).
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Figure 6.  Network Setup Type

i'm‘!:l‘ Symantec Anti¥irus - InstallShield Wizard

Metwork Setup Type

Choose the network setup tvpe that suits vour needs. , Sﬂnantec ™

Setup supports the following installakion scenarios:

Managed - Choose this option if this computer is to be managed by a Symantec Antivirus
SErver,

nmanaged - Choose this option if this cormputer will not be managed by a Symantec Antivirus
Server, Faor example, a home computer that does not conneck ko your company's netwoark is
an unmanaged computer,

Seleck the option you wank ko use:

™ Unmanaged

InstallShield
< Back I Mext = I Cancel |
Step 11. Enter the Symantec AntiVirus Server Name and Click Next (Figure 7).

Figure 7.  Selecting Symantec AntiVirus Server Name

i Symantec Anti¥irus - InstallShield Wizard E3 |

Select Server

In a managed installation, vou need to select a server, Symantec B

Please specify the machine name of a Symantec Ankivirus Server, This server will set
the dient's configuration and provide the client with virus definitions, *Moke - The Parent
Server Discovery process may kake several minukes to Fully complete, depending on
network ackivity,

Server Mame: CA-LABMACHINE 1
Imstallshield
< Back Mexk = Cancel
Step 12. Click Install (Figure 8).
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Figure 8.  Installing Symantec AntiVirus

ji& Symantec Anti¥irus - InstallShield Wizard [ =] |

Ready to Install the Program

The wizard is ready to begin installation, , Symantec“

Click Install to begin the installation.

If wou wank ko review or change any of vour installation settings, click Back. Click Cancel ko
exit the wizard,

Inistal|Shisld
< Back Cancel |
Step 13. When the installation (Figure 9) is completed, click Finish (Figure 10).
Figure 9.  Symantec AntiVirus Installation
i'.._wz,la Symantec Anti¥irus - Installshield Wizard [ =] |

Installing Symantec Anti¥irus

The program Features vou selected are being installed, Sylnantec“

Please wait while the Installshield Wizard installs Symantec Antivicus, This
may take several minutes.,

Skakus:

Copying new files

Installshield

= Back [Hext = Cancel
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Figure 10. Installation Complete

i'él Symantec Anti¥irus - InstallShield Wizard [ x| |

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Syvmantec
Antivirus, Click Finish to exit the wizard,

./

O

= Back Cancel |
Step 14. When installation is finished, it will prompt you to restart (Figure 11).

Figure 11. Installer Information Screen Shot

charges made to Symantec Antivirus to take effect,
Click Yes to restart now or Mo if you plan to restart
later,

'j You musk restark your system For the configuration
{ e

CONFIGURATION

For normal operation on Cisco MXE 3000, the default settings for Symantec AntiVirus are fine.
There are two important considerations, however.

Scheduled File Scanning Can Negatively Affect the Server

There is a difference between the protection Symantec AntiVirus offers by running in the
background and scheduled file scanning of the entire directory structure. Scheduled file scanning is
very processor-intensive, and it can affect video processing if it occurs during high-volume traffic.
Therefore, it is critical to schedule a complete file scan only during the middle of the night or other
nonpeak times.

To restart the antivirus service:

Step 1. Click Start>Program>Administrative Tools>Services.
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Step 2. Locate the Symantec AntiVirus service.

Step 3. Stop and then restart the antivirus service.

UNINSTALLATION

Uninstalling Symantec AntiVirus

If you need to remove Symantec AntiVirus from your computer, you can use the Add/Remove
Programs option from the Windows Control Panel or the Uninstall Symantec AntiVirus option from
the Programs menu.

During uninstall, Windows may indicate that it is installing software. This is a standard Microsoft
installation message and can be disregarded.

To uninstall Symantec AntiVirus from the Windows Control Panel:

Step 1. On the Windows taskbar, click Start > Settings > Control Panel.
Step 2. In the Control Panel, double-click Add/Remove Programs.

Step 3. In the list of currently installed programs, click Symantec AntiVirus.
Step 4. In Windows 2003, click Remove.

Step 5. Click Yes to confirm that you want to uninstall the product.

Step 6. Enter the Symantec AntiVirus Server console password (Figure 12).

Figure 12. Uninstall Password Window

(] 4 I I Cancel |

Step 7. If you are prompted for a restart, then restart the server.
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