Audience

Purpose

Preface

This guide is for the networking professional who installs and manages the Cisco Aironet 1300 Series
Outdoor Access Point/Bridge. The 1300 series access point/bridge is available in autonomous and
lightweight configurations.

To use this guide with an autonomous access point/bridge, you should have experience working with
Cisco 10S software and be familiar with the concepts and terminology of wireless local area networks.

To use this guide with lightweight access points, you should have experience working with a Cisco
wireless LAN controller (hereafter called a controller) and be familiar with the concepts and
terminology of wireless LANS.

This guide provides the information you need to install your autonomous or lightweight access point.

For detailed information about Cisco |OS commands used with autonomous access points, refer to the
Cisco |0S Command Reference for Cisco Aironet Access Points and Bridges for this release. For

information about the standard Cisco | OS Rel ease 12.3 commands, refer to the Cisco |0S documentation
set available from the Cisco.com home page at Technical Support & Documentation. On the Technical

Support & Documentation home page, click Cisco | OS Software > Cisco | OS Software Releases 12.3
Mainline.

For information about controllers, refer to the Cisco documentation sets available from the Cisco.com
home page at Technical Support & Documentation. On the Technical Support & Documentation home
page, click Wireless and the documentation is listed under the “Wireless LAN Controllers” section.

Organization

This guide contains the following sections:

Chapter 1, “Overview,” describes the major components, features, and specifications of the access
point/bridge.

Chapter 2, “Installation Overview,” provides warnings, safety information, and information needed
before you begin the installation of your access point/bridge system.
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Chapter 3, “Mounting Overview,” provides an overview of components and features used during access
point/bridge mounting and antenna alignment operations.

Chapter 4, “ Troubleshooting Autonomous Access Points and Bridges,” provides solutions to potential
problems encountered during setup of autonomous access points.

Chapter 5, “Troubleshooting Lightweight Access Points,” provides solutions to potential problems
encountered during setup of lightweightaccess points.

Appendix A, “Translated Safety Warnings,” indicates how to access the document that provides
tranglations of the safety warnings that appear in this publication.

Appendix B, “Declarations of Conformity and Regulatory Information,” describes the regulatory
conventions to which the access point/bridge conforms and provides guidelines for operating access
point/bridges in Japan.

Appendix C, “Access Point Specifications,” describesthe channels and antenna settings supported by the
regulatory organizations.

Appendix D, “Channels and Maximum Power Levels,” indicates how to access the document that lists
the access point/bridge radio channels and the maximum power levels supported by the world's
regulatory domains.

Appendix E, “Console Serial Cable Pinouts,” identifies the pinouts for the serial cable that connects to
the power injector’s console serial port.

Appendix F, “Priming Lightweight Access Points Prior to Deployment,” describes the procedure to
prime lightweight access points with controller information.

Appendix G, “Configuring DHCP Option 43 for Lightweight Access Points,” describesthe procedure to
configure DHCP Option 43 for lightweight access points.

Appendix H, “Load-Dump Protection for Transportation Vehicles,” describes |load-dump protection that
is required for autonomous access point/bridge operation in some transportation vehicles

Conventions

~

Note

A

This publication uses the following conventions to convey instructions and information:

- Commands and keywords are in boldface type.

Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

l_ Cisco Aironet 1300 Series Wireless Outdoor Access Point/Bridge Hardware Installation Guide
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Warning  This warning symbol means danger. You are in a situation that could cause bodily injury. Before
you work on any equipment, be aware of the hazards involved with electrical circuitry and be
familiar with standard practices for preventing accidents. (To see translations of the warnings
that appear in this publication, refer to the appendix “Translated Safety Warnings.”)

Waarschuwing Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico’s en dient u op de hoogte te zijn van standaard
maatregelen om ongelukken te voorkomen. (Voor vertalingen van de waarschuwingen die in deze
publicatie verschijnen, kunt u het aanhangsel “Translated Safety Warnings” (Vertalingen van
veiligheidsvoorschriften) raadplegen.)

Varoitus Tama varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa ruumiinvammaan. Ennen
kuin tyoskentelet minkaéan laitteiston parissa, ota selvaa sahkdkytkentdihin liittyvisté vaaroista
ja tavanomaisista onnettomuuksien ehkaisykeinoista. (Tassa julkaisussa esiintyvien varoitusten
kaannokset loydat liitteestd "Translated Safety Warnings" (kdannetyt turvallisuutta koskevat
varoitukset).)

Attention Ce symbole d’avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures. Avant d’accéder a cet équipement, soyez conscient des dangers posés
par les circuits électriques et familiarisez-vous avec les procédures courantes de prévention des
accidents. Pour obtenir les traductions des mises en garde figurant dans cette publication,
veuillez consulter 'annexe intitulée « Translated Safety Warnings » (Traduction des avis de
sécurité).

Warnung Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu einer
Korperverletzung fuhren kdénnte. Bevor Sie mit der Arbeit an irgendeinem Gerét beginnen, seien
Sie sich der mit elektrischen Stromkreisen verbundenen Gefahren und der Standardpraktiken zur
Vermeidung von Unféllen bewuRt. (Ubersetzungen der in dieser Veroffentlichung enthaltenen
Warnhinweise finden Sie im Anhang mit dem Titel “Translated Safety Warnings” (Ubersetzung der
Warnhinweise).)

Avvertenza Questo simbolo di avvertenza indica un pericolo. Si € in una situazione che pud causare infortuni.
Prima di lavorare su qualsiasi apparecchiatura, occorre conoscere i pericoli relativi ai circuiti
elettrici ed essere al corrente delle pratiche standard per la prevenzione di incidenti. La
traduzione delle avvertenze riportate in questa pubblicazione si trova nell’appendice, “Translated
Safety Warnings” (Traduzione delle avvertenze di sicurezza).

Advarsel Dette varselsymbolet betyr fare. Du befinner deg i en situasjon som kan fgre til personskade. Far
du utferer arbeid pa utstyr, ma du veere oppmerksom pa de faremomentene som elektriske kretser
innebeerer, samt gjere deg kjent med vanlig praksis nar det gjelder & unnga ulykker. (Hvis du vil
se oversettelser av de advarslene som finnes i denne publikasjonen, kan du se i vedlegget
"Translated Safety Warnings" [Oversatte sikkerhetsadvarsler].)

Aviso Este simbolo de aviso indica perigo. Encontra-se numa situacao que lhe podera causar danos
fisicos. Antes de comecar a trabalhar com qualquer equipamento, familiarize-se com os perigos
relacionados com circuitos eléctricos, e com quaisquer praticas comuns que possam prevenir
possiveis acidentes. (Para ver as tradug8es dos avisos que constam desta publicacéo, consulte
0 apéndice “Translated Safety Warnings” - “Traducdes dos Avisos de Seguranca”).

Cisco Aironet 1300 Series Wireless Outdoor Access Point/Bridge Hardware Installation Guide
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iAdvertencia! Este simbolo de aviso significa peligro. Existe riesgo para su integridad fisica. Antes de
manipular cualquier equipo, considerar los riesgos que entrafia la corriente eléctricay
familiarizarse con los procedimientos estandar de prevencion de accidentes. (Para ver
traducciones de las advertencias que aparecen en esta publicacién, consultar el apéndice
titulado “Translated Safety Warnings.”)

Varning! Denna varningssymbol signalerar fara. Du befinner dig i en situation som kan leda till
personskada. Innan du utfor arbete pa ndgon utrustning méste du vara medveten om farorna med
elkretsar och kanna till vanligt forfarande for att forebygga skador. (Se forklaringar av de
varningar som férekommer i denna publikation i appendix "Translated Safety Warnings"
[Oversatta sakerhetsvarningar].)

Related Publications

For more information about autonomous access point/bridges and related products, refer to the following
publications:

» Cisco |0S Software Configuration Guide for Access Points
» Cisco Aironet 1300 Series Outdoor Bridge Mounting Instructions
- Release Notes for Cisco Aironet Access Points

For more information about lightweight access point/bridges and related products, refer to the following
publications:

« Quick Start Guide: Cisco Aironet Lightweight Access Points

» Cisco Wireless LAN Controller Configuration Guide

» Cisco Aironet 1300 Series Lightweight Outdoor Access Point Mounting Instructions

» Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points
Click this link to browse to the Cisco Wireless documentation home page:
http://www.cisco.com/en/US/products’hw/wireless/tsd_products_support_category _home.html

To browse to the 1300 series access point documentation, click Cisco Aironet 1300 Series listed under
“Wireless LAN Access.”

To browse to controller documentation, click Cisco 4400 Series WirelessLAN Controllers or Cisco
2000 Series Wireless LAN Controllers listed under “Wireless LAN Controllers.”

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. This section explains the
product documentation resources that Cisco offers.

Cisco.com

You can access the most current Cisco documentation at this URL :

http://www.cisco.com/techsupport

Cisco Aironet 1300 Series Wireless Outdoor Access Point/Bridge Hardware Installation Guide
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You can access the Cisco website at this URL:
http://www.cisco.com
You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_|anguages.shtml

Product Documentation DVD

The Product Documentation DV D isalibrary of technical product documentation on a portable medium.
The DV D enables you to access installation, configuration, and command guides for Cisco hardware and
software products. With the DVD, you have access to the HTML documentation and some of the

PDF files found on the Cisco website at this URL :

http://www.cisco.com/univercd/home/home.htm

The Product Documentation DVD is created and released regularly. DVDs are available singly or by
subscription. Registered Cisco.com users can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at the Product Documentation
Store at this URL:

http://www.cisco.com/go/marketplace/docstore

Ordering Documentation

You must be aregistered Cisco.com user to access Cisco Marketplace. Registered users may order Cisco
documentation at the Product Documentation Store at this URL:

http://www.cisco.com/go/marketplace/docstore
If you do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Documentation Feedback

You can provide feedback about Cisco technical documentation on the Cisco Support site area by
entering your comments in the feedback form available in every online document.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security vulnerability policy.html
From this site, you will find information about how to do the following:

» Report security vulnerabilities in Cisco products

» Obtain assistance with security incidents that involve Cisco products

» Register to receive security information from Cisco
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A current list of security advisories, security notices, and security responses for Cisco productsis
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss feed.html

Reporting Security Problems in Cisco Products

Ciscoiscommitted to delivering secure products. Wetest our productsinternally before werelease them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

» For emergencies only— security-al ert@cisco.com

An emergency is either acondition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

» For nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone;
- 1877 228-7302
» 1408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use arevoked encryption key or an expired encryption key. The correct public key to use in your
correspondence with PSIRT is the one linked in the Contact Summary section of the Security
Vulnerability Policy page at this URL:

http://www.cisco.com/en/US/products/products_security vulnerability policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT to find other means of encrypting the data before sending
any sensitive material.

Product Alerts and Field Notices

Modificationsto or updates about Cisco products are announced in Cisco Product Alertsand Cisco Field
Notices. You can receive these announcements by using the Product Alert Tool on Cisco.com. This tool
enables you to create a profile and choose those products for which you want to receive information.

To access the Product Alert Tool, you must be aregistered Cisco.com user. Registered users can access
the tool at this URL:

Cisco Aironet 1300 Series Wireless Outdoor Access Point/Bridge Hardware Installation Guide
[ xiv | 0OL-5048-06 |


http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

| Preface

Obtaining Technical Assistance

http://tools.cisco.com/Support/PAT/do/ViewMyProfiles.do? ocal=en
To register as a Cisco.com user, go to this URL:

http://tools.cisco.com/RPF/register/register.do

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The

Cisco Support website on Cisco.com features extensive online support resources. In addition, if you
have avalid Cisco service contract, Cisco Technical Assistance Center (TAC) engineers provide
telephone support. If you do not have a valid Cisco service contract, contact your reseller.

Cisco Support Website

Note

Tip

The Cisco Support website provides online documents and tools for troubleshooting and resolving
technical issues with Cisco products and technologies. The website is available 24 hours a day at
this URL:

http://www.cisco.com/en/US/support/index.html

Accessto all toolson the Cisco Support website requires a Cisco.com user | D and password. If you have
avalid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Before you submit arequest for service online or by phone, use the Cisco Product I dentification Tool
to locate your product serial number. You can access this tool from the Cisco Support website

by clicking the Get Tools & Resour ces link, clicking the All Tools (A-Z) tab, and then choosing
Cisco Product Identification Tool from the alphabetical list. Thistool offers three search options:

by product ID or model name; by tree view; or, for certain products, by copying and pasting show
command output. Search results show an illustration of your product with the serial number |abel
location highlighted. Locate the serial number label on your product and record the information
before placing a service call.

Displaying and Searching on Cisco.com

If you suspect that the browser is not refreshing a web page, force the browser to update the web page
by holding down the Ctrl key while pressing F5.

To find technical information, narrow your search to ook in technical documentation, not the
entire Cisco.com website. After using the Search box on the Cisco.com home page, click the
Advanced Search link next to the Search box on the resulting page and then click the
Technical Support & Documentation radio button.

To provide feedback about the Cisco.com website or a particular technical document, click
Contacts & Feedback at the top of any Cisco.com web page.
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Locating the Product Serial Number

The access point/bridge serial number is located on the bottom of the cabinet (refer to Figure 1).

Figure 1 Location of Access Point Serial Number Label

Cisco Aironet 1300 Series Wireless Outdoor Access Point/Bridge Hardware Installation Guide
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The power injector serial number is located on the bottom of the cabinet (refer to Figure 2).

Figure 2 Location of Power Injector Serial Number Label

The access point/bridge serial number label contains the following information:
« Model number, such as AIR-BR1300 or AIR-LAP1300
« Serial number, such as S/N: VDF0636XXXX (11 alphanumeric digits)
» MAC address, such as MAC: 00abc65094f3 (12 hexadecimal digits)
» Location of manufacture, such as Made in Sngapore

You need your product serial number when requesting support from the Cisco Technical Assistance
Center.

Submitting a Service Request

Using the online TAC Service Request Tool isthefastest way to open S3 and S4 servicerequests. (S3 and
$4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool islocated at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411
Australia: 1 800 805 227
EMEA: +32 2 704 55 55
USA: 1 800 553 2447
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For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is“down” or thereisacritical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network isimpaired while most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereislittle or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

» The Cisco Online Subscription Center is the website where you can sign up for a variety of Cisco
e-mail newsletters and other communications. Create a profile and then select the subscriptions that
you would like to receive. To visit the Cisco Online Subscription Center, go to this URL:

http://www.cisco.com/offer/subscribe

« The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice ayear and includes
thelatest Cisco channel product offerings. To order and find out more about the Cisco Product Quick
Reference Guide, go to this URL.:

http://www.cisco.com/go/guide

» Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

» Cisco Press publishesawiderange of general networking, training, and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

« Internet Protocol Journal is aquarterly journal published by Cisco for engineering professionals
involved in designing, developing, and operating public and private internets and intranets. You can
access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Cisco Aironet 1300 Series Wireless Outdoor Access Point/Bridge Hardware Installation Guide
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- Networking products offered by Cisco, as well as customer support services, can be obtained at
this URL:

http://www.cisco.com/en/US/products/index.html

» Networking Professionals Connection is an interactive website where networking professionals
share questions, suggestions, and information about networking products and technol ogies with
Cisco experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

« “What's New in Cisco Documentation” is an online publication that provides information about the
latest documentation releases for Cisco products. Updated monthly, this online publication is
organized by product category to direct you quickly to the documentation for your products. You
can view the latest release of “What's New in Cisco Documentation” at this URL:

http://www.cisco.com/univercd/cc/td/doc/abtunicd/136957.htm

- World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html

Cisco Aironet 1300 Series Wireless Outdoor Access Point/Bridge Hardware Installation Guide
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