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These release notes provide download, installation, and upgrade instructions, and information on new
and changed requirements, support and functionality, and caveats for Cisco Security Agent for Cisco
Unified MeetingPlace Release 6.0(7).

Cisco Security Agent for Cisco Unified MeetingPlace is supported for use with the following Cisco
Unified MeetingPlace components:

¢ Cisco Unified MeetingPlace Web Conferencing

e (Cisco Unified MeetingPlace Gateway Systems Integrity Manager
e Cisco Unified MeetingPlace H.323/SIP Gateway

¢ Cisco Unified MeetingPlace Directory Services

¢ Cisco Unified MeetingPlace SMTP E-Mail Gateway

e Cisco Unified MeetingPlace for Lotus Notes

e (Cisco Unified MeetingPlace for Office Communicator

e (Cisco Unified MeetingPlace for Outlook

e (Cisco Unified MeetingPlace Video Integration

Cisco Security Agent for Cisco Unified MeetingPlace software is available on the Cisco Unified
MeetingPlace Crypto Software Download page at
http://www.cisco.com/cgi-bin/tablebuild.pl/meetingplace-3d.

These release notes contain the following sections:
e Introduction, page 2
e Requirements and Supported Software, page 2

e Related Documentation, page 3
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e Installation and Upgrade Information, page 4
e Important Notes on Using Cisco Security Agent for Cisco Unified MeetingPlace, page 7
e (Caveats, page 8

¢ Obtaining Documentation, Obtaining Support, and Security Guidelines, page 9

Introduction

A

Cisco Security Agent for Cisco Unified MeetingPlace is a standalone Cisco Security Agent that is
provided free of charge by Cisco Systems for use with Cisco Unified MeetingPlace installations that
meet the requirements specified in the “Requirements and Supported Software” section on page 2.

The standalone Cisco Security Agent provides:
¢ Intrusion detection and prevention for Cisco Unified MeetingPlace software.

¢ Defense against previously unknown attacks because it does not require signatures, as antivirus
software does.

¢ Reduced downtime, attack propagation, and cleanup costs.

The agent provides Microsoft Windows platform security (host intrusion detection and prevention) that
is based on a tested set of security rules known as a policy. The policy allows or denies specific system
actions before system resources are accessed, based on the following criteria:

e The resources being accessed.
e The operation being invoked.
e The process invoking the action.
This occurs transparently and does not greatly hinder overall system performance.

Version 6.0(7) of the standalone Cisco Security Agent for Cisco Unified MeetingPlace is compiled with
Cisco Security Agent version 5.0.0, build 205.

Caution

Do not view Cisco Security Agent for Cisco Unified MeetingPlace as providing complete security for
Cisco Unified MeetingPlace installations. Instead, view it as an additional line of defense that, when
used correctly with other standard defenses such as antivirus software and firewalls, provides enhanced
security. Cisco Security Agent for Cisco Unified MeetingPlace provides enhanced defense for many
different Cisco Unified MeetingPlace installations and configurations, and therefore cannot enforce
network access control rules, which block outbound or inbound network traffic, or act as a host-based
firewall.

The best starting point for references to security and voice products is
http://www.cisco.com/go/ipcsecurity. We recommend the IP Telephony Security Operations Guide to
Best Practices.

Requirements and Supported Software

See the applicable section, depending on the product:
¢ Software Requirements, page 3

e Determining the Software Version, page 3
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Software Requirements

¢ One or more of the following supported software versions:

Cisco Unified MeetingPlace Directory Services 5.4(104)
Cisco Unified MeetingPlace for Lotus Notes 6.0(15.0)
Cisco Unified MeetingPlace for Office Communicator |6.0(11.0)
Cisco Unified MeetingPlace for Outlook 6.0(14.0)
Cisco Unified MeetingPlace H.323/SIP Gateway 5.3(1.8)
Cisco Unified MeetingPlace SMTP E-Mail Gateway 5.4(108)
Cisco Unified MeetingPlace Video Integration 5.4(107.0)
Cisco Unified MeetingPlace Web Conferencing 6.0(171.0)

e Microsoft Windows Server 2003 in English. Other language versions are not supported.

Determining the Software Version

Step 1
Step 2
Step 3

The version of Cisco Security Agent for Cisco Unified MeetingPlace and the version of the policy that
the agent was created with are the same. Do the following procedure to determine the version for both
the agent and the policy.

To Determine the Cisco Security Agent for Cisco Unified MeetingPlace Version and Policy Version in Use

Double-click the Cisco Security Agent taskbar icon.
In the tree control on the left of the Cisco Security Agent Panel, click Status.

The version number in the Product ID field applies both to Cisco Security Agent for Cisco Unified
MeetingPlace and to the policy that the agent was created with.

To Determine the Version of the Cisco Security Agent Engine

Right-click the Cisco Security Agent taskbar icon, and click About.

Related Documentation

The complete documentation set for Cisco Unified MeetingPlace Release 6.x is now available in wiki
format at http://docwiki.cisco.com/index.php/Cisco_Unified_MeetingPlace,_Release_6.x. Cisco
community members with CCO passwords can contribute expertise to articles and exchange ideas on the
Discussion page associated with each article. For more information, click the About DocWiki link at
the bottom of any page on the wiki.
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M nstallation and Upgrade Information

For descriptions and URLs of traditional Cisco Unified MeetingPlace documentation on Cisco.com,
refer to the Documentation Guide for Cisco Unified MeetingPlace. The document is shipped with Cisco
Unified MeetingPlace and is available at
http://www.cisco.com/en/US/products/sw/ps5664/ps5669/products_documentation_roadmaps_list.htm
1.

Installation and Upgrade Information

e Downloading Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7), page 4
e Installing Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7), page 5

e Installation and Upgrade Notes, page 6

e Uninstalling Cisco Security Agent for Cisco Unified MeetingPlace, page 7

Downloading Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7)

~

Note

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

If Cisco Unified MeetingPlace Web Conferencing Release 6.0(171.0) is installed on the server, the Web
Conferencing installer places a copy of the Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7)
installation executable in the C:\Program Files\Cisco Systems\MPWeb directory. The file name is
CiscoUnifiedMeetingPlaceCSA-K9.exe.

To Download Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7)

Confirm that the computer you are using has up to 20 MB of hard-disk space for the download file and
the installed files.

On a computer with a high-speed Internet connection, go to the Cisco Unified MeetingPlace Crypto
Software Download page at http://www.cisco.com/cgi-bin/tablebuild.pl/meetingplace-3d.

~

Note  To access the software download page, you must be logged on to Cisco.com as a registered user.

Because of export controls on strong encryption, the first time you download Cisco Security Agent for
Cisco Unified MeetingPlace, you need to fill out a brief questionnaire. Follow the on-screen prompts.

Click CiscoMeetingPlaceWebConfCSA607-K9.exe.
Follow the on-screen prompts to complete the download.

If you plan to install Cisco Security Agent for Cisco Unified MeetingPlace from a compact disc, burn
the CD.
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Installation and Upgrade Information

Installing Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7)

A

We recommend that you install Cisco Security Agent for Cisco Unified MeetingPlace after regular
business hours because the installation process will affect Cisco Unified MeetingPlace performance. In
addition, when the installation completes, you must restart the Cisco Unified MeetingPlace server for
Cisco Security Agent for Cisco Unified MeetingPlace to start working.

Caution

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Do not install Cisco Security Agent for Cisco Unified MeetingPlace by using Windows Terminal
Services, or the installation will fail.

To Install Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7)

Log on to the server by using an account that is a member of the Administrators group or the Local
Administrators group.

Confirm that the server has at least 20 MB of hard-disk space available for the download file and the
installed files.

If another intrusion-detection application is installed on the server, uninstall the application before
installing Cisco Security Agent for Cisco Unified MeetingPlace. Refer to the applicable documentation.

If Windows Automatic Update is configured to automatically download updates from the Microsoft
website, disable it.

If antivirus software is installed on the server, disable and stop the scanning services:
a. On the Windows Start menu, click Programs > Administrative Tools > Services.
b. In the right pane, double-click the name of the first virus-scanning service.

¢. On the General tab, in the Startup Type list, click Disabled. This prevents the service from starting
when you restart the server.

d. Click Stop to stop the service immediately.

e. Click OK to close the Properties dialog box.

f. Repeat Step b through Step e for each of the remaining virus-scanning services.
g. When the services have been disabled, close the Services MMC.

If Cisco Unified MeetingPlace Web Conferencing is not installed on the server (for example, you are
installing Cisco Security Agent for Cisco Unified MeetingPlace on a standalone H.323/SIP Gateway
server), perform the following sub-steps to add a key to the registry to allow the installer to proceed:

a. On the Windows Start menu, click Run. Enter regedit and click OK.

b. Expand the key HKEY_LOCAL_MACHINE\Software\Latitude.

¢. On the Edit menu, click New > Key.

d. Name the new key MeetingPlace WebPublisher.

e. Click the new MeetingPlace WebPublisher key, then click Edit > New > Key.
f. Name the new key General.

g. Click the new General key, then click Edit > New > String Value.

h. Name the new string value Version.

i. Right-click Version and click Modify.

j. For Value Data, enter 6.0.0.0 and click OK.
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M nstallation and Upgrade Information

Step 7

Step 8
Step 9

Step 10

k. Close the registry editor.

In Windows Explorer, browse to the directory to which you downloaded the Cisco Security Agent for
Cisco Unified MeetingPlace file, and double-click CiscoMeetingPlaceWebConfCSA607-K9.exe.

Follow the on-screen prompts.
When the installation completes, click Yes, I Want to Restart My Computer Now, and click Finish.

Cisco Security Agent for Cisco Unified MeetingPlace begins to work as soon as you restart the server.
You do not need to configure the application.

If antivirus software is installed on the server, re-enable and start the virus-scanning services:
a. On the Windows Start menu, click Programs > Administrative Tools > Services.
b. In the right pane, double-click the name of the first scanning service.
c. On the General tab, in the Startup Type list, click Automatic to re-enable the service.
d. Click Start to start the service.
e. Click OK to close the Properties dialog box.
f. Repeat Step b through Step e for each of the remaining virus-scanning services.

g. When the services have been disabled, close the Services MMC.

Installation and Upgrade Notes

Disabling and Re-enabling the Cisco Security Agent Service

Step 1
Step 2
Step 3
Step 4

Step 5

The Cisco Security Agent service must be stopped and disabled before you install or upgrade any
software on a server on which Cisco Security Agent for Cisco Unified MeetingPlace is installed.

(For information on other situations in which you must disable the Cisco Security Agent service, see the
“Cisco Security Agent Service Must Be Disabled for Specific Tasks” section on page 7.)

This section contains two procedures:
e To Stop and Disable the Cisco Security Agent Service, page 6
e To Re-enable and Start the Cisco Security Agent Service, page 7

When you stop and disable the Cisco Security Agent service, you must re-enable and start it before it
can monitor the server again.

To Stop and Disable the Cisco Security Agent Service

On the Windows Start menu, click Programs > Administrative Tools > Services.
In the right pane, double-click Cisco Security Agent.
On the General tab, click Stop to stop the service immediately.

In the Startup Type list, click Disabled. This prevents the service from starting when you restart the
server.

Click OK to close the Cisco Security Agent Properties dialog box.
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Step 6

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Important Notes on Using Cisco Security Agent for Cisco Unified MeetingPlace ||

‘When the service has been disabled, close the Services MMC.

To Re-enable and Start the Cisco Security Agent Service

On the Windows Start menu, click Programs > Administrative Tools > Services.

In the right pane, double-click Cisco Security Agent.

On the General tab, in the Startup Type list, click Automatic to re-enable the service.
Click Start to start the service.

Click OK to close the Cisco Security Agent Properties dialog box.

When the service has been re-enabled, close the Services MMC.

Uninstalling Cisco Security Agent for Cisco Unified MeetingPlace

Step 1

Step 2
Step 3
Step 4

To Uninstall Cisco Security Agent for Cisco Security Agent for Cisco Unified MeetingPlace

Stop the Cisco Security Agent service:

a. On the Windows Start menu, click Programs > Administrative Tools > Services.

b. In the right pane, double-click Cisco Security Agent.

c. On the General tab, click Stop to stop the service immediately.

d. Click OK to close the Cisco Security Agent Properties dialog box.

On the Windows Start menu, click Programs > Cisco Systems > Uninstall Cisco Security Agent.
Click Yes to confirm that you want to uninstall Cisco Security Agent for Cisco Unified MeetingPlace.

Click Yes again to restart the server.

Important Notes on Using Cisco Security Agent for Cisco Unified
MeetingPlace

The following sections contain information on using Cisco Security Agent for Cisco Unified
MeetingPlace:

e Cisco Security Agent Service Must Be Disabled for Specific Tasks, page 7
e Locations in Which Cisco Security Agent Logs Events, page 8

Cisco Security Agent Service Must Be Disabled for Specific Tasks

The Cisco Security Agent service must be disabled and stopped in the following situations:

| oL-13469-01

Release Notes for Cisco Security Agent for Cisco Unified MeetingPlace Release 6.0(7) ]



W Caveats

e Before you install any software on a server on which Cisco Security Agent for Cisco Unified
MeetingPlace is installed.

e Before you upgrade any software on a server on which Cisco Security Agent for Cisco Unified
MeetingPlace is installed. This also applies to automatic upgrades (for example, installing service
packs by using group policy objects or custom scripts). Cisco Security Agent for Cisco Unified

MeetingPlace allows supported antivirus applications to automatically download and install
upgrades to antivirus components.

e Before you add, change, or delete values in the Windows registry.

e Before you change Windows system or boot files.

When you disable and stop the Cisco Security Agent service, you must re-enable and start it before it

can monitor the server again.

For instructions on disabling and re-enabling the service, see the “Disabling and Re-enabling the Cisco

Security Agent Service” section on page 6.

Locations in Which Cisco Security Agent Logs Events

Cisco Security Agent logs events in the following three locations:

Windows
application
event log

Events that are generated by Cisco Security Agent have an event source of CSAgent.

Securitylog.txt

Cisco Security Agent logs one event per line. The data in the file is in
comma-separated-value format. In general, there should not be many entries in the
file, so you should be able to read it in a text editor, for example, Notepad. (You might
want to turn off word wrap.) If there are a lot of entries, you can view the data more
easily if you copy the file to a computer on which a spreadsheet application is
installed, change the file-name extension from .txt to .csv, and open the file in the
spreadsheet application.

To view the log, double-click the Cisco Security Agent taskbar icon. In the tree
control on the left of the Cisco Security Agent Panel, click Messages. Then click
View Log. (The log appears in the Program Files\Cisco Systems\CSAgent\Log
directory.)

Current
messages

To display events that have occurred since you logged on to Windows, double-click
the Cisco Security Agent taskbar icon. In the Cisco Security Agent Panel, click
Messages.

Caveats

This section describes Severity 1, 2, and 3 caveats.

You can find the latest caveat information for Cisco Security Agent for Cisco Unified MeetingPlace
6.0(7)—in addition to caveats of any severity for any release—by using Bug Toolkit, an online tool

available for customers to query defects according to their own needs. Bug Toolkit is available at
http://www.cisco.com/pcgi-bin/Support/Bugtool/launch_bugtool.pl.
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Note

Obtaining Documentation, Obtaining Support, and Security Guidelines ||

To access Bug Toolkit, you must be logged on to Cisco.com as a registered user.

This section contains caveat information for Cisco Security Agent for Cisco Unified MeetingPlace
6.0(7) only. Release notes for all versions of Cisco Security Agent for Cisco Unified MeetingPlace are
available at http://www.cisco.com/en/US/products/sw/ps5664/ps5669/prod_release_notes_list.html.

Open Caveats—Release 6.0(7)

Click the link in the Caveat Number column to view the latest information on the caveat in Bug Toolkit.
(Caveats are listed in order by severity, then by component, then by caveat number.)

Table 1 Cisco Security Agent for Cisco Unified MeetingPlace Release 6.0(7) Open Caveats

Caveat Number Severity Component Description

CSCsj03819 2 csa CSA denies client access to Home page on ports 80, 8080

CSCsj01008 2 csa-windows CSA with Windows Integrated authentication produce 500 server
error

CSCsj01017 2 csa-windows CSA with WIA - database errors after services restart

Resolved Caveats—Release 6.0(7)

There are no resolved caveats for Cisco Security Agent for Cisco Unified MeetingPlace Release 6.0(7).

Obtaining Documentation, Obtaining Support, and Security

Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and
coincidental.

© 2007 Cisco Systems, Inc. All rights reserved.

Release Notes for Cisco Security Agent for Cisco Unified MeetingPlace Release 6.0(7)
m. 0L-13469-01 |



	Release Notes for Cisco Security Agent for Cisco Unified MeetingPlace Release 6.0(7)
	Contents
	Introduction
	Requirements and Supported Software
	Software Requirements
	Determining the Software Version

	Related Documentation
	Installation and Upgrade Information
	Downloading Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7)
	Installing Cisco Security Agent for Cisco Unified MeetingPlace 6.0(7)
	Installation and Upgrade Notes
	Disabling and Re-enabling the Cisco Security Agent Service

	Uninstalling Cisco Security Agent for Cisco Unified MeetingPlace

	Important Notes on Using Cisco Security Agent for Cisco Unified MeetingPlace
	Cisco Security Agent Service Must Be Disabled for Specific Tasks
	Locations in Which Cisco Security Agent Logs Events

	Caveats
	Open Caveats-Release 6.0(7)
	Resolved Caveats-Release 6.0(7)

	Obtaining Documentation, Obtaining Support, and Security Guidelines



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


