C1sco SYSTEMS

Troubleshooting Guide for
Cisco Unified Personal Communicator

Release 1.1

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

Text Part Number: OL-10107-02

N\


http://www.cisco.com

Required notices for open-source software

H.263

UB VIDEO INC. IS THE LICENSOR OF THE UB VIDEO H.263 PROFILE 3 CODEC (ANNEXES I, J, K AND T).

H.264

PORTIONS OF THE H.264 CODEC WERE PROVIDED BY VANGUARD SOFTWARE SOLUTIONS INC 1995-2005 ALL RIGHTS RESERVED

THIS PRODUCT IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE PERSONAL AND NON-COMMERCIAL USE OF A CONSUMER TO

(i) ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD ("AVC VIDEO") AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY A CONSUMER
ENGAGED IN A PERSONAL AND NON-COMMERCIAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC VIDEO.
NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE

HTTP://WWW.MPEGLA.COM

resiprocate, dum - http://www.resiprocate.org

The Vovida Software License v. 1.0

Copyright (c) 2000 Vovida Networks, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. The names "VOCAL", "Vovida Open Communication Application Library", and "Vovida Open Communication Application Library (VOCAL)" must not be used to endorse
or promote products derived from this software without prior written permission. For written permission, please contact vocal @vovida.org.

4. Products derived from this software may not be called "VOCAL", nor may "VOCAL" appear in their name, without prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NONINFRINGEMENT ARE DISCLAIMED. IN NO EVENT
SHALL VOVIDA NETWORKS, INC. OR ITS CONTRIBUTORS BE LIABLE FOR ANY DAMAGES IN EXCESS OF $1,000, NOR FOR ANY INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

ares
Copyright 1998 by the Massachusetts Institute of Technology.

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby granted, provided that the above copyright notice
appear in all copies and that both that copyright notice and this permission notice appear in supporting documentation, and that the name of M.I.T. not be used in advertising
or publicity pertaining to distribution of the software without specific, written prior permission.

M.I.T. makes no representations about the suitability of this software for any purpose. It is provided "as is" without express or implied warranty.
Neon, G.711

neon is an HTTP and WebDAV client library, with a C language API.

Bindings for other languages may also be available, see the web site for more details.
neon is Copyright (C) 1999-2004 Joe Orton <joe @manyfish.co.uk>

Portions are:

Copyright (C) 1999-2000 Tommi Komulainen <Tommi.Komulainen @iki.fi>
Copyright (C) 1999-2000 Peter Boos <pedib @colorfullife.com>

Copyright (C) 1991, 1995, 1996, 1997 Free Software Foundation, Inc.

Copyright (C) 2004 Aleix Conchillo Flaque <aleix @member.fsf.org>

Copyright (C) 2004-2005, Vladimir Berezniker @ http://public.xdi.org/=vmpn

GNU Lesser General Public License (LGPL)

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Library General Public ~ License as published by the Free Software
Foundation; either version 2 of the License, or (at your option) any later version.



This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS
FOR A PARTICULAR PURPOSE. See the GNU Library General Public License for more details.

You should have received a copy of the GNU Library General Public License along with this library; if not, write to the Free Software Foundation, Inc., 59 Temple Place -
Suite 330, Boston,MA 02111-1307, USA

iLBC

Full Copyright Statement

Copyright (C) The Internet Society (2004).

This document is subject to the rights, licenses and restrictions contained in BCP 78, and except as set forth therein, the authors retain all their rights.

This document and the information contained herein are provided on an"AS IS" basis and THE CONTRIBUTOR, THE ORGANIZATION HE/SHE REPRESENTS OR IS
SPONSORED BY (IF ANY), THE INTERNET SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIM ALL WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR
ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Intellectual Property

The IETF takes no position regarding the validity or scope of any Intellectual Property Rights or other rights that might be claimed to pertain to the implementation or use of
the technology described in this document or the extent to which any license under such rights might or might not be available; nor does it represent that it has made any
independent effort to identify any such rights. Information on the IETF's procedures with respect to rights in IETF Documents can be found in BCP 78 and BCP 79.

Copies of IPR disclosures made to the IETF Secretariat and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or
permission for the use of such proprietary rights by implementers or users of this specification can be obtained from the IETF on-line IPR repository at http://www.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights that may cover technology that may
be required to implement this standard. Please address the information to the IETF at ietf- ipr@ietf.org.

AES
Copyright (C) Mok-Kong Shen 2003. mok-kong.shen@t-online.de
Free license:

This work and all modified versions of it may be freely copied, modified, redistributed and used for all legal civilian purposes without formality albeit at licensee's own risk
and responsibility, subject to the following conditions:

(1) A copy of this copyright notice with the release history list and the site modification history list must be included in any copy of this work or any modified version of it.

(2) If this work or any modified version of it forms part of a software in object code or binary code, a document for users should accompany the software stating this fact and
include this copyright notice as well as an URL of the licensee where the source code of the package in the version actually being used in the software can be found.

(3) Any modification (except dropping of the Supplement) should be appropriately documented in the site modification history list below. The last date of site modification
(at the beginning of the package) is to be updated.

(4) In case of non-trivial modifications, i.e. those stemming from efficiency or correctness considerations or from issues of interoperability with other AES implementations,
a copy of the modified package is to be immediately sent to the copyright owner at the address above.

(5) Eventual negative or unfavourable consequences and losses or damages of any form to any persons in connection with the use of this work or its modified versions do not
constitute any liabilities on the part of the copyright owner.

This free license is unlimited in time [1]. Any attempt of non-compliance with the above terms or any occurence of // their practical unsatisfiability due to whatever reasons,
however, automatically terminates the license. Such termination does not affect other licensees who have previously obtained materials from the person with the terminated
license but who continue to comply with the above terms.

Other licenses:
Any usages of the contents of the package that don't qualify for a free license as stated in the above require explicit // specific licenses from the copyright owner.

[1] Since copyright grants could be revoked after 35 years (see http://www.copyright.gov/title17/92chap2.html#203), it // could be argued that this license is not timeless for
sure On the other hand, the lifespan of AES itself isn't likely to exceed that period. So the issue is not practically relevant in our context.

DES - (http://www.itl.nist.gov/fipspubs/fip46-2.htm)

Cryptographic devices implementing this standard may be covered by U.S. and foreign patents issued to the International Business Machines Corporation. However, IBM has
granted nonexclusive, royalty-free licenses under the patents to make, use and sell apparatus which complies with the standard. The terms, conditions and scope of the licenses
are set out in notices published in the May 13, 1975 and August 31, 1976 issues of the Official Gazette of the United States Patent and Trademark Office (934 O.G. 452 and
949 0.G. 1717).



MD5
Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

License to copy and use this software is granted provided that it is identified as the "RSA Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or
referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived from the RSA Data Security, Inc. MD5 Message-Digest
Algorithm" in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of this software for any particular purpose. It is
provided "as is" without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.
SHA1
Copyright (C) The Internet Society (2001). All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may
be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included
on all such copies and derivative works. However, this document itself may not be modified in any way, such as by removing the copyright notice or references to the Internet
Society or other Internet organizations, except as needed for the purpose of developing Internet standards in which case the procedures for copyrights defined in the Internet
Standards process must be followed, or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the Internet Society or its successors or assigns. This document and the information contained
herein is provided on an "AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

OpenSSL

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the original SSLeay license apply to the toolkit.

See below for the actual license texts. Actually both licenses are BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact
openssl-core @openssl.org.

OpenSSL License

Copyright (c) 1998-2005 The OpenSSL Project. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse or promote products derived from this software without prior written permission. For
written permission, please contact openssl-core @openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written permission of the OpenSSL Project.
6. Redistributions of any form whatsoever must retain the following acknowledgment:
"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.




This product includes cryptographic software written by Eric Young (eay @cryptsoft.com). This product includes software written by Tim Hudson (tjh@cryptsoft.com).
Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay @cryptsoft.com)

All rights reserved.

This package is an SSL implementation written by Eric Young (eay @cryptsoft.com). The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library used. This can be in the form of a textual message at program
startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:
1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:

"This product includes cryptographic software written by Eric Young (eay @cryptsoft.com)"

The word 'cryptographic' can be left out if the routines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh @cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.

LibxmlI2

Except where otherwise noted in the source code (e.g. the files hash.c, list.c and the trio files, which are covered by a similar licence but with different Copyright notices) all
the files are:

Copyright (C) 1998-2003 Daniel Veillard. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE DANIEL VEILLARD
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of Daniel Veillard shall not be used in advertising or otherwise to promote the sale, use or other dealings in this Software without
prior written authorization from him.



NTP

This document and the NTPTime program and source code are all Copyright (c) Tom Horsley, 1997-2004. All rights reserved. The right to unlimited distribution and use of
this program is granted to anyone who agrees to keep the copyright notice intact and not alter the program.

Translation: You want changes in the program, make 'em yourself, but don't go distributing the new version with my name on it (or with your name on it either, since you
didn't write most of it :-). If there are changes you would like to see distributed, by all means send 'em in to me, and if I like 'em I'll incorporate them in the next version.

expat
The MIT License
Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn,
and iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel,
EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard,
LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing, ProConnect,
RateMUX, ScriptShare, SlideCast, SMARTnet, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or
its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (0601R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and figures included in the
document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and coincidental.
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Purpose

Audience

Preface

This guide provides the information a system administrator needs to troubleshoot problems with
Cisco Unified Personal Communicator.

This guide is intended for the system administrator who has a thorough understanding of voice and data
networking terminology and concepts. This guide is not for end users.

Because of the close interaction among this application and Cisco Unified CallManager, Cisco Unified
Presence Server, Cisco Unity Connection, and Cisco Unified MeetingPlace Express, many of the tasks
in this guide require familiarity with these products.

For changes that occurred to this product after the publish date of this guide, see the release notes at this

URL:

http://www.cisco.com/en/US/products/ps6844/prod_release_notes_list.html

The release notes include important information about system requirements, product limitations,
restrictions, caveats, and documentation updates.

Organization

Table 1 provides the organization of this guide.

Table 1 Document Organization

Chapter and Title Description

Chapter 1, “Troubleshooting” Describes how to troubleshoot problems with the
application.

[ oL-10107-02
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Il Conventions

Conventions

)

Note

A

Notes, cautions, and timesavers use these conventions and symbols:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the
guide.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Timesaver

e

Tp.

Means the described action saves time. You can save time by performing the action described in the
paragraph.

Means the information contains useful tips.

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. This section explains the
product documentation resources that Cisco offers.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

The Product Documentation DVD is a library of technical product documentation on a portable medium.
The DVD enables you to access installation, configuration, and command guides for Cisco hardware and
software products. With the DVD, you have access to the HTML documentation and some of the

PDF files found on the Cisco website at this URL:

http://www.cisco.com/univercd/home/home.htm

Troubleshooting Guide for Cisco Unified Personal Communicator, Release 1.1
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Documentation Feedback

The Product Documentation DVD is created and released regularly. DVDs are available singly or by
subscription. Registered Cisco.com users can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at the Product Documentation
Store at this URL:

http://www.cisco.com/go/marketplace/docstore

Ordering Documentation

You must be a registered Cisco.com user to access Cisco Marketplace. Registered users may order
Cisco documentation at the Product Documentation Store at this URL:

http://www.cisco.com/go/marketplace/docstore
If you do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Documentation Feedback

You can provide feedback about Cisco technical documentation on the Cisco Technical Support &
Documentation site area by entering your comments in the feedback form available in every online
document.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you will find information about how to do the following:

e Report security vulnerabilities in Cisco products

e Obtain assistance with security incidents that involve Cisco products

e Register to receive security information from Cisco

A current list of security advisories, security notices, and security responses for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

This product contains cryptographic features and is subject to United States and local country laws
governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors
and users are responsible for compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local
laws, return this product immediately.

Troubleshooting Guide for Cisco Unified Personal Communicator, Release 1.1
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I Product Alerts and Field Notices

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html. If you require further assistance please
contact us by sending email to export@cisco.com.

Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

e For emergencies only—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e For nonemergencies—psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use a revoked encryption key or an expired encryption key. The correct public key to use in your
correspondence with PSIRT is the one linked in the Contact Summary section of the Security
Vulnerability Policy page at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT to find other means of encrypting the data before sending
any sensitive material.

Product Alerts and Field Notices

Modifications to or updates about Cisco products are announced in Cisco Product Alerts and Cisco Field
Notices. You can receive Cisco Product Alerts and Cisco Field Notices by using the Product Alert Tool
on Cisco.com. This tool enables you to create a profile and choose those products for which you want to
receive information.

To access the Product Alert Tool, you must be a registered Cisco.com user. (To register as a Cisco.com
user, go to this URL: http://tools.cisco.com/RPF/register/register.do) Registered users can access the
tool at this URL: http://tools.cisco.com/Support/PAT/do/ViewMyProfiles.do?local=en
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Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The

Cisco Technical Support & Documentation website on Cisco.com features extensive online support
resources. In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center
(TAC) engineers provide telephone support. If you do not have a valid Cisco service contract, contact
your reseller.

Cisco Technical Support & Documentation Website

Note

Tip

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com
user ID and password. If you have a valid service contract but do not have a user ID or password, you
can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification Tool to locate your product serial number before submitting a
request for service online or by phone. You can access this tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link, clicking the All Tools (A-Z) tab, and
then choosing Cisco Product Identification Tool from the alphabetical list. This tool offers three search
options: by product ID or model name; by tree view; or, for certain products, by copying and pasting
show command output. Search results show an illustration of your product with the serial number label
location highlighted. Locate the serial number label on your product and record the information before
placing a service call.

Displaying and Searching on Cisco.com

If you suspect that the browser is not refreshing a web page, force the browser to update the web page
by holding down the Ctrl key while pressing F5.

To find technical information, narrow your search to look in technical documentation, not the entire
Cisco.com website. On the Cisco.com home page, click the Advanced Search link under the Search box
and then click the Technical Support & Documentation radio button.

To provide feedback about the Cisco.com website or a particular technical document, click Contacts &
Feedback at the top of any Cisco.com web page.
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Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3 and
S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411
Australia: 1 800 805 227
EMEA: +32 2 704 55 55
USA: 1800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is “down” or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and
Cisco will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network is impaired while most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e The Cisco Online Subscription Center is the website where you can sign up for a variety of
Cisco e-mail newsletters and other communications. Create a profile and then select the
subscriptions that you would like to receive. To visit the Cisco Online Subscription Center,
go to this URL:

http://www.cisco.com/offer/subscribe
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The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice a year and includes
the latest Cisco channel product offerings. To order and find out more about the Cisco Product Quick
Reference Guide, go to this URL:

http://www.cisco.com/go/guide

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Press publishes a wide range of general networking, training, and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection is an interactive website where networking professionals
share questions, suggestions, and information about networking products and technologies with
Cisco experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

“What’s New in Cisco Documentation” is an online publication that provides information about the
latest documentation releases for Cisco products. Updated monthly, this online publication is
organized by product category to direct you quickly to the documentation for your products. You
can view the latest release of “What’s New in Cisco Documentation” at this URL:

http://www.cisco.com/univercd/cc/td/doc/abtunicd/136957.htm

World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Troubleshooting

This chapter describes how to troubleshoot Cisco Unified Personal Communicator.
Topics in this section include:

e Diagnosing Problems by Using the TAC Case Collection Tool, page 1-1

e Gathering Logs to Report Problems, page 1-2

e Resolving Audio Problems, page 1-4

e Resolving Contact List Problems, page 1-4

e Resolving Desk Phone Problems, page 1-6

e Resolving Directory Problems, page 1-8

e Resolving Log In and Network Connection Problems, page 1-9

e Resolving Reachability Status Problems, page 1-10

e Resolving Soft Phone Problems, page 1-10

e Resolving Video Telephony Camera Problems, page 1-10

e Resolving Voice-Mail Problems, page 1-11

e Resolving Web Conferencing Problems, page 1-11

The Cisco Unified Personal Communicator online help also contains troubleshooting information that
end users can use to solve many problems. You can access this information at this URL:
http://www.cisco.com/en/US/products/ps6844/products_user_guide_list.html

Diagnosing Problems by Using the TAC Case Collection Tool

Note

By using the Cisco Technical Assistance Center (TAC) Case Collection tool, you can interactively
diagnose common problems involving hardware, configuration, and performance issues with solutions
provided by Cisco TAC engineers.

This tool is available only to registered Cisco.com users with a Cisco service contract.
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M Gathering Logs to Report Problems

To begin troubleshooting, you select a technology or product area. For example, if you select Voice, you
access a knowledge base for voice-over-data networks and IP telephony:

e Voice applications, Cisco Unified CallManager, Cisco Unity Connection, and so forth
e Voice quality (with diagnostic sound samples)
e Voice gateways
e Other voice-related issues
For more information, click the TAC Case Collection link at this URL:

http://www.cisco.com/en/US/support/tsd_most_requested_tools.html

Gathering Logs to Report Problems

You might need to gather application logs to assist with the resolution of problems that users might
encounter on Cisco Unified Personal Communicator. Topics in this section include:

e Automatic Collection of Logs, page 1-2 (for Windows OS)
e Manual Collection of Logs, page 1-3 (for Mac OS X)
e Detailed Log Collection, page 1-3

Automatic Collection of Logs

In the Windows version of Cisco Unified Personal Communicator, you can use the Cisco Unified
Problem Reporting Tool to automate the trace and crash-dump collection process on the client PC. The
tool collects installation, application, and client PC system information. It also creates a dump file in the
event that the application crashes.

This tool has these features:
¢ Automatically launches if the application crashes

If a blue screen failure occurs, the Cisco Unified Problem Reporting Tool might not generate an
application crash dump even if the cause of the blue screen might be attributed to an interoperability
issue between Cisco Unified Personal Communicator and the Windows OS.

e (Captures technical information on demand
e Sends the report to an e-mail support alias (if configured) or saves it to the client PC desktop

Advise users to generate a report whenever they run into problems using Cisco Unified
Personal Communicator. Users can generate a report by following the instructions in the online help and
in the user guide at this URL:

http://www.cisco.com/en/US/products/ps6844/products_user_guide_list.html

Note  For users who roam from one computer to another, they must generate the problem report on the PC from
which the problem occurred so that the correct logs are attached. By design, log files do not roam with
a user from computer to computer.

Troubleshooting Guide for Cisco Unified Personal Communicator, Release 1.1
m. 0L-10107-02 |


http://www.cisco.com/en/US/products/ps6844/products_user_guide_list.html
http://www.cisco.com/en/US/support/tsd_most_requested_tools.html

| Chapter1

Troubleshooting

Gathering Logs to Report Problems ||

You set the support alias at the time the application is deployed or installed. For more information, see
the Cisco Unified Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

When troubleshooting some problems with the assistance of the Cisco Technical Assistance Center
(TAC), the TAC representative might ask you to provide this report.

Manual Collection of Logs

In the Mac OS X version of Cisco Unified Personal Communicator, if users experience a problem, they
must manually gather the logs and e-mail them to you.

For detailed steps, see the Cisco Unified Personal Communicator online help or the user guide at this
URL:

http://www.cisco.com/en/US/products/ps6844/products_user_guide_list.html

When troubleshooting some problems with the assistance of the Cisco Technical Assistance Center
(TAC), the TAC representative might ask you to provide this information.

Detailed Log Collection

A

With Cisco Unified Personal Communicator Release 1.1(2), you can instruct users to collect detailed
logs.

You should be aware of this information:
e By default, this feature is disabled. Logs are collected at the information level (3).

e When users enable this feature, it applies only to the client PC on which Cisco Unified
Personal Communicator is running when they enabled it. Logs are collected at the verbose level (5).

e The feature remains enabled until the user changes the setting.

Caution

You should enable detailed logging only when you are trying to resolve a specific issue. Detailed logging
will cause degraded performance especially in lower-end client PCs. Make sure to instruct users to
disable detailed logging when your troubleshooting activities are completed.

For information on enabling detailed logging, see the Cisco Unified Personal Communicator online help
or the user guide at this URL:

http://www.cisco.com/en/US/products/ps6844/tsd_products_support_series_home.html
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Resolving Audio Problems

Problem The user reports very low volume or one-way audio problems.

Solution Verify that the user has correctly identified and established the audio device and tried the
troubleshooting solutions described in the Cisco Unified Personal Communicator user guide.

If the one-way audio problem occurs over a software VPN, make sure the Stateful Firewall setting is
disabled on the client PC. See the “Resolving Reachability Status Problems” section on page 1-10.

If the user experiences no audio or one-way audio problems, check the firewall configuration on the
client PC or on the network.

Problem The user reports the button and menu item are not selectable (grayed out) when trying to place
a call or place a video call, and when sending an e-mail.

Solution Check the LDAP directory server, and make sure that the contact’s information is complete (has
a valid e-mail address or phone number). Confirm that you added Cisco Unified Personal Communicator
as a phone type to Cisco Unified CallManager for this user to create the soft phone audio and video
capability. Confirm that Cisco Unified Personal Communicator is properly integrated with

Cisco Unity Connection. For more information, see the Cisco Unified Personal Communicator
installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

Problem The user on the corporate network reports hearing robotic sounds or experiences one-way audio
problems with a remote user. The remote user is dialing through Cisco Unified Personal Communicator
in soft-phone mode over a VPN and experiences good audio quality with the user on the corporate
network.

Solution In Cisco Unified CallManager Administration, change the Cisco Unified
Personal Communicator soft-phone device configuration of the remote user on the VPN to use the G.729
codec. This selection helps reduce the upstream bandwidth consumption and improve voice quality.

In Cisco Unified CallManager Administration, select Phone > Device. Search for the Cisco Unified
Personal Communicator soft-phone device that needs to be altered. On the Phone Configuration page,
change the Device Pool field to a predefined pool that is configured with the G.729 codec.

If you do not have a predefined device pool, create a region (System > Region) and in that configuration,
change the audio codec selection to G.729. Then create the device pool (System > Device Pool), and
select the region just created that has the G.729 codec configuration. Complete the configuration changes
by following the steps in the preceding paragraph.

Resolving Contact List Problems

Problem The user reports that contacts in the contact lists for all users show ? status.
Solution Try these solutions:
e The Enterprise Presence Server Contact Name is not correctly configured.

In Cisco Unified Presence Server Administration, choose System > Service Parameters, select a
Cisco Unified Presence Server and the Cisco UPS Presence Engine service from the drop-down
lists.
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The Enterprise Presence Server Contact Name specifies the string that is inserted into the Contact
header field of the SIP message. The format is:

Cisco Unified Presence Server IP address:5070;transport=tcp
For example: 172.27.13.111:5070;transport=tcp
¢ Method/Event-Based Routing Configuration is not correctly configured.

In Cisco Unified Presence Server Administration, choose Cisco Unified Presence Server > Proxy

Server > Method/Event Routing). Add four method/event routes listed in Table 1-1:

Table 1-1 Method/Event-Based Routing Configuration

Field 1 2 3 4

Name DBChange_Route Login_Route PUBLISH_TCP SUBSCRIBE_TCP
Description DBChange_Route Login_Route PUBLISH_TCP SUBSCRIBE_TCP

Content Token

DBChangePkg

LoginPkg

PUBLISH

SUBSCRIBE

Content Category

Event Type-Based

Event Type-Based

Method-Based

Method-Based

Destination Address'

Cisco Unified
Presence Server IP
address or FQN

Cisco Unified
Presence Server IP
address or FQN

Cisco Unified
Presence Server IP
address or FQN

Cisco Unified
Presence Server IP
address or FQN

Destination Port

5065

5065

5070

5070

Protocol Type

UDP

UDP

TCP

TCP

1. Destination address: Cisco Unified Presence Server fully qualified domain name or IP address of the next hop where the SIP message will be sent.

Problem The user reports that another user in the contact list shows offline status (grey circle) even
though that user is logged in to Cisco Unified Personal Communicator.

Solution Configure digest credentials for the user with the offline status in Cisco Unified CallManager
Administration. Choose User Management > End User, and modify the End User Configuration
window for this user. Do not leave the digest field blank.

Verify that Cisco Unified Personal Communicator is enabled for the user in Cisco Unified CallManager
Administration. Choose System > Licensing > Capabilities Assignment, and check the Enable UPC
check box.

Verify that the user is on the same Cisco Unified CallManager cluster to which the Cisco Unified
Presence Server is connected.

Also see the “Resolving Reachability Status Problems” section on page 1-10.

Problem The user reports not being able to add a contact to any existing group or to any new group. The
Add Contact to Group option is greyed out on the right-click menu, and the Actions > Add Contact
to Group menu does not add the contact to the group.

Solution The uid attribute in the LDAP Attribute Mapping table might be incorrectly configured in
Cisco Unified Presence Server administration (Application > Unified Personal Communicator >
Settings). For information about configuring the Cisco Unified Presence Server LDAP settings for
Active Directory, see the Cisco Unified Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html
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Resolving Desk Phone Problems

Problem The user reports that when Cisco Unified Personal Communicator is launched, it remains in the
No Phone mode.

Solution Try these solutions:

The soft phone could not register at that time.

Instruct the user to try switching to soft-phone mode to see if the phone registers. If the application
returns to No Phone mode, you should check the configuration in Cisco Unified CallManager
Administration and in Cisco Unified Presence Server Administration.

The Cisco Unified IP Phone is not configured in Cisco Unified CallManager.

You must configure the Cisco Unified IP Phone to be controlled through CTI whether or not users
intend to use Cisco Unified Personal Communicator only in soft-phone mode.

In Cisco Unified CallManager Administration, perform these steps:

— Add the Cisco Unified IP Phone to the Cisco Unified CallManager database, and configure it to
be controlled from CTI.

— Set up the user account, and associate the directory number (primary extension) to the user.
— Associate the phone to the end user.

— Add the end user to the CTI users group (Standard CTI Enabled).

— Add the end user to a Cisco Unified CallManager user group (Standard CCM End Users).

- Add Cisco Unified Personal Communicator as a soft-phone device, and configure a shared line
between the soft-phone and the phone.

For detailed Cisco Unified CallManager Administration steps, see the Cisco Unified
Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html
The preferred CTI device is not configured in Cisco Unified Presence Server.
In Cisco Unified Presence Server Administration, perform these steps:

— Choose Application > Unified Personal Communicator > User Settings, and verify that the
preferred CTI device is set to the MAC address of the user's primary desk phone in the form of
SEPXXXXXXXXXXXX.

You must select this address whether or not the user intends to use the application only in
soft-phone mode. The preferred CTI device is the device that the user wants to control when in
phone-association (desk phone) mode.

— Verify that the MAC address is for a supported phone. The phone cannot be
Cisco IP Communicator or an unsupported phone. For a list of supported phones, see the release
notes at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_release_notes_list.html

For detailed Cisco Unified Presence Server Administration steps, see the Cisco Unified
Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html
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Problem The user reports that after logging in to Cisco Unified Personal Communicator and selecting
Desk Phone mode, the application automatically changes to the disabled mode after a few seconds.

Solution One or more servers is incorrectly configured.

In Cisco Unified CallManager Administration, perform these steps:

Add the Cisco Unified IP Phone to the Cisco Unified CallManager database, and configure it to be
controlled from CTI.

Set up the user account, and associate the directory number (primary extension) to the user.
Associate the phone to the end user.

Add the end user to the CTI users group (Standard CTI Enabled).

Add the end user to a Cisco Unified CallManager user group (Standard CCM End Users).

Add Cisco Unified Personal Communicator as a soft-phone device, and configure a shared line
between the soft phone and the desk phone.

Assign capabilities to users.

For detailed Cisco Unified CallManager Administration steps, see the Cisco Unified
Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

In Cisco Unified Presence Server Administration, perform these steps:

Verify that the preferred CTI device is set to the MAC address of the user's primary desk phone in
the form of SEPxxxxxxxxxxxx by choosing Application > Unified Personal Communicator > User
Settings. You must select this address whether or not the user intends to use the application only in
soft-phone mode. The preferred CTI device is the device that the user wants to control when in
phone-association (desk phone) mode.

Verify that the configuration of the CTI gateway server and the CTI gateway profile are correct by
choosing Application > Unified Personal Communicator > CTI Gateway Server and
Application > Unified Personal Communicator > CTI Gateway Profile.

Restart the Cisco Unified Presence Server synchronization agent.

From Cisco Unified Presence Server Administration, select Cisco Unified Presence Server
Serviceability in the navigation window, and click Go. Then choose Tools > Control Center -
Network Services, and select the presence server. In the CUPS Services section, select Cisco UPS
Sync Agent, and click Restart.

Restart the Cisco CTIManager service.

From Cisco Unified CallManager Administration, select Cisco Unified CallManager
Serviceability in the navigation window, and click Go. Then choose Tools > Control Center -
Feature Services, and select the Cisco Unified CallManager server. In the CM Services section,
select Cisco CTIManager, and click Restart.

You can start, stop, or restart only feature services that are activated. Go to the Tools > Service
Activation menu to do this.

For detailed Cisco Unified Presence Server Administration steps, see the Cisco Unified
Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html
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Resolving Directory Problems

Problem The user reports that a directory search returns no results. The Cisco Unified
Personal Communicator log file contains little or no indication of failure.

Solution In Cisco Unified Presence Server Administration, under Application > Unified Personal
Communicator > LDAP Profile, the server is configured for anonymous binding, but the Active
Directory server does not have anonymous binding enabled. For information about configuring Active
Directory for anonymous bind, see the Cisco Unified Personal Communicator installation guide at this
URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

Problem The user cannot connect to the LDAP server to resolve names.

Solution These are the typical reasons for connection errors:

The LDAP server or the network is down.

If the error is a network error (such as a bad address or a bad port), examine the Cisco Unified
Personal Communicator log file for details.

Anonymous bind failed.

For anonymous bind failure messages, configure the LDAP server to allow anonymous bind. See the
Cisco Unified Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

Problem The user experiences slow LDAP directory searches.

Solution This problem might be the result of not having the proper fields indexed on the LDAP server.
Cisco Unified Personal Communicator requires these fields to be indexed for maximum performance:

FirstName
LastName
Nickname
UserID

UID
BusinessEmail

BusinessPhoneNumber

For information on how to enable indexing, see your LDAP server documentation.

Problem After installing Cisco Unified Personal Communicator, the user reports these problems:

Upon login, the user receives a cannot communicate with the Cisco Unified MeetingPlace Express
server message.

However, the Cisco Unified MeetingPlace Express server is up. The IP address, port, and protocol
configuration for this server is correct in the Cisco Unified Presence Server. The URL being used
by the user (found in the Cisco Unified Personal Communicator log file) is valid and can be reached
from the client PC.

The user can escalate to a web conference, but the web browser sublaunch does not occur on the
remote client.

The user cannot add users to groups; the menu option is not selectable (grayed out).
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e The user can delete users and groups, but it does not work.
e The user can add groups.

Solution The uid attribute in the LDAP Attribute Mapping table might be incorrectly configured in
Cisco Unified Presence Server administration (Application > Unified Personal Communicator >
Settings). For information about configuring the Cisco Unified Presence Server LDAP settings for
Active Directory, see the Cisco Unified Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

Problem The user reports that while searching for a single character or a group of characters, the search
displays user names that match the search criteria and displays users whose name is blank (does not
contain any characters) and whose phone number is shown as Unknown.

Solution Check for objects beneath your LDAP directory base that are not users. [solate your users in
one subtree. Modify your search base through Cisco Unified Presence Server Administration under
Application > Unified Personal Communicator > LDAP Profile. Only search under users, not under
the whole tree.

Problem The user reports that when dialing a number for a contact in the corporate directory, the wrong
picture is displayed.

Solution Check the dialing rules in Cisco Unified CallManager Administration by choosing Call
Routing > Dial Rules > Application Dial Rules. Based on the dialed number from Cisco Unified
Personal Communicator, the application checks the dialed number against the directory, matches it, and
displays the matched name and picture. For detailed conceptual and task-based information on dial rules,
see the Cisco Unified CallManager Administration online help or the Cisco Unified CallManager
Administration Guide at this URL:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/tsd_products_support_series_home.html

Resolving Log In and Network Connection Problems

Problem The user reports receiving an error message during initial Cisco Unified
Personal Communicator log in but has entered the correct username, password, and Cisco Unified
Presence Server IP address.

Solution Check the Cisco Unified Presence Server server, and make sure it is up. Verify that

Cisco Unified CallManager is up. Verify that the Cisco Unified Personal Communicator-specific
configuration on Cisco Unified CallManager and on the Cisco Unified Presence Server is correct. For
more information, see the Cisco Unified Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

Verify that the Cisco Unified Personal Communicator installation complies with the server and network
requirements as described in the release notes at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_release_notes_list.html
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Resolving Reachability Status Problems

Problem The user reports that the reachability status of people in the Contacts list is incorrect or missing.

Solution If the user is connected through Cisco Systems VPN Client software, make sure the user has
Cisco Systems VPN Client version 4.0.5. When the VPN client software is launched, from the Options
menu, deselect (uncheck) Stateful Firewall. For Mac OS X, verify that the system firewall is turned off.
Choose System Preferences > Sharing, and click the Firewall tab.

After making these changes, test to see if the reachability status information is correct by logging into
Cisco Unified Personal Communicator.

If the problem is not resolved or if disabling the firewall is not acceptable, verify that firewalls on the
client PC or on the network are configured to pass Cisco Unified Personal Communicator traffic to avoid
blocking reachability status information. For information about the network ports used by Cisco Unified
Personal Communicator, see the release notes at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_release_notes_list.html

Also see the “Resolving Contact List Problems” section on page 1-4.

Resolving Soft Phone Problems

Problem The user reports that after logging in to Cisco Unified Personal Communicator and selecting
Soft Phone mode, the application automatically changes to either Desk Phone or to Disabled after a few
seconds.

Solution Try these solutions:
e The soft phone could not register at that time.

Instruct the user to try switching to soft-phone mode to see if the phone registers. If the application
returns to No Phone mode, you should check the configuration in Cisco Unified CallManager
Administration and in Cisco Unified Presence Server Administration.

e The user is not correctly configured for soft-phone use in Cisco Unified CallManager. For detailed
steps, see the Cisco Unified Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

Resolving Video Telephony Camera Problems

Problem The user reports that a supported video telephony camera does not function under Windows XP
Professional.

Solution Disconnect the camera from the client PC and then reconnect it.

The Windows OS should automatically identify and locate the correct driver. If it does not, you can point
it to this location (depending on the camera type):

drive:\Program Files\Cisco Systems\Cisco Unified Personal Communicator\CameraDriver

drive:\Program Files\Cisco Systems\Cisco Unified Personal Communicator\CameraDriver2
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Resolving Voice-Mail Problems

Problem The user reports that voice mail does not appear in the Recent pane. The Cisco Unified
Personal Communicator log file contains this entry:

[4044] WARN LCVoiceMail - %Logon failure: unknown user name or bad password

Solution If the server cannot be contacted, the application attempts to reconnect at regular intervals.
When the connection succeeds, the server downloads the voice-mail messages.

These are the typical reasons for connection error:
¢ The Cisco Unity Connection server or the network is down.

e The user supplied incorrect Cisco Unity Connection credentials in Cisco Unified
Personal Communicator (Preferences > Accounts).

If the connection to the server fails because the user credentials are incorrect, the application does
not attempt to reconnect. The user must log out and then log in with the correct credentials so that
the application can try to reconnect.

e Full IMAP (headers and body) access is not enabled on Cisco Unity Connection. The Allow Users
to Access Voice Mail Using an IMAP Client check box is not checked in Cisco Unity Connection
Administration.

The application connects to the server by using the Internet Mail Access Protocol (IMAP) to retrieve
the voice-mail headers and to download the voice-mail message contents upon user request.

e If the server can be contacted and the user credentials are correct, but voice-mail messages are not
downloaded, check the server configuration to ensure that IMAP is enabled. For more information,
see the Cisco Unified Personal Communicator installation guide at this URL:

http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

Problem The user reports that the Send to Voicemail option is not selectable (grayed out).

Solution Verify that the VoiceMail.PilotNumber in the Cisco Unified Personal Communicator log file is
valid. Make sure that the Cisco Unity Connection profile is configured in Cisco Unified Presence Server
by choosing Application > Unified Personal Communicator > Unity Connection Profile. For the
Voice Messaging Pilot drop-down list, select the number that the user dials to access their voice
messages. Make sure that the user is a member of this profile by choosing Application > Unified
Personal Communicator > User Settings.

Verify that the Cisco Unified CallManager configuration is correct; verify that a voice-mail pilot number
is configured in the Voice Mail > Voice Mail Pilot menu. Follow the online help instructions for this

page.

Resolving Web Conferencing Problems

Problem The user receives the message “Unable to end the web conferencing session.”

Solution Check the Cisco Unified MeetingPlace Express server, and make sure it is up. Verify that the
URL being used by the user (found in the Cisco Unified Personal Communicator log file) is valid and
can be reached from the client PC. Make sure the Cisco Unified MeetingPlace Express server and

Cisco Unified Personal Communicator are using the same protocol (for example, HTTP versus HTTPS).
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If these actions do not resolve the problem, obtain a snapshot of the Cisco Unified MeetingPlace Express
System Information Capture log, and send it to the Cisco TAC for assistance. For more information about
this log, see the troubleshooting information in the Cisco Unified MeetingPlace Express administrator
configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Problem The user receives the message “Unable to end the web conferencing session. Error
communicating with the web conferencing server.”

Solution Check the Cisco Unified MeetingPlace Express server, and make sure it is up. Verify that the
URL being used by the user (found in the Cisco Unified Personal Communicator log file) is valid and
can be reached from the client PC. Make sure the Cisco Unified MeetingPlace Express server and
Cisco Unified Personal Communicator are using the same protocol (for example, HTTP versus HTTPS).

If these actions do not resolve the problem, obtain a snapshot of the Cisco Unified MeetingPlace Express
System Information Capture log, and send it to the Cisco TAC for assistance. For more information about
this log, see the troubleshooting information in the Cisco Unified MeetingPlace Express administrator
configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Problem The user receives the message “Unable to end the web conferencing session. Could not contact
the web conferencing server.”

Solution Check the Cisco Unified MeetingPlace Express server, and make sure it is up. Verify that the
URL (found in the Cisco Unified Personal Communicator log file) being used by the user is valid and
can be reached from the client PC. Make sure the Cisco Unified MeetingPlace Express server and
Cisco Unified Personal Communicator are using the same protocol (for example, HTTP versus HTTPS).

Problem The user receives the message “The system attempted to schedule a web conference without a
preferred language. Please contact your administrator for assistance.”

Solution Check the Cisco Unified Personal Communicator log file to see what value was used for the
language as shown in this example:

INFO LCMiddleware - ((CUPC5402 - MWMSG_WEBCONF_SCHEDULINGCONF)) Scheduling a web conf
[[HOST:http://<server URL>]], [[USER:<userid>]], duration=60, ports=3, lang=en

Check Cisco Unified MeetingPlace Express, and make sure the language licenses were purchased,
downloaded, installed, and enabled. Configure language preferences in the user groups or the user
profiles. Follow the instructions in the basic operations section of the Cisco Unified
MeetingPlace Express administrator configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Problem The user receives the message “The web conferencing server has reached its licensed capacity
for the current time. Please try your meeting again later.”

Solution Buy more licenses, or change the Cisco Unified MeetingPlace Express web floater ports or web
overbook ports settings or both. For more information, see the administrator configuration and
maintenance guide for Cisco Unified MeetingPlace Express at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html
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Problem The user receives the message “Unable to log into the web conferencing server. Internal error,
login module exception. Contact your administrator or try again later.”

Solution Verify the Cisco Unified MeetingPlace Express user login credentials by having the user log in
to the server directly. Check the Cisco Unified MeetingPlace Express server for errors. For more
information, see the troubleshooting information in the Cisco Unified MeetingPlace Express
administrator configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Obtain a snapshot of the Cisco Unified MeetingPlace Express System Information Capture log, and send
it to the Cisco TAC for assistance.

Problem The user receives the message “Your login ID or password for the web conferencing server is
invalid. Please verify your Cisco Unified MeetingPlace Express credentials as configured in Account
Preferences.”

Solution Have the user check their Cisco Unified MeetingPlace Express credentials in Cisco Unified
Personal Communicator (Preferences > Accounts) as described in the Cisco Unified

Personal Communicator user guide. Verify the Cisco Unified MeetingPlace Express user login
credentials by having the user log in to the server directly.

Problem The user receives the message “The web conference you attempted to end no longer exists.”

Solution No action is required. This problem in unlikely to occur, but if it does, it causes no harm.

Problem The user receives the message “The web conference you attempted to end has an invalid
meeting type. Please contact your administrator for assistance.”

Solution This problem is most likely a Cisco Unified Personal Communicator software defect. Gather
the Cisco Unified Personal Communicator log file. Obtain a snapshot of the Cisco Unified
MeetingPlace Express System Information Capture log, and send it to the Cisco TAC for assistance. For
more information about this log, see the troubleshooting information in the Cisco Unified
MeetingPlace Express administrator configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Problem The user receives the message “The system attempted to schedule a web conference with an
invalid length. Please contact your administrator for assistance.”

Solution Check the Cisco Unified Personal Communicator log file to see what value was used for the
length (duration) as shown in this example:

INFO LCMiddleware - ((CUPC5402 - MWMSG_WEBCONF_SCHEDULINGCONF)) Scheduling a web conf
[[HOST:http://<server URL>]], [[USER:<userid>]], duration=60, ports=3, lang=en

Check the Cisco Unified MeetingPlace Express “Maximum meeting length” setting on the Meeting
Configuration page. Meetings can be scheduled for no longer than this number of minutes.

Compare the conference server setting to the value in the log. If the values are different, change the
conference server setting to match the value in the log.
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Problem The user receives the message “The system attempted to schedule a web conference with a
duration that exceeds the configured maximum on the web conferencing server. Please contact your
administrator for assistance.”

Solution Check the Cisco Unified Personal Communicator log file to see what value was used for the
length. Check the Cisco Unified MeetingPlace Express “Maximum meeting length” value on the
Meeting Configuration page. Users cannot schedule meetings longer than this number of minutes.
Consider whether the meeting length accurately reflects the typical meeting duration conducted by your
company. Most likely, the configured meeting length is too small.

Problem The user receives the message “The system attempted to schedule a web conference for an
invalid number of parties. Please contact your administrator for assistance.”

Solution Check the Cisco Unified Personal Communicator log file to see what value was used for parties
(ports) as shown in this sample log file:

INFO LCMiddleware - ((CUPC5402 - MWMSG_WEBCONF_SCHEDULINGCONF)) Scheduling a web conf
[[HOST:http://<server URL>]], [[USER:<userid>]], duration=60, ports=3, lang=en

On Cisco Unified MeetingPlace Express, check the “Maximum ports per meeting” setting on the
Meeting Configuration page.

Compare the conference server setting to the value in the log. If the value in the log is not the number of
parties + 1, contact the Cisco TAC.

Problem The user receives the message “The system attempted to end a web conference without
specifying a meeting ID. Please report this problem to your administrator.”

Solution This problem is most likely a Cisco Unified Personal Communicator software defect. Contact
the Cisco TAC for assistance.

Problem The user receives the message “Your password for the web conferencing server is missing.
Please verify your Cisco Unified MeetingPlace Express credentials as configured in Account
Preferences.”

Solution Have the user check their Cisco Unified MeetingPlace Express credentials in Cisco Unified
Personal Communicator (Preferences > Accounts) as described in the Cisco Unified
Personal Communicator user guide at this URL:

http://www.cisco.com/en/US/products/ps6844/products_user_guide_list.html

Problem The user receives the message “The web conferencing server could not schedule the meeting.
Internal scheduling error. Please contact your administrator for assistance.”

Solution Test to see if this user can schedule the meeting through the Cisco Unified

MeetingPlace Express web user interface. If yes, the problem is most likely the result of a Cisco Unified
MeetingPlace Express software bug. Obtain a snapshot of the Cisco Unified MeetingPlace Express
System Information Capture log, and send it to the Cisco TAC for assistance. For more information about
this log, see the troubleshooting information in the Cisco Unified MeetingPlace Express administrator
configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html
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Problem The user receives the message “The web conferencing server is not currently ready to accept
requests. Please try your request again later, or contact your administrator.”

Solution Check the Cisco Unified MeetingPlace Express server, and make sure it is up. Verify that the
URL being used by the user (found in the Cisco Unified Personal Communicator log file) is valid and
can be reached from the client PC. Make sure the Cisco Unified MeetingPlace Express server and
Cisco Unified Personal Communicator are using the same protocol (for example, HTTP versus HTTPS).

If these actions do not resolve the problem, obtain a snapshot of the Cisco Unified MeetingPlace Express
System Information Capture log, and send it to the Cisco TAC for assistance. For more information about
this log, see the troubleshooting information in the Cisco Unified MeetingPlace Express administrator
configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Problem The user receives the message “Unable to start a web conferencing session.”

Solution Check the Cisco Unified MeetingPlace Express server, and make sure it is up. Check the
Cisco Unified Personal Communicator log file. Obtain a snapshot of the Cisco Unified

MeetingPlace Express System Information Capture log, and send it to the Cisco TAC for assistance. For
more information about this log, see the troubleshooting information in the Cisco Unified
MeetingPlace Express administrator configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Problem The user receives the message “Unable to start a web conferencing session. Error
communicating with the web conferencing server.”

Solution Check the Cisco Unified MeetingPlace Express server, and make sure it is up. Verify that the
URL being used by the user (found in the Cisco Unified Personal Communicator log file) is valid and
can be reached from the client PC. Make sure the Cisco Unified MeetingPlace Express server and
Cisco Unified Personal Communicator are using the same protocol (for example, HTTP versus HTTPS).

If these actions do not resolve the problem, obtain a snapshot of the Cisco Unified MeetingPlace Express
System Information Capture log, and send it to the Cisco TAC for assistance. For more information about
this log, see the troubleshooting information in the Cisco Unified MeetingPlace Express administrator
configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html

Problem The user receives the message “Unable to start a web conferencing session. Could not contact
the web conferencing server.”

Solution Check the Cisco Unified MeetingPlace Express server, and make sure it is up. Verify that the
URL being used by the user (found in the Cisco Unified Personal Communicator log file) is valid and
can be reached from the client PC. Make sure the Cisco Unified MeetingPlace Express server and
Cisco Unified Personal Communicator are using the same protocol (for example, HTTP versus HTTPS).

If these actions do not resolve the problem, obtain a snapshot of the Cisco Unified MeetingPlace Express
System Information Capture log, and send it to the Cisco TAC for assistance. For more information about
this log, see the troubleshooting information in the Cisco Unified MeetingPlace Express administrator
configuration and maintenance guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html
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Problem The user receives the message “Your login ID for the web conferencing server is missing.
Please verify your Cisco Unified MeetingPlace Express credentials as configured in Account
Preferences.”

Solution Have the user check the Cisco Unified MeetingPlace Express credentials in Cisco Unified
Personal Communicator (Preferences > Accounts) as described in the Cisco Unified
Personal Communicator user guide at this URL:

http://www.cisco.com/en/US/products/ps6844/products_user_guide_list.html

Problem The user reports that the Web Conferencing escalation button is not selectable (grayed out) in
Cisco Unified Personal Communicator.

Solution Verify that you configured a Cisco Unified MeetingPlace Express server through the

Cisco Unified Presence Server Administration web application under the Application > Unified
Personal Communicator > MeetingPlace Express Server menu. The server name or IP address fields
cannot be blank.

Verify that the user entered a username for this account in Cisco Unified MeetingPlace Express
credentials in Cisco Unified Personal Communicator (Preferences > Accounts) as described in the
Cisco Unified Personal Communicator user guide. The Username field cannot be blank.

Problem The user reports that after clicking the Web Conferencing escalation button, the conference is
initiated only on the host, but the meeting room does not launch for the other Cisco Unified
Personal Communicator clients in the call.

Solution The two most common causes of this problem are both configuration issues:

¢ Your dial plan rules in Cisco Unified CallManager are not correct or are not complete. The phone
number used to call the other party needs to be able to match with an LDAP directory entry using
the dial rules.

e Your LDAP attribute mappings are incorrect. There must be a mapping between the Cisco Unified
Personal Communicator UserID attribute and a similar field in the LDAP attribute map (for
example, uid).

For more information, see the Cisco Unified Personal Communicator installation guide at this URL:
http://www.cisco.com/en/US/products/ps6844/prod_installation_guides_list.html

If these actions do not resolve the problem, gather the Cisco Unified Personal Communicator log file.
Obtain a snapshot of the Cisco Unified MeetingPlace Express System Information Capture log, and send
it to the Cisco TAC for assistance. For more information about this log, see the troubleshooting
information in the Cisco Unified MeetingPlace Express administrator configuration and maintenance
guide at this URL:

http://www.cisco.com/en/US/products/ps6533/prod_maintenance_guides_list.html
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