CHAPTER I

Configuring Cisco IP Communicator

This chapter describes the configuration tasks that you or the user might need to perform after
installation and before first use so that Cisco [P Communicator can function properly or so that users can
access some features.

Some tasks in this chapter required configuration in Cisco Unified Communications Manager, formerly
known as Cisco Unified CallManager.

Overview of Configuration Tasks, page 4-1

About Required Configuration Tasks, page 4-4

About Recommended or Optional Configuration Tasks, page 4-10
About Local Configuration, page 4-13

About Disabling Local Settings Access, page 4-13

Disabling the Internal Web Server, page 4-14

About Helping Users with Configuration Tasks, page 4-14

Overview of Configuration Tasks

Table 4-1 and Table 4-2 provide an overview of the required and recommended (optional) configuration
tasks that you or the user might need to perform. The necessity of these tasks depends upon variables
such as settings on the client PC and software VPN solution used by the user, among other factors.

Note

If you expect users to perform configuration tasks, provide them with detailed instructions,
including access to the User Guide for Cisco IP Communicator. For details, see the “About Helping
Users with Configuration Tasks” section on page 4-14.

Some settings (such as configuring a custom audio port range) can be configured both locally (on
the client PC) and remotely (in Cisco Unified Communications Manager Administration). Be aware
that if a value is modified locally, the modified value becomes the active value, overwriting or
preempting a value that is specified remotely. Therefore, once a setting is modified on the client PC,
the only way to change it is on the client PC. For details, see the “About Local Configuration”
section on page 4-13.
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Table 4-1

Required Configuration Tasks

Task

Required?

Configuration Notes

For details, see...

Select and tune audio
devices when prompted at
startup

Required at initial startup.
Allows the application to
recognize installed audio
devices.

Use the Audio Tuning Wizard,
which automatically launches at
initial start up. To manually
launch:

e Cisco IP Communicator
right-click menu.

¢ Choose the program group
from the Windows Start
menu.

For device selection in
Cisco IP Communicator:
right-click > Preferences >
Audio tab.

About Selecting and Tuning
Audio Devices, page 4-5

Specify a TFTP server
address immediately after
initial startup

Required if you are not using
DHCP with Option 150
enabled in your network or if
you want to specify an
alternate TFTP address (only
if you have not already
specified this variable
through a command-line
option during deployment).

Cisco IP Communicator
right-click > Preferences >
Network tab > TFTP Servers
section.

If users share a PC and do not
have elevated privileges, you
must perform this task by using
an administrator account.

How to Deploy the
Application, page 3-2

About Specifying a TFTP
Server, page 4-6

How to Resolve Startup
Problems, page 8-5

Select a device name when
prompted after initial
startup

Required at first launch if the
client PC has multiple
network interfaces or if itis a
laptop with a docking station
(and if you have not already
specified this variable
through a command-line
option during deployment).

Cisco IP Communicator
right-click > Preferences >
Network tab > Device Name
section.

If users share a PC and do not
have elevated privileges, you
must perform this task by using
an administrator account.

How to Deploy the
Application, page 3-2

About Selecting a Device
Name, page 4-7

How to Resolve Startup
Problems, page 8-5
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Table 4-1

Required Configuration Tasks (continued)

Overview of Configuration Tasks

Task

Required?

Configuration Notes

For details, see...

If you have not done so
already, run the

Cisco IP Communicator
Administration Tool, and
enable HTTP access.
Specify the URL in

Cisco Unified
Communications Manager
Administration

Required to resolve audio IP
address detection problems
caused by unsupported VPN
clients. Recommended to
improve performance for
remote users and to install the
Directory Wizard.

Obtain the tool from the product
software download web site:
http://tools.cisco.com/support/do
wnloads/pub/Redirect.x ?mdfid=2
78468661.

It is located inside the zipped
folder with your build. Enter the
getIP.asp URL in Cisco Unified
Communications Manager
Administration (Device > Phone,
Phone Configuration window,

IP Address Autodetection URL
field).

Resolving Audio IP Address
Auto-Detection Problems,
page 4-10

How to Resolve Startup
Problems, page 8-5

Provide users with
username and password

Required for these features:
* Quick Search Directory
e User Options web pages

In Cisco Unified
Communications Manager
Administration:

Release 5.x and later: User
Management > End User

Release 4.x: User > Add a New
User

Specifying User
Authentication Information
for Quick Search with
Windows-Based

Cisco Unified
Communications Managers,
page 5-13

Appendix A, “Providing
Information to Users About

Cisco IP Communicator”

S

Note

settings in this environment follow the user.

If multiple users share a PC, the device name and TFTP server settings remain with the PC; all other
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Table 4-2

Recommended (Optional) Configuration Tasks

Task

Required?

Who configures where?

For details, see...

Modify advanced audio
properties

Optional. Recommended for
advanced users to improve
sound quality.

Cisco IP Communicator
right-click > Preferences > Audio
tab > Advanced button.

Modifications for Remote
Use, page 4-12

Specify low-bandwidth
setting for remote use

Optional. Remote users with
low-bandwidth connections
might experience better
audio quality by using a
low-bandwidth codec.

Cisco IP Communicator
right-click > Preferences >
Audio tab.

Modifications for Remote
Use, page 4-12

Configure a custom audio
port range

Optional. You might use this
option if you want to open up
a single port to pass audio
through a firewall or want to
apply a QoS! policy by using
a restricted range of RTP?
ports.

Cisco IP Communicator
right-click > Preferences >
Audio tab > Network button.

Or, from Cisco Unified
Communications Manager
Administration in the Phone
Configuration window, Product
Specific Configuration section.

Local configuration takes
precedence over Cisco Unified
Communications Manager
configuration.

Selections for Audio Port
Range, page 4-11

1. QoS = quality of service

2. RTP = Real-Time Transport Protocol

Related Topics

About Required Configuration Tasks, page 4-4

About Recommended or Optional Configuration Tasks, page 4-10

About Helping Users with Configuration Tasks, page 4-14

Customizing Cisco IP Communicator, page 6-1

Troubleshooting Cisco IP Communicator, page 8-1

About Required Configuration Tasks

You might need to complete these tasks before Cisco IP Communicator can function properly or before
auser can access important features. The necessity of these tasks depends upon variables such as settings
on the client PC and the s software VPN solution used by the user, among other factors.

Topics in this section include:

About Selecting and Tuning Audio Devices, page 4-5

About Specifying a TFTP Server, page 4-6

About Selecting a Device Name, page 4-7

About Audio IP Address Auto-Detection Problems, page 4-9
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About Required Configuration Tasks

About Selecting and Tuning Audio Devices

At first launch after installation, users must select and tune audio devices before using those devices with
Cisco IP Communicator. At initial start up, the Audio Tuning Wizard automatically launches, and users
must complete the wizard before Cisco IP Communicator launches.

Users are not prompted to use the Audio Tuning Wizard again unless the audio device that they try to
select by other means cannot be found (because it has not yet been tuned), or in cases where users
directly modify the volume on an audio device. Users can manually launch the Wizard from the
Cisco IP Communicator right-click menu or from the Windows Start menu.

For details about installing devices while Cisco IP Communicator is running, see the information about
removing and re-installing audio devices in the user guide at this URL:

http://www.cisco.com/en/US/products/sw/voicesw/ps5475/products_user_guide_list.html

Related Topics
e Device Selection for Use with Audio Modes and the Ringer, page 4-5

e Device Tuning, page 4-5
e Common Tuning Mistakes, page 4-6

Device Selection for Use with Audio Modes and the Ringer

Device Tuning

Note

Before users can use an audio device that requires a device driver, they must select at least one audio
mode (headset, speakerphone, or handset) for the device. Users should also make sure that the device
that they want to use to alert them to incoming calls is selected as the ringer. For details about audio

mode selections, see the user guide at this URL:

http://www.cisco.com/en/US/products/sw/voicesw/ps5475/products_user_guide_list.html

Related Topics
e Device Tuning, page 4-5

e Common Tuning Mistakes, page 4-6

After selecting a device for each audio mode and the ringer, users must tune the device before using it.
Tuning a device means testing and, if necessary, adjusting the input/output levels of the device from the
Audio Tuning Wizard.

The Audio Tuning Wizard runs at the first launch of Cisco IP Communicator after installation, pops up
if the user tries to select an untuned device from the Preferences menu, and can be launched anytime
from the Cisco IP Communicator right-click menu. If users have changed the volume levels for an audio
device since last tuning it, Cisco I[P Communicator prompts them to retune, revert to previous settings,
or cancel.

Changing the volume level on a USB device directly (such as moving the volume slider on a USB
headset) alters the volume level as perceived by the Audio Tuning Wizard. However, changing the
volume level on the Cisco IP Communicator interface does not.
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Ideally, users should use the Audio Tuning Wizard to establish acceptable volume levels for both
listening and speaking for each audio device, and then rely on the volume controls on

Cisco IP Communicator to adjust volume levels for listening on a per-call basis thereafter. This strategy
allows users to maintain acceptable volume settings in the Audio Tuning Wizard without requiring
constant adjustments. In this case, users can choose the revert option when prompted instead of
relaunching the Audio Tuning Wizard.

Related Topics
e Device Selection for Use with Audio Modes and the Ringer, page 4-5

e Common Tuning Mistakes, page 4-6

Common Tuning Mistakes

Users often initially set the volume levels high from the master or wave sliders in the Audio Tuning
Wizard and later reduce the levels by using Microsoft Windows volume controls or laptop sound keys
because other applications sound too loud. When users subsequently discover that

Cisco IP Communicator sounds too soft, users set the volume button on the main

Cisco IP Communicator interface to sharply increase the call volume.

~

Note A high volume setting in the application can cause voices to sound distorted.

For details about adjusting the volume through the Audio Tuning Wizard, see the voice quality section
in the troubleshooting chapter of the User Guide for Cisco IP Communicator at this URL:

http://www.cisco.com/en/US/products/sw/voicesw/ps5475/products_user_guide_list.html

Related Topics
e Device Selection for Use with Audio Modes and the Ringer, page 4-5

e Device Tuning, page 4-5

About Specifying a TFTP Server

You must specify a TFTP server for each Cisco IP Communicator device if either of the these conditions
apply:

* You are not using DHCP Option 150 in your network

* You want to specify an alternate TFTP server

~

Note If you specify a device name by using the command line-option when you deploy the application, you
do not need to specify the TFTP server address after installation.

Unless local access is disabled, users can also specify this setting in Cisco [P Communicator
(right-click > Preferences > Network tab > TFTP Servers section), but you must tell them which
TFTP server addresses to enter.

Administration Guide for Cisco IP Communicator Release 2.1
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If your company uses Cisco [P Communicator in an environment where users do not have administrative
privileges, and if multiple users share a PC, this task cannot be completed by the user. You must use an
administrator account to run Cisco IP Communicator one time after installation on each machine and
select the network interface (if this selection is required). This instruction also applies to selecting
network interface (device name) in this circumstance.

Related Topics
¢ How to Deploy the Application, page 3-2
e About Selecting a Device Name, page 4-7
e About Local Configuration, page 4-13

About Selecting a Device Name

Cisco IP Communicator formulates its device name in these ways:

¢ By using the MAC address of the network interface that it associates with during the installation
process. You can specify the network interface by using a command-line option while deploying the
Cisco IP Communicator application (see the “How to Deploy the Application” section on page 3-2).
In this case, users do not need to choose a network interface.

e By using a free-form device name. You can specify a free-form device name by using a
command-line option while deploying the Cisco IP Communicator application but only if you are
integrating with Cisco Unified Communications Manager Release 5.0(1) or later (see the “How to
Deploy the Application” section on page 3-2). In this case, the user does not need to enter the
free-form device name.

If you do not use a command-line option to specify a device name, Cisco IP Communicator makes the
association automatically during the installation or prompts the user to make a selection:

e If there is only one enabled network interface available on the client PC, Cisco IP Communicator
automatically associates with that interface.

e If multiple network interfaces are available, Cisco IP Communicator prompts the user to choose one
(first launch only).

e Alternatively, if connecting to Cisco Unified Communications Manager Release 5.0(1) or later, the
user can enter a free-form device name. The device name must be less than 15 characters, including
alphanumeric characters, dot, dash, and underscores (but no spaces).

If you are using the network interface to create the device name, choosing the correct interface is critical
because Cisco IP Communicator uses the MAC address of the associated network interface to identify
its device name to Cisco Unified Communications Manager much like hardware-based

Cisco Unified IP Phones. Therefore, every time Cisco IP Communicator starts, it verifies that the
associated interface is still installed in the client PC. This prevents users from modifying the original
device name for Cisco IP Communicator.

Related Topics
e Device Name and Multiple Network Interfaces, page 4-8

e Device Name and Shared PCs, page 4-8

e Device Name After Disabling or Removing an Interface, page 4-8
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Device Name and Multiple Network Interfaces

Tell users exactly which network interface to choose when multiple network interfaces exist (for
example, a laptop that uses both a wireless (802.11) and wired (Ethernet) network interface, or a laptop
with a docking station).

Choose the interface that is most likely to provide permanent connectivity or the one that is always
enabled (even if it is inactive). In most cases, this means choosing an integrated Ethernet card over a
wireless card, docking station, or PC card. Avoid choosing wireless cards because they can appear
disabled if they are not associated with a base station.)

Note At first launch, Cisco IP Communicator automatically chooses an Ethernet interface, if one is present.
Because some laptop docking stations contain additional Ethernet interfaces, advise laptop users to
undock before launching the application for the first time. Doing so helps Cisco IP Communicator
choose the appropriate network.

Related Topics
e Device Name and Shared PCs, page 4-8

e Device Name After Disabling or Removing an Interface, page 4-8

Device Name and Shared PCs

If your company uses Cisco [P Communicator in an environment where users do not have administrative
privileges, and if multiple users share a PC, a user cannot select the device name. Instead, you must use
an administrator account to run Cisco IP Communicator one time after installation on each client PC and
select the device name (if this selection is required). This instruction also applies to specifying a TFTP
server address in this circumstance, if one is required.

Related Topics
e About Specifying a TFTP Server, page 4-6

e Device Name and Multiple Network Interfaces, page 4-8

e Device Name After Disabling or Removing an Interface, page 4-8

Device Name After Disabling or Removing an Interface

If you use a network interface to create the device name, and if the associated network interface is later
disabled or removed, Cisco IP Communicator prompts the user to either re-install the interface or choose
a new interface. If you or the user choose a new interface, you must create a new device record in
Cisco Unified Communications Manager to preserve the original DN for the user, softkey template,
settings, and so on. Delete the old device record.

Tell users to coordinate with you before choosing a new interface.

Related Topics
e Device Name and Multiple Network Interfaces, page 4-8

e Device Name and Shared PCs, page 4-8

Administration Guide for Cisco IP Communicator Release 2.1
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About Audio IP Address Auto-Detection Problems

If the PC on which Cisco IP Communicator is running uses an unsupported software VPN client, audio
IP address auto-detection does not work. The resulting symptom is one-way audio.

e Supported Software VPN Clients, page 4-9
¢ How Cisco IP Communicator Obtains an Audio IP Address with a VPN, page 4-9
e Resolving Audio IP Address Auto-Detection Problems, page 4-10

Supported Software VPN Clients

Supported software VPN clients include Cisco Systems VPN Client 3.x or 4.x, and the Microsoft PPTP
client. Other third-party VPN clients might be unsupported. A VPN solution is typically unsupported if
it is not a Cisco product and does not function like a network interface card.

Related Topics
e How Cisco IP Communicator Obtains an Audio IP Address with a VPN, page 4-9

e Resolving Audio IP Address Auto-Detection Problems, page 4-10

How Cisco IP Communicator Obtains an Audio IP Address with a VPN

Software VPN clients are overlaid on top of an existing IP network, meaning that there are essentially
two IP addresses on the computer when a VPN is in use:

e The IP address from the underlying network

e The IP address provided by the VPN client that is used by parties on the remote side of the
connection to communicate with applications on the computer

Some VPN clients, such as Cisco Systems VPN Client 3.x, assign the VPN IP address at a very low level,
which makes it difficult for Cisco IP Communicator to specify the correct address. To eliminate this
problem, Cisco IP Communicator queries the Cisco VPN client directly.

Other VPN Clients, such as the Microsoft PPTP client and Cisco VPN Client 4.x appear as alternative
network interfaces. In these cases, the IP address can be selected with the same auto-detection process
that is used to resolve selection when there are multiple interfaces.

Other third-party VPN clients might be unsupported and result in one-way audio. You can resolve this
problem by running the Cisco IP Communicator Administration Tool to create a getIP.asp audio IP
address reflector web page as described in the “Resolving Audio IP Address Auto-Detection Problems”
section on page 4-10. Cisco I[P Communicator attempts to fetch this reflector page rather than using
other methods of auto-detection. The reflector page returns the IP address from which it sees the request
originate, which is a relatively reliable way to identify VPN IP address of Cisco IP Communicator.

Related Topics
e Supported Software VPN Clients, page 4-9

¢ Modifications for Remote Use, page 4-12

Administration Guide for Cisco IP Communicator Release 2.1
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Resolving Audio IP Address Auto-Detection Problems

Step 1

Step 2

Tip

Before You Begin

Obtain the Administration Tool from the same software download web site as Cisco IP Communicator:

http://www.cisco.com/cgi-bin/tablebuild.pl/ip-comm

The tool is located inside the zipped build folder.

Restriction

This procedure applies to Windows-based Cisco Unified Communications Managers only.

Procedure

Run the Cisco IP Communicator Administration Tool, and select Enable HTTP Access. This creates a
getIP.asp reflector web page.

In Cisco Unified Communications Manager Administration, specify the location of the getIP.asp web
page on the Phone Configuration window (Product Specific Configuration section, IP Address
Autodetection URL field).

By default, getIP.asp is stored at this URL:

http://<server>/communicatorloads/communicator/getIP.asp

To change the location of the getIP.asp reflector web page, copy the getIP.asp from the default location,
place it in a new location, and enter the new URL in the Cisco Unified Communications Manager
Administration (see Step 2). Make sure you place getIP.asp on a Microsoft IIIS Web server so that
auto-detection works properly.

You can access the audio IP address settings from Cisco I[P Communicator (right-click > Preferences >
Audio tab > Network button > Audio IP Address section.

Related Topics
e Supported Software VPN Clients, page 4-9

e How Cisco IP Communicator Obtains an Audio IP Address with a VPN, page 4-9
e Modifications for Remote Use, page 4-12

About Recommended or Optional Configuration Tasks

You might need to complete these recommended configuration tasks because of certain network
conditions (to improve audio quality, specify custom port range for RTP audio, or to modify settings for
remote users on VPNs).

e Modification of Advanced Audio Settings, page 4-11
e Selections for Audio Port Range, page 4-11
e Modifications for Remote Use, page 4-12

Administration Guide for Cisco IP Communicator Release 2.1
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Modification of Advanced Audio Settings

Modifying advanced audio properties are optional. Users might want to increase noise suppression levels
to reduce or eliminate background noise. You access the advanced audio settings from
Cisco IP Communicator (right-click > Preferences > Audio tab > Advanced button).

For details about the fields in this window and for troubleshooting voice quality issues, see the user guide
at this URL.:

http://www.cisco.com/en/US/products/sw/voicesw/ps5475/products_user_guide_list.html

Related Topics
e Selections for Audio Port Range, page 4-11

¢ Modifications for Remote Use, page 4-12

Selections for Audio Port Range

Note

You might need to select an audio port range for Cisco IP Communicator to use if the network uses a
custom port range for RTP audio. For example, if a single port is opened to allow audio to pass through
a firewall or if a policy has been applied to only those routers and switches with a restricted range of
RTP ports.

You can do this from the Phone Configuration window (Product Specific Configuration section) in
Cisco Unified Communications Manager Administration. Alternately, users can do this from

Cisco IP Communicator (right-click > Preferences > Audio tab > Network button > Audio Port Range
section).

The Audio Port Range controls in Cisco IP Communicator are not functional when the device is
configured as SIP in Cisco Unified Communications Manager. Instead, the port setting is in the SIP
device profile.

Unless local settings access is disabled, you can configure the audio port range locally (on the client PC)
and remotely (in Cisco Unified Communications Manager Administration). Be aware that if the value is
modified locally, the modified value becomes the active value, overwriting or preempting a value that is
specified remotely. Therefore, once a setting is modified on the client PC, the only way to change it is
on the client PC.

Related Topics
¢ QoS Modifications to Prioritize Voice Traffic, page 1-9

¢ Modifications for Remote Use, page 4-12
e About Local Configuration, page 4-13
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Modifications for Remote Use

Depending on the VPN client that is used to connect to the network, users who run
Cisco IP Communicator remotely, or outside of the LAN, might need to modify certain settings in

Cisco IP Communicator. Table 4-3 describes these settings.

Table 4-3

Modifications for Remote Use

Configuration Task

Purpose

Where to Do It

Optimize for low bandwidth.

Remote users with low-bandwidth connections
might experience better audio quality by using a
low-bandwidth codec.

For details about supported audio formats, see
the release notes at this URL:

http://www.cisco.com/en/US/products/sw/voice
sw/ps5475/prod_release_notes_list.html

Cisco IP Communicator right-click >
Preferences > Audio tab > Optimize for
Low Bandwidth.

Specify the TFTP address at
first startup.

Remote users are probably not going to receive
their TFTP address from DHCP. However,
Cisco IP Communicator caches the last TFTP
address that it received and tries to use it the next
time it starts up.

First-time remote users with a freshly installed
application cannot use Cisco IP Communicator
until they have specified a TFTP address.

Cisco IP Communicator right-click >
Preferences > Network tab > Use these
TFTP Servers.

See the “About Specifying a TFTP
Server” section on page 4-6.

Run the
Cisco IP Communicator
Administration Tool.

Obtain the tool from the product software
download web site:
http://tools.cisco.com/support/downloads/pub/
Redirect.x?mdfid=278468661.

It is located inside the zipped folder with your
build.

Enabling HTTP access improves the
performance for remote users.

It resolves audio IP address auto-detection
problems caused by unsupported software VPN
clients. You must enter the URL for getIP.asp
(an IP address reflector page) in Cisco Unified
Communications Manager Administration.

Cisco IP Communicator right-click >
Preferences > Audio tab> Network >
Audio IP Address section.

See the “Resolving Audio IP Address
Auto-Detection Problems” section on
page 4-10.

Related Topics

e About Helping Users with Configuration Tasks, page 4-14

e Troubleshooting Cisco IP Communicator, page 8-1
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About Local Configuration

Many required and recommended configuration tasks can be performed locally on the client PC by you
or the user. However, the tasks that require access to Cisco Unified Communications Manager
Administration must be performed by you.

Some settings (such as configuring a custom audio port range) can be configured both locally (on the
client PC) and remotely (in Cisco Unified Communications Manager Administration). Be aware that if
a value is modified locally, the modified value becomes the active value, overwriting or preempting a
value that is specified remotely. Therefore, once a setting is modified on the client PC, the only way to
change it is on the client PC.

To prevent this scenario, you can disable access to some network settings so that they appear grayed-out
on the client PC.

Related Topics
e About Disabling Local Settings Access, page 4-13

About Disabling Local Settings Access

Note

To prevent users from modifying settings that you have already specified and which are normally
accessible from the client PC (such as the Alternate TFTP Server setting), you must disable settings
access when you provision the Cisco IP Communicator device record prior to deployment. Otherwise, if
a user modifies these settings, you are locked out of performing any changes remotely and must override
local settings from the client desktop.

Keep in mind that local configuration (on the client PC) always takes precedence over remote
configuration (from Cisco Unified Communications Manager Administration) for those settings that are
accessible from both locations.

You disable settings access on the Phone Configuration window (Product Specific Configuration section,
Settings Access field) in Cisco Unified Communications Manager Administration.

The affected settings appear grayed-out in Cisco IP Communicator:
e All settings accessed from the Settings button
e Settings in Cisco IP Communicator:

- right-click > Preferences > Network tab: all settings in the TFTP Servers section and the Use
This Device Name field

— right-click > Preferences > Audio tab > Network button: all settings in the Audio Port Range
section

Related Topics
e About Specifying a TFTP Server, page 4-6
e Selections for Audio Port Range, page 4-11
e Disabling the Internal Web Server, page 4-14
e About Helping Users with Configuration Tasks, page 4-14
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Disabling the Internal Web Server

Step 1
Step 2
Step 3
Step 4

Tip

If necessary, you can disable the internal web server for Cisco IP Communicator. You might do this for
these reasons:

e Security
e The internal web server interferes with another web server running on the PC.

To disable the server, create a Windows registry value using the regedit utility.

Restrictions

Disabling the internal web server prevents remote access to operational information.

Procedure

Open Windows regedit from the command line or from Start > Run.
In regedit, choose HKEY_LOCAL_MACHINE\SOFTWAREN\Cisco Systems, Inc.\Communicator.
From the Edit menu, choose New > DWORD value.

Rename the value WebServerDisabled (this value does not appear by default), and set it to any non-zero
value.

To enable the web server again, delete this key or set it to zero.

Related Topics
e About Operational Information Displayed Remotely from a Web Page, page 7-14

About Helping Users with Configuration Tasks

With a few exceptions, most of the configuration tasks that are recommended or required for
Cisco IP Communicator to function properly must be performed on the client PC and are likely to be
performed by users.

As the administrator, you should be prepared to perform configuration tasks at the client PC on behalf
of users, or you should provide users with the specific information necessary to complete these tasks.
The User Guide for Cisco IP Communicator provides general information to help users perform the
configuration, but users are likely to need more specific direction from you—most tasks are
recommended on the basis of certain technical conditions that users might not know how to recognize
or interpret.

Related Topics

e Opverview of Configuration Tasks, page 4-1

¢ Providing Information to Users About Cisco I[P Communicator, page A-1

Administration Guide for Cisco IP Communicator Release 2.1
m. 0L-10898-01 |



	Configuring Cisco IP Communicator
	Overview of Configuration Tasks
	About Required Configuration Tasks
	About Selecting and Tuning Audio Devices
	Device Selection for Use with Audio Modes and the Ringer
	Device Tuning
	Common Tuning Mistakes

	About Specifying a TFTP Server
	About Selecting a Device Name
	Device Name and Multiple Network Interfaces
	Device Name and Shared PCs
	Device Name After Disabling or Removing an Interface

	About Audio IP Address Auto-Detection Problems
	Supported Software VPN Clients
	How Cisco IP Communicator Obtains an Audio IP Address with a VPN
	Resolving Audio IP Address Auto-Detection Problems


	About Recommended or Optional Configuration Tasks
	Modification of Advanced Audio Settings
	Selections for Audio Port Range
	Modifications for Remote Use

	About Local Configuration
	About Disabling Local Settings Access
	Disabling the Internal Web Server
	About Helping Users with Configuration Tasks



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


