SOAP Manageability Feature Module
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This document describes the Simple Object Access Protocol (SOAP) Manageability (SSM) feature for
Release 6.0 of the Cisco BTS 10200 Softswitch and explains how to use it.

Understanding the SOAP Session Manageability Feature

The SSM feature enhances the manageability of user sessions. It impacts four areas:
1. SOAP Software Developer's Kit (SDK)

2. SOAP Interface Servant (SOAP)

3. Session and System Manager (SMG for EMS)

4. User Security Manager (USM for EMS)

The SDK changes better demonstrate the use of API changes and reflect the effects as seen on the client
side of a deployment. Session information is processed as part of the existing Session Manager
capabilities. SOAP session policy is a timer-controlled process to remove the policy violated sessions.

Software Developer’s Kit

st
CISCO.

There are two new login APIs in the SDK client code. The first API is loginWithStatus that returns
password aging status. The other API is loginResetPassword that resets a new password when an old
password is aged. The SDK Programmer's Guide contains the details of session management features
and the commands to display and clear client sessions in SOAP. It also explains policy behavior and how
this behavior impacts login attempts.

The SOAP SDK has the following new components:
e ResetPassword.java—A driver program to utilize the login, reset password, and logout functions.

e SoapProvAdapter.java—Adds access to the password reset API for SOAP, and provides external
indications and API for driver logic.
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SOAP Interface Servant

This feature impacts the SOAP Interface Servant application. User security is controlled by
UserSessionManager and UserAuth objects. User security is the location of password validation and
tracking user attributes such as idle login and security keys.

The user security information must have its data externalized through an API. Through this API, queries
are available to take snapshots of the present condition of sessions. This information is through database
statistics tables in the MySQL database.

Additional message handler functions add an on-demand reporting of session information and
acceptance of command requests to terminate the sessions. This interface utilizes the user security API.

The Session Control Policy is handled in a minute-based looping process to screen and remove sessions
that match a record in the policy. Policy management is supplied in a new CLI command.

The bts.properties file contains the Maximum User Limit (item name: max.users) and Idle Timeout (item
name: idle.timeout) that can be modified manually. The SOAP adapter relies on these numbers to decide
if: (1) the maximum user limit is reached, or (2) the user session is idle timeout. The SOAP adapter
dynamically reads the file upon user login and during session audit. If the maximum number of users is
set to a value higher than 50, the hard limit of 50 maximum users applies.

Session and System Manager

The SOAP Manageability feature adds the following new capabilities:

User Session Display—Display current secure and nonsecure SOAP sessions using the new “show
client-session” and “report client-session” commands. The returned data also includes any current CLI
sessions.

Manual Session Removal—Remove a SOAP session or a CLI session using the “stop client-session”
command. The present “stop session”” command applies to CLI users only. Additional information
clearly indicates individual sessions.

Policy-driven Smart Session Management—Includes the smart removal of idle sessions allowing new
sessions to login, while allowing administrative access at all times. This does not effect idle time. The
maximum duration of a session is set whether a session is idle or not. Default idle time is 10 minutes.

Password Aging Notification—Aging notification of the password for a given user when loginWithStatus
API is used.

SOAP Password Reset—Users can login and reset aging password using the loginResetPassword API.
If a password expires, access is denied until the password is reset.

Disable Password Aging—Set passwords to never expire when adding a new user or using the “change
user” command. Set the status token to PERSIST.

Alarms and Events for Critical Session Handling—Issue warning and major alarms and events when the
session threshold of usage is reached. Issue an alarm when the maximum login sessions is reached. Issue
an event when a user session is terminated because of a policy violation. This behavior is managed
through the Policy table.
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User Security Manager

The User Security Manager (USM) has a new status. This status disables the password aging function.
The status has the following attributes:

e DISABLED—The user account is locked out and the user cannot access the system.
e ENABLED—The user is active and current for all attributes including password aging.

e PERSIST—The user account has no password aging.
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