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This document describes the Session Initiation Protocol (SIP) Privacy Header feature for Release 6.0 of
the Cisco BTS 10200 Softswitch. It includes the following topics:

e Understanding the SIP Privacy Header Feature

e Feature Considerations

e Provisioning

Understanding the SIP Privacy Header Feature

st
CISCO.

The SIP Privacy Header feature provides privacy services to the caller to withhold personal information
(caller details) from the parties involved in a call. This feature enables the user to request privacy
functions from the Cisco BTS 10200 operating as a SIP network-based privacy service.

This feature allows the Cisco BTS 10200 SIP interface to apply privacy services using the Privacy header
(as defined in RFC 3323). The Privacy header is received by Cisco BTS 10200 from an originator
requesting privacy or from a SIP proxy on the originator’s behalf. If privacy services are requested, they
are applied to an initial INVITE message sent out on a SIP trunk or sent towards a terminating SIP
subscriber.

This feature does the following:

e Applies privacy services exclusively to initial INVITE requests sent from a Cisco BTS 10200 SIP
interface

e Provides support for privacy by interpreting the set of services requested in the Privacy header

e Allows to set the calling number restriction when the Cisco BTS 10200 SIP interface receives the
initial INVITE requests
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I Understanding the SIP Privacy Header Feature

When privacy is requested and applied, Cisco BTS 10200 adds privacy information to the initial
outbound INVITE request. It assigns anonymous entries to the user, the display name, and host field of
the From header and the user field of the Contact header. A single VIA header is set with the host name
of this local Cisco BTS 10200 (this follows normal back-to-back user agent behavior).

When privacy is applied, Cisco BTS 10200 provides anonymous entries to the Form header and the User
field of the Contact header, as shown here:
FROM: "Anonymous" sip:Anonymous@Anonymous.invalid;tag=AParty

Via: <single VIA with local BTS host>
Contact: sip:Anonymous@localhost:5060

SIP Signaling Details

Note

In SS7-to-SIP calls on Cisco BTS 10200, the user and header privacy services are applied to the
outbound SIP INVITE message, if restrictions are applied to the calling name and number fields.

For SIP-to-SIP calls on Cisco BTS 10200, the header level privacy is always applied to initial outbound
SIP INVITE messages. If header level privacy is requested, the header privacy token is handled in the
following way:

e The privacy services are enabled. It is assumed that the header level privacy is applied. The token is
removed from the Privacy header.

e If the privacy services are not enabled, the Cisco BTS 10200 indicates that header level privacy was
not applied, even though the back-to-back user agent (UA) operations implicitly provided that level
of privacy. The token remains on the privacy header.

This feature does not support a session level privacy service because Cisco BTS 10200 does not
terminate or manage the media path. In case of SIP-to-SIP trunk calls, Cisco BTS 10200 passes the
privacy token and any of the privacy services to the Cisco BTS 10200 SIP interface (which does not
render).

The Cisco BTS 10200 SIP interface applies the user level privacy to the outbound SIP INVITE request
if any privacy services are requested, even if the user privacy was applied previously by the originator.
Privacy services are not applied under the following conditions:

e If the ID privacy service is requested, the P-Asserted-ID (PAID) header (as defined in RFC 3325) is
not sent to local SIP subscribers. The Cisco BTS 10200 SIP trunks are assumed to be pointing
towards trusted SIP devices. Therefore, the PAID header is always sent out to the SIP trunks
(assuming that the SIP trunk is provisioned to allow sending the PAID header).

e [If the NONE privacy service is requested, Cisco BTS 10200 does not apply privacy services. In this
case, if the call is routed out a SIP trunk, the Privacy header passes the NONE token outbound
without modification.

e The Cisco BTS 10200 ignores the Proxy-Require header that requests the privacy service for
incoming messages. This header is not passed through in a SIP-to-SIP call through the
Cisco BTS 10200.

e For an outbound SIP trunk call, privacy services requested from the originator which are not
rendered by the Cisco BTS 10200 SIP interface are represented in the Privacy header as remaining
tokens and forwarded to the next SIP device. For an outbound SIP subscriber call, the Privacy header
is not sent under any condition.
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Prerequisites

In general, the Cisco BTS 10200 does not add privacy services to initial outbound INVITE messages.
However, if a SIP trunk is provisioned to send the PAID header, and the calling number presentations
are restricted, then the Privacy header with ID token is sent in the INVITE request. This was

Cisco BTS 10200 behavior maintained prior to this feature.

PRIVACY Token

The PRIVACY token is in the SUBSCRIBER table. NONE is a value that can be set for the PRIVACY
token. When the user requests that no privacy services be applied, the PRIVACY token with a NONE
value is applied in the originating device, regardless of provisioning or defaults.

Note  For SIP-to-SIP calls, the PRIVACY token is passed through if the call is routed out a SIP trunk on the
Cisco BTS 10200.

Privacy services are not applied on the terminating SIP side when the PRIVACY token with a NONE
value is received, regardless of any provisioning settings or privacy indications.

When the Cisco BTS 10200 receives the PRIVACY token with a NONE value, the following conditions
hold true:

e The PRIVACY token does not affect the Cisco BTS 10200 SIP interface configuration that involves
the selection of FROM or PAID SIP headers for deriving call information when a SIP call is
received.

e If a Cisco BTS 10200 SIP interface is provisioned to interpret the calling party using the PAID
header when an initial INVITE is received, the calling name and number presentations are set to
Allowed.

e If a Cisco BTS 10200 SIP interface is provisioned to interpret the calling party using the FROM
header when an initial INVITE is received, the PRIVACY token does not affect how the calling name
and number are mapped by the FROM header.

e  When the user terminates the SIP calls from the Cisco BTS 10200 SIP interface, the PRIVACY token
does not affect how the calling name and number presentations are applied in the FROM or PAID
headers towards that terminated calls.

~

Note  For more information on calling name and number mapping on the Cisco BTS 10200 SIP interface,
check with technical support.

Feature Interactions
The SIP Privacy Header feature interacts with the Cisco BTS 10200 and SIP features. The TGID draft
(RS5) applies the TGID user information parameters in the contact header for outbound SIP trunks. When

the privacy services are applied, the personal information of the user is removed because the user part of
the contact header is anonymous.

Prerequisites

The user should have knowledge of RFC 3323 and RFC 3325 before using this feature.
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M Feature Considerations

Limitations

The SIP Privacy Header feature for Release 6.0 of the Cisco BTS 10200 Softswitch has the following
limitations:

e The Cisco BTS 10200 does not support session level privacy because it does not terminate or
manage the media path.

¢ All outbound SIP trunks are expected to be provisioned within the trusted domain. Therefore,
Cisco BTS 10200 SIP trunks do not apply privacy services to the callers who are on different
domains (as per RFC 3325).

Feature Considerations

The user has to consider the following points before using the SIP Privacy Header feature:

e InRFC 3323, the NONE token in the Privacy header is sent or received as a single token. It is invalid
to send or receive the Privacy CRITICAL token as a single token.

e It is invalid to receive an anonymous or non-existent user information field in the PAID header, as
the purpose of the PAID header is to assert an identity.

e The Cisco BTS 10200 SIP interface (in keeping with PacketCable 1.5) supports an anonymous name
display field in the PAID header that indicates the restricted name.

e If the Privacy tokens "session” and “critical" are received and the call is routed towards a SIP
subscriber, the call fails. This occurs because the Cisco BTS 10200 cannot apply the session privacy
service, and there no intermediary switch that can route the call.

Provisioning

Use the following flags to provision the privacy services:
e USE_PAI_HDR_FOR_ANI
e APPLY_USER_PRIVACY
e SIA_SUB_SEND_PAID_HDR

USE_PAI_HDR_FOR_ANI

The USE_PAI_HDR_FOR_ANI flag is in the SOFTSW-TG_PROFILE table. If the customer wants the
Privacy header feature to handle the privacy ID token on SIP trunks, the USE_PAI_HDR_FOR_ANI flag
on the SIP trunk profile must be enabled. In the USE_PAI_HDR_FOR_ANI flag, the disable privacy
service has the following conditions:

e When this flag is disabled, the ID token in the Privacy header and the entire PAID header are ignored
if received, and they are not sent under any condition.

e When this flag is disabled, the ID token is not sent, regardless of the Privacy header feature enabled
for outbound SIP trunks.
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Provisioning W

APPLY_USER_PRIVACY

The APPLY_USER_PRIVACY flag is in the SOFTSW-TG_PROFILE table. The
APPLY_USER_PRIVACY SIP trunk profile flag can enable or disable privacy services on the
terminating SIP trunk. If the originator requests a privacy service, the calling party information in the
initial outbound SIP INVITE is set to anonymous, in order to hide the caller identity. Privacy is requested
when the calling party name and/or number indicate presentation restrictions. Privacy is also requested
when the Cisco BTS 10200 SIP interface receives a SIP call with a Privacy header containing privacy
service requests. Regardless of what privacy function is requested, the Cisco BTS 10200 SIP interface
provides only User and Header level privacy.

SIA_SUB_SEND_PAID_HDR

A new flag STA_SUB_SEND_PAID_HDR is added to the CA-CONFIG table. This flag can have a
Yes (Y) or No (N) value. The default value is N (default disabled). Use this flag to determine if the PAID
header is sent to SIP subscribers. If the flag is enabled, the PAID header is sent if the calling party
screening indicator is set to “network provided”, and the Privacy: ID token did not exist in the originating
message. This flag applies only to terminating SIP subscribers.
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