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Converting Private Link to IPSec

This appendix is intended for the Private Link users who are migrating from the PIX Firewall Private 
Link feature to the IPSec feature. This section describes the main differences between the Private Link 
commands and the corresponding IPSec commands, and provides a procedure for how to convert a 
Private Link configuration into an IPSec configuration using IKE to establish security associations. 

Private Link is no longer supported in the PIX Firewall starting with version 5.0. It is supported in 
version 4. The Private Link feature allows Virtual Private Networks (VPNs) to be established between 
PIX Firewalls that are connected to the same public network, such as the Internet. It enables incoming 
Private Link packets to bypass the Network Address Translation (NAT) and Adaptive Security Algorithm 
(ASA) features and terminate on the corresponding sending interface of the destination network. A 
sending interface is the interface from which the IPSec packet was sent from. For example, IPSec packets 
sent from a perimeter interface from one network would be terminated at the equivalent perimeter 
interface at the destination network. 

The PIX Firewall currently can simulate the Private Link inside termination with the use of the sysopt 
ipsec pl-compatible command, but the termination on the inside interface is not a true termination. The 
use of the sysopt ipsec pl-compatible command allows IPSec packets to bypass the NAT and ASA 
features, and enables incoming IPSec packets to terminate on the inside interface only after initially 
terminating on the outside interface. 

See the sysopt command in the Cisco PIX Firewall Command Reference for more information regarding 
the sysopt ipsec pl-compatible command.

This section contains the following topics:

• Basic Difference between Private Link and IPSec

• Private Link Versus IPSec Commands

• Private Link to IPSec Conversion

Basic Difference between Private Link and IPSec
IPSec is a more comprehensive feature set than Private Link and the main difference between Private 
Link and IPSec is that a Private Link tunnel begins on the receiving interface and ends on the sending 
interface, while an IPSec tunnel begins on the sending interface and terminates on the receiving 
interface. 
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Private Link Versus IPSec Commands
This section contains the following topics:

• Link

• Linkpath

• Age

Table F-1 outlines the mapping of the core Private Link commands with the corresponding IPSec 
commands. A description of each command follows.

For more information about the IPSec-related commands listed in Table F-1, refer to the following 
command pages in the Cisco PIX Firewall Command Reference:

• access-list

• crypto ipsec

• crypto map

• isakmp

• sysopt

Table F-1 Mapping of Private Link Commands with IPSec Commands

Private Link Commands IPSec Commands

None sysopt ipsec pl-compatible

link (inside) remote_peer_ip key_id key 1. isakmp policy priority authentication 
pre-share

2. isakmp key keystring address peer-address

3. crypto map map-name interface 
interface-name

link remote_peer_ip md5 1. crypto ipsec transform-set 
transform-set-name esp-des ah-md5-hmac

2. crypto map map-name seq-num set 
transform-set transform-set-name

linkpath remote_network_ip remote_netmask 
remote_peer_ip

1. access-list access-list-name permit ip any 
remote_network_ip remote_netmask

2. crypto map map-name seq-num match address 
access-list-name 

3. crypto map map-name seq-num set peer 
ip-address

age minutes crypto ipsec security-association lifetime seconds 
seconds
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Link

The link command creates an encrypted path between Private Link-equipped PIX Firewall units. This 
command also enables Private Link to associate the shared private keys between the local host and a 
remote peer. The isakmp key command in IPSec enables the local host to associate a shared key with a 
remote peer.

Note Private Link uses up to seven shared keys between two hosts and rotates among the seven keys. ISAKMP 
uses only one shared key between any two hosts to authenticate and dynamically negotiate other keys to 
protect the communication as necessary. 

The link command allows for the configuration of per packet authentication protection. In IPSec, the 
analogous protection is provided by the transform-set combination of ah-md5-hmac or esp-md5-hmac. 
You configure a transform set using the crypto ipsec transform-set command. See the set 
transform-set command in the Cisco PIX Firewall Command Reference for more information regarding 
this command. 

Example F-1 defines two transform sets and specifies that they can both be used within a crypto map 
entry. This example applies only when IKE is used to establish security associations. With crypto maps 
used for manually established security associations, only one transform set can be included in a given 
crypto map entry.

Example F-1 Configuring Transform Sets

crypto ipsec transform-set my_t_set1 ah-md5-hmac 
crypto ipsec transform-set my_t_set2 ah-md5-hmac esp-md5-hmac 
crypto map mymap 10 ipsec-isakmp 
match address 101 
set transform-set my_t_set1 my_t_set2 
set peer 10.0.0.1 
set peer 10.0.0.2 

In this example, when traffic matches access list 101, the security association can use either transform 
set my_t_set1 (first priority) or my_t_set2 (second priority) depending on the transform set that matches 
the transform set on the remote peer.

Linkpath

The linkpath command identifies the internal and external network interfaces on the remote peer 
running Private Link. The linkpath address selectors are used to select inbound traffic at the local, 
internal interface to encrypt and tunnel to the remote peer. In the reverse direction, the linkpath address 
selectors are used to decrypt outbound traffic, which originated from the remote peer, at the internal 
interface. 

The PIX Firewall can have two or more network interfaces. For any pair of interfaces, one of the 
interfaces is the local, or internal interface, and one is the outside interface. The relative security level 
of the interface defines whether it is the local or outside interface; that is, the interface with the higher 
security level is the local interface, while the interface with the lower security level is the outside 
interface. For example, a perimeter interface with a security level of 70 is the local interface relative to 
another perimeter interface with a security level of 40. 
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The linkpath command identifies the internal and external network interfaces on the remote peer 
running Private Link. The linkpath command address selectors are used to select inbound traffic at the 
inside interface to encrypt and tunnel to the remote peer. In the reverse direction, the linkpath command 
address selectors are used to decrypt outbound traffic, which originated from the remote peer, at the 
inside interface.

In IPSec, the access-list command statement address selectors in the crypto map are used to select 
outbound traffic from the internal interface to encrypt and tunnel to the remote peer. In the reverse 
direction, the access-list command statement address selectors are used to decrypt inbound traffic, which 
originated from the remote peer, at the outside interface.

Use the following steps to convert from a linkpath tunnel into an IPSec tunnel. These steps are included 
within “Private Link to IPSec Conversion:”

Step 1 Define an access-list command statement that has the same address selectors as your linkpath command 
statement. (Step 6 in "Private Link to IPSec Conversion.")

Step 2 Associate the defined access-list command statement with a crypto map entry. (Step 7 in "Private Link 
to IPSec Conversion.")

Step 3 Associate the linkpath remote peer as the crypto map peer. (Step 10 in "Private Link to IPSec 
Conversion.")

Age

Private Link selects the next shared key in a “round-robin” method. The age command is used to define 
the number of minutes a current shared key is used before the rotation. 

In IPSec, the crypto ipsec security-association lifetime seconds command is used to define the 
duration the current shared key and the security association are used before their set time expires. 

Private Link to IPSec Conversion
This section provides the steps to convert your Private Link configuration into an IPSec configuration. 
An example of a Private Link configuration between two PIX Firewall units is provided for reference.
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Figure F-1 shows the Private Link network diagram example to which to refer in this section.

Figure F-1 Example Private Link Network Diagram

The Private Link network diagram shown in Figure F-1 corresponds to the following configurations.

On PIX Firewall A, the Private Link configuration is as follows: 

link 192.168.37.1 1 fadebacfadebac
link 192.168.37.1 2 bacfadefadebac
link 192.168.37.1 3 baabaaafadebac
link 192.168.37.1 4 beebeeefadebac
linkpath 10.3.0.0 255.255.255.0 192.168.37.1

On PIX Firewall B, the Private Link configuration is as follows: 

link 192.168.35.1 1 fadebacfadebac
link 192.168.35.1 2 bacfadefadebac
link 192.168.35.1 3 baabaaafadebac
link 192.168.35.1 4 beebeeefadebac
linkpath 10.1.0.0 255.255.255.0 192.168.35.1

In this configuration, the link command specifies 192.168.35.1 as the external network interface IP 
address of PIX Firewall B, and 192.168.37.1 as the external network interface IP address of PIX Firewall 
A. The key IDs are 1 through 4. The four keys to be shared between the two PIX Firewall units are 
fadebacfadebac, bacfadefadebac, baabaaafadebac, and beebeeefadebac. 

The linkpath command identifies the internal and external network interfaces belonging to the remote 
peer. So on the PIX Firewall A, PIX Firewall B’s internal network interface IP address of 10.3.0.0 with 
a netmask of 255.255.255.0 and its external network interface IP address of 192.168.37.1 is set. On     
PIX Firewall B, PIX Firewall A’s internal network interface IP address of 10.1.0.0 with a netmask of 
255.255.255.0 and its external network interface IP address of 192.168.35.1 is set.

Follow these steps to convert your Private Link configuration to an IPSec configuration where IKE is 
used to establish security associations. Perform your configuration on each PIX Firewall:

Step 1 Allow incoming packets to terminate on the inside interface. 

For example:

PIX Firewall A: 

sysopt ipsec pl-compatible

PIX Firewall B: 

sysopt ipsec pl-compatible
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Step 2 Specify that a pre-shared key will be used between PIX Firewall A and PIX Firewall B for 
authentication.

PIX Firewall A: 

isakmp policy 10 authentication pre-share

PIX Firewall B: 

isakmp policy 10 authentication pre-share

Step 3 Specify a pre-shared key that PIX Firewall A and PIX Firewall B will share. 

For example: 

PIX Firewall A: 

isakmp key fadebacfadebac address 192.168.37.1

PIX Firewall B: 

isakmp key fadebacfadebac address 192.168.35.1

Step 4 Define a crypto map entry that uses IKE to establish security associations. 

For example: 

PIX Firewall A: 

crypto map Firewall-A 10 ipsec-isakmp

PIX Firewall B: 

crypto map Firewall-B 10 ipsec-isakmp

Step 5 Apply the crypto map set to the interface through which IPSec traffic will flow. 

For example: 

PIX Firewall A: 

crypto map Firewall-A interface outside

PIX Firewall B: 

crypto map Firewall-B interface outside

Step 6 Create an access list to define the traffic to protect. Use the same address selectors used in your linkpath 
command statement. 

For example: 

PIX Firewall A: 

access-list linkpath-aclA permit ip any 10.3.0.0 255.255.255.0

PIX Firewall B: 

access-list linkpath-aclB permit ip any 10.1.0.0 255.255.255.0

Step 7 Assign the access list to the crypto map entry you defined. 

For example: 

PIX Firewall A: 

crypto map Firewall-A 10 match address linkpath-aclA
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PIX Firewall B: 

crypto map Firewall-B 10 match address linkpath-aclB

Step 8 Configure the transform set that defines how the traffic will be protected. Use either esp-des 
ah-md5-hmac or esp-md5-hmac. Either one provides the analogous Private Link standard encryption and 
authentication protection. 

For example:

PIX Firewall A: 

crypto ipsec transform-set private-link-base esp-des ah-md5-hmac

PIX Firewall B: 

crypto ipsec transform-set private-link-base esp-des ah-md5-hmac

Step 9 Specify the transform set to be used with the crypto map entry. 

For example: 

PIX Firewall A: 

crypto map Firewall-A 10 set transform-set private-link-base

PIX Firewall B: 

crypto map Firewall-B 10 set transform-set private-link-base

Step 10 Specify the remote peer to which the IPSec protected traffic can be forwarded. Specify the remote peer 
specified in your linkpath statement. 

For example:

PIX Firewall A: 

crypto map Firewall-A 10 set peer 192.168.37.1

PIX Firewall B: 

crypto map Firewall-B 10 set peer 192.168.35.1

Step 11 Apply the crypto map set to an interface through which IPSec traffic will flow. 

Step 12 For example:

PIX Firewall A: 

crypto map Firewall-A interface outside

PIX Firewall B: 

crypto map Firewall-B interface outside
F-7
Cisco PIX Firewall and VPN Configuration Guide

78-13943-01



 

Appendix F      Converting Private Link to IPSec
F-8
Cisco PIX Firewall and VPN Configuration Guide

78-13943-01


	Converting Private Link to IPSec
	Basic Difference between Private Link and IPSec
	Private Link Versus IPSec Commands
	Link
	Linkpath
	Age

	Private Link to IPSec Conversion



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


