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Configuring RADIUS Clients

This chapter describes the following
e Overview
e Adding RADIUS Clients
e Editing RADIUS Clients
e Deleting RADIUS Clients

Remote Authentication Dial In User Service (RADIUS) is an AAA (authentication, authorization and
accounting) protocol. Cisco NAC Guest Server uses the RADIUS protocol to authenticate and audit
guests who login through RADIUS-capable network enforcement devices, such as Cisco Wireless LAN
Controllers.

Although the Cisco NAC Appliance uses its own API and a different method for creating accounts and
authenticating users, as described in Chapter 7, “Integrating with Cisco NAC Appliance,”it still uses
RADIUS Accounting to record user activity and therefore still needs to be configured as a RADIUS
client.

When a guest authenticates against a RADIUS client, such as the Wireless LAN Controller, the RADIUS
client uses RADIUS Authentication to ask the Cisco NAC Guest Server whether the user authentication
is valid. If the guest authentication is valid, the Cisco NAC Guest Server returns a message stating that
the user is valid and the amount of time remaining before the user session expires. The RADIUS client
must honor the session-timeout attribute to remove the guest when the guest account time expires.

The Cisco Wireless LAN Controller needs to be specifically configured to Allow AAA Override. This
enables it to honor the session-timeout attribute returned to it by the Cisco NAC Guest Server.

In addition to authentication, the RADIUS client device reports details to the Cisco NAC Guest Server,
such as the time the session started, time session ended, user IP address, and so on. This information is
transported over the RADIUS Accounting protocol.

If there is a Firewall between the Cisco NAC Guest Server and the RADIUS client, you will need to allow
traffic from UDP Port 1812 (RADIUS Authentication) and UDP Port 1813 (RADIUS Accounting) to
pass.
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I Adding RADIUS Clients

~

Note

Any time you make a change to a RADIUS component on the Cisco NAC Guest Server, you will need

to Restart the Radius service for the changes to become active.

Adding RADIUS Clients

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

From the administration interface select Devices > Radius Clients from the left hand menu.

Figure 8-1 Radius Clients
Radius Clients
(Add Radius ) (‘Edit Radius ) ( Delete Radius )
Restart Radius
If any changes are made to the radius clients please click the Restart Radius button to [ rmmm——
apply them. —_—
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In the Radius Clients page (Figure 8-1), click the Add Radius button to add a RADIUS client.

Figure 8-2 Add Radius Client
Radius Client
Name:
IP Address:

Secret:

Confirm Secret:

Description:

(Add Radius Client ) ( Reset Form )
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In the Add Radius Client page (Figure 8-2), type a descriptive Name for the RADIUS client.
Type the IP Address of the RADIUS client. This needs to match the IP address from which the RADIUS

request originates.

Type a shared Secret for the RADIUS client. This must match the shared secret specified in the

configuration of the RADIUS client.

Retype the shared secret in the Confirm Secret field.
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Editing RADIUS Clients

Step7  Type a Description of the client and any other information needed.
Step8  Click the Add Radius Client button.
Step9  From the administration interface select Devices > Radius Clients (Figure 8-1)from the left hand menu.

Step10  Click the Restart button to restart the RADIUS service to make the changes take effect.

Editing RADIUS Clients

Step 1 From the administration interface select Devices > Radius Clients from the left hand menu.

Figure 8-3 Radius Clients List

Radius Clients

Wireless Lan Controller

(Add Radius ) (Edit Radius ) [ Delete Radius )

Restart Radius

If any changes are made to the radius clients please click the Restart Radius button to

F e 1
apply them. Restart
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Step2  In the Radius Clients page (Figure 8-3), select the Radius Client from the list and click the Edit Radius
button

Figure 8-4 Edit Radius Client

Edit Radius Client

Name: Wireless Lan Controller
IP Address: 20.20.20.20

Secret:

Confirm Secret:

Description: [This is a Cisco Wireless LAN Controller 2006

p:
If you don't wish to change the Secret, please keep the entry empty.

(save Settings " (Reset Form |
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Step3  In the Edit Radius Client page (Figure 8-4), edit the IP Address of the Radius Client.

Step4  Edit the shared secret used between the client and the Cisco NAC Guest Server in the Secret and Confirm
Secret fields.
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I Deleting RADIUS Clients

Step 5
Step 6
Step 7
Step 8

Make any desired changes to the Description.

Click Save Settings.

From the administration interface select Devices > Radius Clients (Figure 8-1)from the left hand menu.

Click the Restart button to restart the RADIUS service to make the changes take effect.

Deleting RADIUS Clients

Step 1

Step 2
Step 3
Step 4
Step 5

Note

From the administration interface select Devices > Radius Clients from the left hand menu.

Figure 8-5 List Radius Clients

Radius Clients

Wireless Lan Controller

(Add Radius ) (Edit Radius )  (Delete Radius )

Restart Radius

If any changes are made to the radius clients please click the Restart Radius button to

(‘Restart )
apply them. _Restart_
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In the Radius Clients page (Figure 8-5), select the Radius Client from the list

Click the Delete Radius button and confirm the action.

From the administration interface select Devices > Radius Clients (Figure 8-1)from the left hand menu.

Click the Restart button to restart the RADIUS service to make the changes take effect.

Any time you make a change to a RADIUS component, you will need to Restart the Radius service for
the changes to become active.

Cisco NAC Guest Server Installation and Configuration Guide



	Configuring RADIUS Clients
	Overview
	Adding RADIUS Clients
	Editing RADIUS Clients
	Deleting RADIUS Clients



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


