CHAPTER

Configuring Guest Login Policies

Organizations commonly have policies in place for creating accounts for their internal users and
systems, such as the format or length of the username and/or complexity of password. The Cisco NAC
Guest Server allows you to configure guest username and password creation policies to match your
organization’s policy or to create a policy specific to guest accounts.

Setting the Username Policy

The Username Policy determines how to create user names for all guest accounts.

Step 1 From the administration interface, select Guest Policy > Username Policy from the left hand menu
(Figure 6-1).

Figure 6-1 Guest Username Policy

— Username Policy Option 1

@® Use email address as usemame

— Username Policy Option 2

() Create usemame based upon first and last names
Minimum Usemame Length: [ 10 B:

— Username Policy Option 3

() Create random usemame
Alphabetic Characters
Characters to include: ABCDEFGHIWKLMNOPQRSTUVWXY Zabedefghijkimne

Number to include: [ 6 %
Numeric Characters
Characters to include: 1234567890

Number to include: [ 1 %
Other Characters
Characters to include: | |@$%*?

Number to include: [0 %

185317

Set Policy | | Reset Form |

Cisco NAC Guest Server Installation and Configuration Guide
[ oL-14644-01 .m



Chapter 6 Configuring Guest Login Policies |
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Step 2

Step 3

Choose one of three options for creating the user name for the guest account.

~

Username Policy 1 (email)

Use the guest’s email address as the username. If an overlapping account with the same email
address exists, a random number is added to the end of the email address to make the username
unique. Overlapping accounts are accounts that have the same email address and are valid for an
overlapping period of time.

Username Policy 2 (FirstLast)

Create a username based on combining the first name and last name of the guest. You can set a
Minimum Username Length for this username from 10 to 20 characters (default is 10). User names
shorter than the minimum length are padded up to the minimum specified length with a random
number.

Username Policy 3 (Random)

Create a username based upon a random mixture of Alphabetic, Numeric or Other characters. Type
the characters to include to generate the random characters and the number to use from each set of
characters.

Note  The total length of the username is determined by the total number of characters included.

When done, click Set Policy to have the username policy take effect.

Setting the Password Policy

The password policy determines how to create the password for all guest accounts.

Step 1

From the administration interface, select Guest Policy > Password Policy from the left hand menu
(Figure 6-2).

Cisco NAC Guest Server Installation and Configuration Guide



| Chapter6

Configuring Guest Login Policies

Step 2

Step 3
Step 4

A

Setting the Password Policy

Figure 6-2 Password Policy

— Alphabetic Characters

Characters to include: ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnc

Number to include: [ 6 [§)

—Numeric Characters

Characters to include: | 1234567890

Number to include: [ 2 [§)

—Other Characters

Characters to include: | |@$%*?

Characters to include: [ 0 [%)

185302

(get Policy Y (Reset Form |

In the Alphabetic Characters section, enter the characters to use in the password and the amount to
include.

In the Numeric Characters section, enter the numerals to use in the password and the amount to include.

In the Other Characters section, enter the special characters to use in the password and the amount to
include.

Caution

Step 5

Note

For passwords, use only the following characters for the “Other Characters” field: ! $ * & * () - _=+
[1{};:@#~,>2

Do not use the following characters in the “Other Characters” field, as they are not supported by the
Clean Access Manager APL: £ % <=~ "\ |.

Click Set Policy to save the settings.

The total length of the password is determined by the total number of characters included. You can
choose between 0 and 20 characters per type (alphabetic, numeric, or other).

| oL-14644-01

Cisco NAC Guest Server Installation and Configuration Guide g



Chapter 6 Configuring Guest Login Policies |

B Setting the Password Policy

Cisco NAC Guest Server Installation and Configuration Guide
m. 0L-14644-01 |



	Configuring Guest Login Policies
	Setting the Username Policy
	Setting the Password Policy



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


