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Note This document is available under: 
http://www.cisco.com/en/US/products/ps6128/products_device_support_tables_list.html 
For the most current Cisco NAC Appliance (Cisco Clean Access) documentation, refer to: 
http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html

This document describes the following:

• In-Band (IB) Deployment Switch Support 

• Out-of-Band (OOB) Deployment Switch Support

• Wireless Out-of-Band (WOOB) Switch/Wireless LAN Controller Support

• Switch Support for CAS Virtual Gateway/VLAN Mapping (IB and OOB)

• Known Issues with Switches/WLCs

• Troubleshooting

In-Band (IB) Deployment Switch Support
With Cisco NAC Appliance In-Band (IB) deployment, the Clean Access Server (CAS) is always inline 
with user traffic-before, during, and after authentication, posture assessment, and remediation. In-band 
mode is required for wireless networks.

For IB deployments, Cisco NAC Appliance is agnostic to switch/router platforms and versions. 
IB deployments can be Layer 2 (L2) or Layer 3 (L3):

• For L2 deployments, user MAC/IP addresses need to be visible to the CAS. 

• For L3 deployments (i.e. where the CAS can be one or more hops away from the user), the CAS 
differentiates users by IP address. 
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  Out-of-Band (OOB) Deployment Switch Support
Out-of-Band (OOB) Deployment Switch Support
With Cisco NAC Appliance Out-of-Band deployment, the Clean Access Server (CAS) is inline with user 
traffic only during the process of authentication, assessment and remediation. Following that, user traffic 
does not pass through the CAS. In OOB deployment, the Clean Access Manager (CAM) uses SNMP to 
control switches and set VLAN assignments for ports. When the CAM/CAS are set up for OOB, the 
CAM can control the switch ports of supported switches/NMEs with the corresponding IOS/CatOS 
versions listed in the following tables: 

• OOB Supported Switches, page 3

• OOB Supported (NME) EtherSwitch Service Modules, page 4

• MAC-Move Notification Support, page 5

• Wireless Out-of-Band (WOOB) Switch/Wireless LAN Controller Support, page 5

For all switch models/NMEs, Cisco recommends checking for limitations and verifying support for 
MAC notification and/or linkup-linkdown SNMP traps for the switch OS version you intend to use. See 
Known Issues with Switches/WLCs, page 7 for further details. 

Note Administrators can update the object IDs (OIDs) of supported switches by performing a CAM update 
(under Device Management > Clean Access > Updates). For example, if a new switch (such as 
C3750-XX-NEW) of a supported model (Catalyst 3750 series) is released, administrators only need to 
perform Cisco Updates on the CAM to obtain support for the switch OIDs, instead of performing a 
software upgrade of the CAM/CAS. The update switch OID feature only applies to existing models. If 
a new switch series is introduced, administrators will still need to upgrade to ensure OOB support for 
the new switches. Refer to the “Switch Management” (OOB) chapter of the Cisco NAC Appliance - 
Clean Access Manager Installation and Configuration Guide for details. 

Note Starting from Release 4.5, administrators are able to update the object IDs (OIDs) of supported WLC 
platforms by performing a CAM update (under Device Management > Clean Access > Updates).

Note Cisco NAC Appliance supports Cisco Catalyst 2900 XL and 3500 XL only until the product (switch) end 
of support. For details, refer to: 
http://www.cisco.com/en/US/partner/products/hw/switches/prod_category_end_of_life.html
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  Out-of-Band (OOB) Deployment Switch Support
OOB Supported Switches
Table 1 shows the switch models and minimum OS versions that are supported per version of Cisco NAC 
Appliance for Out-of-Band deployments. 

Table 1 OOB Supported Switches

Min. Cisco NAC Appliance 
Version 1

1. The “+” designation in the Min. Cisco NAC Appliance Version column indicates the switch model/OS is supported starting from the CCA version listed 
and for subsequent versions.

Switch Model 2

2. Clusters are not supported. 

Minimum Supported OS Version 3, 4

3. If running a deferred IOS, make sure to run a non-deferred version that is higher than the Minimum Supported OS Version. 

4. OS versions support SNMP V3 except where noted.

4.5
4.1(x)+5

4.0(0)+

5. Auto-update of OOB switch OIDs is available starting from CCA release 4.1(0) and later (under Device Management > Clean Access > Updates). This 
allows you to obtain support for new switches of existing supported switch models/series by performing a CAM update instead of CCA software upgrade. 

3.6(1)+ - Cisco Catalyst Express 500 Series (CE500) 6

6. With IOS release 12.2.25(SEG) for CE500, MAC-NOTIFICATION SNMP traps are supported on all Smartport roles (including DESKTOP and 
IPPHONE roles). After upgrading to 12.2.25(SEG), customers can configure MAC-NOTIFICATION for CE500 under Switch Management > Devices 
> List > Config [Switch IP] > Config > Advanced on the CAM. For CCA 3.6.2, 3.6.3, 4.0.0, 4.0.1, 4.0.2, CE500 supports linkup/linkdown SNMP 
notifications by default and the “OTHER role” warning message can be ignored when changing to MAC-NOTIFICATION traps. Note that in future 
Csico NAC Appliance releases, this warning message will removed and the default control method for CE500 will be MAC-NOTIFICATION traps.

Note: If running an IOS version lower than 12.2(25) SEG, the CE500 switch ports must be assigned to the OTHER role (not Desktop or IP phone) on the 
switch's Smartports configuration, otherwise, mac-notification will not be sent out.

Cisco IOS Release 12.2(25)SEG

3.6(0)+ 3.5(4)+ Cisco Catalyst 2900 XL 7, 8 Cisco IOS Software Release 12.0(5)WC7

Cisco Catalyst 2940 9 Cisco IOS Software Release 12.1(6)EA2

3.5(0)+ Cisco Catalyst 2950 10, 9 Cisco IOS Software Release 12.1(14)EA1 

Cisco Catalyst 2950 LRE 10 Cisco IOS Software Release 12.1(14)EA1

3.6(1)+ - Cisco Catalyst 2955 Cisco IOS Software Release 12.1(14)EA1 

3.6(0)+ 3.5(7)+ Cisco Catalyst 2960 9 Cisco IOS Software Release 12.2(25)

3.5(4)+ Cisco Catalyst 3500 XL7, 8 Cisco IOS Software Release 12.0(5)WC7 

3.5(0)+ Cisco Catalyst 3550 9 Cisco IOS Software Release 12.1(8)EA1b

3.5(1)+ Cisco Catalyst 3560 9 Cisco IOS Software Release 12.2(25)SEE

3.5(0)+ Cisco Catalyst 3750 9, 11, 12 Cisco IOS Software Release 12.2(25)SEE

3.5(8)+ Cisco Catalyst 4000 9, 13, 14,15 Cisco Catalyst OS Release 7.1 

Cisco IOS Software Release 12.2(31)SGA02 

3.5(0)+ Cisco Catalyst 4500 9, 13, 14, 15 Cisco Catalyst OS Release 7.1 

Cisco IOS Software Release 12.2(31)SGA02 

4.5
4.1(x)+5

- - Cisco Catalyst 4948 16 Cisco IOS Software Release 12.2(31)SGA02 

4.5
4.1(x)+5

4.0(0)+

3.6(0)+ 3.5(8)+ Cisco Catalyst 6000 9, 17 Cisco Catalyst OS Release 7.5

Cisco IOS Software Release12.2(33)SXH118 

3.5(0)+ Cisco Catalyst 6500 9, 17 Cisco Catalyst OS Release 7.5

Cisco IOS Software Release12.2(33)SXH1 18
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  Out-of-Band (OOB) Deployment Switch Support
OOB Supported (NME) EtherSwitch Service Modules 
Table 2 shows the Cisco 3750 NME EtherSwitch service modules for Cisco 2800/3800 Series 
Integrated Services Routers supported per version of Cisco NAC Appliance OOB. These service 
modules are essentially a Cisco Catalyst 3750 switch packaged as a blade, and are supported for the 
2800/3800 Integrated Services Routers only (e.g. Cisco 2600 ISR is not supported). 

7. CCA OOB supports Cisco Catalyst 2900 XL, 3500 XL, and 5500 only until the product (switch) end of support. For details, see 
http://www.cisco.com/en/US/partner/products/hw/switches/prod_category_end_of_life.html 

8. 2900 XL and 3500 XL do not support SNMP V3. 

9. Cisco NAC Appliance 4.1(3) and later supports MAC-move notifications from switches. See MAC-Move Notification Support, page 5 for details. 

10. IOS 12.1(14)EA1 or above is required for 2950/2950 LRE switches. 2950s running 12.1(11)-12.1(13) may experience caveat CSCea56777 which prevents 
the VLAN from being changed on the switch itself. 

11. IOS 12.2(25)SEE or above is required for 3750 L3 switches. 3750 Stacks are affected by caveats CSCse86236 and CSCsg31176 (both resolved in 
upcoming IOS release 12.2(35)SE). For details, see Stacked Cisco Catalyst 3750 Switches and NAC Appliance Out-of-Band Deployment, page 7. 

12. CCA OOB supports 3750 StackWise technology. With stacks, when mac-notification is used and there are more than 252 ports on the stack, 
mac-notification cannot be set/unset for the 252nd port using the CAM. There are two workarounds: 1) Use linkup/linkdown SNMP notifications only. 
2) If using mac-notification, do not use the 252nd port and ignore the error; other ports will work fine. 

13. Catalyst 4000/4500 code support is dependent on the Supervisor, not the chassis. On Catalyst 4000/4500, Supervisor I/II only support CatOS. 

14. On Catalyst 4000/4500, Supervisor II+/III/IV/V only support IOS. For IOS code, MAC notification is supported only from 12.2(31) SG onwards. 
Supervisor III does not support 12.2(31)SG (hence, does not support mac-notification) and must run 12.2(25)EWA release train. Supervisor II+/IV/V 
support 12.2(31)SG. If using linkup notification for OOB, code prior to 12.2(31) SG can also be used. 

15. Catalyst 4000/4500 requires minimum IOS version 12.2(31)SGA02 due to caveat CSCsi25194.

16. Catalyst 4948 is based on Catalyst 4500 series. To add/configure this switch on the CAM, choose Cisco Catalyst 4000/4500 series under Switch 
Management > Profiles > Switch > New | Switch Model.

17. Catalyst 6000/6500 on IOS supports mac-notification from 12.2(33)SXH onwards. If Catalyst 6000/6500 is at the edge and a user is connecting directly 
to the switch, SNMP linkup notification can be used with an earlier minimum release (i.e. IOS 12.1(8a)EX). If the user is connecting from behind an IP 
phone, then mac-notification is required.

18. Catalyst 6000/6500 switches require minimum IOS version 12.2(33)SXH1 due to caveat CSCsj10375.

Table 2 OOB Supported 3750 Service Modules for 2800/3800 ISRs

Min. Cisco NAC 
Appliance 
Version 1

1. The “+” designation in the Min. Cisco NAC Appliance Version column indicates the switch model/OS is supported starting from the CCA version listed 
and for subsequent versions.

3750 EtherSwitch Service Modules Supported 
for Cisco 2800/3800 Integrated Services 
Routers 2, 3, 4,

2. For further details on which ISRs support the EtherSwitch Service Modules listed, refer to the table “Router Platforms Supporting Cisco EtherSwitch 
Service Modules” in the Cisco Network Modules Hardware Installation Guide. 

3. Adding 3750 NME modules to the CAM for OOB switch management requires the same steps as if adding a 3750 switch. When configuring the switch 
profile for these 3750 NMEs, choose Cisco Catalyst 3750 series under Switch Management > Profiles > Switch > New | Switch Model.

4. IOS 12.2(25)SEE or above is required for 3750 L3 switches. See Stacked Cisco Catalyst 3750 Switches and NAC Appliance Out-of-Band Deployment, 
page 7 for additional details. 

Min. Switch IOS Version Min. Router IOS Version

4.5
4.1(x)+5

4.0(1)+
3.6(4)+

5. Auto-update of OOB switch OIDs is available starting from CCA release 4.1(0) and later (under Device Management > Clean Access > Updates). This 
allows you to obtain support for new switches of existing supported switch models/series by performing a CAM update instead of CCA software upgrade. 

NME-16ES-1G 12.2(25)SEC 12.3(14)T3 

NME-16ES-1G-P 12.2(25)EZ 12.3(14)T 

NME-X-23ES-1G 12.2(25)SEC 12.3(14)T3

NME-X-23ES-1G-P 12.2(25)EZ 12.3(14)T

NME-XD-24ES-1S-P 12.2(25)EZ 12.3(14)T

NME-XD-48ES-2S-P 12.2(25)EZ 12.3(14)T 
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  Wireless Out-of-Band (WOOB) Switch/Wireless LAN Controller Support
MAC-Move Notification Support
Starting from Release 4.1(3), Cisco NAC Appliance supports MAC-move notifications from switches in 
addition to the MAC-changed notification and linkup/linkdown SNMP traps. 

Table 3 lists the switch models and OS versions that support the MAC-Move notification. 

Refer to the Release Notes for Cisco NAC Appliance (Cisco Clean Access), Version 4.1(3) for additional 
details. 

Wireless Out-of-Band (WOOB) Switch/Wireless LAN Controller 
Support

Note Wireless OOB only supports Layer 2 OOB Virtual Gateway deployments that require no IP change. 
Because the Cisco NAC Network Module does not support this topology, the NAC Network Module is 
not supported for Wireless OOB.

Table 4 lists the Wireless LAN Controller platforms that Cisco NAC Appliance supports for a Wireless 
OOB deployment starting from Release 4.5.

Note Starting from Release 4.5, administrators are able to update the object IDs (OIDs) of supported WLC 
platforms by performing a CAM update (under Device Management > Clean Access > Updates).

Table 3 MAC-Move Notification Supported Switches

Switch Minimum Switch IOS Version Minimum CatOS Version

Catalyst 2940/2950/2960 12.2(40)SE —

Catalyst 3550/3560/3750 12.2(40)SE —

Catalyst 4000/4500 12.2(31)SG Not supported

Catalyst 6000/65000 12.2(17d)SXB 7.6.1

Table 4 Recommended WLC Platforms to Support Wireless OOB

Cisco Wireless LAN Controller Model

Cisco Wireless 
LAN Controller 
Version

Cisco NAC 
Appliance 
Version 

Cisco 4400 Series Wireless LAN Controllers 5.1 4.5 

Cisco 2000 Series Wireless LAN Controllers

Cisco Catalyst 3750G Integrated Wireless LAN Controller

Cisco Catalyst 6500/7600 Series Wireless Services Module (WiSM)

Cisco Wireless LAN Controller Module 
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  Switch Support for CAS Virtual Gateway/VLAN Mapping (IB and OOB)
Table 5 lists the recommended IOS versions for the switches used with Cisco NAC Appliance, Release 
4.5. Table 5 lists the IOS versions and switch platforms that are tested and known to work with the 
Wireless OOB feature in Release 4.5. If you encounter issues with WOOB support and are running a 
minimum IOS version listed as supported for your existing hardware platform in Table 1 on page 3, you 
may need to upgrade the IOS on your switch to the version listed here in Table 5.

Switch Support for CAS Virtual Gateway/VLAN Mapping (IB and 
OOB)

Table 6 describes Cisco Catalyst switch model support for the Virtual Gateway VLAN Mapping feature 
of the Clean Access Server for either in-band (IB) or out-of-band deployments (OOB). This table is 
intended to clarify CAS network deployment options when connecting the CAS in Virtual Gateway 
(bridge) mode to the switches listed. 

Table 5 Switch IOS Versions Tested and Known to Work for WOOB in Release 4.5

Device Model Recommended IOS Version

Catalyst 2960 12.2(35)SE5

Catalyst 3560/3560-E 12.2(25)SEE3

Catalyst 3750/3750-E 12.2(25r)SEE4

Catalyst 4500 12.2(31)SGA

Catalyst 6500 12.2(33)SXH1
12.2(33)SXH2a

Table 6 Switch Support for CAS Virtual Gateway In-Band/OOB VLAN Mapping Feature

Cisco Switch Model 

Virtual Gateway 

Central Deployment
(both interfaces into 
same switch)

Edge Deployment 
(each interface into 
different switch)

Catalyst 6000/6500 Yes Yes

Catalyst 4000/4500 Yes Yes

Catalyst 3750/3560 (L3 switch) Yes with 12.2(25) 
SEE and higher 1

Yes

Catalyst3550 (L3 switch) No 1 Yes

Catalyst 3750/3560 (L2 switch) Yes Yes

Catalyst 3550 (L2 switch) Yes Yes

Catalyst 2950/2960 Yes Yes

Catalyst 2900XL No 2 Yes

Catalyst 3500XL Yes Yes

28xx NME Yes with 12.2(25) 
SEE and higher 1

Yes

Nexus 7000 C7010 Yes Yes
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  Known Issues with Switches/WLCs
For additional information on Virtual Gateway Central Deployment, see also Preventing Loops on 
Central Switch for VGW/Central Deployments, page 9. 

Known Issues with Switches/WLCs
This section describes known issues when integrating Cisco NAC Appliance with the following switch 
models/wireless LAN controllers and deployment types:

• Cisco Catalyst 3550/3560/3750 and NAC Appliance In-Band Central Deployment

• Stacked Cisco Catalyst 3750 Switches and NAC Appliance Out-of-Band Deployment

• Cisco 2200/4400 Wireless LAN Controllers (Airespace WLCs) and DHCP

Cisco Catalyst 3550/3560/3750 and NAC Appliance In-Band Central Deployment
For Cisco Clean Access (NAC Appliance) in In-Band Central Deployment mode, when a Cisco Catalyst 
3560/3750 series switch is used as a Layer 3 switch and if both ports of the Clean Access Server (CAS) 
are connected to the same 3560/3750 switch, the minimum switch IOS code required is Cisco IOS 
release 12.2(25)SEE. 

Because caveat CSCdu27506 is not fixed on the Catalyst 3550 series switch, when the Catalyst 3550 is 
used as a Layer 3 switch, it cannot be used in NAC Appliance In-Band Central Deployment.

For further details, refer to switch IOS caveat CSCdu27506:

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId
=CSCdu27506

See also Switch Support for CAS Virtual Gateway/VLAN Mapping (IB and OOB), page 6. 

Stacked Cisco Catalyst 3750 Switches and NAC Appliance Out-of-Band 
Deployment

For Cisco Clean Access (NAC Appliance) customers with OOB deployments running stacked Cisco 
Catalyst 3750 switches with Cisco IOS 12.2(25) SEC2 or lower, SNMP mac-notifications can fail, and 
SNMP does not report MAC addresses to the OOB Clean Access Manager and Server. 

Affected customers can resolve this issue by upgrading their stacked Cisco Catalyst 3750 switches to 
Cisco IOS release 12.2(25)SEE or above. For further details refer to switch IOS caveat CSCeh80716: 
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_25_sed/release/not
es/OL8113.html#wp821615

Note Catalyst 3750 Stacks are affected by caveats CSCse86236 and CSCsg31176. These caveats are resolved 
in IOS release 12.2(35)SE. 

1. Due to switch caveat CSCdu27506. See Cisco Catalyst 3550/3560/3750 and NAC Appliance In-Band Central 
Deployment, page 7 for details.

2. 2900 XL does not support removing VLAN 1 from switch trunks. 
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  Known Issues with Switches/WLCs
See Out-of-Band (OOB) Deployment Switch Support, page 2 for additional details on the switches 
supported for OOB deployments. 

Note When configuring SNMP settings on switches, never use the “@” character in the community string. 

Cisco 2200/4400 Wireless LAN Controllers (Airespace WLCs) and DHCP
Due to changes in DHCP server operation with Cisco NAC Appliance release 4.0(2) and later, networks 
with Cisco 2200/4400 Wireless LAN Controllers (also known as Airespace WLCs) which relay requests 
to the Clean Access Server (operating as a DHCP server) may have issues. Client machines may be 
unable to obtain DHCP addresses. 

If you have DHCP issues with Airespace controllers after installing/upgrading to release 4.0(2), the 
following will need to be done to restore DHCP functionality:

Step 1 Enable DHCP options on the CAS: 

a. Go to Device Management > CCA Servers > Manage [CAS_IP] > Network > DHCP > Global 
Options 

b. Click the Enable button (User-Specified DHCP Options).

Step 2 Create a new custom Global DHCP option with option number “54” and option type “IP-Address”:

a. Click the New Option link for the Root Global Option List. 

b. Type 54 in the ID field.

c. Select IP-Address from the Type dropdown menu.

d. Click the Create Custom Option button.

Step 3 Set the value of this option to the CAS eth1 IP address (or eth1 Service IP if CAS is in HA mode):

a. Type the CAS eth1 IP address in the text field.

b. Click Update.

Step 4 This should restore DHCP capability with Airespace controllers. 

Note For further details on configuring DHCP options, see the “Configuring DHCP” chapter of the Cisco NAC 
Appliance - Clean Access Server Installation and Configuration Guide. 
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  Troubleshooting
Troubleshooting 
This section discusses the following:

• Preventing Loops on Central Switch for VGW/Central Deployments

• OOB Switch Trunk Ports and Upgrade

• Switch OID Support

Preventing Loops on Central Switch for VGW/Central Deployments
In Virtual Gateway Central deployment, both interfaces of the CAS are connected to the same switch. 
Administrators must use the following procedure for correct configuration of a Virtual Gateway Central 
Deployment. To prevent looping on any central/core switch as you plug both interfaces of the Clean 
Access Server into the switch, perform the following steps:

1. Before you connect both interfaces of the CAS to the switch, SSH to the CLI of the CAS and disable 
the eth1 (untrusted interface) using the CLI command:

ifconfig eth1 down

2. Physically connect the eth0 and eth1 interfaces of the CAS to the network.

3. After you have added the CAS to the CAM web console, make sure to set the VLAN to be mapped 
under Device Management > CCA Servers > Manage [CAS_IP] > Advanced > VLAN Mapping. 
Also make sure you check the “Enable VLAN Mapping” checkbox and click Update.

4. For the 802.1q ports configuration on the switch, make sure to prune all other VLANs for switches 
trunking to eth0 and eth1 of the CAS except those used for the CAS Management VLAN and the 
User VLANs.

5. Prune VLAN 1 on the switch ports connecting to the CAS eth0 and eth1 interfaces. For details, see:
http://www.cisco.com/en/US/docs/switches/lan/catalyst2950/software/release/12.1_22ea/SCG/swv
lan.html

6. Once the preceding steps are completed, SSH to the CLI of the CAS and enable eth1 on CAS using 
the CLI command:

ifconfig eth1 up

See also Switch Support for CAS Virtual Gateway/VLAN Mapping (IB and OOB), page 6 for additional 
information. 

OOB Switch Trunk Ports and Upgrade
Because Cisco Clean Access can control switch trunk ports for OOB (starting from release 3.6(1) and 
above), please ensure the uplink ports for controlled switches are configured as “uncontrolled” ports 
before or after upgrade. This can be done in one of two ways:

• Before upgrading, change the Default Port Profile for the entire switch to “uncontrolled” under 
Switch Management > Devices > Switches > List > Config[Switch_IP] > Default Port Profile | 
uncontrolled, or

• After upgrading, change the Profile to “uncontrolled” for the applicable uplink ports of the switch 
under Switch Management > Devices > Switches > List > Ports [Switch_IP] | Profile

This will prevent unnecessary issues when the Default Port Profile for the switch has been configured as 
a managed/controlled port profile
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  Troubleshooting
If for some reason the above steps are omitted and the switch becomes disconnected, use the following 
procedure:

1. Delete the switch from the List of Switches in the CAM (under Switch Management > Devices > 
Switches > List).

2. Configure the switch using its CLI to reverse the changes made to the uplink port by the CAM (trunk 
native VLAN and mac-notification), for example:

(config-if)# switchport trunk native vlan xxx
(config-if)# no snmp trap mac-notification added

3. Add the switch back to the CAM (under Switch Management > Devices > Switches > New or 
Search), applying “uncontrolled” as the Default Port Profile. 

4. Specifically assign the “uncontrolled” port Profile to the uplink port and other uncontrolled ports 
(under Switch Management > Devices > Switches [x.x.x.x] > Ports).

5. Reset the Default Port Profile for the switch (under Switch Management > Devices > Switches 
[x.x.x.x] > Config).

6. Initialize the switch ports (under Switch Management > Devices > Switches [x.x.x.x] > Ports).

Switch OID Support
Administrators can update the object IDs (OIDs) of supported switches by performing a CAM update 
(under Device Management > Clean Access > Updates). For example, if a new switch (such as 
C3750-XX-NEW) of a supported model (Catalyst 3750 series) is released, administrators only need to 
perform Cisco Updates on the CAM to obtain support for the switch OIDs, instead of performing a 
software upgrade of the CAM/CAS. The update switch OID feature only applies to existing models. If 
a new switch series is introduced, administrators will still need to upgrade to ensure OOB support for 
the new switches. 

Starting from Release 4.5, administrators can also update the object IDs (OIDs) of Wireless LAN 
Controller platforms supported for the Wireless OOB feature by performing a CAM update. 

Before opening a support case for Switch OID support

1. On the CAM go to Device Management > Clean Access > Updates. Make sure to perform an 
Update and verify the current version of the "Supported Out-of-Band Switch OIDs".

2. If the switch still cannot be managed from the CAM, get the OID from the switch by running the 
following command from the CAM:

snmpget -v 1 -c <switch_snmp_community_string> <switch_ip> 1.3.6.1.2.1.1.2.0

3. Add this OID to your support case.
10
Switch Support for Cisco NAC Appliance

OL-7315-01


	Switch Support for Cisco NAC Appliance
	In-Band (IB) Deployment Switch Support
	Out-of-Band (OOB) Deployment Switch Support
	OOB Supported Switches
	OOB Supported (NME) EtherSwitch Service Modules
	MAC-Move Notification Support

	Wireless Out-of-Band (WOOB) Switch/Wireless LAN Controller Support
	Switch Support for CAS Virtual Gateway/VLAN Mapping (IB and OOB)
	Known Issues with Switches/WLCs
	Cisco Catalyst 3550/3560/3750 and NAC Appliance In-Band Central Deployment
	Stacked Cisco Catalyst 3750 Switches and NAC Appliance Out-of-Band Deployment
	Cisco 2200/4400 Wireless LAN Controllers (Airespace WLCs) and DHCP

	Troubleshooting
	Preventing Loops on Central Switch for VGW/Central Deployments
	OOB Switch Trunk Ports and Upgrade
	Switch OID Support




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


