Note

Overview

CHAPTER1

Configuring Network Scanning

Nessus-based network scanning capabilities only apply to web login users and Clean Access Agent
users for whom a combination of client network scanning and Agent login functionality has been
configured. The Cisco NAC Agent does not support Nessus-based network scanning.

This chapter describes how to set up network scanning for Cisco NAC Appliance. Topics include:
e Overview, page 13-1
e User Page Summary, page 13-4
¢ Configure the Quarantine Role, page 13-6
e Load Nessus Plugins into the Clean Access Manager Repository, page 13-6
e Configure General Setup, page 13-9
e Apply Plugins, page 13-10
e Configure Plugin Options, page 13-12
e Configure Vulnerability Handling, page 13-13
e Test Scanning, page 13-16
e Customize the User Agreement Page, page 13-19
e View Scan Reports, page 13-17

The Cisco NAC Appliance network scanner uses Nessus plugins to check for security vulnerabilities.
With Cisco NAC Appliance, you can define automatic, immediate responses to scan results. For
example, if a vulnerability is found, you can have the user notified, blocked from the network, or
assigned to a quarantine role.

Nessus (http://www.nessus.org), an open source project for security-related software, provides plugins
designed to test for specific vulnerabilities on a network. In addition to plugins for remotely detecting
the presence of particular worms, plugins exist for detecting peer-to-peer software activity or web
servers. The following description defines Nessus plugins:

Nessus plugins are very much like virus signatures in a common virus scanner application. Each
plugin is written to test for a specific vulnerability. These can be written to actually exploit the
vulnerability or just test for known vulnerable software versions. Plugins can be written in most any
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language but usually are written in the Nessus Attack Scripting Language (NASL). NASL is Nessus'
own language, specifically designed for vulnerability test writing. Each plugin is written to test for
a specific known vulnerability and/or industry best practices. NASL plugins typically test by sending
very specific code to the target and comparing the results against stored vulnerable values.

— Anderson, Harry. “Introduction to Nessus” October 28, 2003
http://www.securityfocus.com/infocus/1741 (10/29/04).

You can use most standard Nessus plugins with Cisco NAC Appliance. You can also customize plugins
or create your own using NASL. Refer to the Nessus website for information on how to create plugins
using NASL.

When scanning is performed, the network scanner scans the client system according to the plugins you
selected and generates a standard report to the Clean Access Manager containing the results of the scan.
Network scanning reports will indicate whether the plugin resulted in a security hole, warning, or system
information (according to how the Nessus plugin was written). The Clean Access Manager then
interprets the report by comparing the result of the plugin to the vulnerability definition you have
configured for it. If the report result matches the result you have configured as a vulnerability, the event
is logged under Monitoring > Event Logs > View Logs, and you can also configure the following
options:

e Show the result of the scan to the user.

¢ Block the user from the network

e Put the user in the quarantine role for limited access until the client system is fixed.
e Warn the user of the vulnerability (with the User Agreement Page).

Figure 13-1 illustrates the general network scanning client assessment process when a user authenticates
via web login. If both the Agent and network scanning are enabled for a user role, the user follows the
sequence shown in Figure 11-37 on page 11-26 then in Figure 13-1 for the network scanning portion. In
this case, the Agent dialogs provide the user information where applicable.

Figure 13-1 Network Scanning Client Assessment
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Network Scanning Implementation Steps
The following sections describe the steps required to set up network scanning:
Step 1 Configure the Quarantine Role, page 13-6
Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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Step2  Load Nessus Plugins into the Clean Access Manager Repository, page 13-6
Step3  Configure General Setup, page 13-9

Step4  Apply Plugins, page 13-10

Step5  Configure Plugin Options, page 13-12

Step6  Configure Vulnerability Handling, page 13-13

Step7  Test Scanning, page 13-16

Step8  Customize the User Agreement Page, page 13-19

Step9  View Scan Reports, page 13-17

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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User Page Summary

Table 13-1

Table 13-1 summarizes the web pages that appear to users during the course of login and perform Nessus
Scanning, and lists where they are configured in the web admin console.

User Page Summary

Page

Configured in:

Purpose

Web Login /Network Scanner User Pages

Network
Scanning User
Agreement
Page

Enable in:

Device Management > Clean
Access > General Setup >
Web Login

Configure page in:

Device Management > Clean
Access > Network Scanner >
Scan Setup > User Agreement

See Customize the User
Agreement Page, page 13-19

If enabled, this page appears after a web login user authenticates and
passes network scanning. The user must click Accept to access the
network.

et Ve Foories Tos b
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Virus Protection Information

[This is a sample network security page provided with the Cisco software. The network administrator
should customize this page as appropriate before deploying the software. The page can b
customized in the Clean Access Manager console.]

The university has purchased a volume license of Anti-Virus software. It is important that all
computers accessing the network have the Anti-Virus software installed and updated. If you have not
yet installed the Anti-Virus software, please do so now. The volume license includes regular updates
to protect your computer against new viruses.

Note that all existing anti-virus software should be removed from your computer before installing the
Anti-Virus software. For complete installation instructions, see the How-To document.

The ITS Support Center will be delighted to answer any questions you have about the procedure.
Contact us at 555-5555 or by e-mail at itssupport@address.edu. The campus license is available for
Windows 9x/2000/XP and Macintosh OS 8.x and greater. All university-owned machines are eligible,

and faculty and staff may install a copy on their home computer as well. Students are also eligible for
one copy for their personal machines.

Please understand that by clicking "Accept” button, you are certifying that you have followed

the steps described on this page. Failure to meet the requirements can result in suspension of
network access or other penalties. g

183873

&] Dove. 8 @ memet

Scan
Vulnerability
Report

Enable in:

Device Management > Clean
Access > General Setup >
Web Login

Configure page in:

Device Management > Clean
Access > Network Scanner >
Scan Setup > Vulnerabilities

See Configure Vulnerability
Handling, page 13-13

If enabled, this client report appears to web login users after network
scanning results in vulnerabilities. It can also be accessed as a link from
the Logout page. Administrators can view the admin version of the client
report from Device Management > Clean Access > Network Scanner >
Reports. Agent users with network scanning vulnerabilities see this
information in the context of Agent dialogs. The report appears as follows:

3 https://192.168.151.251 - Scan Report - Microsoft Internet Explorer
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Table 13-1 User Page Summary (continued)
Page Configured in: Purpose
Block Access |Device Management > Clean |If enabled, a web login user sees this page if blocked from the network
Page Access > General Setup > when vulnerabilities are found on the client system after network
Web Login scanning,
See Customize the User le Failure - Microsoft Internet Explorer CIEE
Agreement Page, page 13-19. @ E— — “ 8
User Enable in: If enabled, this page appears to a web login user if quarantined when
ggreement Device Management > Clean vulnerabilities are found on the client system after network scanning.
age: . Access > General Setup >
quarantined

user, original
role

Web Login
Configure page in:

Network Scanner > Scan
Setup > User Agreement

Select normal login role.

See Customize the User
Agreement Page, page 13-19.

Google- v e - @ Bt Fovtore

Virus Protection Information

[This is a sample network security page provided with the Perfigo software. The network
administrator should customize this page as appropriate before deploying the software. The page can
be customized in the SmartManager console.]

The unversity has purchased  volume license of Ant-Virus software It is mportant that al

computers accessing the network have the Anti-Virus software installed and updated. If you have not

yet instlled the Ant- Virus software, please do 5o now. The volume license Includes regbiar updates
otect your computer against new viruses.

Note that al existing anti-viru software should be removed from your computer before nstalling the
Anti-Virus software. For complete installation instructions, see the How-To doci

The ITS Support Center will be delihted to answer any questions you have about the procedure
Contact us t 995-5355 or by e-mall at tssupport@address.edu. The campus license is avalable for
inone 572000/XD nd Machtooh 06 5 S rester AT aniveraity owhed Machnes are Clile,
and faculty and staff may nstall & copy on their home computer as well- Students are 2150 ligibs for
one copy for their personal machines.

Please understand that by clicking "Accept” button, you are certifying that you have followed

the steps described on this page. Failure to meet the requirements can result in suspension of
network access or other penalties

Waning! Yo 4 minutes
Report Logout
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“Report” buton belos to
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This page has the same Information Page Message (or URL) contents
(““Virus Protection Information™) as the User Agreement Page for the
normal login role. However, the Acknowledgment Instructions are
hardcoded to include the Session Timeout for the original role, and button
labels are hardcoded as “Report” and “Logout”.

User
Agreement
Page:

quarantined
user,
quarantine
role

Enable in: Device
Management > Clean Access
> General Setup > Web Login

Configure page in: Network
Scanner > Scan Setup > User
Agreement

Select appropriate quarantine
role.

See Customize the User

Agreement Page, page 13-19.

If enabled, this page appears to a web login user if quarantined when
vulnerabilities are found on the client system after network scanning.

This page allows you to specify a User Agreement Page just for the
quarantine role, (as opposed to using the quarantine version of the User
Agreement Page for the normal login role, as described above). The
Acknowledgment Instructions are hardcoded to include the Session
Timeout for the quarantine role, and the button labels are also hardcoded
as “Report” and “Logout”.

For additional information on redirecting users by role to specific pages or URLs (outside of Cisco NAC
Appliance), see Create Local User Accounts, page 7-13.

For additional Cisco NAC Appliance configuration information, see Configure General Setup,

page 13-9.
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For additional details on configuring Agent Requirements, see Configuring Agent-Based Posture
Assessment, page 10-33.

Configure the Quarantine Role

See Configure Network Scanning Quarantine Role, page 9-21 for details.

Load Nessus Plugins into the Clean Access Manager Repository

When the Clean Access Manager is first installed, its Nessus scan plugin repository is empty

(Figure 13-2). Plugins in the repository are listed under Device Management > Clean Access >
Network Scanner > Scan Setup > Plugins. You can manually load plugins you have downloaded from
the Nessus website—as a combined plugins.tar.gz file or as individual .nasl files—to the Clean Access
Manager’s plugin repository. You can also load .nasl plugins that you have created yourself.

Figure 13-2 Network Scanner Plugins Page

Device Management > Clean Access B

Certified Devices
Scan Setup -

General Setup MNetwork Scanner

Clean Access Agent Updates
Plugin Updates - Reports

Plugins | Options | Yulnerabilities | User Agreement | Test

User Rale ralel hd

Operating System ALL v

(By default, 'ALL' settings apply to all dient operating systerns if no ©S-specific settings are
specified.]

‘Wwhen there are plugin dependencies and a prerequisite plugin is not enabled (2.9, enabled plugin B depends on disabled
plugin A's result), the dizabled plugin iz still applied. In this case, only the administrator repart will show the disabled
plugin's scan result,

show |— Selected — plugins

zelected plugins: Update

183682

Note  Due to a licensing requirement by Tenable, Cisco is not able to bundle pre-tested Nessus plugins or
automated plugin updates to Cisco NAC Appliance, effective Release 3.3.6/3.4.1. Customers can still
download Nessus plugins selectively and manually through http://www.nessus.org.

For details on Nessus plugin feeds, see http://www.nessus.org/plugins/index.php?view=feed.
To facilitate the debugging of manually uploaded plugins, see Show Log, page 13-17.

Note  Most Nessus 2.2 plugins are supported and can be uploaded to the Clean Access Manager. You must
register for Nessus 2.2 plugins from http://www.nessus.org/plugins/index.php?view=register. Once you
register, you will be able to download the free plugins. Nessus version 2.2.7 has a NASL_LEVEL value
of less than 3004. Cisco NAC appliance does not support Nessus plugins which require the
NASL_LEVEL to be equal to or greater than 3004. Cisco NAC Appliance currently does not support
Nessus version 3 plugins due to vendor licensing restrictions.

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
m. 0L-19354-01 |
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Load Nessus Plugins into the Clean Access Manager Repository

If a plugin you want to add has dependent plugins, you must load those dependencies or the plugin is not
applied. When customizing a plugin, Cisco recommends giving the plugin a unique name, so that it is
not overwritten later by a plugin in a Nessus update set.

The plugin’s description appears in the Plugins form of the Scan Setup submenu (Figure 13-4 on
page 13-8). By customizing the plugin’s description, you enable admin console users to distinguish the
plugin from others in the plugin set.

Plugins that you have loaded are automatically published from the Clean Access Manager repository to
the Clean Access Servers, which perform the actual scanning. The CAM distributes the plugin set to the
Clean Access Servers as they start up, if the CAS version of the plugin set differs from the CAM version.

Uploading Plugins

1. Go to Device Management > Clean Access > Network Scanner > Plugin Updates.

Figure 13-3 Plugin Updates

Device Management > Clean Access )]

Certified Devices
Scan Setup -

Network Scanner
Reports

General Setup
Plugin Updates -

Clean Access Agent Updates

Manage the Clean Access Manager's plugin repository here. Use manual updating to load plugins (e.g.
myplugin.nasl ar plugins.tar.gz) you have acquired or created yourself, When there are plugin dependencies
and a prerequisite plugin is not uploaded, the uploaded plugin won't be applied.

Manual Update |C:\CCA\pIugins.tar.gz |[ Browse.. |

[ Uplosd | [ Delete Al Plugins |

[Renarme your archive file of plugins to "plugins.tar.gz" before uploading.)

183649

2. With the plugin file in a location accessible to the computer on which you are working, click the
Browse button next to the Manual Update field and navigate to the plugin archive file
(plugins.tar.gz) or individual plugin file (myplugin.nasl).

A

Note  The filename of the uploaded nessus plugin archive must be plugins.tar.gz. Most Nessus 2.2
plugins are supported. Nessus version 2.2.7 has a NASL_LEVEL value of less than 3004. Cisco
NAC appliance does not support Nessus plugins which require the NASL_LEVEL to be equal
to or greater than 3004. Cisco NAC Appliance currently does not support Nessus version 3
plugins due to vendor licensing restrictions.

3. Click Upload.

4. The list of plugins loaded to the repository displays under Network Scanner > Scan Setup >
Plugins (Figure 13-4).
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Figure 13-4 Plugins Page After Upload

Device Management > Clean Access

@

Certified Devices

General Setup MNetwork Scanner [ Clean Access Agent Updates

Scan Setup Plugin Updates Reports
Plugins | Options | Yulnerabilities | User Agreement | Test
User Raole |r0|e1 e
Operating System |ALL v

(By default, 'ALL' settings apply to all dient operating systerns if no ©S-specific settings are
specified.]

‘Wwhen there are plugin dependencies and a prerequisite plugin is not enabled (2.9, enabled plugin B depends on disabled

plugin A's result), the dizabled plugin iz still applied. In this case, only the administrator repart will show the disabled
plugin's scan result,

show | — Selected —

plugins

Update Cancel
Oe Fedora Local Security Checks

Solaris Local Security Checks
Gain a shell remately

Denial of Service

Misc.

Dehian Local Security Checks
Mandrake Local Security Checks
CGl abuses

Fed Hat Local Security Checks
Gain root remotely

Gentoo Local Security Checks
Remate file access

Windaows

HP-LI Local Security Checks

1836853

Note  The default view on the Plugins page is “Selected.” If Nessus plugins have not yet been checked
and updated for the user role, the default view (i.e. Selected Plugins) shows no plugins. To view

the plugins you have uploaded, choose one of the other views (for example, “All,” “Backdoors,”
etc.) from the “Show...Plugins” dropdown.

5. If the plugins do not immediately display after Upload, click Delete All Plugins, then perform the

upload again.
6. Apply the plugin and configure its parameters as described in the following sections:
— Apply Plugins, page 13-10
— Configure Vulnerability Handling, page 13-13.

~

Note

When there are plugin dependencies and a prerequisite plugin is not uploaded, the uploaded
plugin will not be applied.

Deleting Plugins
1. Go to Device Management > Clean Access > Network Scanner > Plugin Updates.

2. Click the Delete All Plugins button to remove all plugins from the repository. The Network
Scanner > Scan Setup > Plugins page will no longer be populated.

[l Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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Configure General Setup

After loading the scan plugins, you can configure scanning by user role and operating system. Before
starting, make sure user roles appropriate for your environment are created.

The General Setup page provides general controls to configure user roles and operating systems for
network scanning, including whether user agreement or scan report pages pop up, and whether a client
is blocked or quarantined if found with vulnerabilities.

To configure network scanning user page options:

Go to Device Management > Clean Access > General Setup> Web Login.

Figure 13-5 General Setup—Web Login

Device Management > Clean Access B

Certified Devices General Setup MNetwork Scanner Jl Clean Access Agent Updates

Web Login - Agent Login
User Role Fole2 hd
Operating System ALL v

(By default, 'ALL' settings apply to all dient operating systerns if no ©S-specific settings are
specified.]

I Link to User Agreement
Showll\letwork Scanner User Agreement Qagelto web login users Fage Configuration Form
Enable pop-up scan vulnerability reports from User Agreement page

Require users to be certified at every web login

[J Exempt certified devices from web login requirement by adding to MAC filters

Blaock/Quarantine users with vulnerabilities in role: | Guarantine Fole (4 minutes) v

Show quarantined users User Agreement Page of! | quarantine role v

183648

Choose the role for which you want to configure scanning from the User Role dropdown.

Similarly, choose the user operating system to which the configuration applies from the Operating
System dropdown. You can apply settings to all versions of an OS platform (such as
WINDOWS_ALL), or to a specific operating system version (such as WINDOWS_XP). ALL
settings will apply to a client system if a configuration for the specific version of that user’s
operating system does not exist.

If providing specialized settings, select the operating system and clear the checkbox for the ALL
setting (for example, deselect “Use 'ALL' settings for the WINDOWS OS family if no
version-specific settings are specified”).

Enable the network scanning options:
— Show Network Scanner User Agreement page to web login users
— Enable pop-up scan vulnerability reports from User Agreement page

— Require users to be certified at every web login—this forces clients to go through network
scanning at each login (otherwise, clients go through scanning only the first time they log in.)

[ oL-19354-01
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— Exempt certified devices from web login requirement by adding to MAC
filters—(Optional) this allows users that have met network scanning requirements to bypass
web login altogether by adding the MAC address of their machines to the device filters list.

Block/Quarantine users with vulnerabilities in role—either:

Select the quarantine role in which to quarantine the user, or

Select block access to block the user from the network and modify the contents (if desired) of
the blocked access page that will appear.

5. When finished, click Update to save your changes to the user role.

For additional details, see Client Login Overview, page 1-6 and Customize the User Agreement Page,
page 13-19.

Apply Plugins
Select the Nessus plugins to be used to determine client vulnerabilities from the Plugins page. Select the
user role and operating system and choose the plugins that participate in scanning.
To apply scanning plugins:

1. Go Network Scanner > Scan Setup > Plugins.

Figure 13-6 Plugins

Device Management > Clean Access

©

Certified Devices

General Setup MNetwork Scanner [ Clean Access Agent

Updates

Scan Setup - Plugin Updates - Reports
Plugins | Options | Yulnerabilities | User Agreement | Test
User Role |r0|e1 v
Operating System |ALL v
(By default, 'ALL' settings apply to all dient operating systerns if no ©S-specific settings are
specified.]

‘Wwhen there are plugin dependencies and a prerequisite plugin is not enabled (2.9, enabled plugin B depends on disabled

plugin A's result), the dizabled plugin iz still applied. In this case, only the administrator repart will show the disabled
plugin's scan result,

2. In the form, select a User Role and Operating System, and check the Enable scanning with
selected plugins check box.
3.

If you have many plugins in the repository, you can filter which are displayed at a time by choosing
a plugin family from the plugins list, as shown below.

— Selecting All displays all plugins in the repository.

— Choosing - Selected- displays only the plugins you already chose and enabled for the role.

[l Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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Apply Plugins

Ce ed Devices General Setup
Scan Setup - Plugin Updates - Repo|
Plugins | Options | Yulnerabilities
User Role IUnauthenticated Fole
Operating System ALL -

(By default, 'ALL' settings apply to all dient operat

When there are plugin dependencies and a prere:
A's result), the disabled plugin is still applied. In1
result.

[ Enable scanning with selected plugins: [

Show |All =~

MNew

Cisco Recommended

All

General b
Backdoors

CGlabuses

Default Unix Accounts

Misc.

Denial of Service

Windows : User management -

Im = = fr

= i

aaooaaoaon

oo

184464

The default view on the Nessus plugin page (Device Management > Clean Access > Network Scanner
> Scan Setup > Plugins) is “Selected.” Note that if Nessus plugins have not yet been checked and
updated for the user role, the default view (i.e. Selected Plugins) shows no plugins. To select plugins,
the administrator must choose one of the other views (for example, “All,” “Backdoors,” etc.) from the
“Show...Plugins” dropdown.

4. Click the plugin name for details. An information dialog appears for each plugin (Figure 13-7).

Figure 13-7 Nessus Plugin Description

2 hitps://192.168.151.253/admin/nsinfo. jsp?id=12029 —k-'-icrusuﬂ Internet Explorer, E] O E|

* MyDoom VYirus Backdoor
This seript is Coppright (C) 2008 Tanzble Network Secovity

Category : infos

Family : Backdoors

Plugin Id @ 12029

Summary | Detect MyDoom worm

MyDoom backdoor is listening on this port.

A cracker may connect to it to retrieve secret
information, such as passwords or credit card
nunbers

See also:

heep://securityresponse, symantcec . cond aveenter/venc/ daca/ wiZ . novard. afwm, ht
ml

Solution: Use anti-virus software to remove it.
Risk factor: Critical

Close

183723

@J Done S & Internet

5. Select the check box for each plugin that you want to participate in the scan for that role.
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~

Note

If the plugin is dependent on other plugins in the repository, those plugins are enabled automatically.

6. When finished, click Update. This transfers the selected plugins to the Vulnerabilities page so that
you can configure how these vulnerabilities are handled if discovered on a client system.

If the plugin has configurable parameters, you can now use the Options form to configure them, as
described in the following procedures. Otherwise you can continue to Configure Vulnerability Handling,
page 13-13.

Configure Plugin Options

For plugins that support input parameters, you can configure parameters in the Options form. Before
starting, the plugin must be enabled in the Plugins form, as described in Apply Plugins, page 13-10.

To configure plugin options:
1. In the Network Scanner tab, click the Scan Setup submenu link, then open the Options form.

2. With the appropriate role and operating system selected, choose the plugin you want to configure
from the Plugin list. All plugins enabled for the role appear in the list.

3. Choose the option you want to configure for the plugin from the options list. When you select a
configurable option, Category, Preference Name, and Preference Value dropdowns and/or text
boxes will display, as applicable for the option. Parameters that cannot be configured are indicated
by a “Not supported” message.

Figure 13-8 Options

@

Device Management > Clean Access

Certified Devices General Setup MNetwork Scanner [ Clean Access Agent Updates
Scan Setup - Plugin Updates - Reports

Plugins | Options | Yulnerabilities | User Agreement | Test

User Rale |r0|e1 hd

Operating System |ALL v

(By default, 'ALL' settings apply to all dient operating systerns if no ©S-specific settings are
specified.]

Preference Mame |Netw0rk cannection timeaut : v

Preference Walue

183651

4. From the dropdown menus, select the Category and Preference Name, type the Preference Value
(if applicable), and click Update. Note that you need to click Update for each parameter you
configure.

[l Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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Configure Vulnerability Handling

Cisco recommends using the Agent for host registry checks. In order to use Nessus Windows registry
checks, you will need to have a common account (with access to the registry) on all the machines you
want to check. This can be configured under Device Management > Clean Access > Network Scanner
> Scan Setup > Options | Category: Login configurations | Preference Name: [SMB
account/domain/password]. For details on Nessus 2.2 Windows registry checks (requiring credentials),
refer to http://www.nessus.org/documentation/nessus_credential_checks.pdf.

Configure Vulnerability Handling

If scanning uncovers a vulnerability on the user’s system, the user can be blocked from the network,
quarantined, or only warned about the vulnerability.

Network scan reports are listed by user logon attempt under Device Management > Clean Access >
Network Scanner > Reports. Client scan reports can be enabled by selecting the Enable pop-up scan
vulnerability reports from User Agreement page option from Device Management > Clean Access
> General Setup.

If enabled, a client scan report will appear in a popup window to notify users if a vulnerability result was
found. This client report is a subset of the scan report and lists only vulnerability results along with
instruction steps or a URL link that guide the user through remediation for the vulnerability. If browser
popups are blocked on the user’s system, the user can click the Scan Report link on the logout page to
view the report. The warning text that appears to users for each vulnerability is configurable, as
described in the following procedures.

Note that typically, plugins do not return results when no issue is found. If a client goes through network
scanning and no vulnerability results are found, no scan report popup is displayed.

To configure how vulnerabilities are handled:
1. Open the Network Scanner > Scan Setup > Vulnerabilities form.
2. Select a User Role and Operating System. Note that plugins selected apply to the User Role:OS

pair. The same set of plugins appears for all operating systems in the role. However, you can
customize which plugins are considered vulnerabilities per operating system.

[ oL-19354-01
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Figure 13-9 Vulnerabilities

Device Management > Clean Access )]

Certified Devices
Scan Setup -

General Setup MNetwork Scanner
Plugin Updates - Reports
Plugins | Options | Yulnerabilities | User Agreement | Test

Clean Access Agent Updates

User Role | rolel hd

Operating System |ALL v

(By default, 'ALL' zettings apply to all cient operating systems if no O5-specific settings are
specified.]

Enabled Plugins:

|10 | Name [ _vulnerable if ..

GSR ACL &
10970 pub HOLE v £l
10973 CSCdi3d061 | HOLE WARN v e
cisco 675 ]
10561 http Do% HOLE WARNLINFO » o E
(=]

3. For Enabled Plugins (plugins that have been enabled through the Plugins menu) select the following:
ID: This is the number of the plugin that will be listed on the scan report.
Name: Name of the plugin.

Vulnerable if: These dropdown controls configure how the Clean Access Manager interprets the scan
result for the plugin. If the client is scanned and the result returned for a plugin matches the
vulnerability configuration, the client will be put in the quarantine role (or blocked). You can
increase or decrease the level of result that triggers a vulnerability and assigns users to the
quarantine role.

1. NEVER—Ignore the report for the plugin. Even if a HOLE, WARN, or INFO result appears on
the report, this plugin is never treated as vulnerability and will never cause the user to be put in
the quarantine role.

2. HOLE—If HOLE is the result for this plugin, the client has this vulnerability and will be put
in the quarantine role. A result of WARN or INFO on the report is not considered a vulnerability
for this plugin. In most cases, administrators should select “HOLE” to configure vulnerabilities.
“HOLE” will ignore the other types of information (if any) reported by plugins.

3. HOLE, WARN (Timeout)—This setting means the following:

A HOLE result for this plugin is considered a vulnerability and the client will be put in the
quarantine role.

A WARN result for this plugin is considered a vulnerability and the client will be put in the
quarantine role. A WARN result means the plugin scan timed out (due to personal firewalls or
other software) and could not be performed on the machine. Choosing WARN as a vulnerability
will quarantine any client that has a firewall enabled. However, it can also be used as a
precautionary measure to quarantine clients when the results of the scan are not known.

An INFO result on the report is not considered a vulnerability for this plugin.
4. HOLE, WARN, INFO—This setting means the following:

A HOLE result for this plugin means the client has this vulnerability and will be put in the
quarantine role.

A WARN result for this plugin is considered a vulnerability and the client will be put in the
quarantine role. An WARN result usually indicates a client that has a firewall enabled.

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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An INFO result on the report is considered a vulnerability and the client will be put in the
quarantine role. An INFO result indicates status information such as what services (e.g.
Windows) may running on a port, or NetBIOS information for the machine. Choosing this level
of vulnerability will quarantine any client that returns status information.

>
Note  If the plugin does not return INFO results (and there are no HOLE or WARN results), the
client will not be quarantined.

To edit a plugin, click the Edit button next to the plugin that you want to configure.

The Edit Vulnerabilities form appears.

Figure 13-10 Edit Vulnerability

10.

Device Management > Clean Access

e

MNetwork Scanner Updates

Certified Devices General Setup Clean Access Agent

Scan Setup - Plugin Updates - Reports
Plugins | Options | Yulnerability | User Agreement | Test
User Role rolel
Operating System ALL
Plugin ID 10973
Plugin Mame CSCdiz4nsl

Wulnerability if report result is: HOLEWARN b

(4 plugin will generate a "WARN' report if the scan tirmes out before a result.)

Type instructions describing what action to take

. in case this wvulnerability is found.
Instruction ki

Link |http:,-",!WWW.ciSco—remediation—site.com

[ Update ][ Cancel ]

184463

From the Vulnerability if report result is: option menu, you can increase or decrease the level of
vulnerability reported by this plugin that assigns users to the quarantine role.

In the Instruction text field, type the informational message that appears in the popup window to
users if the plugin discovers a vulnerability.

In the Link field, type the URL where users can go to fix their systems. The URL appears as a link
in the scan report. Make sure to enable traffic policies for the quarantine role to allow users HTTP
access to the URL.

When finished, click Update.

[ oL-19354-01
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Test Scanning

The Test form lets you try out your scanning configuration. You can target any machine for the scan, and
specify the user role to be assumed by the target client for the purpose of the test. For this type of testing,
the test is actually performed against copies of the scan plugins that are kept in the Clean Access
Manager. In a production environment, the Clean Access Servers get copies of scan plugins
automatically from the Clean Access Manager and perform the scanning,

To perform a test scan:
1. Go to Device Management > Clean Access > Network Scanner > Scan Setup > Test.

2. Choose the User Role and Operating System for which you want to test the user.

3. Enter the IP address of the machine that you want to scan (the address of the current machine appears
by default) in the Target Computer field.

4. Click Test. The scan result appears at the bottom of the page.

Figure 13-11 Network Scanning Test Page

©

Device Management > Clean Access

MNetwork Scanner Updates

Clean Access Agent

General Setup

Certified Devices

Scan Setup Plugin Updates Reports
Plugins | Options | Yulnerabilities | User Agreement | Test
User Raole |r0|e1 hd
Operating System |ALL v|
Target Computer |171.69.106.72 | [ TestomManager |
Scan Report:
Type|Plugin| _Serviee | ... Descripion |
microsoft-ds . . .
INFO 11011 {445/tcp) A CIFS server is running on this port
nethios-ssn ! ! !
INFO 11011 {139/tcp) An SMB server is running on this port

Synopsis ¢ Itis possible to obtain the network name of the remote host, Description : The remote host listens
on udp port 137 and replies to NetBIOS nbtscan requests, By sending a wildcard request it is possible to obtain
netbios-ns  the name of the remote systemn and the name of its dorain. Risk factor : None Plugin output : The following 4

INFO 10150 (137/tcp) MetBIOS names have been gathered | BBAKER-WXP01 = Computer name CISCO = Workgroup / Domain
name BBAKER-WXPO1 = NetDDE Service BBAKER-WXPO1 = File Server Service The remote host has the
following MAC address on its adapter : 00:15:58:32:c2:e2 CVE : CVE-1999-0621
Synopsis ¢ Itis possible to obtain information about the remote os, Description : It is possible to get the remote
INFO 10785 microsoft-ds operating system name and version {Windows and/or Samba) byt sending an authentication request to port
(445/tcp) 139 or 445, Risk factor : Mone Plugin output : The remote Operating System is @ Windows 5.1 The remote
native lan manager is @ Windows 2000 LAM Manager The remote SMB Domain Mame is ¢ CISCO
INFO 10884 ntp {123/udp) A NTP {Metwork Time Protocol) server is listening on this port, Risk factor : Low
WARM 10394  SMB login Timeout: Unable to Scan
WARN 11936 oL Timeout: Unable to Scan

Identification

[Mote: The report shown here is the full administrator report. The report shown to end users contains only the vulnerability results for the enabled

plugins.)
Show the last lines of the test log. Show Sean Log ] [ Show Other Log
i
o
[Use "show other lag" to check the plugin dependencies.) 93
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Clicking the Show Log button on the Device Management > Network Scanner > Scan Setup > Test
page brings up a debug log (Figure 13-12) for the target computer tested (sourced from
/var/nessus/logs/nessusd.messages). The log shows which plugins were executed, the results of the
execution, which plugins were skipped and the reason (dependency, timeout, etc). Administrators can
check this log to debug why a scan result is not as expected.

Figure 13-12 Network Scanning Show Log

<=3 https:/1172.25.94.145/admin/nslog. jsp?line=50 - Microsoft Internet Explorer... g@@

[Sat Apr 21 22:00:13 2007][481] Communication closed by client

[Bat Apr 21 22:09:36 2007][471] receiwed the TERM sigmal

[Sat Apr 21 22:09:41 2007][600] nessusd 2.2.7. started

[Sat Apr 21 22:09:42 2Z007][600] comnection from 127.0.0.1

[Sat Apr 21 22:09:42 2007][603] Client requested protocol wersion 12.

[Bat Apr 21 22:09:42 2007][603] successful login of perfigo from 127.0.0.1

[Sat Apr 21 22:09:42 2007][603] Communication closed by client

[Sat Apr 21 22:19:41 2007][600] receiwed the TERM sigmal

[Sat Apr 21 22:20:38 2007][746] nessusd 2.2.7. started

[Sat Apr 21 22:20:45 2007][746] connection from 127.0.0.1

[Sat Apr 21 22:20:48 2007][756] Client requested protocol wersion 12.

[Sat Apr 21 22:20:458 2007][756] successful login of perfigo from 127.0.0.1

[Sat Apr 21 22:20:53 2007][756] Communication closed by client

[Sat Apr 21 22:30:29 2007][746] comnnection from 127.0.0.1

[Sat Apr 21 22:30:29 2007][&880] Client recquested protocol wersion 12.

[Bat Apr 21 22:30:29 2007][5880] successful login of perfigo from 127.0.0.1 .
£ >

@;‘] Done é Q Inkernet

183656

View Scan Reports

After enabling network scanning, you can view individual scan reports from Device Management >
Clean Access > Network Scanner > Reports. The report shown here is the full administrator report
(Figure 13-14). The report shown to end users contains only the vulnerability results for the enabled
plugins. (Users can access their version of the scan report by clicking the Scan Report link in their
Logout page.)

[ oL-19354-01
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Figure 13-13 Network Scanner Reports

©
I»

o Device Management > Clean Access

Certified Devices MNetwork Scanner

Scan Setup

General Setup
Plugin Updates

Clean Access Agent
Reports

¥ add reports containing holes to event log.

Time IAnytime VI
Text I
Plugin ID I

[zeparate multiple plugin ID: with 2 corma)l

Wiew | Delete |

(Mate: The report shown here is the full administrator report, The report shown to 2nd users contains only the vulnerability
results for the enabled plugins.)

Reports 1-2 of 2 | First | Previous | Next | Last |

| mMac ] [ 05 |  wser |  Time  [Report]|Del
Jd oo4micads:DITe  10.201.35.100 Windows XP test 2005-01-27 18:30:28 PR
O0:0F:1F:AGIET:14  10.201.35.150 Windows XP test 2005-01-26 15:30:31 o T@
|4 | ;I_E

e Choose Anytime from the Time dropdown menu to view all reports.

e To view only selected reports, choose a different Time, or enter search Text or Plugin ID, and click
View. If choosing a “User Defined” Time interval, type the “begin” year-month-day and time in the
first text box (e.g. 2006-03-22 13:10:00) and the “end” year-month-day and time in the second text
box (e.g.2006-03-23 11:25:00), then click View.

e To delete reports displayed according to the selected criteria, click Delete.

e Click the Report icon to open the detailed scan report, as shown in Figure 13-15.

Figure 13-14 Network Scanner Administrator Report Example

] https:/{192.168.151.253 - Scan Report - Microsoft Internet Explorer

Vulnerability Scan Report of 00:0B:DB:DC:8F:AB

[rype] Service fpliginl ______________________ Description |
microsoft-
INFO ds 11011 A CIFS server is running on this port

(445/tcp)

nethios-ssn

INFO T 30 tep)

11011 An SME server is running on this port
The following 6 NetBIOS names have been gathsred : DESDIM31 HOME = Workgroup /
Domain name DBSDIM3L = This is the computer name HOME = Workgroup / Demain name
(part of the Browser slections) HOME _ MSBROWSE__ The remote host has the following
MAC address on its adapter : 00:0b:db:de:8fiab If you do not want to allow everyone to
find the NetBios name of your computer, you should filter incaming traffic to this port, Risk
factor : Medium CVE : CAN-1999-0621

Close

&) Dane S @ Inkermet

netbios-ns

NFS (1 37/udp)

10150

183722

Note = When there are dependencies between plugins, for example plugin B is enabled and the scan result of
plugin A is the prerequisite of plugin B, the network scanner automatically applies plugin A whether or
not plugin A is enabled. However, since plugin A is not explicitly enabled, the scan result reported from
plugin A will only be shown in the administrator reports.

e To add reports to the Event log (Monitoring > Event Logs > View Logs), check the “Add reports
containing holes to event log” option. CleanAccess category reports will be generated as shown in
Figure 13-15.

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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Figure 13-15 CleanAccess Network Scanning Event Log

Monitoring > Event Logs (5]

View Logs Logs Setting Syslog Settings

|AnyType lenyCategDry jlWithin one day jl—Search in log text—
FesetView | Wiew | Deletel

Events 1-25 of 63 | First | Previous | Mext | Last

Cleanaccess 2005-04-13 18:19:54 blugin #11835:0c-srv (135/tep)

Adrninistration 2005-04-13 18:19:54 00:0F:1F:AG:E7:14 added to certified device list

puthocstion aans-ox-to toaorse [OLARASELLS £ 02035 200) et swcnitly
Administration 2005-04-13 18:18:41 00:0F:1F:A6:E7:14 removed from the certified device list
Authentication 2005-04-13 16:18:41 [00:0F:1F:AG:E7:14 #4# 10,201.35.200] test - Forcefully logged

out by administrator

Admin user session is created, login succeeded. Name:admin,
Administration 2005-04-13 18:16:59 Group:Full-Control Admin, IP:171.69,134,149, Login

time:04,/13/05 18:16:59, Last access time:04/13/05 15:16:59

Admin user session is created, login succeeded. Name:admin,
fdrninictratinn FANS-N4-17 18:17:47  ErannFoll-ranteal Admin TP0171 A0 134 149 1 anin

¥ 7 777197

183766

Customize the User Agreement Page

You can enable a User Agreement Page (“Virus Protection Page”) for web login users to provide network
usage policy information, virus warnings and/or links to software patches or updates after login and
successful network scanning.

Only uncertified users will see the User Agreement Page. Once a user device is on the Certified Devices
List, the User Agreement Page is not presented again until the device is cleared from the Certified
Devices List. Note that the Certified Devices List only records the first user that logs in with the device
and in this way tracks which user accepted the User Agreement Page at login. To ensure that the User
Agreement Page is presented to users at each login, enable the Require users to be certified at every
web login option for the role/OS on the General Setup page.

Configuration settings for this page are located in two places:

e The page target (whether the page is shown to users in a user role) is configured from Device
Management > Clean Access > General Setup (Figure 13-16).

[ oL-19354-01
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Figure 13-16 General Setup Tab

Device Management > Clean Access

()

Certified Devices

General Setup MNetwork Scanner Jl Clean Access Agent Updates

Web Login Agent Login
User Role |ROI92 hd
Operating System ALL v

(By default, 'ALL' settings apply to all dient operating systerns if no ©S-specific settings are
specified.]

Link to User Agreement

|
Showll\letwork Scanner User Agreement Qagelto web login users Fage Configuration Form

Enable pop-up scan vulnerability reports from User Agreement page

Require users to be certified at every web login

[J Exempt certified devices from web login requirement by adding to MAC filters
Blaock/Quarantine users with yulnerabilities in role: | Cuarantine Rale {4 minutes) "|

Show quarantined users User Agreement Page of: |quarantine role v|

183648

The page contents for a user role are configured under Device Management Clean Access >
Network Scanner > Scan Setup > User Agreement Page (Figure 13-17).

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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Customize the User Agreement Page

Figure 13-17 User Agreement Page Content Configuration Form

Device Management > Clean Access

©

Certified Devices

General Setup MNetwork Scanner Clean Access Agent Updates

Scan Setup Plugin Updates Reports
Plugins | Options | Yulnerabilities | User Agreement | Test
User Role |r0|e1 v
Operating System |ALL v

(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are specified.)

The User Agreement page contains user agreement text, security information, or any information you want
users to acknowledge to be certified for network access. Use the Information Page configured below to

include information in the User Agreement page specifically for users with the selected role and operating
system in your network,

Information Page
Message (or URL)

[the web server hosting thiz page rmust be accessible to the uszer role by
traffic contral policy)

Acknowledgement
Instructions

(this text appears next to the Accept(Continue) and Decline(Logout) buttans at the

bottarn of the User Agreerment page. The variable #time# will be replaced with the quarantine
tirne.

Accept{Continue

Beron Label (s "HIDDEN" b0 hids thiz buttan)
Decline{Logout ;

ot Lavm (56 "HIDDEN" to hid this buttan)

183654

Figure 13-18 illustrates what the default generated page looks like to an end user. The User Agreement

Page is not a popup but an HTML frame-based page made up of several components:

¢ The Information Page Message (or URL) component, which contains the contents you specify.

¢ The Acknowledgement Instructions frame component. This contains text and buttons (Accept,

Decline) for acknowledging the agreement information.

For quarantine role pages, the buttons are hardcoded to read “Report” and “Logout”.

[ oL-19354-01
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Figure 13-18 User Agreement Page (Quarantine Role Example)

- Perfigo CleanMachines - Microsoft Internet Explorer u ﬂ m
File Edit View Favorites Tools Help 7]
Address | https://10.10.10. 15/auth/perfigo_validate.jsp v| By co

A

Virus Protection Information

[This is a sample network security page provided with the Perfigo software. The network administrator
should customize this page as appropriate before deploying the software. The page can be customized
in the SmartManager console.]

The university has purchased a volume license of Anti-Virus software. It is important that all computers
accessing the network have the Anti-Virus software installed and updated. If you have not yet installed
the Anti-Virus software, please do so now. The volume license includes regular updates to protect your
computer against new viruses.

Note that all existing anti-virus software should be removed from your computer befare installing the

Information Page Message Anti-Virus software. For complete installation instructions, see the How-To document.

{or URL)

The ITS Support Center will be delighted to answer any questions you have about the procedure.
Contact us at 555-5555 or by e-mail at itssupport@address.edu. The campus license is available for
Windows 9x/2000/XP and Macintosh OS 8.x and greater. All university-owned machines are eligible, and
faculty and staff may install a copy on their home computer as well. Students are also eligible for one
copy for their personal machines.

Please understand that by clicking "Accept” button, you are certifying that you have followed
the steps described on this page. Failure to meet the requirements can result in suspension of
network access or other penalties.

‘Warning! You have been quarantined from the network ﬁ){ 4 minutes. [Please click on the "Report” button below to see more mformation.

Acknowledgement
Instructions Report ||
Session Timeout e
&] Done =] S @ mtemet

183874

Note  The page content (“Virus Protection Information™) shown in Figure 13-18 is the default content shown
to the end user, if no other information message or URL is specified for the User Agreement Page. Note
that this default content is not displayed in the Information Page Message (or URL) text area of the
configuration form.

The configuration form (shown in Figure 13-17) can be used to set up the following types of pages for
a web login user:

e After network scanning with no system vulnerabilities found—Users see the User Agreement Page
configured for the normal login role (Accept and Decline buttons).

e After web login and network scanning with client system vulnerabilities found—

- Users are put in a quarantine role and see the User Agreement Page of the quarantine role
(Report and Logout buttons).

— Users are put in a quarantine role but see the User Agreement Page of their normal login role
(Report and Logout buttons).

Before starting, create the HTML page that you want to use for the Information Page Message (or
URL) component. Cisco NAC Appliance lets you present a specific information page to users with a
particular role or operating system. The customized page should be on a web server accessible to Cisco
NAC Appliance elements.

After configuring the User Agreement Page, you will need to create a traffic policy to enable users in the
role access to the web resources of the page. Note that the role must grant access to port 80 of the CAM.
See Chapter 9, “User Management: Traffic Control, Bandwidth, Schedule” for details.

To customize the User Agreement Page:

1. Go to Device Management > Clean Access > Network Scanner > Scan Setup > User Agreement
Page. The configuration form for the User Agreement Page appears as shown in Figure 13-19.

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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Figure 13-19 User Agreement Page Configuration Form

Device Management > Clean Access

©

Certified Devices
Scan Setup

General Setup MNetwork Scanner

Clean Access Agent Updates
Plugin Updates Reports

Plugins | Options | Yulnerabilities | User Agreement | Test

User Role |r0|e1 hd

Operating System |ALL v

(By default, 'ALL' settings apply to all dient operating systerns if no ©5-specific settings are specified.)

The User Agreement page contains user agreement text, security information, or any information you want
users to acknowledge to be certified for network access. Use the Information Page configured below to
include information in the User Agreement page specifically for users with the selected role and operating
system in your network,

Information Page
Message (or URL)

[the web server hosting thiz page rmust be accessible to the uszer role by
traffic contral policy)

Acknowledgement
Instructions

(this text appears next to the Accept(Continue) and Decline(Logout) buttans at the
bottarn of the User Agreerment page. The variable #time# will be replaced with the quarantine
tirne.

Accept{Continue

Beron Label (s "HIDDEN" b0 hids thiz buttan)
Decline{Logout ;

ot Lavm (56 "HIDDEN" to hid this buttan)

183654

2. Choose the User Role and Operating System for which the page applies. The Clean Access
Manager determines the operating system of the user’s system at login time and serves the page you
have specified for that operating system. If selecting a quarantine role, the Acknowledgement
Instructions and button fields will be disabled.

3. Type HTML content or the URL of the page that you want to appear in the Information Page
Message (or URL) field of the User Agreement page. If using a file you uploaded to the CAM or
CAS, you can reference the file as described below:

a. Enter URLs: (for a single webpage to appear)
For an external URL, use the format http://www.webpage.com.
For a URL on the CAM use the format:

https://<CAM_IP>/upload/file_name.htm

where <cam_1p> is the domain name or IP listed on the certificate.

Note If you enter an external URL or CAM URL, make sure you have created a traffic policy for the
Unauthenticated role that allows the user HTTP access only to the CAM or external server.

b. Enter HTML: (to add a combination of resource files, such as logos and HTML links)
Type HTML content directly into the text field.

To reference an uploaded resource file as part of the HTML content, use the following formats:

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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- To reference a link to an uploaded HTML file:

<a href="file_name.html”> file_name.html </a>

- To reference an image file (such as a JPEG file) enter:

<img src="file_name.jpg”>

See Upload a Resource File, page 6-13 for additional details.

4. If desired, type the text that you want to appear above the accept and decline buttons in the
Acknowledgement Instructions field.

5. Type the labels that should appear on the accept and decline buttons in their respective fields.
6. Click the Save button to save your changes.

The User Agreement Page is now generated with the changes you made for users logging into the
network.

Note  For details on the web user login page, see Chapter 6, “Configuring User Login Page and Guest Access.”
For traffic policy details, see Configure Policies for Agent Temporary and Quarantine Roles, page 9-18.

Cisco NAC Appliance - Clean Access Manager Installation and Configuration Guide
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