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Effective with Cisco IOS Release 15.0(1)M, this feature is not available in Cisco IOS software.

The SSG AutoDomain feature allows Service Selection Gateway (SSG) to authenticate subscribers
automatically in the service domain. The AutoDomain feature allows a user to be connected to a service
automatically on the basis of either the access point name (APN) or the domain part of a structured
username, which is specified in an Access-Request packet. In this mode, authentication of the user is not
performed at the network access provider (NAP) authentication, authorization, and accounting (AAA)
server but instead in the service domain (for example, the AAA server within a corporate network).
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Prerequisites for SSG AutoDomain

Before you configure SSG AutoDomain, SSG must be enabled.

If SSG is configured to work with SESM in RADIUS mode, service profiles, subscriber profiles, and
control profiles must be configured on the AAA server before SSG will work. See the “RADIUS Profiles
and Attributes for SSG” document for information about RADIUS profiles and attributes for SSG.

Subscriber Edge Services Manager (SESM) and the AAA server must be configured to support SSG
AutoDomain.

Restrictions for SSG AutoDomain

e Loose coupling of hosts objects and Packet Data Protocol (PDP) contexts (when Gateway GPRS
Support Node (GGSN) is a RADIUS client) can cause some error conditions that cannot be cleanly
recovered without end-user intervention (such as reconnecting).

¢ In the event of a server failure, SSG ignores configured server group group-name commands and,
instead, will failover to the server that is specified by the next radius-server host command in the
configuration; no matter how these servers are partitioned into groups by server group group-name
command(s).

For more information about the radius-server host command, see the Cisco IOS Security
Configuration Guide. Refer to “Configuring Authorization” section in the Part 1: Authentication,
Authorization, and Accounting (AAA).

Information About SSG AutoDomain

The SSG AutoDomain feature allows SSG to provide subscriber authentication for services. To
configure SSG AutoDomain, you need to understand the following concepts:

e Overview of SSG AutoDomain, page 3

e [P Address Assignment, page 4

e SSG AutoDomain Basic and Extended Modes, page 4
e SSG AutoDomain Service Types, page 4

e Access Point Names, page 5

e AutoDomain Name Selection, page 5

e Multiple Local IP Pools, page 6
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| Configuring SSG to Authenticate Subscribers Automatically in the Service Domain

Information About SSG AutoDomain

e Primary AutoDomain Service Termination, page 6
¢ SSG AutoDomain and NAT, page 6
e Benefits of SSG AutoDomain, page 7

Overview of SSG AutoDomain

The SSG AutoDomain feature allows SSG to authenticate subscribers in the service domain.

The SSG AutoDomain feature enables users to connect to a service automatically on the basis of either
access point name (APN) or the domain part of the structured username specified in an Access-Request
packet. When SSG AutoDomain is configured, user authentication is not performed by the Network
Access Provider (NAP), but instead in the service domain (for example, at an authentication,
authorization, and accounting (AAA) server within a corporate network).

Using SSG AutoDomain, you can automatically log a user on to a service on the basis of either the APN
or the domain portion of the structured username. The domain portion of the structured username is the
portion after the @ in the username. For example, in the username abc @cisco.com, cisco.com is the
domain name.

Users can bypass SESM and access a service, such as a corporate intranet. SSG AutoDomain is also
supported for users logging in from SESM.

SSG AutoDomain makes it possible to log a user on to either Layer 2 Tunnel Protocol (L2TP) or proxy
services. The username and password used to log a user on with AutoDomain are the same username and
password provided by the end-user device when the end user originally logged into the network. The
username and password may be entered manually by the end user or preconfigured on the end-user
device. The password may also be dynamically generated.

SSG AutoDomain does not require SSG vendor specific attributes (VSAs) when using a domain name
as a means to determine which service the user is to be logged on to. AutoDomain uses a heuristic to
determine the service onto which the user is to be logged. When AutoDomain is used, the host object is
not activated until the user has been successfully authenticated with the service. If the autoservice
connection fails for any reason, the user logon is rejected, and an Access-Reject packet is returned to the
client device.

By default, SSG first checks for an AutoDomain name using the APN. The APN is normally conveyed
in the Called-Station-ID attribute. If the AutoDomain name is not in the Called-Station-ID attribute, SSG
looks for the name in the NAS-Identifier attribute. If the AutoDomain name cannot be extracted from
the APN, SSG attempts to extract it from the structured username.

If AutoDomain is enabled and the received Access-Request packet specifies an APN, SSG uses this APN
for AutoDomain selection unless it is a member of the APN AutoDomain exclusion list. If an
AutoDomain is not selected based on the APN, SSG uses the structured username. If a structured
username is not supplied, or the supplied structured username is a member of the domain name exclusion
list, no AutoDomain is selected, and normal SSG user logon proceeds. You can override these
AutoDomain selection defaults by configuring the select command in SSG-auto-domain mode. You can
define the APN AutoDomain exclusion list and the domain name exclusion list with the exclude
command in SSG-auto-domain mode.

When AutoDomain is enabled, an AutoDomain profile is downloaded from the local AAA server. The
AutoDomain profile can be a service profile or a virtual user profile, depending on whether you
configure AutoDomain in basic or extended mode. This profile is specified as an outbound service, and
the password is the globally configured service password.

| .“
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IP Address Assignment

Host objects created as a result of AutoDomain logon are assigned an IP address from one of the
following sources:

e From the client device. If the IP address is assigned by the client device before authentication, each
Access-Request packet received from the client device has an IP address in the Framed-IP field.

If after authentication, the client device uses DHCP to assign an IP address to the user once the user
has been successfully authenticated. This IP address is signaled to SSG in the Accounting start
packet.

¢ From the Gateway GPRS Support Node (GGSN). Each Access-Request packet received from GGSN
has an IP address in the Framed-IP field.

¢ From the Corporate Network: The AAA server in the corporate network authenticates the user and
sends an Access-Accept packet. In the Access-Accept packet, the AAA server sends an IP address
in the Framed-IP field.

e From the SSG local pool: In RADIUS-proxy mode you can configure IP address pools. If an IP
address is not assigned from any of the above sources, the IP address is allocated from the SSG local
pool.

SSG AutoDomain Basic and Extended Modes

You can configure SSG AutoDomain in basic or extended mode. In basic mode, the AutoDomain profile
downloaded from the AAA server is a service profile. In extended AutoDomain mode the profile
downloaded from the AAA server is a virtual user profile that contains one primary service to an
authenticated service such as a proxy or tunnel. The virtual user profile defines the AutoDomain service
as a primary service. Connection to this primary service occurs as it does for basic AutoDomain; that is,
the host object is not activated until the user has been authenticated at the proxy or tunnel service.The
virtual user profile can also have other auto-logon services along with the primary service. Extended
mode is for deployments in which the extra functionality introduced by SESM is to be utilized. The
presence of SESM allows the user to switch among the services in the virtual user profile. If the virtual
user profile does not have a primary service or if the autoservice is not authenticated, the AutoDomain
logon is rejected.

SSG AutoDomain Service Types

The AutoDomain service profile can be a proxy, VPDN, tunnel service, or pass-through. If the
downloaded AutoDomain service profile is a proxy service, SSG authenticates the user to the appropriate
domain AAA server with the authentication information found in the Access-Request packet received
from the RADIUS client. If the downloaded AutoDomain service profile is a tunnel service, a PPP
session is regenerated into an L2TP tunnel for the selected service.

If no SSG-specific attributes are returned indicating the type of service required, SSG treats the service
as a virtual private dialup network (VPDN) service and adds the following attributes to the service
profile:

e Service network (R) as 0.0.0.0;0.0.0.0
e Service mode as concurrent (MC)
e Service type as tunnel (TT)

SSG then regenerates the PPP session for the specified service.
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SSG AutoDomain attempts to log the user onto the remote service using the username and password
specified in the original Access-Request. If selection of the AutoDomain is based on the realm part of
the username, only the user part of the name is used unless the “X” attribute is present in the service
profile. For VPDN-only type services (where no SSG attributes are present), it is not possible to specify
use of the full structured username.

It is possible to configure an unauthenticated service as the AutoDomain service in basic mode or the
primary service in extended mode AutoDomain. However, in these cases no user authentication occurs
because in AutoDomain authentication at the NAP, the AAA server is bypassed.

Access Point Names

Note

An APN identifies a packet data network (PDN) that is configured on and accessible from a GGSN. An
access point is identified by its APN name. The Global System for Mobile Communications (GSM)
standard 03.03 defines the following two parts of an APN:

e APN Network Identifier
e APN Operator Identifier

The APN Network Identifier is mandatory. The name of an access point in the form of an APN Network
Identifier must correspond to the fully qualified name in the Domain Name System (DNS) configuration
for that network, and it must also match the name specified for the access point in the GGSN
configuration. The GGSN also uniquely identifies an APN by an index number.

The APN Operator Identifier is an optional name that consists of the fully qualified DNS name, with the
ending “.gprs”.

The access points that are supported by the GGSN are preconfigured on the GGSN. When a user requests
a connection in the GPRS network, the APN is included in the Create Packet Data Protocol (PDP)
Request message. The Create PDP Request message is a GPRS Tunneling Protocol (GTP) message that
establishes a connection between the Serving GPRS Support Node (SGSN) and the GGSN.

An APN has several attributes associated with its configuration that define how users can access the
network at a specified entry point. For more information about configuring APNs, see the APN Manager
Application Programming Guide.

If the Access-Request packet received from the RADIUS client does not contain the Called-Station-ID
(attribute 30), then the NAS-Identifier (attribute 32), if provided, is treated as the APN name.

AutoDomain Name Selection

When AutoDomain is enabled, SSG uses the following algorithm to determine the AutoDomain name:

e If the received Access-Request packet contains an APN (attribute 30), this APN is used for
AutoDomain selection unless it is a member of the APN AutoDomain exclusion list.

e If APN is not selected using attribute 30, the NAS-Identifier (attribute 32) is used, unless it is a
member of the APN AutoDomain exclusion list.

e If an AutoDomain is not selected based on APN, the structured username is used (attribute 1).

e If a valid AutoDomain is not found in one of these attributes, AutoDomain is not selected, and
normal SSG user logon proceeds.

"
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You can configure SSG to override the default AutoDomain selection rules—that is, force it to be based
on any available attribute.

Note that for AutoDomain selection based on username, SSG expects the username to be a structured
username and attempts to extract the domain from it. When SSG looks for the domain name and the
username is unstructured (that is, it does not contain @), the AutoDomain selection is deemed to have
failed, and SSG does not use the unstructured name. Note also that SSG does not attempt to extract a
domain from any other attribute.

Multiple Local IP Pools

By default for AutoDomain, SSG assigns the IP address to a host object for the primary AutoDomain
service (unless the IP address has already been assigned by some other mechanism). You can override
the default by using a CLI command instructing SSG to use Network Address Translation (NAT). In this
case SSG assigns an IP address from a locally configured pool and performs NAT on the service. You
can override the NAT/no-NAT behavior, on a per-AutoDomain service basis.

You can configure multiple local SSG IP pools for the same domain name, and also multiple global
pools; for example:

ssg radius-proxy

address-pool 1.1.1.1 1.1.2.2
address-pool 1.1.2.3 1.1.3.3
address-pool 1.1.3.4 1.1.4.4 acme.com
address-pool 1.1.4.5 1.1.5.5 acme.com

This functionality does not allow overlapping ranges within the same domain or global set. However, no
restrictions are imposed on pools in one domain overlapping with those in another domain.

Primary AutoDomain Service Termination

By default, if the connection to the primary AutoDomain service is terminated, SSG terminates the
session by destroying the host object. You can override this default behavior by using the no
auto-session-terminate command. When you configure this command, SSG does not necessarily
terminate the session when it loses the primary connection. If the host object IP address originated from
the primary AutoDomain service, and the connection to this service is lost, the IP address is no longer
valid. Because SSG has no mechanism to reassign a host object IP address during an active session, SSG
terminates the session at this point.

SSG AutoDomain and NAT

By default, the IP address assigned to a host object is that received from the primary AutoDomain service
(unless the IP address has already been assigned by some other mechanism). You can override the default
by configuring SSG to use NAT. In this case SSG assigns an IP address from a local pool (if configured)
and performs NAT on the service. If NAT is configured but no suitable local pool is configured, SSG
assumes that the IP address is being assigned by the client device via the Accounting start packet. Again
NAT will be performed between the IP addresses provided by the service domain and the client device.
You can override the NAT/no-NAT behavior as needed, on a per-AutoDomain service basis.
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How to Configure SSG AutoDomain

You can enable NAT for an AutoDomain service using the nat user-address command. When this
command is in effect, SSG either attempts to allocate an IP address for an AutoDomain host from a local
SSG pool or waits for one to be assigned by the client device; NAT then takes place toward the
AutoDomain service. However, this configuration is global; that is, you either always or never perform
NAT to all AutoDomain services.

Table 1 describes the Service-Info attribute that can be used in the AutoDomain service profile to
configure NAT behavior on a per-AutoDomain basis. This VSA allows the NAT configuration for a given
auto-domain service to override the global configuration.

Table 1 Service-Info Vendor-Specific Attribute

Subattribute
Attribute ID Vendor ID ID and Type  |Attribute Name Subattribute Data

26 9 251 NAT user address |C—Service-Info code for NAT
user address.

0 or 1—Disable or enable NAT
of user address respectively.

Service-Info

The value of attribute C can be 0 or 1 depending on whether NAT mode is being disabled or enabled,
respectively. Any value received for this attribute in a service profile takes precedence over the globally
configured value.

Benefits of SSG AutoDomain

SSG AutoDomain provides the following benefits:

¢ Eliminates the need for users to be authenticated by SSG before connecting to a service. Users do
not have to be authenticated multiple times.

¢ FEliminates the need for service providers to make changes to existing AAA servers for virtual
private dialup network (VPDN) services.

¢ Provides an enhanced user experience.
¢ Provides subscribers with access to corporate virtual private networks (VPNs) based on APN alone.

e Enables users to access both simultaneous and sequential services without having to log off and log
back on to access different services.

e Supports overlapping host IP addresses.

How to Configure SSG AutoDomain

To configure SSG subscriber authentication for services, perform the following tasks:
e Configuring SSG AutoDomain, page 8
e Monitoring and Maintaining SSG AutoDomain, page 10
¢ Troubleshooting SSG AutoDomain, page 11
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Configuring SSG AutoDomain

Perform this task to configure the SSG AutoDomain feature.

SUMMARY STEPS
1. ssg auto-domain
2. mode extended
3. select {username | called-station-id calling-station-id | nas-identifier | attribute number}
4. exclude {apn | domain} name
5. download exclude-profile profile-name password
6. session-auto-terminate
1. nat user-address
8. end
9. Configure NAT in the service profile for the AutoDomain service.
DETAILED STEPS
Command or Action Purpose
Step1 ssg auto-domain Enables SSG AutoDomain and enters SSG-auto-domain
configuration mode.
Example:
Router (config)# ssg auto-domain
Step2 mode extended (Optional) Selects extended AutoDomain.
Example:

Router (config-auto-domain) # mode extended
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Step 3

Step 4

Step 5

Step 6

Step 7

How to Configure SSG AutoDomain

Command or Action

Purpose

select {username | called-station-id
calling-station-id | nas-identifier | attribute
number}

Example:
Router (config-auto-domain) # select
calling-station-id

(Optional) Configures the AutoDomain selection method.

e username—Configures the algorithm to use only the
domain portion of the username to select the
AutoDomain.

e called-station-id—Configures the algorithm to use
only the APN (Called-Station-ID).

e calling-station-id— Configures the algorithm to use
only the Calling Station ID.

¢ nas-identifier—Configures the algorithm to use only
the NAS-Identifier.

e attribute number—Configures any attribute to be
specified as the source for the AutoDomain name.
Specify the appropriate attribute number in the range
from 1 to 255. SSG does not limit the range of allowed
values.

By default, AutoDomain attempts to find a valid
AutoDomain based on APN (either Called-Station-ID or
NAS-Identifier) followed by the domain portion of the
username.

exclude {apn | domain} name

Example:
Router (config-auto-domain)# exclude domain xyz

(Optional) Adds names to the AutoDomain exclusion list.
e apn—Adds an APN to the exclusion list.
¢ domain—Adds a domain to the exclusion list.

e name—Name of the APN or domain to be added to the
exclusion list.

dovnload exclude-profile profile-name password

Example:
Router (config-auto-domain) # download
exclude-profile abc cisco

(Optional) Adds names to the AutoDomain download
exclusion list.

e profile-name—Specifies the name for a list of excluded
names that may be downloaded from the AAA server.

e password—Password for a list of excluded names that
may be downloaded from the AAA server.

session auto-terminate

Example:
Router (config-auto-domain) # session
auto-terminate

Terminates the session when the connection to the primary
auto-domain service terminates.

nat user-address

Example:
Router (config-auto-domain) # nat user-address

(Optional) Configures NAT to be applied toward
AutoDomain services.
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Step 8

Step 9

Command or Action

Purpose

end

Example:
Router (config-auto-domain) # end

(Optional) Returns to privileged EXEC mode.

Configure NAT in the service profile for the
AutoDomain service.

Defines a Service-Info attribute in the service profile for the
AutoDomain service.

Monitoring and Maintaining SSG AutoDomain

Perform this task to monitor and maintain SSG AutoDomain. The steps are all optional and may be

performed in any order.

SUMMARY STEPS
1. clear ssg radius-proxy client-address ip-address
2. clear ssg radius-proxy nas-address ip-address
3. show ssg auto-domain exclude-profile
4. show ssg binding
5. show ssg connection ip-address service-name
DETAILED STEPS

Step 1

Step 2

Step 3

Command or Action

Purpose

clear ssg radius-proxy client-address ip-address

Example:
Router# clear ssg radius-proxy client-address
172.16.0.0

(Optional) Clears all hosts connected to a specific
RADIUS client.

® ip-address—IP address of a RADIUS client.

clear ssg radius-proxy nas-address ip-address

Example:
Router# clear ssg radius-proxy nas-address
172.16.0.0

(Optional) Clears all hosts connected to a specific
Network Access Server (NAS).

® ip-address—IP address of a RADIUS client.

show ssg auto-domain exclude-profile

Example:
Router# show ssg auto-domain exclude-profile

(Optional) Displays the contents of an AutoDomain
exclusion profile downloaded from the AAA server.

e Only AutoDomain exclude entries entered via
CLI are displayed.
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Command or Action

Purpose

Step 4 show ssg binding

(Optional) Displays service names that have been
bound to interfaces and the interfaces to which they
have been bound.

Example:
Router# show ssg binding

Step 5 show ssg connection ip-address service-name
Example:

Router# show ssg connection 19.1.1.19 InstMsg

(Optional) Displays the connections of a given host
and service name.

® ip-address—IP address of an active SSG
connection. This is always a subscribed host.

e service-name—The name of an active SSG
connection.

Troubleshooting SSG AutoDomain

Perform the tasks in this section to display port mapping event messages or port mapping packet
contents. The steps are all optional and may be performed in any order.

SUMMARY STEPS

1. debug ssg ctrl-events

2. debug ssg ctrl-errors

DETAILED STEPS

Command or Action

Purpose

Step1 debug ssg ctrl-events

Example:
Router# debug ssg ctrl-events

Displays SSG control event messages.

Step 2 debug ssg ctrl-errors

Example:
Router# debug ssg ctrl-errors

Displays SSG control error messages.

Configuration Examples for SSG AutoDomain

This section contains the following example:

¢ SSG AutoDomain: Example, page 12
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SSG AutoDomain: Example

In the following example, extended SSG AutoDomain is enabled. The default selection mode is
configured so that SSG attempts to select an AutoDomain based only on the username. An APN named
“excluded” and a domain named “cisco” are added to the AutoDomain exclusion list. An exclude-profile
named “abc” with a password “passwordl” is added to the AutoDomain download exclusion list. NAT
is applied toward AutoDomain services.

ssg enable

ssg auto-domain

mode extended

select username

exclude apn excluded

exclude domain cisco

download exclude-profile abc passwordl
nat user-address

Where to Go Next

To configure other methods of subscriber authentication, refer to the following modules:
e Configuring SSG to Authenticate Subscribers Automatically in the Service Domain
e Configuring SSG Support for Subnet-Based Authentication
e Configuring SSG for MAC-Address-Based Authentication
e Configuring SSG to Authenticate PPP Subscribers
e Configuring SSG to Authenticate Subscribers with Transparent Autologon

To configure SSG to authenticate RADIUS Proxy subscribers, refer to Configuring SSG to Serve as a
RADIUS Proxy

Additional References

The following sections provide references related to configuring SSG to authenticate subscribers for
services.

Related Documents

Related Topic Document Title
Configuring SESM Cisco Subscriber Edge Services Manager documentation
Configuring L2TP e Cisco 10S Dial Technologies Configuration Guide

e Cisco 10S Dial Technologies Command Reference
SSG commands Cisco 10S Service Selection Gateway Command Reference
RADIUS commands Cisco 10S Security Command Reference
RADIUS configuration tasks “Configuring RADIUS” chapter in the Cisco I10S Security

Configuration Guide

“. |


http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_auth_sub_svc_dom.html
http://www.cisco.com/en/US/docs/ios/ssg/command/reference/ssg_book.html
http://www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdrad.html
http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/12_4/dia_12_4_book.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/univercd/cc/td/doc/solution/sesm/index.htm
http://www.cisco.com/en/US/docs/ios/dial/command/reference/dia_book.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_subnet_auth.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_mac_auth.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_auth_ppp_sub.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_auth_trans_auto.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_serve_radius.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_serve_radius.html

| Configuring SSG to Authenticate Subscribers Automatically in the Service Domain
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Technical Assistance

Description Link

The Cisco Support website provides extensive online |http://www.cisco.com/techsupport
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.



http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for Configuring SSG to Authenticate
Subscribers Automatically in the Service Domain

Note

Table 2 lists the features in this module and provides links to specific configuration information. Only
features that were introduced or modified in Cisco IOS Release 12.2(1) or a later release appear in the
table.

Not all commands may be available in your Cisco IOS software release. For details on when support for
a specific command was introduced, see the command reference documentation.

For information on a feature in this technology that is not documented here, see the Service Selection
Gateway Features Roadmap.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 2 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.



http://www.cisco.com/go/cfn
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_feat_rdmap.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_feat_rdmap.html
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Table 2

Feature Information for Configuring SSG to Authenticate Subscribers Automatically in the Service Domain W

Feature Information for Configuring SSG to Authenticate Subscribers Automatically in the Service Domain

Feature Name

Releases Feature Configuration Information

Configuring SSG to Authenticate Subscribers 12.2(4)B The SSG AutoDomain feature allows Service Selection

Automatically in the Service Domain 12.2(13)T Gateway (SSG) to authenticate subscribers automatically in
12.4 the service domain.
15.0(1H)M

The following sections provide information about this
feature:

e Overview of SSG AutoDomain, page 3

e [P Address Assignment, page 4

e SSG AutoDomain Basic and Extended Modes, page 4
e SSG AutoDomain Service Types, page 4

e Access Point Names, page 5

e AutoDomain Name Selection, page 5

e Multiple Local IP Pools, page 6

e Primary AutoDomain Service Termination, page 6
e SSG AutoDomain and NAT, page 6

e Benefits of SSG AutoDomain, page 7

¢ Configuring SSG AutoDomain, page 8

e Monitoring and Maintaining SSG AutoDomain,
page 10

e Troubleshooting SSG AutoDomain, page 11
e SSG AutoDomain: Example, page 12

The following commands were introduced by this feature:
exclude, mode extended, nat user-address, select, show
ssg auto-domain exclude-profile, ssg auto-domain

This feature was removed in Cisco IOS Release 15.0(1)M.
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