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Note  Effective with Cisco IOS Release 15.0(1)M, this feature is not available in Cisco IOS software.

Service Selection Gateway (SSG) supports PPP as a subscriber access protocol. PPP provides
router-to-router and host-to-network connections over both synchronous and asynchronous circuits. This
document provides information about how to configure SSG to support PPP subscribers, including
information about PPP Termination Aggregation-multidomain (PTA-MD), virtual-circuit
(VCO)-to-service-name mapping, and single sign-on for PPP users.

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see a list of the releases in which each feature is
supported, see the “Feature Information for Configuring SSG to Authenticate PPP Subscribers” section
on page 14.

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.
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Prerequisites

Before you can perform the tasks in this module, SSG must be enabled. See the “Enabling SSG” section
in the Implementing SSG: Initial Tasks module for more information.

If Cisco Subscriber Edge Services Manager (SESM) is part of your SSG network, SESM and the
RADIUS server must be configured to support the subscriber logon method. See the Cisco Subscriber
Edge Services Manager documentation for information about how to configure SESM.

If SSG is configured to work with SESM in RADIUS mode, service profiles, subscriber profiles, and
control profiles must be configured on the authentication, authorization, and accounting (AAA) server
before SSG will work. See the RADIUS Profiles and Attributes for SSG document for information about
RADIUS profiles and vendor-specific attributes (VSAs) for SSG.

Restrictions

Virtual path identifier (VPI)/virtual channel identifier (VCI) indexing to service profile works only
for PPP over ATM (PPPoA) and PPP over Ethernet over ATM (PPPoEoA).

In the event of a server failure, SSG ignores configured server group group-name commands and,
instead, will failover to the server that is specified by the next radius-server host command in the
configuration no matter how these servers are partitioned into groups by server group group-name
command(s).

For more information about the radius-server host command, see the Cisco IOS Security
Configuration Guide, Release 12.4. Refer to “Configuring Authorization” section in the Part 1:
Authentication, Authorization, and Accounting (AAA).

Information About SSG Authentication of PPP Subscribers

Before you configure SSG to authenticate PPP subscribers, you should understand the following
concepts:

PPP Subscriber Access, page 3

PPP Termination Aggregation (PTA), page 3
PTA-Multidomain, page 4

PTA-MD Exclusion Lists, page 4

Single Sign-on for PPP Subscribers, page 4
VPI/VCI Indexing to Service Profiles, page 4



http://www.cisco.com/univercd/cc/td/doc/solution/sesm/index.htm
http://www.cisco.com/univercd/cc/td/doc/solution/sesm/index.htm
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_authorizatn.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_initial_tasks.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_radius_prof_attr.html
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PPP Subscriber Access

SSG implements Layer 3 service selection through selective routing of IP packets to destination
networks on a per-subscriber basis. SSG uses the concept of interface direction (uplink or downlink) to
help determine the forwarding path of an incoming packet. An uplink interface is an interface to services;
a downlink interface is an interface to subscribers.

There are two types of access-side interfaces in SSG, SSG-enabled interfaces and interfaces on which
SSG is not enabled. For PPP users, virtual-access interfaces are created and destroyed dynamically, so
for SSG functionality to be applied to traffic on a virtual access interface, SSG must be enabled on the
interface dynamically. The following methods allow SSG to be enabled on an interface dynamically:

e Beginning with Cisco IOS Release 12.2(16)B, the virtual template that is used to create PPP sessions
may be configured as a downlink interface using ssg direction command. All virtual access created
using the virtual template will be configured as SSG-enabled interfaces

e Ifthe user profile downloaded during PPP authentication has SSG attributes, SSG will automatically
consider that user to be an SSG user and the virtual access interface for that user will be configured
as an SSG-enabled interface

e If the user has a structured username (such as user@domain) and the domain name is a valid SSG
service profile, SSG will create a user to log on to the service domain as the primary service (check
PTA, PTA-MD)

Note that user authentication can be based on a simple username (such as “user”) or structured username
(such as “user@domain.com”). The structured username may be used in the following situations:

e To allow access providers to terminate user PPP sessions and logically associate each session with
a particular service

e To allow SSG to bind a user session and its service to the appropriate network side interface

PPP Termination Aggregation (PTA)

PPP Termination Aggregation (PTA) is a PPP method of aggregating IP traffic by terminating PPP
sessions and aggregating the IP traffic into a single routing domain. PTA service selection is based on a
structured name (for example, username @service.com). Users can access only one service.

The following is a high-level description of the process for user authentication in a PTA scenario:

1. A subscriber logs in to a service by using a PPP dialer application with a username of the form
user @service.

2. SSGrecognizes service as a service profile and loads the service profile from the local configuration
or a AAA server.

3. SSG forwards the AAA request to the remote RADIUS server as specified by the RADIUS-Server
attribute of the service profile.

4. An address is assigned to the subscriber through RADIUS attribute 8 or Cisco Attribute-Value (AV)
pair “ip:addr-pool.”

5. Network Address Translation (NAT) is not performed, and all user traffic is aggregated to the remote
network.
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PTA-Multidomain

Whereas PTA terminates the PPP session into a single routing domain, PTA-MD terminates the PPP
sessions into multiple IP routing domains, thus supporting a wholesale virtual private network (VPN)
model in which each domain is isolated from the others and has the capability to support overlapping IP
addresses.

PTA-MD Exclusion Lists

The PTA-MD exclusion list allows you to create a set of domains that you want to exclude from normal
SSG structured username processing. When a PPP user attempts to establish a PPP session using a
domain that is part of the exclusion list, the traffic is treated as a simple username and hence the domain
or service part in the structured username is ignored by SSG. SSG will treat the user as an SSG user if
the user profile has SSG attributes or the corresponding virtual template is configured with SSG.

The PTA-MD exclusion list can be configured on the AAA server or directly on the router by using the
command-line interface (CLI).

Single Sign-on for PPP Subscribers

SSG creates a host after a successful PPP authentication, but SESM has no knowledge of this host. SSG
user profile caching makes the user profile available to SESM through status queries, providing support
for single sign-on functionality and for failover from one SESM to another. User profile caching allows
SSG to cache the user profiles for users. The feature is enabled by default.

In order to use single sign-on for PPP subscribers, you must also enable the single sign-on feature in
SESM.

VPINCI Indexing to Service Profiles
~

Note  VPI/VCI indexing to services works only for PPPoA and PPPoEoA.

SSG supports VPI/VCI closed user groups by allowing VPI/VCIs to be bound to a given service. All
users accessing SSG through the VPI/VCI or a range of VPI/VClIs will be able to access the configured
service. You can specify whether users are allowed to access only the bound service or other additional
services to which they subscribe. A closed user group service can be selected only through the VPI/VCI
and not by entering the domain name in the username of a PPP session.

How to Configure SSG to Authenticate PPP Subscribers

To configure SSG to authenticate PPPoA, PPP over Ethernet (PPPoE) and PPP over Layer 2 Tunneling
Protocol (PPPoL2TP) subscribers, perform the following tasks:

e Configuring SSG Support for PPP Subscribers, page 5 (required)
e Configuring a PTA-MD Exclusion List, page 6 (optional)
e Configuring VPI/VCI Indexing to Services, page 7 (optional)
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e Configuring Single Sign-on for PPP Subscribers, page 8 (optional)

Configuring SSG Support for PPP Subscribers

Perform this task to configure SSG support for PPP subscribers. Configuring SSG to authenticate PPP
users will create hosts when one of the conditions outlined in the “PPP Subscriber Access” section on
page 3, are met.

For PPP subscribers, the virtual template must be configured as the downlink interface. Configuring the
virtual template as a downlink interface is particularly important when SSG users are coming through
CPE and the CPE establishes a PPP session with SSG. In order for the users coming through the CPE to
be treated as SSG users, the PPP interface must be marked as downlink, by configuring the virtual
template as downlink.

All configuration commands that apply to serial interfaces can also be applied to virtual template
interfaces, except shutdown and dialer commands. For further information on virtual templates and how
to configure them, refer to the following URL:
http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_virtual_temp_ifs.html

SUMMARY STEPS
1. interface virtual-template number
2. ssg direction downlink
3. ip unnumbered [loopback 1 | ethernet 0]
4. encapsulation ppp
5. virtual-profile

DETAILED STEPS

Step1  interface virtual-template number Creates a virtual template interface and enters

interface configuration mode.
Example:

Step 2

Step 3

Router (config)# interface virtual-template 60

ssg direction downlink Sets the direction of the interface.

e A downlink interface is an interface to

Example: subscribers.

ssg direction downlink

ip unnumbered [loopback 1 | ethernet 0] Enables IP without assigning a specific IP address on
the LAN.

Example:

Router (config-if)# ip unnumbered loopback 1



http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_virtual_temp_ifs.html
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Step4  encapsulation ppp Enables PPP encapsulation on the virtual template
interface.

Example:
Router (config-if)# encapsulation ppp

Step5 virtual-profile (Optional) Creates a virtual-access interface only if
the inbound connection requires one.

Example:
Router (config-if)# virtual-profile

Configuring a PTA-MD Exclusion List

A PTA-MD exclusion list is used to eliminate parsing of PPP structured usernames during
authentication. A PTA-MD exclusion list can be configured directly on the AAA server or through the
use of the router CLI. Perform this task to configure a PTA-MD exclusion list locally on the router.

SUMMARY STEPS
1. ssg multidomain ppp
2. exclude {domain name | all-domains}
3. download exclude-profile profile-name [password]
4. end
5. show ssg multidomain ppp exclude-list
DETAILED STEPS
Command or Action Purpose
Step1 ssg multidomain ppp Enters SSG PTA-MD configuration mode.
Example:

Router (config)# ssg multidomain ppp

Step2  exclude {domain name | all-domains)} Adds names to the PTA-MD exclusion list.

e domain—Adds a domain to the exclusion list.

Example: o
Router (config-ssg-ppp-md) # exclude domain xyz

name—Name of the domain to be added to the
exclusion list.

e all-domains—Excludes all domains; in other
words, disables parsing of PPP structured
usernames.
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Step 3

Step 4

Step 5

How to Configure SSG to Authenticate PPP Subscribers

Command or Action

Purpose

download exclude-profile profile-name [password]

Example:
Router (config-ssg-ppp-md) # download exclude-profile
abc cisco

Downloads the specified exclusion list from the AAA
server.

e profile-name—Specifies the name for a list of
excluded names that may be downloaded from
the AAA server.

e password—Specifies the password required to
download the PTA-MD exclusion list from the
AAA server. If no password is entered, the
password used in the previous exclusion list
download will be used to download the exclusion
list.

end

Example:
Router (config-ssg-ppp-md) # end

(Optional) Returns to privileged EXEC mode.

show ssg multidomain ppp exclude-list

Example:
Router# show ssg multidomain ppp exclude-list

(Optional) Displays the contents of a PTA-MD
exclusion list.

Configuring VPI/VCI Indexing to Services

To configure VPI/VCI closed user groups, you must map VPI/VClIs to a given service. Perform this task

to map VCs to service names.

SUMMARY STEPS

1. ssg ve-service-map service-name [interface interface-number] start-vpi | start-vpi/vci [end-vpi |

end-vpi/vci] exclusive | non-exclusive
2. exit

3. show ssg vc-service-map
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DETAILED STEPS

Step 1

Step 2

Step 3

Command or Action

Purpose

ssg vc-service-map service-name [interface
interface-number] start-vpi | start-vpi/vci
[end-vpi | end-vpi/vci] exclusive |
non-exclusive

Example:
Router (config)# ssg vc-service-map Worldwide
3/33 exclusive

Maps VCs to service names.

e The exclusive keyword means that the user has to use
the service specified.

e The non-exclusive keyword means that the user may
optionally choose to override the configuration by
using a structured username with a different domain.

exit

Example:
Router (config-auto-domain) # exit

(Optional) Returns to global configuration mode.

show ssg vc-service-map

Example:
Router# show ssg vc-service-map

(Optional) Displays VC-to-service-name mappings.

Configuring Single Sign-on for PPP Subscribers

SSG user-profile caching allows SESM to recover the user profiles of PPP users from SSG, which
enables functionality such as single sign-on. This feature is enabled by default.

~

Note In order to use single sign-on for PPP subscribers, you must first enable the single sign-on feature in

SESM.

Perform this task to enable SSG user-profile caching.

SUMMARY STEPS

1. ssg profile-cache

DETAILED STEPS

Step 1

Command or Action

Purpose

ssg profile-cache

Example:
Router (config)# ssg profile-cache

Enables the caching of user profiles for non-PPP
users.
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Configuration Examples for SSG Authentication of
PPP Subscribers

This section contains the following configuration examples:
¢ Adding Domains to an Existing PTA-MD Exclusion List: Examples, page 9
e Disabling Parsing of PPP Structured Usernames: Example, page 10
e Service-Name-to-VC Mapping: Example, page 10
e Configuring the Virtual Template to Support PPP Subscribers: Example, page 10
e Basic PPPoA and PPPoE Configuration: Examples, page 10

Adding Domains to an Existing PTA-MD Exclusion List: Examples

In the following example, a PTA-MD exclusion list that already includes the domain names of cisco,
motorola, nokia, and voice-stream is downloaded from the AAA server. After the exclusion list is
downloaded, the microsoft and sun domain names are added to the exclusion list.

The exclusion list currently on the AAA server includes cisco, motorola, nokia, and voice-stream. This
exclusion list is in the ACS format.

user = pta_md{
profile_id = 119
profile_cycle = 2
member = SSG-DEV
radius=6510-SSG-v1.1 {
check_items= {
2=password

}

reply_attributes= {
9,253="XPcisco"
9,253="XPmotorola"
9,253="XPnokia"
9,253="XPvoice-stream"

In the following example, the PTA-MD exclusion list is downloaded to the router from the AAA server.
The password to download the exclusion list is cisco. After downloading the PTA-MD exclusion list,
microsoft and sun are added to the list using the router CLI.

ssg multidomain ppp

download exclude-profile pta_md cisco
exclude domain microsoft

exclude domain sun

The enhancements to the exclusion list are then verified.

Router# show ssg multidomain ppp exclude-list

Profile name :pta_md

1 cisco

2 motorola

3 nokia

4 voice-stream

Domains added via CLI :
1 microsoft

2 sun
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Disabling Parsing of PPP Structured Usernames: Example

In the following example, parsing of PPP structured usernames is disabled:

exclude all-domains

Service-Name-to-VC Mapping: Example

The following example shows the service name “public” mapped to a VC:

ssg vc-service-map public interface atm3/0 1/37 non-exclusive

The following example shows the service name “public” mapped to a range of VCs:

ssg vc-service-map public interface atm3/0 1/37 1/82 non-exclusive

Configuring the Virtual Template to Support PPP Subscribers: Example

The following example shows a virtual template configured as a downlink interface. Any PPP connection
to SSG that uses this template will be marked as a downlink interface.

interface Virtual-Templatel
description PPPoE v-interface
mtu 1492

ip unnumbered Loopback0

ip nat inside

ssg direction downlink

ppp authentication pap chap

Basic PPPoA and PPPoE Configuration: Examples

The following configuration examples show how to establish basic PPPoA and PPPoE user connections:

e PPPoA Users: Example, page 10
e PPPoEo0A Users: Example, page 11
e PPPoEOE Users: Example, page 12

PPPoA Users: Example

Configure AAA authentication through the RADIUS mechanism.
aaa authentication ppp default group radius

aaa authorization network default group radius

radius-server host 10.76.86.90 auth-port 1812 acct-port 1813 key cisco
radius-server vsa send accounting
radius-server vsa send authentication

Configure the PPP IP address on the aggregation side.

interface Loopbackl
ip address 21.6.6.1 255.255.255.0
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Configure the IP address pool if SSG is going to assign IP addresses.

ip local pool ppp-pool 21.9.9.2 21.9.9.10

Configure the virtual template.

interface Virtual-Templatel

description "PPP virtual-template for PPP host"
ip unnumbered Loopbackl

peer default ip address pool ppp-pool

ppp authentication pap chap

Configure the ATM interface on which PPPoA user comes in.

interface ATM4/0.21 point-to-point
description "Connected to 36/7 for PPP user"
pvc 21/40

encapsulation aalbmux ppp Virtual-Templatel
|

PPPoEoA Users: Example

Configure AAA authentication through the RADIUS mechanism.

aaa authentication ppp default group radius
aaa authorization network default group radius

radius-server host 10.76.86.90 auth-port 1812 acct-port 1813 key cisco
radius-server vsa send accounting
radius-server vsa send authentication

Configure the PPP IP address on the aggregation side.

interface Loopbackl
ip address 21.6.6.1 255.255.255.0

Configure the IP address pool if SSG is going to assign IP addresses.

ip local pool ppp-pool 21.9.9.2 21.9.9.10

Configure the PPPoE server using a VPDN group.

vpdn enable
vpdn-group 3
accept-dialin
protocol pppoe
virtual-template 1

Configure the virtual template.

interface Virtual-Templatel

description "PPP virtual-template for PPP host"
ip unnumbered Loopbackl

peer default ip address pool ppp-pool

ppp authentication pap chap

Configure the ATM interface on which the PPPoEoA user comes in.

interface ATM4/0.23 point-to-point
description "Connected to 36/7 for PPPoE user"
ip address 23.6.6.1 255.255.255.0
pvc 23/40
encapsulation aal5snap
protocol pppoe
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PPPoEoE Users: Example

Configure AAA authentication through the RADIUS mechanism.

aaa authentication ppp default group radius
aaa authorization network default group radius

radius-server host 10.76.86.90 auth-port 1812 acct-port 1813 key cisco
radius-server vsa send accounting
radius-server vsa send authentication
Configure the PPP IP address on the aggregation side.
interface Loopbackl
ip address 21.6.6.1 255.255.255.0
Configure the IP address pool if SSG is going to assign IP addresses.

ip local pool ppp-pool 21.9.9.2 21.9.9.10

Configure the PPPoE server using a VPDN group.

vpdn enable
vpdn-group 3
accept-dialin
protocol pppoe
virtual-template 1

Configure the virtual template.

interface Virtual-Templatel

description "PPP virtual-template for PPP host"
ip unnumbered Loopbackl

peer default ip address pool ppp-pool

ppp authentication pap chap

Configure the Ethernet interface on which the PPPoEoE user comes in.

interface fastethernet 1/0

description "Interface for PPPoOEOE user"
ip address 23.8.8.1 255.255.255.0

pppoe enable

Where to Go Next

To configure other methods of subscriber authentication, refer to the following modules:
e Configuring SSG to Authenticate Web Logon Subscribers
e Configuring SSG to Authenticate Subscribers with Transparent Autologon
e Configuring SSG to Authenticate Subscribers Automatically in the Service Domain
e Configuring SSG Support for Subnet-Based Authentication
e Configuring SSG for MAC-Address-Based Authentication



http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_auth_trans_auto.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_auth_sub_svc_dom.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_subnet_auth.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_mac_auth.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_auth_web_log_sub.html
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Additional References

The following sections provide references related to configuring SSG to authenticate PPP subscribers.

Related Documents

Related Topic

Document Title

SESM

Cisco Subscriber Edge Services Manager documentation

RADIUS commands

Cisco 10S Security Command Reference

RADIUS configuration tasks

“Configuring RADIUS” chapter in the Cisco 10S Security
Configuration Guide

Configuring L2TP

e Cisco 10S Dial Technologies Configuration Guide
e C(Cisco 10S Dial Technologies Command Reference

Technical Assistance

Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport



http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdrad.html
http://www.cisco.com/univercd/cc/td/doc/solution/sesm/index.htm
http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_l2tp_lsdo_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/dial/command/reference/dia_book.html
http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for Configuring SSG to Authenticate PPP
Subscribers

Note

Table 3 lists the features in this module and provides links to specific configuration information. Only
features that were introduced or modified in Cisco IOS Release 12.2(1) or a later release appear in the
table.

Not all commands may be available in your Cisco IOS software release. For release information about a
specific command, see the command reference documentation.

For information on a feature in this technology that is not documented here, see the Service Selection
Gateway Features Roadmap.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 3 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.



http://www.cisco.com/go/cfn
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_feat_rdmap.html
http://www.cisco.com/en/US/docs/ios/ssg/configuration/guide/ssg_feat_rdmap.html
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Table 3 Feature Information for Configuring SSG to Authenticate PPP Subscribers

Feature Name Releases Feature Configuration Information

PPP Subscriber Access 12.2(16)B The PPP subscriber access feature supports PPP as a
12.3(4)T subscriber access protocol.
12.4

The following sections provide information about this
feature:

e PPP Subscriber Access, page 3
e PPP Termination Aggregation (PTA), page 3
e Configuring SSG Support for PPP Subscribers, page 5

e Configuring Single Sign-on for PPP Subscribers,
page 8

e Configuring the Virtual Template to Support PPP
Subscribers: Example, page 10

e Basic PPPoA and PPPoE Configuration: Examples,
page 10

The following command was introduced by this feature: ssg
direction downlink.

PTA-MD Exclusion List 12.2(15)B The PTA-MD Exclusion List feature allows you to create a
12.3(H)T set of domains that are excluded from normal SSG
12.4 structured username processing.

The following sections provide information about this
feature:

e PTA-Multidomain, page 4
e PTA-MD Exclusion Lists, page 4
e Configuring a PTA-MD Exclusion List, page 6

e Adding Domains to an Existing PTA-MD Exclusion
List: Examples, page 9

The following commands were introduced by this feature:
download exclude-profile (PTA-MD), exclude
(PTA-MD), show ssg multidomain, ppp exclude-list, ssg
multidomain ppp.

Configuring SSG to Authenticate PPP 15.0(1)M This feature was removed in Cisco IOS Release 15.0(1)M.
Subscribers
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