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mEMZHEREXY  FEEEMREEXHX2IR , HREBEEZAMEH. NTHIRPER
BB SRR, T{RiEER Agentless Host for L2 (802.1x Fallback) , it Active Ei%1E, T
RJa , ¥ o5 Submit 324 , LMRTFM L5 A E & X4

B Submit f5 , WERUTESE , BALIERE RRNAERE AT HER OROEE X4NSK
18 : S MAB 4#%& NAP
Network Access Profiles

Edit
Network Access Profiles v
TR P Policies i Déscﬁpt'iﬂn Active
| Protocols
M e e YES

FPosture VYalidation
| Authorization

Up || Down |
The Up/Down buttons submit and save the sort order to the database.

O Deny access when no profile matches
& Grant access using global configuration, when no profile matches

| Apply and Restart |




RAN L A & Y Bl & 3BV Authentication KBS | LAENF Beacon R AEFSIERUETIERE, &£
eI P &1 B BB X ( FEARRBIF A 802.1x FallBack ) B Policies 3/ | i&#
Authentication 853%, A ERUT &K,

19 : 39 MAB &2 Bz
Network Access Profiles

Edit

ey

Authentication for BST_802.1xFallBack

Credental Validation Databases v

Myvailable Databases Selected Dafabazes

(205 Intemal Database -

Windons Database(nfinde
OpenLDAPI Genenc LDy

1
< > 0 el

| Populate from Global |

B 5 , M Available Databases &A1& i%£# Beacon AZBAFIEE |, HEA - > A EFMNE
Selected Databases. * R ZE B KK Authenticate Mac 284 , Hi%1F LDAP Server #i% 1%
., M\THFIERTFIER Beacon BIEE. &5 , £ Default Action H11%£# BeaconUnknownDevice

A NMTEMR.
20 : ¥§7%E Beacon LDAP BR588



Authenticate MAC with:

* LOAP Server: Beacon_Heiium(Generic LDAP) v

| MAC Addresses | User Group
éc_"_'.'aIﬂtemaI ACS DB MNo MaC Group Mappings
[add] [ Delete ]

Default action

éﬁﬁgeﬁtléaa request was not = o :
e | 5: BeaconUnknowrDevices )

B {EFH Beacon ERNHN A HIEETRK MAC SO RITERNATE ACSEE, EXEE
ACS k% , BREAMEREEXNRRIEEEITHEE.,

MBI EBEER , NYAUERAIZRSENR MAB, BE R BeaconKnownDevices A8 E
Policy 2% , H8I{u T 2/5 F LDAP By Beacon BB XIS EMASRE 2 BINEZEZE
, AT LAE T R Zim R 5 1A R £,

T/ MAC 5 410 F SRR

LTRGHBEERMT 802 1X RIEMN RAIEE , ZRIECFA MAC SORIEER , AFEEHS
FLai7s VLAN , BAER M ACS IR[EIRY RADIUS &1,

R

swi t ch#show runni ng-config ! version 12.2 no service pad
service tinmestanps debug uptinme service tinmestanps | og
datetime service password-encryption service sequence-
nunbers ! ! aaa new nodel aaa authentication login
default line aaa authentication enable default enable
aaa aut hentication dotlx default group radius aaa

aut hori zati on network default group radius aaa
accounting dot1x default start-stop group radius ! aaa
session-id common switch 1 provision ws-c3750g-24ts ip
subnet-zero ip routing no ip domain-lookup ! ! I 1 I 1
dot 1x systemauth-control no file verify auto spanni ng-
tree node pvst spanning-tree extend systemid ! vlan
internal allocation policy ascending ! ! interface Port-
channel 1 swi tchport trunk encapsul ati on dotlq switchport
trunk allowed vlan 5,7,9,10 ! interface Port-channel 2
description LAGtrunk to einstein sw tchport trunk
encapsul ati on dot1q switchport trunk allowed vlan 5,9, 10
switchport node trunk ! interface Port-channel 3
description "LAG to Edi son" switchport access vlan 5
switchport trunk encapsul ation dotlqg swi tchport trunk
allowed vlan 5,9,11 switchport nbode trunk ! interface

G gabitEthernet1/0/1 switchport trunk encapsul ation




dot1q switchport trunk allowed vlian 5,7,9,10 channel -
group 1 node passive ! interface G gabitEthernetl/0/2
swi tchport trunk encapsul ati on dot1lqg swi tchport trunk
allowed vlan 5,7,9,10 channel -group 1 node passive !
interface G gabitEthernet1/0/3 sw tchport trunk

encapsul ati on dot1q switchport trunk allowed vlan
5,7,9,10 channel -group 1 node passive ! interface

G gabitEt hernet1/0/ 4 switchport access vlan 7 switchport
node access ! interface G gabitEthernet1/0/5 swi tchport
access vlan 5 switchport node access spanning-tree
portfast ! interface G gabitEthernet1/0/6 sw tchport
trunk encapsul ati on dot1lgq switchport trunk allowed vlan
5,7,9 switchport nmode trunk sw tchport nonegotiate !
interface G gabitEthernet1/0/7 sw tchport trunk

encapsul ati on dot1q switchport trunk allowed vlan 5,9, 10
swi tchport node trunk channel -group 2 node active !
interface G gabitEthernet1/0/8 sw tchport trunk

encapsul ati on dot1q switchport trunk allowed vlan 5,9, 10
swi tchport node trunk channel -group 2 node active !
interface G gabitEthernet1/0/9 sw tchport access vlian 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernetl/0/10 switchport access vlan 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernet1/0/11 switchport access vlan 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernetl/0/12 switchport access vlan 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernetl/0/13 switchport access vlan 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernetl/0/14 switchport access vlan 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernetl/0/15 switchport access vlan 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernetl/0/16 switchport access vlan 5
swi tchport node access spanning-tree portfast !
interface G gabitEthernetl/0/17 switchport access vlan 5
swi tchport trunk encapsul ati on dot1q swi tchport trunk
allowed vlan 5,9,11 sw tchport nobde trunk channel - group
3 npbde active spanning-tree portfast ! interface

G gabi t Et hernet 1/0/ 18 swi tchport access vlian 5

swi tchport trunk encapsul ati on dot1q swi tchport trunk

al lowed vlan 5,9,11 sw tchport node trunk channel - group
3 npbde active spanning-tree portfast ! interface

G gabit Et hernet 1/0/ 19 switchport node access dot 1x mac-
aut h- bypass dot 1x pae authenticator dot1x port-control
auto dot1x timeout quiet-period 10 dot1x timeout reauth-
period 60 dotl1x timeout tx-period 10 dotlx timeout supp-
timeout 10 dotlx max-req 1 dot 1x reauthentication dot1x
auth-fail max-attenpts 1 spanning-tree portfast !
interface G gabitEthernetl/0/20 sw tchport npde access
dot 1x mac- aut h- bypass dot 1x pae aut henticator dot 1x
port-control auto dotl1lx timeout quiet-period 10 dot1x

ti meout reauth-period 60 dotlx timeout tx-period 10

dot 1x tineout supp-tinmeout 10 dotlx max-req 1 dot 1x
reaut hentication dotlx auth-fail max-attenpts 1
spanning-tree portfast ! interface G gabitEthernetl/0/21
swi tchport access vlan 10 switchport node access
spanning-tree portfast ! interface G gabitEthernet1/0/22
swi tchport access vlan 10 switchport node access
spanning-tree portfast ! interface G gabitEthernet1/0/23
switchport access vlan 10 spanning-tree portfast !
interface G gabitEthernetl/0/24 swi tchport access vlan
10 spanning-tree portfast ! interface

G gabitEthernet1/0/25 ! interface G gabitEthernet1/0/26




I interface G gabitEthernet1/0/27 ! interface

G gabitEthernet1/0/28 ! interface Vianl no ip address
shutdown ! interface Vlan5 ip address 10.1.1.10
255.255.255.0 ! interface Vian9 ip address 10.9.0.1
255.255.0.0 ! interface VIanl0 ip address 10.10.0.1
255.255.0.0 ip hel per-address 10.1.1.1 ip hel per-address
10.10.0.204 ! interface Vlanll ip address 10.11.0.1
255.255.0.0 ip hel per-address 10.1.1.1 ip hel per-address
10.10.0.204 ! ip default-gateway 10.1.1.1 ip classless
iproute 0.0.0.0 0.0.0.0 10.1.1.1 ip route 10.30.0.0
255.255.0.0 10.10.0.2 ip route 10.40.0.0 255.255.0.0
10.10.0.2 ip http server ip http secure-server ! ! snnp-
server conmunity public RWsnnp-server host 10.1.1.191
public radius-server host 10.10.0.100 auth-port 1645
acct-port 1646 key 7 05090A1A245F5E1B0C0612 radi us-
server source-ports 1645-1646 ! control-plane ! ! line
con O password 7 02020D550C240E351F1B |ine vty 0 4
password 7 00001A0803790A125C74 line vty 5 15 password 7
00001A0803790A125C74 ! end

Wi

SR A HUATHREENRIETE,

HXER

. Cisco NAC Appliance (Clean Access)
. AT Windows B Cisco &£ ih R 4IRS 5
- BARFZFEFIHY - Cisco Systems
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