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Dostopi - ali jih razumemo? pild

- Kdo so uporabniki?
- Katere naprave?
- Kam dostopajo/poskusajo?
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Integrirana varnost cisco

Upravljanje informacijske varnosti
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Identity Services Engine ciseo

- Prepoznavanje
- Cisco ISfe platforma za nadzor -
In upravljanje dostopav / \

- Avtomatizira in poenostavlja

upravljanje dostopav
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ldentity Services Engine

- Podpira celoten proces
upravljanja varnostnega dogodka

Ozavegl eng

Preprelevanje

ter okrevanje
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Agenda
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Proces uvedbe
Al yEETATL AY VIESGNI23FyesS
APilotska postavitev

Almplementacija



NAC koncept ciseo
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NAC Gradniki
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REMOTE ACCESS

WIRELESS ACCESS

WIRED ACCESS

TERMINAL ACCESS
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Identity Services Engine (ISE)

* Next generation Network Admission Control (NAC)
B8 Microsoft

Network Policy
Server
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- Omejevanje dostopa RADIUS

TACACS
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Poenotena konfiguracija?

Network Access Control
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b I 6 NI 2 &lenfikd&jska metoda

AEAPRTLS
APEAP
APEAPTLS
AEARFAST
AMAB

PEAP-MSCHAPv2 host/MTLLAB-W500
EAP-TLS =

PEAP-MSCHAPv2 | CISCOlslevesqu
EAP-TLS =

Same EAP Type with Native Supplicant
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AKontrola pristopa
AVideo kamere
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b | 6 NI 2adtbriyagija
NACCOA6YA RSEY Terminalski dostop:

AdACL APrivilege level
ADynamic VID ACommand Authorization

ARedirect URL
ANEAT



Arhitektura



