


“We worked together from the
beginning, designing the optimum
network. Cisco provided us with
very good support engineers and
network designers, and gave us
excellent value for money.”

Eng. Khalid M. Al-Salama
Chief Information Officer
King Fahd Medical City

and Cisco Systems to provide the advanced communications

infrastructure on which the Medical City would be run.

KFMC’s Chief Information Officer, Eng. Khalid M. Al-Salama,

and his technical team had a strong idea of what had to be

achieved in technology terms, but sought expert advice on the

exact solutions that could be deployed to achieve the Medical

City’s vision. Cisco’s engineers provided extensive consultancy

over a period of several months, translating these high-level

specifications into an infrastructure design employing advanced

network technologies.

Cisco was able to draw on its Medical-Grade Network blueprint,

which defines best practices and optimum technology

combinations based on Cisco’s work with other leading medical

institutions around the world. This helped build a strong business

case to support the proposed infrastructure, while meetings

between some of the two organisations’ most senior people

ensured a strategic fit between them. The meetings were very

productive, and demonstrated Cisco’s commitment to the project.

As a publicly funded organisation, the hospital had to go

through a formal tender process. It awarded the contract to

IBM and Cisco, because of the strength of their respective

brands and the complete solution each could offer. Eng Khalid

Al-Salama, KFMC’s Chief Information Officer, explains Cisco’s

vital role in the project: “We worked together from the

beginning, designing the optimum network. Cisco provided us

with very good support engineers and network designers, and

gave us excellent value for money. 

“The Cisco brand is more solid than other brands, and the

company is easier to deal with here in the region than other

suppliers. Training on Cisco equipment is available locally, so a

lot of people are certified on the technologies here.” 

“The most critical aspect of the Cisco technology was the

bandwidth and the availability it offered,” Eng. Al-Salama

continues. “We have taken Cisco’s biggest core switches which

give us the highest bandwidth and we designed the network to

be as reliable and available as possible, with redundancy at the

access and core network layers. This infrastructure is really

important in delivering the goals of the Medical City and will

be central to our leadership role,” he explains.

Indeed, the network will be the Medical City’s digital nervous

system, connecting not only the four hospitals, specialist

outpatient clinics and nursing school on the extensive campus,

but also mobile and remote professionals who need access to

patient files and other critical medical resources to aid them

when not at a fixed computer terminal. 

Authentication at a network access and application level

ensures that only authorised personnel can gain access to the

network remotely, so that there are no security threats. The

freedom to view and amend information while on the move

will ensure that nurses and doctors are always working with

the most accurate and up-to-date patient information, which

safeguards the quality of patient care, while saving staff

valuable time during their shifts. 

Having had the advantage of starting with a clean sheet, the

Medical City aims to be a paperless and film-less environment.

All patient records are managed electronically over the

network, including medical images such as X-rays. Core

applications include a PACS (Picture Archiving and

Communication System) digital imaging solution from GE,

which allows X-rays and other medical images to be archived

and accessed electronically, heightening their protection as well

as making them widely accessible to medical staff throughout

the hospital complex and beyond. 



Administration will also be managed across the network using

a Hospital Information System (HIS). “Running our HIS over

the network will save us a lot of time, while reducing costs and

potential for error,” Eng. Al-Salama comments. 

The Medical City is anticipating around 50,000 to 60,000

application transactions a day to pass across the campus

network, once the hospital is up to full capacity by the end of

2006. At this time the hospital expects to treat more than

50,000 inpatients and more than 600,000 outpatients annually.

It also intends to deliver e-learning by streaming video coverage

of surgical procedures to medical students on the campus and

beyond, to improve the quality of training, reduce costs, and

increase the number of students who can participate

simultaneously. 

Business Value
Although it is still early days for King Fahd Medical City,

which opened in October 2004, this world-class medical

institution is already well on its way to achieving the ambitious

goals it has set itself – not just to improve the healthcare of

local and national citizens, but to place Saudi Arabia on the

global healthcare map.

Internally, within the campus, the Medical City has been able to

roll out patient services at record speed – it is already operating

at 75 per cent of its maximum capacity in some areas – while

the next phases of the network are already being

commissioned. For reasons of budgetary and project

management, KFMC has saved the wireless, IP telephony and

video capabilities for a second wave of development.

“We are currently still in the first phase of building the

infrastructure,” Dr Abdullah Al-Amro notes. “What excites me

is what we’ll be able to do with the wireless coverage that we

have for the campus, and the services we will be able to run on

this network, such as radio frequency identification and asset

tracking, and having wireless access to our patient records and

Hospital Information System.” 

Externally, the centre is already thinking ahead to the services it

will be able to provide to medical institutions in the furthest

corners of this vast country.

Thanks to Cisco’s global Medical-Grade Network blueprint for

the deployment of advanced communications technologies in

the healthcare sector, the KFMC infrastructure has been

designed specifically to allow for future generations of

information and communications technology, including all

aspects of multimedia convergence. This will be critical as the

Medical City strives to make unified medical records (storing

medical images alongside other patient notes) available to

medical institutions around Saudi Arabia so that patients can

be treated effectively wherever they are in the country.

The Cisco concept of a Medical-Grade Network is designed to:

• Be more responsive – maximising the effectiveness of

application and device performance to distribute information

intelligently to improve quality of care 

• Optimise responsiveness at the point of care to reduce the

number of medical errors and improve clinical productivity

• Use intelligence within the network to make the most vital

information available when, where and for whom it is

needed most

• Enhance integration of applications and services to improve

diagnostic capbilities, reduce time to treatment for patients,

shorten billing cycles and create new revenue sources

• Provide seamless communication regardless of device or location

• Be interactive, able to connect various communication

technologies to provide greater collaboration and

knowledge sharing.

“Running our hospital information
system over the network will save
us a lot of time, while reducing costs
and potential for error.” 

Eng. Khalid M. Al-Salama
Chief Information Officer
King Fahd Medical City

“This infrastructure is really
important in delivering the goals of
the medical city and will be central
to our leadership role.”

Eng. Khalid M. Al-Salama
Chief Information Officer
King Fahd Medical City
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Technology Blueprint

King Fahd Medical City has employed the latest available

networking technology. This includes three levels of high-

speed Ethernet connectivity: edge switches for end users

across the campus, building-level switches, and connectivity

back to the network core. 

Twelve Cisco Catalyst 6500 Series Switches provide 10Gbps

speeds across the network backbone. The Catalyst 6500 Series

are intelligent multi-layer modular switches, delivering secure,

converged services from the data centre to the WAN edge.

The hospital has chosen to use the 13-slot Cisco Catalyst

6513 chassis, designed specifically for high-performance, high

port density Fast Ethernet and Gigabit Ethernet aggregation.

To ensure zero downtime, Cisco has built in extensive

redundancy which covers each of the critical components

within the core switch, including the supervisory controller,

memory and power supply. A second data centre is also on

the development roadmap.

Ninety eight Cisco 3750 Series stackable switches with Power

over Ethernet (PoE) have been deployed, to deliver high-speed

connectivity to end users, while two Cisco Catalyst 4500

Series switches provide Ethernet LAN connectivity between

campus facilities.

Support for converged network content has been provided via

11 Cisco 2800 and 3800 Series Integrated Service Routers,

which offer secure, wire-speed delivery of concurrent data,

voice and video services. IP telephony (IPT) has been factored

into the converged network infrastructure from the start,

although it will be deployed in the second phase of the project. 

The infrastructure supports QoS (Quality of Service),

enabling one type of network traffic to be distinguished from

and prioritised over another, to guarantee uncompromised

performance for voice, video and other delay-sensitive

applications. 

Over 200 wireless access points across the campus enable

medical staff to collect and upload information from their

personal digital assistants or laptops, when they are on the wards

or between sites. The wireless network comprises 208 Cisco

Aironet 1200 Series IEEE 802.11 a/b/g wireless access points.

Security has been provided at multiple levels, from Cisco’s

PIX firewall guarding against external threats, to wireless

security which demands that users are authorised with a

specified network adaptor and ID at an access point level,

before they can gain access to the server. Application-level

security has also been implemented.


