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Abstract 

 
 
NASA and the Department of Defense (DOD) are currently involved in defining the 
next-generation network architecture for space.  This new architecture will utilize Internet 
Protocols to ensure interoperability between terrestrial (land, sea, and air) and satellite-
based systems. NASA’s Glenn Research Center (GRC), located in Cleveland, Ohio, has 
been heavily involved in the development of Internet technologies for space applications 
since the mid-1990’s.  Through consortium-based research utilizing the Advanced 
Communication Technology Satellite (ACTS), GRC has validated the use of Internet 
Protocols through space at geostationary distances.  Today, GRC is conducting research 
that concentrates on the development of secure, mobile network hardware, software, 
protocols, and operations applications for eventual use in space platforms.  The current 
development activities are all cooperative in nature and utilize, to the greatest extent 
possible, commercial-off-the-shelf (COTS) network equipment that has been designed to 
open standards, helping to reduce costs and ensure compatibility with future commercial 
systems.  GRC’s secure, mobile network research has been conducted using bent-pipe 
satellite links over government satellite systems (ACTS and NASA’s Tracking and Data 
Relay Satellite System [TDRSS]), commercial satellites (Iridium and Globalstar), and 
other moving communications platforms (cars, trucks, military vehicles, and ships).  
Future demonstrations will include a Mobile IP demonstration on board shuttle and an 
interoperability experiment using a commercial miniature router on a microsatellite.  
Additional research will also be needed to define and test the security and interoperability 
features envisioned for NASA’s new integrated architecture. 
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Background 
 
About GRC 
 
The Glenn Research Center (GRC) is the third oldest NASA Center.  Built in 1944 to 
perform propeller research in support of the WWII effort, GRC (then the Lewis Research 
Center) predates the creation of NASA in the 1960’s.  Today, GRC performs far more 
than propeller research.  GRC is internationally recognized for its pioneering work in 
cryogenic propulsion, computational fluid dynamics, turbomachinery, space power, and 
space communications research.  GRC’s Space Communications Office managed the 
design, build, test, validation, and operation of the Advanced Communication 
Technology Satellite (ACTS).  A geostationary communications test platform, ACTS 
provided for the development and flight test of high-risk, advanced communications 
satellite technology. Using multiple spot beam antennas and advanced on-board 
switching and processing systems, ACTS has pioneered the use of the Ka Band for 
communications satellite technology. 
 
Why IP in Space? 

 TCP/IP at Geostationary Distances 

Early in 1995, a Satellite Industry Task Force (SITF) was initiated by executives of the 
satellite industry to define the role for communications satellites in the National and 
Global Information Infrastructures (NII/GII).  Satellites were considered to be essential to 
the NII/GII since they offer ubiquitous coverage. The SITF was chaired by Dr. Thomas 
Brackey of the Hughes Space and Communications Division and grew out of a series of 
workshops held during the summer of 1994 by the communications industry, NASA, and 
the Defense Information Systems Agency (DISA).  Experts were convened from twenty 
companies representing satellite and terrestrial network builders, operators, and users.  
For eight months the SITF worked to identify opportunities to exploit and challenges to 
overcome for the satellite industry to play a key role in the NII/GII.  NASA personnel 
participated in the SITF's meetings to contribute on technical and policy matters.  

After significant data collection and analysis on various issues, the SITF participants 
reached a consensus on five key challenges. Three of the challenges were policy-related:  

• Access to Spectrum  
• Trade and Security  
• Access to Market  

The remaining two were technical:  

• Seamless Interoperability  
• Technology Advancement  



In the technical arena, the SITF was gravely concerned about the proliferation of fiber-
based terrestrial networks.  Very low cost (once installed), ubiquitous (covering most of 
the Earth, excluding some remote locations in central Africa, Russia, and Asia), and 
capable of supporting a common world-wide communications interface (Internet 
Protocols or IP), fiber presented a tremendous challenge for the satellite industry.  
Satellites tend to be exactly the opposite of fiber-based networks (i.e. expensive and 
proprietary).  Hoping to capture the “last mile” market, the SITF recommended that 
research be conducted to eliminate interoperability issues between the terrestrial Internet 
and geostationary platforms.  Because of its expertise and access to the ACTS 
geostationary platform, a decision was made to conduct IP research for space at GRC. 
 
Central to this discussion are the Internet Protocols themselves.  There is no single 
Internet Protocol (the IP family actually contains more than 50 protocols). Internet 
Protocols include such things as User Datagram Protocol (UDP), Transmission Control 
Protocol (TCP), Internet Protocol - "Next Generation" (TCP/IX), Electronic Mail 
Protocols: (SMTP, POP, IMAP, DNS-MX, PEM ), File Transfer Protocol (FTP), and the 
Hyper-Text Transfer Protocol (HTTP).   
 
Most people tend to associate one particular protocol with the Internet: TCP/IP 
(Transmission Control Protocol / Internet Protocol).  TCP/IP provides reliable 
(guaranteed) delivery of data from one location to another over the Internet and is 
therefore a preferred protocol for the majority of terrestrial Internet users.  The data 
delivery guarantee is the result of handshaking (feedback) from the remote computer 
back to the originating source (a missing handshake results in an automatic 
retransmission of the data).  Handshakes can also be used by TCP/IP to identify and 
mitigate network congestion.  Because terrestrial Internets use shared resources and data 
flows over networks tend to be “bursty” in nature, if too many network participants 
attempt to use the same resources at the same time data loss can occur.  To minimize this 
problem, TCP/IP provides automatic congestion control.  When a data recipient receives 
an individual TCP/IP data packet it automatically generates an acknowledgement for that 
specific packet and sends it back to the originator of the data.  If these acknowledgements 
are not received in a timely fashion TCP/IP assumes that the network is congested and 
immediately backs off on data rate (by 50%) to minimize its contribution to the problem.  
Once congestion control has been activated TCP/IP also ramps up much more slowly 
than before (a linear increase in rate [one additional packet per round trip time] versus the 
exponential rate increase used at the start of the data transmission).  The TCP/IP 
congestion control algorithm is commonly referred to as “Additive Increase, 
Multiplicative Decrease” (AIMD) and it is one of the key factors responsible for keeping 
the terrestrial Internet stable and “fair” to all users (equal access and bandwidth on a 
shared medium).   Unfortunately, congestion control also erroneously assumes that the 
latency which results from using geostationary links is caused by congestion which can 
result in poor bandwidth utilization over high bandwidth, long delay links. 
 
To address the congestion control issue, GRC was tasked to explore the use of TCP/IP at 
geostationary distances using the ACTS satellite as a test platform.  To conduct the 



research, GRC put together a multidisciplinary, consortium-based team.  The team 
included: 
 

Computing 
 Sun Microsystems 
 Compaq 
 Microsoft 
 Intel 
 IBM 
 Hewlett-Packard 

 
Spacecraft Manufacturers 

 Spectrum Astro  
 Hughes Space & Communications 
 Lockheed Martin 
 Space Systems / Loral 
 Boeing 
 Ball 

 
Communications 

 Ampex Data Systems 
 Comsat Laboratories 
 Cisco Systems 
 FORE / Marconi 
 Raytheon Telecom 
 Cabletron Systems 

 
US Government Laboratories  

 NASA Ames Research Center 
 NASA Johnson Space Center 
 NASA Goddard Space Flight Center 
 NASA Jet Propulsion Laboratory 
 U.S. Naval Research Laboratory 
 U.S. Air Force Research Laboratory 
 U.S. Army / CECOM 

 
To conduct the necessary research, each participant agreed to provide his state-of-the-art 
platform / operating system and engineering expertise.  NASA GRC provided the overall 
leadership and the ACTS satellite platform (see Figure 1).  Space Act Agreements (the 
military refers to them as Cooperative Research And Development Agreements or 
CRADAs) allowed the team to share both the cost and final results from the research.  In 
the end, the team was able to develop the code changes necessary to allow TCP/IP to 
work at geostationary distances (as verified by ACTS experiments at data rates as high as 
622 Mbps).  During the testing, the team was also able to uncover (and fix) a number of 
cross-platform interoperability issues.  The results of the activity were codified as a part 
of the commercial-off-the-shelf (COTS) IP standards that are maintained by the Internet 



Engineering Task Force (IETF) and the recommended changes are now a standard part of 
COTS IP protocol packages.  Summary results of the entire effort can be found at: 
 
http://ctd.lerc.nasa.gov/5610/relpubs.html 
http://roland.grc.nasa.gov/~ivancic/papers_presentations/papers.html 
http://siw.gsfc.nasa.gov/agenda.html 
 
 

 
 

Figure 1. 
IP Geostationary Testbed Configuration 

 
 

Normalization of Space 
 
Following the success of the ACTS experiments with IP, the research consortium 
investigated the incorporation of network equipment into spacecraft systems.  NASA 
GRC also initiated IP satellite accommodation studies with four satellite vendors (TRW, 
Spectrum Astro, Orbital Sciences, and Surrey Satellite Technologies [SSTL]).  Somewhat 
surprisingly, several of the vendors indicated that the use of IP onboard spacecraft was 
not only feasible, but that it would be to the government’s advantage to make the change. 
 
Satellites are typically custom built and require a number of proprietary interfaces.  Each 
satellite consists of a primary bus, surrounded by one or more instruments, all of which 
are provided by different vendors.  Because each bus and each instrument is unique, 
interface control documents (ICDs) are required for each interface.  Although exhaustive, 
these documents are not always 100% successful at uncovering and documenting each 
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interface issue.  Integrated testing, where interface issues are normally uncovered, 
typically occurs very late in the satellite build process (normally after each individual 
instrument has been through its own separate qualification program and delivered to the 
satellite bus vendor).  Thus, integrated testing usually occurs when it is too late to make 
wholesale design changes without affecting schedule.  Problems uncovered late in a 
program can be extremely expensive to correct and may lead to significant launch delays.   
 
Considering a typical satellite program, the cost of an integrated satellite can be summed 
by including such things as: 

1. Materials (steel, ceramics, aluminum, etc…) 
2. Avionics 
3. Software 
4. Nitrogen, hypergols, and other consumables 
5. Tooling 
6. Personnel (the standing army needed to design, build, integrate, and test the 

spacecraft) 
 
Of the six items, the satellite vendors indicated that item #6 is often the only variable that 
can be meaningfully impacted.  Anything that can reduce the length of time that the 
standing army is around can have a tremendous impact on the total satellite life cycle 
cost.  According to the vendors, the use of common IP interfaces could dramatically 
reduce the total time required to design, build, test, and validate spacecraft (making 
interfaces more like plugging in a networked printer and less like a science fair project).  
Additionally, with the use of common interfaces, integrated satellite testing can begin far 
earlier, simply by connecting the satellite bus and instruments prior to qualification, while 
they are still in their respective factories (thereby uncovering integration issues while it is 
still relatively inexpensive to make the necessary design changes and avoid launch 
delays). 
 
Use of common IP interfaces extends beyond the satellite development process.  
Typically, satellites arrive at the payload processing facility (PPF) with unique interface 
requirements.  Being able to accommodate these interfaces typically results in the 
expenditure of significant amounts of capital.  Similarly, when the satellite is mated to the 
expendable launch vehicle (ELV) it typically requires a mission unique interface with the 
ELV data system (requiring further accommodation and capital expenditures).  The use 
of common IP interfaces could result in a tremendous savings in terms of both funding 
and time.  To this end the National Reconnaissance Office (NRO) has already designed 
and built a standard COTS IP interface rack that will be provided to the satellite vendors 
as Government Furnished Equipment (GFE).  These GFE racks will be used in the 
factory during satellite design, build, and test, and in the PPF during spacecraft fueling 
and final testing aboard the ELV. 
 
The use of COTS IP interfaces can also impact the cost of ground station design.  Typical 
ground station procurements are let fairly late in the satellite procurement process (often 
after the satellite design work has been mostly completed) and may involve multiple, 
unrelated vendors.  Because of the proprietary nature of today’s satellites, this often 



results in major integration issues late in the program, further driving up costs.  The use 
of COTS IP interfaces is expected to help eliminate many of the design issues associated 
with the proprietary issues.  Additionally, commercial ground station providers are 
already using COTS IP for their terrestrial connections and it is expected that the use of 
similar interfaces on satellites will eliminate many of the issues associated with the use of 
proprietary interfaces. 
 
NASA/DOD Future Transformational Communications Architecture (TCA) 
 
NASA and the DOD are currently working together on a new, Transformational 
Communications Architecture (TCA).  The TCA is expected to utilize Internet Protocols 
to ensure interoperability between terrestrial (land, sea, and air) and satellite-based 
systems.  Understanding the key differences between existing satellite systems and 
tomorrow’s networked satellite systems is important.  

 
 

Figure 2 
Existing Satellite Systems 
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Referring to Figure 2, a typical satellite system has a single purpose (data collection) and 
it utilizes dedicated infrastructure.  All operations are scheduled well in advance and 
utilize switched circuits to move data from one point to another.  In the case above, a 
LEO satellite communicates over a higher flying satellite (like TDRSS) in a bent pipe 
fashion to the ground.  Once on the ground, the data is archived, stripped, and shipped to 
the end user by wrapping the proprietary protocols with IP (end users typically use 
proprietary systems to extract the data from the raw data stream provided).  
Communication faults are manually detected, isolated, and recovered.  Data flows are 
primarily in one direction (satellite to ground station). 
 
Network-centric satellite systems are quite different.  Referring to Figure 3, network-
centric satellite systems are dual purpose (providing for the collection of data and 
network connections for other systems) and they utilize a shared infrastructure.  
Operations are ad hoc in nature (service on demand) and utilize a common network to 
move data from one point to another.  In the case shown below, a LEO satellite does not 
posses enough power to communicate over a higher flying satellite (like TDRSS).  
Instead, it communicates with its nearest LEO neighbor who then passes the data over 
TDRSS in a bent pipe fashion to the ground.  Since IP packets are individually 
addressable, once on the ground they are archived and immediately sent to the end user 
without the need for mission-unique software to extract the data from the raw data 
stream.  Communication faults are autonomously detected, isolated, and recovered 
without human intervention.  Data flows can also be in multiple directions (dependent on 
the task at hand). 



 
 

Figure 3. 
Future Network Centric Satellite Systems 

 
 
 
 
Issues with IP in Space. 
 
Until recently, the greatest impediment to the use of IP in space has been organizational 
inertia.  Change requires resource expenditures and imposes a certain increased level of 
risk to missions and the concern has been that the positive attributes associated with the 
new protocols did not outweigh the costs and risks associated with the change.  This 
attitude prevailed until the National Security Space Architect (NSSA) completed its 
evaluation of the new technology last year.  Based on their recommendations, the 
government’s satellite community has embraced the technology and intends to implement 
its use by the close of the decade. 
 
Network security has also been a significant concern (most have heard horror stories 
concerning relatively young hackers gaining access to sophisticated systems).  This threat 
should be considered from multiple viewpoints: 
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1. Virtually all satellite systems are already using a version of the terrestrial Internet 
to transport data once it has arrived on the ground.  These systems are closed and 
routinely monitored for unusual activity.  Extending the Internet onto space-based 
platforms adds little to the threat that already exists with these systems. 

2. Uncontrolled use of the open Internet for satellite operations could pose an 
additional security risk.  Many of NASA’s and DOD’s operations take place over 
the open Internet today.  For these activities, establishing (and implementing) 
network security policy, taking steps to ensure physical security, monitoring 
activities, and using data encryption techniques are all important to ensure 
network security. 

3. For systems in motion (aboard ships, aircraft, or spacecraft), ensuring dynamic 
security while traversing multiple domains is an issue.  It can be dealt with using 
technologies that NASA GRC is helping to develop (Cisco’s Mobile Router code 
and Western DataCom’s encryption device which utilizes NSA’s High Assurance 
Internet Protocol Encryption standard [HAIPE]).  Both will be discussed in 
greater detail later. 

4. Ad hoc systems will pose the most difficult challenge.  The current vision for 
NASA’s Earth Science community calls for the eventual deployment of “sensor 
webs”.  These ad hoc sensor formations (and their network connections) are 
expected to appear and disappear spontaneously in a short period of time.  User 
authentication and operations under these conditions have yet to be fully defined. 

 
Encryption key management may also present an issue with the new technology.  Key 
reuse has been deemed unacceptable by the National Security Administration (NSA).  
Changing keys on satellites is always difficult due to accessibility issues.  One option 
under consideration by the NSA would be to develop a key engine for use in inaccessible 
locations (like space).  This engine would operate randomly and would add a second 
encrypted tunnel through the existing encrypted path already used for normal 
communication.  Would-be eavesdroppers would need advance notice of the random key 
exchange event and would also need to break through two encrypted tunnels (considered 
to be extremely unlikely).  This option also introduces the possibility of introducing 
multiple levels of security to the same device (the device would default to an initial 
minimal level of security with the option of upgrading in the future).  Currently NASA 
payloads only encrypt command and control links (payload data is not encrypted).  If the 
NSA chooses to require encryption of all satellite data on government satellites it will 
require them to be built in Sensitive Compartmented Information Facilities (SCIFs).  This 
will make it problematic for NASA to accommodate international instrument developers, 
who have difficulty obtaining the clearances needed to enter a SCIF.  If encryption 
devices could be initialized on orbit, it would eliminate the need for SCIFs to build 
satellites. 
 
Performance Enhancing Proxies (PEPs) may also present a serious security issue.  PEPs 
are desirable because they can be used to optimize specific links (like the space-to-
ground link).  Unfortunately, they create a security issue because they require protocol 
conversions as the data crosses from one domain to another.  NSA’s High Assurance 
Internet Protocol Encryption (HAIPE) standard requires the encryption of both the 



headers and payload for IP packets.  PEPs need to be able to analyze header data in order 
to optimize it for transmission between gateways.  If the headers are encrypted it will not 
be possible to view them, effectively eliminating PEPs as an option. 
 
One issue just beginning to be addressed is the need for flight validation of network 
components.  In a risk adverse industry, who will fly unproven technology?  This 
question drives the need for protoflight missions to demonstrate the new technology and 
prove its space “worthiness”.  One option would be to develop unique “space” versions 
of COTS network products.  Although this option is attractive, it will require diligence to 
ensure that the spacecraft-unique network devices will be able to achieve true 
interoperability with terrestrial systems. 
 
One trade that is problematic is the development of radiation-tolerant network devices 
versus network devices that can be upgraded on orbit.  Although a generic issue for all 
space devices (not just network devices), radiation-tolerant devices tend to lag others in 
terms of performance and availability (there are only two foundries left that make 
radiation-hard devices).  Radiation-tolerant devices are also usually ASIC-based and are 
therefore not upgradeable.  This issue may be solved through the use of multiple, 
independent devices coupled with voting schemes. 
 
The final issue involves mission operations.  Network devices in space can be operated in 
a similar fashion to existing systems (switched circuits, manual operations, etc…).  But to 
do so eliminates many of the unique features inherent to networked systems.  New 
“virtual” mission operation concepts need to be developed and tested for the new 
technology to be fully engaged. 
 
Current Research. 
 
Initially GRC concentrated on the development of protocols for use in space.  As a result 
of satellite vendor studies, we determined that the area of IP research needed to be 
expanded to make IP in space fully successful as a concept.  This led to additional 
collaborative research in such areas as network hardware, software, IP-compliant satellite 
bus, and operations applications development. 
 

Hardware Development. 
 

There is currently no space-qualified network hardware available commercially (although 
Surrey Spacecraft Technology Limited [SSTL] has “built” [using BSD software] and 
tested an IP stack aboard UOSAT-12 [see http://siw.gsfc.nasa.gov/presentations/SIW2-
A2-Jackson.pps]).  In 1999, GRC initiated the development of miniature router via a 
Small Business Innovative Research (SBIR) grant with Bluestreams (a local 8a or small 
and disadvantaged business) with mixed results.  The requirements were as follows: 
 

1. Interoperability 
The technology needed to be fully interoperable with existing open standards.  

2. Mobility 



The technology needed to accommodate motion from one operating theater to 
another without the need for manual reconfiguration. 

3. Transparency 
The technology had to be truly “set and forget”. 

4. Scalability 
The technology had to scale to large, complex network systems. 

5. Security 
The technology had to allow network elements to securely cross multiple domains 
(open, closed, government, military, etc…). 

6. Bandwidth Efficiency 
The technology had to accomplish all of the above and remain bandwidth 
efficient. 

 
In 2000, Cisco (a leading supplier of terrestrial network hardware) offered to work 
collaboratively with GRC on the development of a miniature router.  Cisco provided the 
state-of-the-art router design.  GRC provided a mobile test lab and network expertise to 
evaluate the new product for potential space applications.  The new commercial router 
addresses many of the needs of the satellite community.  It is small (2 cards, PC-104 form 
factor, roughly 4” on a side), lightweight, and only consumes 10 Watts of power while 
operating.  Throughput on the current device is limited to 100 Mbps (the next generation 
device being tested is expected to operate at 1 Gbps or higher).  The mini-router also 
offers the full functionality of the Cisco Internet Operating System (IOS) and it is built to 
conform to the latest open standards (as maintained by the IETF), guaranteeing 
interoperability with other terrestrial network devices.  Finally, it is compliant with the 
latest open standards for mobility (called “Mobile Router”).  This innovation, developed 
by Cisco and evaluated at GRC, allows entire networks to move from one operating 
theater to another without the need for manual reconfiguration of routers or hosts.   
 

 
Figure 4. 

Cisco Mini-Router 
 

The new Cisco device met all of the original requirements except for security.  Western 
DataCom was identified as a potential source for technical solutions to address the 



security requirement.  Western Datacom is an encryption device developer for the 
intelligence community.  They were also formerly a part of Bluestreams (the company 
originally tasked to design a miniature router).  Again, using a Space Act Agreement, 
GRC worked collaboratively with Western DataCom to develop a NSA approvable, High 
Assurance Internet Protocol Encryption (HAIPE) standard compliant, mobile, Type 1 / 
Type 2 encryption device.  This device is also small (2 cards, PC-104 form factor, 
roughly 4” on a side), lightweight, and only consumes 10 Watts of power while 
operating.  The encryption device, packaged with the Cisco mini-router and power supply 
is smaller than a football and consumes fewer than 20 Watts while operating.  
Throughput on the current device is limited to 2 Mbps (the next generation device being 
tested is expected to operate at 1 Gbps or higher).  Multiple devices can be used on the 
LAN side of the router to allow multiple-level security.  The device is also designed to 
work with the new Mobile Router technology and does not need manual reconfiguration 
as it transitions from one operating theater to another (a major breakthrough since most 
encryption devices are inherently static devices). 
 

 
Figure 5. 

Western DataCom Encryption Device 
 
Finally, GRC has a contract with Spectrum Astro (a leading spacecraft manufacturer) to 
develop network devices for space.  They are currently developing space-qualified 
network interface cards (NICs), a local area network (LAN), and a hub.  They have also 
agreed to provide Cisco with the expertise necessary to radiation-harden the miniature 
router.  Spectrum Astro plans to modify a commercial Cisco miniature router by 
replacing radiation-susceptible chips with radiation-tolerant equivalents.  Cisco would 
then repopulate the new device with its IOS. 

 
Software Development. 

 
In addition to performing protocol research, GRC has been active in developing software 
for use by IP-compliant applications.  Called Embedded Web Technology (EWT), the 
new technology allows the use of virtual interfaces to access networked devices locally 
(see http://vic.grc.nasa.gov/). It has won numerous awards including “Software of the 



Year” and an R&D 100 award. EWT is JAVA based.  To use EWT a device operator first 
loads the EWT software into a generic computer (EWT fits on a floppy disk).  The 
operator than uses a generic web browser (such as Microsoft’s Internet Explorer) to gain 
access to the networked device.  First, the operator types in the Uniform Resource 
Locator (URL or world wide web address) for the networked device.  EWT then obtains 
JAVA beans from the device, loads them into the generic browser, and initiates a bi-
directional session from the operator to the machine.  Once the session is complete, the 
operator merely closes the browser or turns off the power to the computer.  Since the 
session was virtual, no trace of the session will remain on the computer.  That means that 
the generic computer in the field does not contain any mission-unique hardware that can 
be stolen, compromised, or misused. 
 

Operations Applications. 
 
The use of IP onboard spacecraft allows the use of completely new operations models.  
Starting in 1999, NASA GRC began looking at the operational implications of using IP in 
space.  Called “Virtual Mission Operations” (VMO), it is the first attempt in creating a 
secure application for the remote command and control of space-based assets.  Working 
with operations specialists from the Johnson Space Center’s (JSC) Mission Control 
Center (MCC), requirements for generic mission operations were developed.  These 
requirements were then captured in the model shown in Figure 6:  
 
 

 
Figure 6. 

Virtual Mission Operations Model 
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Working collaboratively with Veridian Information Solutions (a leading network security 
vendor for the intelligence community) the model was captured in software and 
demonstrated at JSC’s “Inspection 2000” open house event.  NASA provided a 
networked connection over a TDRSS satellite and an emulated International Space 
Station experiment.  Veridian provided the VMO software suite.  Based on the positive 
reaction from the satellite community, GRC placed Veridian on contract to further refine 
the VMO model and capture the knowledge gained (Veridian also provided a matching 
sum of internal research and development funding on the project).  Called the “Virtual 
Mission Operations Control Center” (VMOCC) by Veridian, the new model incorporates 
the original operations model plus a knowledge data base and an encrypted gateway for 
“unsophisticated” user access (remote users of science data). 
 

 
Figure 7. 
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detection system and the Common Intrusion Detection Director (CIDD).  Both AISM and 
CIDD were developed by Veridian for the Air Force Information Warfare Center 
(AFIWC) and they are used routinely by most DOD bases to mitigate the network risks 
associated with hackers (external to the monitored connections) and saboteurs (internal to 
the monitored connections).  Finally, it would also be possible to incorporate data mining 
tools into the system to track individual user data requests, providing feedback to system 
operators to further optimize satellite operations. 
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End-to-End IP-Compliant Low Earth Orbit Mission Development. 
 
A great deal of discussion has taken place in the area of developing end-to-end 
architectures for the eventual deployment of IP in space.  Specific NASA activities, such 
as NASA Goddard Space Flight Center’s (GSFC’s) development of a “Flatsat” concept 
and their demonstration of operating missions as nodes on the Internet (OMNI), and 
commercial advancements from companies such as Spectrum Astro (spacecraft 
architectures and network devices), Cisco (mobile IP protocols and devices) and Veridian 
(secure Internet-based operations) have made significant progress toward defining pieces 
of a space Internet architecture suitable for NASA Enterprise mission use.  Unfortunately, 
there has been little or no activity to “flesh out” these architectures beyond their current 
state (cartoon representations of future systems).  A fully developed, straw man satellite 
architecture is therefore necessary to establish a basis for discussion and help to mitigate 
risk for mission planners and code developers considering IP-based systems.  To this end, 
GRC has issued a draft release of an end-to-end LEO architecture for an IP-compliant 
satellite, “Architecture and System Engineering Development Study of Space-Based 
Satellite Networks for NASA Missions” which will be presented by William Ivancic at the 
IEEE Aerospace conference in March, 2003.  GRC has also initiated a 2 year grant with 
New Mexico State University (NMSU) to conduct research in the area of IP-compliant 
satellite bus architectures.  NMSU will be conducting an interim review (quasi-PDR) of 
its concepts in mid-January, 2003.  Spectrum Astro has also agreed to provide 
engineering support and an independent evaluation of NMSU’s concepts as a part of the 
review.  Finally, NMSU intends to propose the new bus concept as a part of the next 
USAF-funded university satellite program. 
 
Terrestrial Experiments. 

 
Commercial Router Experiment with an Emulated STS Link.  

Testing was performed by GRC personnel within the Electronic Systems Test Laboratory 
(ESTL) with cooperation from the Mission Operations Directorate (MOD) and Qualification 
and Utilization of Electronic System Technology (QUEST) personnel on the use of a 
commercial router with existing STS communications equipment.  Following the ESTL 
testing, additional testing was performed at GRC in a laboratory environment with equipment 
configured to emulate the STS system. 
 
Some of the more significant findings were: 

• A COTS router and standard TCP/IP protocols could be used for both Shuttle and the 
Space Station, even with delays of 1200 milliseconds, so long as clean radio links are 
provided (use of Reed Solomon encoding was used to ensure that link quality was 
maintained).  UDP/IP can be used in cases where clean radio links cannot be assured. 

• COTS network devices (properly qualified for space), such as those produced by 
Cisco, could be used with the existing STS / ISS communications system and they are 
unaffected by issues such as duplex channel asymmetry (tested to 200:1) and the need 
to operate with duplex connections over independent simplex links. 

• High level Data Link Control (HDLC) framing works well for data links such as those 
provided by Shuttle and the International Space Station.  



• Non-return to zero inverted (NRZI) encoding is mandatory for systems that do not 
correct for phase ambiguity or do not perform scrambling at the data link layer.   
NRZI will perform the necessary scrambling and correct for phase ambiguity. 

 
From the results of GRC’s testing, it was recommended that NASA consider the use of 
standard commercial interfaces onboard STS and ISS (commercial radios, network devices, 
etc…).   
 

Neah Bay Secure, Mobile Networking Experiment. 
 

NASA Glenn Research Center, the United States Coast Guard (USCG), Cisco, Western 
Datacom, Globalstar, SeaTel, Globalstar, Stallion, and numerous other companies 
worked together to develop and demonstrate a secure mobile network utilizing an USCG 
operational network.  The ship “Neah Bay”, a USCG Ice Breaker, was chosen due to its 
low cost and the similarity of its mission to a typical low earth orbit (LEO) satellite 
mission (i.e. closed networks, use of line of sight RF or overhead assets to communicate 
data back to a remote station).  This demonstration was the first to show the new Mobile 
Router and HAIPE technologies. 
 

 
 

Figure 8. 
Neah Bay Demonstration Operations Area 

 
The following critical items were demonstrated: 

• Mobile router technology using the mobile-IPv4 protocol. 
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• Secure mobile networking over wired and wireless links (802.11b) using an NSA 
approvable, HAIPE compliant encryption device. 

• Sharing of communications infrastructure (commercial satellite and Internet 
providers). 

• Secure operation over the public Internet (including communications over an 
International (Canadian) network. 

• Seamless handoffs between Wi-Fi and satellite links. 
• Seamless, secure handoffs between public and private networks. 

 
Some of the applications that were demonstrated included: 

• Microsoft NetMeeting 
• Voice-over-IP (VOIP) 
• Secure Shell 
• FTP 
• Web Surfing 
• Virtual Private Networks (VPNs) over mobile networks 
• Instant Messenger 
• GPS Location Reporting 

 
The demonstration was well attended with over 120 participants representing a “Who’s 
Who” of civilian and DOD Agencies.  A partial organization list includes: 

• NASA HQ/Code S, M, X, & Y 
• NSA     
• SMC 
• DIA 
• NIMA 
• DISA 
• AFRL 
• NRL 
• USCG (Deepwater) 
• USA CECOM  
• USA PEO C3T 
• USA TRADOC 
• USAF / USA Battlelabs 
• SPAWAR 
• WHCO 
• FBI 
• National Guard HQ 
• The Secret Service  
• The NY Port Authority 
• Canadian Coast Guard 

 



Flight Experiments. 
 
CANDOS ground network development. 

 
The Communications and Networking Demonstration on Shuttle (CANDOS) is a mission 
that is managed by the Goddard Space Flight Center (GSFC) and it will be the first flight 
for a software radio developed by ITT.  The radio, called the Low Power Transceiver 
(LPT), is capable of holding multiple simultaneous communications with both ground 
and satellite based systems.  It was hoped that CANDOS would also be the first flight for 
both the Cisco mini-router and Western DataCom encryption device.  Unfortunately, due 
to schedule and funding constraints, this was not possible.  In place of the Cisco device, 
ITT offered to “build” an IP stack using VXWorks software.  Although less capable than 
the full Cisco IOS, the stack is capable of demonstrating basic routing and Mobile IP 
protocols.  For the demonstration GRC agreed to provide the ground network 
infrastructure and engineering expertise.  Although not the definitive test for IP protocols 
in space, CANDOS offers an important first step in establishing Mobile IP protocols in 
the space environment because it allows NASA to take advantage of mobile COTS 
product capabilities and interoperability features through consortium-based research.  The 
demonstration will have direct applicability to any spacecraft that requires geographically 
distributed gateways to establish link connections.  It should be noted, however, that the 
demonstration will not address the mobility or security aspects of crossing multiple 
Internet domains. 
 
In preparation for the CANDOS demonstration, GRC procured, configured, tested, and 
delivered Cisco 2621 network routers, modems (with encryption for out-of-band access 
to routers), various communications adapters, and cables for networking across multiple 
sites to GSFC’s mission control center. 

• All of the routers and hold down timers were configured to conform to 
expected STS dynamics conditions. 

• STS-107 is currently expected to fly in mid-January 2003 and GRC 
intends to participate in the demonstration from the control center at 
GSFC.   

 



 
Figure 9. 

CANDOS Operational Network 
 
A final report detailing the specific findings from the CANDOS mission will be 
generated once the mission has flown.  Pre-launch activities have already identified 
issues with current ground station policy and procedure which forbid the use of remote 
control of network elements. 
 

MANTIS. 
 

 
 
The Mobile Advanced Network Testbed In Space (MANTIS) is a flight experiment 
which utilizes a Cisco mini-router onboard an SSTL microsatellite.  The satellite (one of 
four satellites in the Disaster Monitoring Constellation or DMC) will be flown in the 
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summer of 2003.  Cisco has already provided a modified mini-router for the 
demonstration to SSTL.  SSTL will perform the integration and qualification of the 
device and operate it as an experiment once flown.  The router is expected to be in the 
primary data path for the satellite.  It will be controlled locally from SSTL’s parent 
control center (located in Surrey England) and remotely from both GRC and the US Air 
Force’s control center (located in Colorado Springs, Colorado).  The details are still being 
negotiated, but the demonstration should be a joint effort between Code Y’s Earth 
Science Technology Office (ESTO), GRC, SSTL, Veridian, and the USAF/USA 
Battlelabs (who will provide a portable ground station and a mirrored VMO site). 
 
Future GRC Research. 
 
In addition to the missions listed above, GRC intends to continue to work collaboratively 
with industry to develop network products for space.  Contingent on funding, 
improvements in throughput, radiation tolerance, interoperability, security, on-orbit 
programmability, key management, migration to IPV6, and ad hoc networking are all of 
prime importance for the future of IP in Space.  GRC has also approached the NSA, the 
Air Force Information Warfare Center, and others about performing penetration testing of 
the integrated flight mission package.  That work is currently being negotiated, but 
appears to be likely in the near future. 
 
Contact Information. 
 
GRC is always interested in performing collaborative research in the area of secure, 
integrated IP systems.  For additional information please contact: 
 
 

Phillip E. Paulsen 
Space Internet Technology Project Manager 

216-433-6507 
phillip.e.paulsen@grc.nasa.gov 

 
 

- Or - 
 
 

William D. Ivancic 
Senior Network Researcher 

216-433-3494 
william.d.ivancic@grc.nasa.gov 


